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Social Networking and MySpace



What Are Social Networking Sites?

• Social networking sites have one stop shopping for online content, 
activities and features.

• Some of the larger social networking sites on the internet, aside from 
MySpace.com, are Xanga.com, Facebook.com and Friendster.com. 
Bebo.co.uk and Piczo.com are popular in the U.K.



• 1 in 4 Americans are on MySpace
• 85% of members are 18+
• 110 million monthly users in US
• 300,000 new registrants daily*
• 15 million total images uploaded daily
• 70,000+ videos uploaded daily
• 50 million messages sent a day
• Localized versions in 30 regions across 

15 languages

The MySpace Generation 

Source: comScore Media Metrix August 2007
* MySpace internal data, August 2007
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Work with Law Enforcement

Contact Content Collaboration

Keep predators off of 
MySpace

Keep inappropriate 
content off of 

MySpace

Information that 
empowers parents

Prevent unwanted 
contact for all users

Block teen access 
from age -

inappropriate 
content

Education

Contact, Content and Collaboration



Contact

• Keep predators off 
of MySpace

• Prevent unwanted 
contact

Contact

What We’re Doing: 

 Email verification of new members

 Users under 18 are automatically assigned a Private 
Profile 

 Adults can never add under 16’s as a friend unless 
they know the under 16’s last name or email address 

(adult must know the user in the physical world)

 Users under 18 can block all users over 18 from 
contacting them or viewing their profile

 If users under 16 override their privacy settings, they 
are still only viewable by other users under 18

 No user can Browse for users under 16

 Sentinel SAFE



Sentinel S.A.F.E

Fox Interactive Media in partnership with Sentinel 
Tech Holding Corp. has created the first national real-
time searchable sex offender database called Sentinel 

S.A.F.E.

Using several points of data, MySpace user information is compared to RSO data to create a 
pool of potential matches.

That pool is then reviewed by human agents to designate matches, then remove and report the 
profiles in question.  



Potential Match for Agent Review



Registered Sex Offender Legislation

Email Legislation 
11 states have already passed legislation requiring RSO’s to register their 

email addresses and have established related punishments for non-
compliance, including additional jail time

The United Kingdom and Australia are exploring similar legislation.



Content

• Keep inappropriate 
content off of 
MySpace

• Block teen access 
from age -
inappropriate 
content

Content

What We’re Doing

 Image and Video Review

 Hashing of bad images

 Known bad URL’s are blocked 
from the site

 All group images subject to 
approval by founder

 Report Abuse buttons

 Profile review and deletion for 
violations

 CAT Team



Site Overview: General Features



Top Level Navigation

Forums that are
more likely to 

contain mature content 
are not viewable by under 

18

MySpace
patrols groups for

mature content

Younger users are unable 
to access events

marked as 18/21 +

MySpace videos can be 
embedded into a MySpace 

profile

All uploaded videos are 
reviewed by MySpace.

Songs linked from
Band profiles appear as a

MySpace Player

Band profiles are able to 
upload music.



Mobile and IM Client



Site Overview: User Features



Account Creation

• Step 1: Sign Up
• MySpace.com is a free service for 

14+.
• Data entered at sign up is 

‘subscriber data’.
• Users must agree to the Terms of 

Use. 
• Users under 18 must agree to the 

Safety Tips.
• MySpace requires email 

verification.

• Step 2: Upload Content
• Step 3: Invite Friends
• Step 4: Verify Email Address



Logged In User Homepage

Account settings are 
found in the Edit 

Profile area 



Account Settings

MySpace will release application
developer contact information

to law enforcement



Private Messaging



Bulletin Space

Users can share 
messages to anyone 

on their friends list 
simultaneously 

through bulletins



Overview: Profile Content





Example of a Private Profile



MySpace Operations and Enforcement

Policy Enforcement: 24/7 law enforcement team, compliance 
department, government and school relationship management.

Customer Care: High priority response team for underage users, identity 
theft, cyber-bullying, and other sensitive topics.

Content Review: Reviews on-site content, such as classifieds and 
groups, as well as all uploaded media content, such as images and 
videos.

Security Abuse and Enforcement: Response team for spamming and 
phishing issues. Investigatory team that works to pursue hackers and 
spammers.

General and International Support: Responds to general topics (“How 
do I..?). Assists all international territories.



Law Enforcement

• Ongoing support for local, state and federal law enforcement

• 24/7 dedicated hotline

• Training cybercrime units on how to investigate and prosecute cyber 
criminals using MySpace

• Law Enforcement Guide and ‘Quick Reference Sheet’



MySpace and Law Enforcement



• Locating A Profile

– Browse and Search

– Friends List

– Real Life Friends

– Name/Data can be changed at 
any time.

– The Friend ID, located in the 
web address, is the most 
important piece of information. 

– MySpace needs a Friend ID or 
the full URL to the  profile in 
order to assist.

Conducting Your Investigation: Locating A Profile

The display
name is not

a valid identifier

The friend ID number 
Is the best way to

reference an account



Conducting Your Investigation: Locating A Profile



Conducting Your Investigation: 
Investigative Resources and Evidence Collection

• The Friends List as a Resource:
– A user’s closest associates will most 

likely be on the front of their profile.

– Frequent comments from a user may 
also illustrate their closeness to the 
profile owner.

• How to collect evidence
– Any public evidence can be collected by 

saving the HTML of the page in question 
as deleted content may not be retained 
by MySpace (File > Save As).

– Information only viewable to friends may 
be collected via user consent, or you 
can create a profile and send them a 
Friend Request.

– Any other information will require legal 
process to retain. 



Conducting Your Investigation: Next Steps

1. Identify Profile

2. Save electronic copies of all front end/public portions 
of the profile.

• Image Galleries, Comments, Friends List, Blog 
Entries

3. Contact MySpace if you require back end data to be 
preserved.

• Let MySpace know if you would like the account 
locked.

Getting content removed

– If the content is illegal in nature, or needs to be 
removed due to an investigation, please contact 
MySpace with the web address(es) to the 
profile/content.

– Other content (such as more general image theft, 
underage users, etc) can be reported to through our 
Contact form.

– Please read our Terms of Service in regards to what 
content violates our TOS. 



Ongoing Investigation: Monitoring Profiles

• Officers can create profiles on MySpace to see more information on a 
profile, such as images in the gallery, comments, and blogs.

• Users will not know if you are looking at their profile. If you are 
concerned, do not put personally identifiable information on your 
profile.

• Parents can use monitoring software and open communication to 
monitor their child’s online use.

• Social networking sites create an environment where you can search 
for people through other people. Use this to your advantage, and 
spend time on the sites to understand how they work. 



MySpace Resources for Law Enforcement

• Data retained by MySpace
– IP activity related to all logins and image uploads are retained for at least a year.

– Basic subscriber information is retained for at least a year.

– Private messages, blogs, and comments are available if they still exist live on the site.

– Deleted front end profile information is NOT retained by MySpace, nor do we retain previous 
versions of the profile.

• Contacting MySpace
– MySpace may be contacted via its 24/7 Law Enforcement hotline.

– MySpace may also be contacted via its Law Enforcement and Compliance email addresses.

• MySpace Law Enforcement Investigators Guide
– Provides contact information, overview, policy details, and sample forms helpful in obtaining 

and understanding information from MySpace.

– The guide and the information contained therein is available for law enforcement use only. 

– You can obtain the guide by emailing LawEnforcement@MySpace.com. Please provide us 
with contact information so we may verify identity and ensure you receive updates. 

• Official MySpace Profile for a Law Enforcement Agency
– Please contact us if your department creates an official MySpace profile, so we may verify it on 

our back end.

mailto:LawEnforcement@MySpace.com�


Forensic Evidence

Available forensic evidence available on the local machine of the user

– MySpace IM Chat Logs: MySpace IM chat logs by default are stored to the local machine. 

– Cookie Data: If a user logged into that machine accessed MySpace.com, and did not clear 
their cookies, you can locate cookies with user information. The cookies will be named 
‘username@word.myspace.com’ 

– Cached MySpace Pages: Electronic copies of viewed MySpace pages will be stored to 
the local machine temporarily (until the user or machine flushes them out). Images viewed by 
the user that were stored on MySpace will also be stored here. 

– Stored login information: Sites and browsers allow users to ‘save’ their login settings. 
Check form fields in the browser to see if they have pre-populated information.



Legal Requests

Note: At this time, MySpace requests that international law enforcement agencies requesting information go through the 
MLAT process in order to acquire data. MySpace will honor preservation requests from international agencies in order to 

ensure data is available upon receiving the request.



Community Outreach



School Support

• MySpace has a School hotline 
that School Resource Officers 
and School Administrators can 
call concerning school related 
issues.

• A specialized area for Educators 
is available on our Safety section.

• MySpace has mailed over 55,000 
copies of the School 
Administrator’s Guide to public 
and private schools across the 
nation.

• There is also a dedicated email 
for School related matters, which 
is SchoolCare@MySpace.com.



Online Safety Resources for Law Enforcement

MySpace Safety Section
• Direct access for 

Parents

• Safety tips and videos

• Section for teens and 
online safety

• Information publicly 
available and for your 
immediate use!



Don’t Stop The Dialogue PSA



Questions? Comments? 
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