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Why you need to read this Manual and create an anti-money laundering 
ompliance program as outlined in these materials: 

  is the law 

 ou could lose your business 

 ou could go to jail for up to 10 years 

 ou could personally be fined as much as $500,000 

 our business could be victimized by criminals 

- Banks may not do business with you and close your bank accounts 

hat you need to do: 

 stablish a written anti-money laundering compliance program 

 book, which are also available at 
ww.moneygram.com
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o Use the materials in this
w  

terials available from the 
deral government at www.msb.gov

 
o Use the Money Services Business ma

fe  

all 1-800-328-5678 extension 3385 for help on money orders 

all 1-800-642-8050 extension 4899 for help on money transfers 

 esignate, in writing, a Compliance Officer for your business 

ployees, at least annually, on anti-money laundering 
ompliance 

 eport “suspicious activity” to the federal government 

 aintain the records you are required by law to keep 

- Have an independent review performed at least annually 
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rotect yourself and your business!!! P
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Dear MoneyGram Agent: 
 
The purpose of this Guide is to help you and your employees: 
 

 Detect and prevent money laundering and terrorist financing; 
 Comply with the Bank Secrecy Act (BSA) recordkeeping and 

reporting requirements; 
 Comply with the USA PATRIOT Act; 
 Identify and report suspicious activity; and 
 Comply with the requirements of the Office of Foreign Assets 

Control (OFAC) and other anti-money laundering regulations.  
 
Your knowledge of the information in this Guide may help prevent 
your business from being victimized by money launderers and 
help you comply with the law. In addition, your compliance with 
these requirements may help law enforcement agents in their 
efforts to track down and capture terrorists who illegally launder 
money.  
 
It is MoneyGram’s policy to follow the spirit, as well as the letter of 
the law. We do not want our money transfer services to be used 
for illegal purposes. We will not do business with anyone who 
knowingly violates the law. Although we cannot take responsibility 
for you or your employees’ compliance with the anti-money 
laundering laws and regulations, we believe this Guide can help 
you develop your own effective anti-money laundering compliance 
program.  
 
This Guide provides a general description of the BSA and USA 
PATRIOT Act requirements as they may relate to MoneyGram 
money transfers and should not be considered to cover all 
possible situations; there may be other requirements that apply to 
other facets of your business.  
 
MoneyGram thanks you for your shared dedication to the fight 
against money laundering and terrorism.  
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Guide Contents 

 
Money Services Businesses (MSBs) and their employees who conduct money order sales and money 
transfer transactions must comply with all anti-money laundering laws and regulations that apply to them.  
 
Section I. Money Laundering Overview 
Money laundering is the attempt to conceal or disguise the nature, location, source, ownership or control 
of illegally obtained money.  
 
Section II.  MSB Registration 
All MSBs are required to register with the U.S. Treasury Department. Most MoneyGram agents are 
covered by MoneyGram’s registration and do not have to register on their own.  
 
Section III. Anti-Money Laundering Compliance Program 
You must implement an anti-money laundering compliance program based on the risks associated with 
your business, such as size, location, volume of business, etc. 
 
Section IV. Recordkeeping 
You must record information regarding money order purchases and MoneyGram money transfer 
transactions of $3,000 or more, ($1,000 or more in some states).  
 
Section V. Currency Transaction Reporting Requirements 
You must file a CTR for any transaction greater than $10,000 in cash.  
 
Section VI. Structuring 
Structuring is the illegal act of breaking up a larger transaction into smaller transactions in order to avoid 
the recordkeeping or reporting requirements.  
 
Section VII. Human Smuggling 
Human smuggling is an activity where payment is made by the families or friends of undocumented aliens 
who are attempting to enter the United States illegally across the border. 
 
Section VIII. Suspicious Activity Reporting 
Suspicious activity involves transactions that appear to be structured or do not have any legitimate 
purpose. You must file a Suspicious Activity Report by Money Services Business (SAR-MSB) on 
suspicious activity that involves at least $2,000. 
 
Section IX. Office of Foreign Assets Control 
The U.S. Treasury Department’s Office of Foreign Assets Control (OFAC) prohibits all U.S. entities from 
conducting business specially identified individuals.  
 
Section X. Terrorist Financing Prevention 
Terrorists may attempt to launder money in order to conceal their identity and finance their operations. It 
is critical that you take appropriate and immediate action if detected. 
 
Section XI.  Civil and Criminal Penalties 
The government can impose severe penalties against individuals and businesses for violating money 
laundering laws and regulations. The criminal penalties for an individual can include as much as 
$500,000 in fines, up to 10 years of imprisonment, and the loss of your business.  
 
Section XII. Anti-Money Laundering Forms and Samples 
 

 
This guide is not legal advice. If you need legal advice, you should seek the services of an attorney. 
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Section I. 

 
Money Laundering Overview 

 
Money laundering is the attempt to conceal or disguise the nature, location, source, 
ownership or control of illegally obtained money.  
 
This definition covers a wide range of activity and is not limited to cash or currency 
transactions. Money laundering can involve any type of money, including money orders, 
money transfers and other financial transactions. You need to understand how people 
launder money so that you can identify money laundering and know how to help prevent 
it.  
 
The money laundering cycle begins when criminals place funds into the financial system 
by buying money orders or sending money transfers. Once the funds have entered the 
system, the source of illegal funds is further disguised by transferring them through 
layers of financial institutions, such as bank or investment accounts. Finally, the funds 
are legitimized by purchasing items or investing in legitimate investments such as real 
estate, real property, stocks and bonds. 
 
To help prevent the laundering of cash and to obtain documentation that may be used 
to prosecute money launderers, the government requires you to maintain records on 
certain cash transactions. Some transactions also require that reports be filed and 
maintained. 
 
Who is covered? 
 
Because you sell money orders and / or money transfers, you are subject to the Bank 
Secrecy Act (BSA), the USA PATRIOT Act, OFAC, other anti-money laundering laws, 
and to their reporting and recordkeeping obligations. The BSA requires anyone doing 
business in one or more of the capacities listed below to comply with these laws: 
 

A. A money transmitter; 
 
B. A seller of money orders, or stored value (other than a person who never sells 

such checks or money orders or stored value in an amount greater than 
$1,000, to any person, on any day, in one or more transactions); 

 
C. A person engaged in the business of a check casher (other than a person 

who never cashes checks in an amount greater than $1,000, for any person, 
on any day, in one ore more transactions).  

 
All businesses and entities that are covered by the definitions above are known as 
Money Services Businesses, or MSBs.  
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Section II. 

 
MSB Registration 

 
If you engage in MSB activities on your own behalf – apart from serving as a 
MoneyGram agent – you may be required to register as an MSB with the U. S. 
Department of the Treasury. For example, a supermarket that is a money order agent 
but performs no other MSB services is not required to register. However, registration 
would be required if the supermarket also cashes checks for $1,000 or more for any 
person on any day, in one (1) or more transactions.  
 

 The MSB registration must be filed on the form required by the 
Department of the Treasury and sent to the address provided on the form.  

 
 The MSB must retain a copy of the registration form and confirmation 

letter for five (5) years.  
 
 

Section III. 
 

Anti-Money Laundering Compliance Program 
 
The BSA and USA PATRIOT Act require that all MSBs adopt a written anti-money 
laundering compliance program that is reasonably designed to ensure proper 
recordkeeping and reporting of certain transactions and to prevent your business from 
being used to launder money. At a minimum, your anti-money laundering compliance 
program must include: 
 

A. The designation of a Compliance Officer who is responsible for assuring that: 
 Policies and procedures are followed 
 Procedures are updated as needed 
 Training and education are provided 
 Reports are properly filed 

 
B. Internal policies, procedures and controls for: 

 Verifying customer identification 
 Filing reports 
 Creating and retaining records 
 Responding to law enforcement requests. 

 
C. An ongoing employee training program that: 

 Explains policies and procedures 
 Teaches how to identify suspicious activity 
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D. An independent review of your anti-money laundering program: 

 The review should take place as needed and be as thorough as needed 
based on the risks specific to your business.  

 The review may be performed by one of your employees, but cannot be 
performed by your Compliance Officer.  

 
Although the information contained in this Guide provides the necessary tools to build 
an anti-money laundering compliance program that meets the requirements of the USA 
PATRIOT Act, the quality and effectiveness of the program depends on your 
commitment to it. The only opportunity to verify customer information and identify 
suspicious activity is at the point of sale. This can only be done with a knowledgeable, 
well trained staff.  
 
Establishing an Effective Compliance Program 
 
First, your business must designate a Compliance Officer. The Compliance Officer may 
be an employee who has other duties at your business, but it should be someone in a 
responsible position. The Compliance Officer is responsible for your business’s day-to-
day compliance with the anti-money laundering laws and regulations, and for ensuring 
the compliance program is updated as needed. The Compliance Officer is also 
responsible for overseeing your business’s ongoing education and training program.  
 
Second, your business should formally adopt an anti-money laundering compliance 
program. An easy to use template titled the ANTI-MONEY LAUNDERING AND 
TERRORIST FINANCING PREVENTION COMPLIANCE PROGRAM can be   
downloaded from the Anti-Money Laundering page at www.moneygram.com to create a 
customized Compliance Program for your business.  
 
Third, your business must establish an ongoing training program for all employees who 
will have any involvement with MSB activities.  The educations and training should 
include instructions on the employees’ responsibilities under the program, as well as the 
detections of suspicious transactions.  All employees should be required to read this 
Guide prior to conducting any MSB transactions.  In addition, employees should sign 
your Compliance Program or another form of training documentations that is kept in 
their personnel file.  Employees should also receive periodic updates to their training, 
particularly when there are changes in regulations.  For additional training resources, 
please refer to the Anti-Money Laundering page at: 
 

www.moneygram.com 
 

MoneyGram also offers a series of on-line AML training courses for Compliance Officers 
and agent employees at: 
 

www.moneygramu.com  
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Fourth, your business should subject its anti-money laundering compliance program to 
an independent review to assure its adequacy. The scope and frequency of this review 
should be adjusted to allow for the risk of the financial services provided by your 
business. This review may be conducted by an officer or employee of your business, 
but it can not be conducted by the Compliance Officer.  
 
Finally, it is important that you create recordkeeping files for your Compliance Program. 
These files should be readily accessible if your business is examined/audited by 
regulators.    

 
Section IV. 

 
Recordkeeping 

 
Recordkeeping for Money Orders: 
 
If a customer purchases $3,000 to $10,000 in money orders with cash, you must obtain 
and record the following customer and transaction information on a Money Order Log  
BEFORE completing the transaction(s): 
 

 Name 
 Address  
 Valid government issued photo ID  
 Social security number or tax identification number, if purchaser is U.S. 

citizen / resident 
 Date of birth 
 Transaction date 
 Money order serial number(s) 
 Amount of each money order purchased 
 Total amount purchased 

 
Recordkeeping for Money Transfers 

 
Both sending and receiving agents must obtain and record specific information for 
money transfers of $3,000 or more regardless of the method of payment. The customer 
must be physically present in your location when conducting a transaction so that you 
can obtain and verify the customer’s identifying information.  
 
Before completing a Send and / or Receive of $900 or more, you must obtain and 
record the customer’s government issued photo ID.  
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For money transfer Sends and / or Receives of $3,000 or more, you must obtain and 
record all of the information requested on both the front and back of the Send/Receive 
form, including:   

 
 Name 
 Address  
 Valid government issued photo ID  
 Social security number or tax identification number, if purchaser is U.S. 

citizen / resident 
 Date of birth 
 Occupation 
 Transaction date 
 Reference Number and Date of Transaction; 

 
For single or multiple money transfer Send transactions totaling $9,100 or greater, you 
MUST contact the MoneyGram Anti-Money Laundering Operations at 1-800-926-9400 
ext. 4899 BEFORE completing the transaction(s) 
 
Third Party Transaction Requirements 
 
If you know that your client is sending or receiving a transaction on behalf of someone 
else, then you must also obtain similar information on that other person. Examples of 
this could be a relative of an elderly person conducting a receive transaction for the 
elderly person or an employee for a business conducting the transaction for the 
business. 
 
MoneyGram’s Identification Requirements 
 
Before completing any Send money transfer, you must verify the client’s identity by 
examining a valid government issued photo identification that contains the person’s 
name and address, such as a driver’s license, passport or other government-issued ID 
card. 
 
For all Receive money transfers, regardless of amount, you must verify the client’s 
identity. Test questions are permitted for money transfers up to $899 if the beneficiary 
does not have acceptable photo identification. Identification details or the answer to the 
test question must be recorded for Receive amounts. 
 
Maximum Aggregated Transactions 
 
The maximum send amount per transaction is $10,000. MoneyGram limits customers to 
a daily maximum aggregated or combined send total of $20,000.  
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Documenting Customer Information 
 
If your business is a FormFree location or does not have customers complete Send or 
Receive Forms, you must obtain the client’s signature on the transaction receipt. By 
completing the front and back of the Send/Receive Form and / or having the client sign 
the transaction receipt, you should have all of the information that you are required to 
obtain.  
 
You must retain the physical documents for all money transfers of $3,000 or more for 
five (5) years.  
 
Protecting Consumer Privacy 
 
As an agent, you must safeguard nonpublic personal information. You may only ask for 
and collect the personally identifying information that is necessary to complete the 
transaction. You are required to have policies in place regarding the collection and 
disclosure of consumer information considered to be “nonpublic personal information.”  
 

 
Section V. 

 
Currency Transaction Reporting Requirements 

 
A Currency Transaction Report (CTR) must be filed with the federal government for any 
cash transaction that is greater than $10,000 conducted in one day, by any person, or 
on behalf of another person. The $10,000 threshold includes both the face amount of 
the transaction and all fees paid by the customer.  
 
You must treat multiple cash purchases of money orders or money transfers as a single 
transaction if you have knowledge that they are by or on behalf of the same person and 
total over $10,000 during one business day.  
 
Filing Requirements for CTRs 
 
You must file the CTR within 15 days of the transaction. The CTR must be mailed to the 
address on the form, DO NOT send the CTR to MoneyGram.  
 
Recordkeeping for CTRs 
 
You must keep a copy of each CTR for at least five (5) years.  
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Section VI. 

 
Structuring 

 
Many money launderers are familiar with the dollar thresholds that require 
recordkeeping and reporting. Therefore, in order to remain anonymous and avoid the 
detection of law enforcement officials, they will “structure” their transactions so that the 
recordkeeping or reporting requirements will not be triggered. Structuring is the act of 
breaking up a potentially large transaction into several smaller ones to avoid reporting 
or recordkeeping requirements.  
 
It is illegal for you or your clients to structure transactions in order to avoid the 
recordkeeping or reporting requirements. For example, if a client sends a $1,500 money 
transfer in the morning and another $1,500 money transfer send transaction in the 
afternoon, he may be structuring his purchases in order to avoid the $3,000 
recordkeeping requirements.  
 
It is also illegal for you or your employees to assist anyone in structuring transactions to 
avoid recordkeeping or reporting requirements. For example, you may not tell or even 
imply to a client that they can avoid providing information by conducting a smaller 
transaction. Some criminals may attempt to trick you or your employees into allowing 
them to structure transactions by splitting up their activity with several accomplices or by 
trying to “con” you with a hard luck story. You need to be on the lookout for structuring 
so that you prevent it from occurring.  
 
Question: Are all multiple transactions considered structuring? 
 
No. For example, a client sends two money transfers to separate receivers, one for 
$2,000 and another for $1,500. Each transfer is less than $3,000, but the total of the 
transactions exceeds $3,000. You learn that the customer is sending money to her 
children who are attending two different schools. So long as you record the appropriate 
information on the back of the Send form in to fulfill the recordkeeping requirement and 
to show that there was no attempt to structure the transactions, there is nothing 
suspicious about the transactions.   

 
Section VII. 

 
Human Smuggling 

 
“Human smuggling” is an activity where payment is made by the families or friends of 
undocumented aliens who are attempting to enter the United States illegally across the 
border.  Where illegal aliens are attempting to enter through the U.S./Mexican border, 
the activity is referred to as “coyote” activity.  “Snakehead” activity refers to human 
smuggling involving Asians entering the United States, usually through Canada.  
 
 

10



 

 
© 1994-2008 MoneyGram. All rights reserved. (Compliance Manual Rev. 10/08) 

 
 
To avoid detection, this activity typically involves multiple payments between $899 and 
$2,999.  While coyotes operate most frequently in Arizona, California, New Mexico and 
Texas, coyote and snakehead activity has been reported throughout the United States.   
 

 
Section VIII. 

 
Suspicious Activity 

 
“Suspicious Activity” is a difficult concept to define, because it can vary from one 
transaction to another based upon all of the circumstances surrounding the transaction 
or group of transactions. For example, transactions by one client may be normal, 
because of your knowledge of that client, while similar transactions by another client 
may be suspicious. Many factors are involved in determining whether the transactions 
are suspicious, including the amount, the location of your business, comments made by 
your client, the client’s behavior, etc. That is why it is important for you to read this 
Guide in order to help you detect suspicious activity and structured transactions. 
 
The federal government requires you to file a Suspicious Activity Report by Money 
Services Business (SAR-MSB) for any transaction – or pattern of transactions – that is 
attempted or conducted with at least $2,000, that you know, suspect or have reason to 
suspect: 
 

1. Involves funds derived from illegal activity or is intended to hid funds derived 
from illegal activity; 

 
2. Is structured to avoid recordkeeping or reporting requirements;   
 
3. Has no business or apparent lawful purpose; or 
 
4. Facilitates criminal activity. 

 
You may file a SAR-MSB on suspicious activity below $2,000, but the regulations do not 
require it.  
 
Filing Requirements for SAR-MSBs  
 
You must file a SAR-MSB within 30 days of detection of the suspicious event. The SAR-
MSB must be mailed to the address on the form, DO NOT send the SAR-MSB to 
MoneyGram.  
 
Recordkeeping for SAR-MSBs 
 
You must keep a copy of each SAR-MSB for at least five (5) years.  
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Never Tell Your Customer that You Filed a SAR-MSB. 
 
It is illegal to tell your customer that you are filing a SAR-MSB. If MoneyGram believes 
that some of your customers may be misusing its money orders or money transfers our 
compliance staff may contact you as part of an investigation. You must not tell your 
customer about such an inquiry.  
 
Examples of suspicious activity: 
 
Example 1: A customer sends a $4,400 money transfer. The next day, the customer 
sends $9,400 to the same person. The customer may be structuring his transactions in 
order to avoid the CTR reporting requirements. You should consider whether a SAR-
MSB should be filed.  
 
Example 2: A customer purchases money orders with cash just below $3,000 over the 
course of several days. The customer may be structuring his purchases; you should 
consider if you need to file a SAR-MSB.  
 
Example 3: You see Jim hand cash to Bill and Susan outside your store. Bill and Susan 
each give you cash and purchase money orders that total less than $10,000 each, but 
total more than $10,000 together. This appears to be a structured transaction and may 
require the filing of a CTR and / or a SAR-MSB and completion of a Money Order Log.  
 
Example 4: A customer comes in several times on the same day to pick up money 
transfers which add up to more than $10,000. You must file a CTR, if you paid out more 
than $10,000 in cash to the customer. You should also determine whether a SAR-MSB 
needs to be filed.  
 
Example 5: A customer picks up a money transfer from your location. After the 
customer has left, you discover that the customer also picked up money transfers at 
some of your other offices on the same day. The customer may be attempting to avoid 
recordkeeping and reporting requirements. If you conclude that structured or suspicious 
activity has occurred, you must file a SAR-MSB if the total of all the transactions is  
$2,000 or more. If the total amount of currency paid to the customer in all the 
transactions exceeds $10,000, you must also file a CTR.  
 
Example 6: A customer says that he wants to send $5,000 and wants to pay in cash. 
When you tell the customer that you need to collect his personally identifying 
information, he asks what amount he can send without showing you his ID. You must 
file a SAR-MSB on the transaction or attempted transaction.  
 
Example 7:  A customer picks up a transfer at an agent location along the U.S. border 
and is accompanied by another person.  The other person appears to be telling the 
customer what to do.  After the transaction is completed the customer gives the money 
to the other person.  The customer may be paying to have a family member or friend 
smuggled across the border. 
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Example 8:  A customer picks up transfers in agent locations along the U.S. border 
from multiple senders in various parts of the U.S.  All of the transfers are in similar dollar 
amounts.   
 
NOTE: CTRs, SAR-MSBs and other records and reports are only as good as the 
information you provide. Therefore, it is very important that the information you provide 
on such reports is accurate and complete. This is your responsibility. The government 
and law enforcement agencies depend on this information as they fight against money 
laundering and terrorism.  

 
Section IX. 

 
Office of Foreign Assets Control  

 
Office of Foreign Assets Control (OFAC) 
 
OFAC is part of the U.S. Department of the Treasury and is responsible for enforcing 
U.S. government sanctions programs against countries, organizations and individuals. 
Sanctions programs typically involve blocking assets to further national security. Many 
of the sanctioned individuals, commonly referred to as “SDNs,” are drug dealers and 
terrorists. All U.S. entities are prohibited from conducting any financial transactions with 
SDNs.  
 
You can learn more about OFAC by visiting the Treasury Department’s website at 
www.ustreas.gov/offices/enforcement/ofac. The site also includes and extensive list of 
questions and answers to common questions regarding OFAC. 
 
Agent Responsibility 
 
MoneyGram has computer programs that review all money transfer senders and 
receivers against the government watch lists. Although agents are responsible for 
coordinating and monitoring their own day-to-day compliance with OFAC and for 
providing appropriate employee training, they may rely on MoneyGram to conduct the 
initial review of sender and receiver names. Agents must follow MoneyGram’s 
instructions in order to prevent any unauthorized payout or refund. 
 
What is an SDN? 
 
As part of its enforcement efforts, OFAC publishes a list of individuals and companies 
owned or controlled by, or acting for on behalf of, targeted countries. It also lists 
individuals groups and entities such as terrorists and narcotics traffickers designated 
under programs that are not country-specific. Collectively, such individuals and 
companies are called Specially Designated Nationals or SDNs. U.S. persons are 
generally prohibited from dealing with SDNs.  
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How do I get a copy of this list? 
 
The best way to get the list is from OFAC’s website. The list is provided in a number of 
different formats, including fixed field / delimited files that can be integrated into 
databases.  
 
What do I do if I have a match to the SDN list? 
 
If you have checked a name manually or by using software and find a match, you 
should do a little more research. Is it an exact name match, or very close? Is your 
customer located in the same general area as the SDN? If not, it may be a “false hit.” If 
there are enough similarities, contact the OFAC hotline at 1-800-540-6322 for 
verification. Unless a transaction involves an exact match, it is recommended that you 
contact OFAC Compliance before actually blocking assets.  
 
How do I get the OFAC Starter Kit? 
 
The Starter Kit is comprised of the SDN list, the brochure for the industry you represent 
(financial, travel / tourism, insurance, export / import or securities), and any articles that 
appear to be of interest based on your specific needs or interest. Those documents can 
be obtained from OFAC’s website or from OFAC’s fax on demand service at  
202-622-0077. 
 
Is there a dollar limit on which transactions are subject to OFAC regulations? 
 
No.  There is no minimum or maximum amount subject to the regulations.  
 

 
Section X. 

 
Terrorist Financing Prevention 

 
Money laundering is most commonly associated with drug dealing and tax evasion, 
however, terrorists often attempt to launder money in order to conceal their identity and 
finance their operations. It is critical that MSBs remain alert for any such activity, and 
take appropriate and immediate action if detected.  
 
If you suspect terrorist financing, you should immediately report the incident to the 
FinCEN hotline at 1-800-556-3974, which is operated 24 hours a day, seven (7) days a 
week. You should also file a SAR-MSB on any suspected terrorist activity.  
 
The Financial Action Task Force (FATF) and FinCEN have both issued guidance on 
financial transactions that may be indicative of terrorist financing at www.fatf-gafi.org 
and www.finen.gov. Some examples include, but are not limited to:  
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A. Movement of funds through a country designated by FinCEN or the FATF as 
“non-cooperative,” that are identified as specially designated nationals by 
OFAC, or that appear on the United Nation’s list of blocked accounts; 

 
B. Multiple transactions conducted by a group of nationals from countries 

associated with terrorist activity; 
 
C. Individuals acting on behalf of another money transmitting business that use 

MoneyGram to transfer funds to multiple locations. This may be indicative of 
unlicensed money transmitters that seek to evade use of the banking system 
to conduct foreign transfers.  

 
 

Section XI. 
 

Civil and Criminal Penalties 
 

The government can impose harsh civil and criminal penalties against anyone who 
violates the BSA, USA PATRIOT Act, OFAC or other anti-money laundering laws and 
regulations. Civil and criminal fines can quickly reach into the hundreds of thousands or 
even millions of dollars. The criminal penalty for violating a BSA requirement is a fine of 
up to $500,000, a jail term of up to 10 years, OR BOTH. In addition, the government can 
seize any property involved in criminal violations of these laws. This includes your 
business, your bank account or any other assets the government can link to criminal 
violations.  
 
Under certain circumstances, businesses can be held criminally liable for the acts of 
their employees; it is important for your employees to be trained in these matters and for 
your business to have a system in place to ensure employees’ compliance with the laws 
and regulations. If you or your employees do not comply, you may be subject to large 
fines and/or imprisonment.  
  
The government requires strict compliance with these laws and regulations. 
MoneyGram will immediately cancel the contract of any agent who knowingly or 
negligently fails to comply with the laws and regulations.  
 

Non-compliance isn’t worth the risk. 
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Section XII. 

 
Anti-Money Laundering Compliance Forms and Samples 

 
Federal law requires the completion of various forms for recordkeeping and reporting 
purposes.  The completion of these forms is triggered by certain monetary thresholds, 
which may be reached in a single transaction or multiple transactions.  For specific 
information on when the forms must be completed, as well as examples of situations 
that may require the completion of a form, see the materials in this manual.   
 
Some of the forms are created by the federal government and some by MoneyGram, 
but all are required by federal law.  Also, while some forms are to be sent to the federal 
government, copies of all completed forms must be kept in your files for at least five (5) 
years.   
 
(Note: Some states may have monetary thresholds that are lower than what is required 
by federal law.) 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

At Least   Suspicious Activity Report For Money Services  
$2,000  Business (SAR-MSB) 

This report must be sent to the federal government within 30 
days of becoming aware of the suspicious activity 

 
$3,000  Money Order Log or MoneyGram Money Transfer  
Or More  Send/Receive Form of Form Free Receipt 
($1,000 or  The required information must be recorded before the 
more in AZ)               transaction is completed 

 
More Than Currency Transaction Report (CTR) 
$10,000 This report must be sent to the federal government within 15 

days of the transaction 
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Suspicious Activity Report by Money Services Business (SAR-MSB) 
 

A SAR-MSB must be filed whenever any activity is attempted or occurs that involves at 
least $2,000 in any one or group of transactions ...AND ... it is suspected that the 
activity:  
 

• Involves funds derived from illegal activity or is intended to hide funds derived 
from illegal activity 

• Is structured to avoid recordkeeping or reporting requirements 
• Has no business or apparent lawful purpose 
• Facilitates criminal activity 

 
The following list provides examples of suspicious activity that require the filing of a 
SAR-MSB: 
 

1. A customer asks an employee how to avoid a reporting requirement.  
2. A customer threatens or bribes an employee in order to avoid providing 

information.  
3. A customer refuses to proceed with a transaction when asked for identification.  
4. A customer refuses to provide all of the information required.  
5. A customer (or group of customers working together) purchases money orders 

just below the recordkeeping or reporting thresholds with the apparent purpose of 
evading either of these requirements. This activity is known as structuring.  

6. A customer (or group of customers working together) sends or receives money 
transfers in amounts just below the recordkeeping thresholds with the apparent 
purpose of evading either of these requirements. This activity is known as 
structuring.  

7. A customer conducts transactions that are unusually large based on their past 
history, employment, or level of income.  

 
Note: A SAR-MSB is a separate requirement from a CTR. Even if you have filed a CTR 
on a transaction or set of transactions you must also file a SAR-MSB, if you believe the 
activity is suspicious.  
 
Additional examples of potentially suspicious activities involving MSB services can be 
found at www.fincen.gov/msb_prevention_guide.pdf.  
 
Note: Original copy of the SAR-MSB must be filed within 30 days of becoming aware of 
the activity to:  
 

IRS Detroit Computing Center  
Attention: SAR-MSB  
PO Box 33117  
Detroit, MI 48232-5980  
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What to write in the Narrative or explanation section of the SAR-MSB (Part VI) 
 
This section of the report is critical.  Write a clear and complete explanation that 
includes all the details.  It should contain: 
 
Who is conducting the criminal or suspicious activity?  Give as much information as you 
have about the suspect, such as a description of the suspect and their behavior, how 
long they have been a customer of your business, and their occupation and employer. 
 
What type of money services did the suspect use to commit the criminal or suspicious 
activity?  Specify if the suspect purchased a money order, sent or received a money 
transfer, or if the suspect did a combination of transactions.  Also, describe how the 
suspect paid.  Identify if they paid with cash or cashed a check or money order.   
 
When did the criminal or suspicious activity occur?  Specify if this suspect has 
committed this activity before.  If the suspect has committed this type of activity before, 
describe when and note any SAR-MSBs that you have previously filed on this suspect.   
 
IMPORTANT: Give the date that your business first identified the criminal or suspicious 
activity.  You have 30 days from this date to file the SAR-MSB. 
 
Where did the criminal or suspicious activity take place?  Identify if any additional 
locations, beside the one in Part III of the SAR-MSB form, were involved.   
 
Why do you think the activity is criminal or suspicious?  Include any information about 
the suspicious activity that your business knows about.   
 
How did the criminal or suspicious activity occur?  Paint the picture of how the suspect 
accomplished or attempted to accomplish the criminal or suspicious activity.  Do not 
assume that the reader knows anything about your business.  Map out exactly what 
happened and how the pieces fit together.   
 
IMPORTANT: Do NOT include any supporting documentation or attachments with the 
SAR-MSB when filed with the IRS Detroit Computing Center.  IT must be kept at your 
business with your copy of the SAR-MSB for a minimum of 5 years.  
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Example 1 
 
The SAR-MSB is being filed on a suspect who sent three money transfers through 
MoneyGram in a way that seemed like it was intended to avoid identification and 
recordkeeping requirements. 
 
On October 21, 2008 at about 10 a.m., the subject sent a money transfer to a receiver 
named James Doe.  The destination city was Miami, FL.  The amount of the transaction 
was $890. 
 
On the same day, at approximately 10:30 a.m., the subject sent another money transfer 
to a receiver named James Dean.  The destination city was Miami, FL.  The amount of 
the transaction was $890. 
 
On the same day, at approximately 1:30 p.m., the subject sent a third money transfer to 
a receiver named James Brown.  The destination city was Miami, FL.  The amount of 
the transaction was $890. 
 
These transactions were considered suspicious because MoneyGram requires the 
sender to provide identification at $900.  Each transaction was just below $900.  The 
subject used the same test question for each transaction.  The test question was “How 
is the weather?”  The answer to the test question was “Snow.”  All three transactions 
were conducted by the same employee, Jane Smith.  Jane thought that the transactions 
were unusual and asked the subject why he was sending these transactions to Miami.  
The subject appeared to be very nervous and would not provide an answer.  The 
subject has been a regular customer and had not conducted transactions that were 
unusual before. 
 
We will continue to watch the subject’s activity for any more suspicious transactions.  
We have the MoneyGram “Send Forms” for each transaction in our files.  
 
 
Example 2 
 
The SAR-MSB is being filed on three suspects who received three money transfers in a 
way that seemed like it was intended to avoid identification and recordkeeping 
requirements. 
 
On October 21, 2008, at about 3 p.m., subject James Doe received a money transfer for 
$890.  On the same day, at about 3:15 p.m., subject James Brown received a money 
transfer for $890.  Then, on the same day, at about 4 p.m., subject James Dean 
received a money transfer for $890. 
 
These transactions seemed suspicious because they were all sent by the same sender, 
John Doe, from Minneapolis, MN.  All three transactions were under $900, so no ID is 
required if the sender uses a test question.  All the subjects had the same test question  
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and all the answers were the same too.  All the subjects had similar addresses and they 
all had the same phone number. 
 
We will continue to watch the subjects’ future activity for any more suspicious 
transactions.  We have the MoneyGram “Receive Forms” for each transaction and 
pictures of the three subjects in our files.  
 
 
Example 3 
 
The SAR-MSB is being filed on a suspect who seems to be buying numerous money 
orders and structuring the transactions to avoid the recordkeeping requirements or 
showing ID. 
 
The suspicious activity involves 15 money orders that were bought between October 21, 
2008 and October 23, 2008.  We discovered that the activity was suspicious on October 
25, 2008. 
 
On October 23, 2008, in the afternoon, the subject purchased five $500 money orders.  
The employee noticed that the subject had a lot of cash in his wallet.  It was also 
noticed that the subject had other money orders in his wallet. 
 
After the transaction, the employee discussed this transaction with the store manager.  
An investigation revealed that two other employees also remembered selling money 
orders to the subject.  One employee sold five $500 money orders to the subject on 
October 21, 2008, in the evening.  Another employee sold five $500 money orders to 
the subject in the morning on October 22, 2008. 
 
The subject is a Hispanic male who is about 35 years old.  He is about 5’ 5” tall and has 
an average build.  He has short, dark brown hair, walks with a noticeable limp and has a 
tattoo of a snake on his left hand. 
 
We will ask for ID the next time the subject comes in to purchase money orders, no 
matter what the amount.  We have the point of sale receipts that show the serial 
numbers of the money orders and the date and time of the transactions.  There are also 
photographs of the subject, waiting in line, that also show the date and time that are the 
same as on the sale receipts. 
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Currency Transaction Report (CTR)  

 
 

A Currency Transaction Report (CTR) must be filed with the Federal Government for 
any cash transaction(s), greater than $10,000, conducted in one (1) business day, by 
any person or on behalf of any person. The $10,000 threshold includes the total of the 
amount of the transaction and fees.  
 
Examples of transactions that require a CTR are: 

 
1. A customer receiving single or multiple MoneyGram money transfer transactions 

totaling more than $10,000 in one (1) business day.  
2. A customer sending single or multiple MoneyGram money transfer transactions 

totaling more than $10,000 in one (1) business day.  
3. A customer obtaining more than $10,000 in cash from any combination of cashed 

checks and MoneyGram money transfer receive transactions in one (1) business 
day.  

4. A customer purchasing money orders with more than $10,000 cash in one (1) 
business day.  

5. A customer combining money order purchases and MoneyGram money transfer 
send transactions in one (1) business day for more than $10,000.  

 
 

Note: If you are aware that more than one (1) currency transaction has been conducted 
by the same customer or on behalf of the same customer, and the total amount is more 
than $10,000 during the same business day, you should file a CTR.  
 
 
3rd Party Information. If the customer who is conducting the transaction is doing so for 
someone else, the information must be obtained for both parties. Examples of 3rd 
parties are an employee of a business conducting the transaction for the business, or a 
relative of an elderly or disabled person conducting the transaction for that person. 
Complete the Multiple Persons pages if multiple transactions are conducted on behalf of 
a 3rd party. The Multiple Persons sections are the same as in Part I, Section A, and can 
be found on the second page of the CTR form.  

 
 

Note: Original copy of CTR must be filed within 15 days of the day of the transaction to:  
 
 

IRS Detroit Computing Center  
Attention: CTR  
PO Box 33604  
Detroit, MI 48232-5604  
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Recordkeeping for Money Orders 

 
Money Order Transaction Log 

 
If a customer purchases money orders in one (1) or more transactions throughout the 
same business day with cash in the amount of $3,000 to $10,000, certain information 
must be recorded.  The information is to be recorded on a Money Order Transaction 
Log.  Only cash purchases are covered by this requirement.   
 
All of the information required for the Log must be obtained before completing the 
transaction.  The customer’s identity must be verified with valid, government issued 
photo identification such as a driver’s license that contains the customer’s name and 
address.  
 
3rd Party Information.  If the customer who is conducting the transaction is going so for 
someone else, the information must be recorded for both parties.  Examples of 3rd 
parties are an employee of a business conducting the transaction for the business, or a 
relative of an elderly or disabled person conducting the transaction for that person.   
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Recordkeeping for MoneyGram Money Transfer 
 

If a customer “sends” or “receives” a money transfer of $3,000 or more, certain 
information must be recorded on the MoneyGram money transfer form.  It does not 
matter whether the customer pays by cash, check, credit card, etc.   
 
All of the information must be recorded before the transaction is completed.  The 
customer must have valid photo identification such as a driver’s license, passport or 
alien identification card.   
 
3rd Party Information.  If the customer who is conducting the transaction is doing so for 
someone else, the information must be recorded for both parties.  Examples of 3rd 
parties are an employee of a business conducting the transaction for the business, or a 
relative of an elderly or disabled person conducting the transaction for that person.   
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MSB Registration  
Registration of Money Services Business Form  

 
Your business must register with the U.S. Treasury if it conducts Money Services 
Business activities on its own behalf.  Money Services Business include:  
 

• Money transmitters 
• Currency exchangers* 
• Check cashers* 
• Issuers of travelers checks or money orders* 
• Sellers or redeemers of travelers checks or money orders* 

 
*Must conduct transactions greater than $1,000 for any person, on any one day, in one 
or more transactions to qualify.  
 
Registration is not required if this business conducts money services business solely as 
an agent of another registered Money Services Business, and does not independently 
conduct any other MSB activity.   
 
Registration is required within 180 days after the business begins conducting MSB 
activity.   
 
Re-registration is required every two (2) years or when: 
 

• There has been a change in ownership 
• There has been more than a 10 percent transfer of voting power or equity 

interest 
• The number of agents has increased by more than 50 percent 

 
Note: Original copy of the Registration of Money Services Business form must be 
filed with: 
 

 IRS Detroit Computing Center 
Attention: SAR-MSB  
PO Box 33117  
Detroit, MI 48232-5980 
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Financial Crimes Enforcement Network (FinCEN) 

 
 

The Financial Crimes Enforcement Network (FinCEN) is a bureau within the U.S. 
Treasury Department that administers the federal government’s anti-money laundering 
laws and regulations.  FinCEN has created materials to assist Money Services 
Businesses (MSBs) with compliance with these laws and regulations.  
 
MSBs should familiarize themselves with information provided by FinCEN and should 
regularly review FinCEN’s website for MSBs (www.msb.gov) for any updates or new 
information related to anti-money laundering compliance.   
 
Below is a list of some of the information available on the FinCEN msb.gov website: 
 

 Guidance – This section provides: summaries of the anti-money laundering 
compliance requirements that apply to MSBs; all of the statues and regulations; 
and a glossary of terms and contact information for FinCEN.  

 
 Forms – This section contains the forms, such as the CTR and SAR-MSB forms 
along with information about how to obtain them and where to file them.  

 
 Materials – This section contains information on the training material that FinCEN 
has prepared for MSBs.  FinCEN has a “Money Laundering Prevention Guide” 
designed specifically for MSBs, as well as “Quick Reference Guides.”  These 
guides can be downloaded from the website or you can order them.  You can also 
order training videos and CDs.  All of FinCEN’s training material is FREE of 
charge.   

 
 Publications – This section contains advisories, news releases and 
announcements.  It also contains reports published by the federal government 
and international groups that relate to money laundering and other crimes.   
 
In the Advisories/Bulletins area of this section, a very important and informative 
document titled “Bank Secrecy Act/Anti-Money Laundering Examination Manual 
for Money Services Businesses” was issued on December 9, 2008.  
 
This document aims to provide a summary of BSA compliance requirements and 
exam procedures to the MSB industry.  It contains an overview of AML program 
requirements, BSA/AML risk and risk management expectations, sound industry 
practices, and examination procedures.   
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Keep this Guide 
 
As this Guide has made clear, it is extremely important that you and your employees 
thoroughly understand the requirements of anti-money laundering laws and regulations.  
We have provided this Guide to help you in this important task. Make sure that all of 
your employees read and understand this Guide. 
 
You may obtain additional copies of this Guide from the MoneyGram website, 
www.moneygram.com or by calling the MoneyGram Compliance Department at 1-800-
328-5678 ext. 3385. 
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	Second, your business should formally adopt an anti-money laundering compliance program. An easy to use template titled the ANTI-MONEY LAUNDERING AND TERRORIST FINANCING PREVENTION COMPLIANCE PROGRAM can be   downloaded from the Anti-Money Laundering page at www.moneygram.com to create a customized Compliance Program for your business. 
	Fourth, your business should subject its anti-money laundering compliance program to an independent review to assure its adequacy. The scope and frequency of this review should be adjusted to allow for the risk of the financial services provided by your business. This review may be conducted by an officer or employee of your business, but it can not be conducted by the Compliance Officer. 
	Finally, it is important that you create recordkeeping files for your Compliance Program. These files should be readily accessible if your business is examined/audited by regulators.   
	Section IV.
	Both sending and receiving agents must obtain and record specific information for money transfers of $3,000 or more regardless of the method of payment. The customer must be physically present in your location when conducting a transaction so that you can obtain and verify the customer’s identifying information. 
	Before completing a Send and / or Receive of $900 or more, you must obtain and record the customer’s government issued photo ID. 
	For money transfer Sends and / or Receives of $3,000 or more, you must obtain and record all of the information requested on both the front and back of the Send/Receive form, including:  
	For single or multiple money transfer Send transactions totaling $9,100 or greater, you MUST contact the MoneyGram Anti-Money Laundering Operations at 1-800-926-9400 ext. 4899 BEFORE completing the transaction(s)
	Third Party Transaction Requirements
	If you know that your client is sending or receiving a transaction on behalf of someone else, then you must also obtain similar information on that other person. Examples of this could be a relative of an elderly person conducting a receive transaction for the elderly person or an employee for a business conducting the transaction for the business.
	MoneyGram’s Identification Requirements
	Maximum Aggregated Transactions
	Documenting Customer Information
	If your business is a FormFree location or does not have customers complete Send or Receive Forms, you must obtain the client’s signature on the transaction receipt. By completing the front and back of the Send/Receive Form and / or having the client sign the transaction receipt, you should have all of the information that you are required to obtain. 
	You must retain the physical documents for all money transfers of $3,000 or more for five (5) years. 



