Joint Special Edition — Law Enforcement & First

Responder Threat Environment Update
August 1, 2016

A Joint Special Edition is a product, developed entirely, or in part, by the WSIC and STAC due to significant events,
an identified threat stream, or an exigent criminal investigative need. If you would like to submit products and/or
intelligence for inclusion in this series, please contact the WSIC at wsic@doj.state.wi.us or STAC at
stac@milwaukee.gov.

60-Second Survey: The WSIC and STAC are constantly working to improve the quality and relevance of our
products. We encourage recipients of this product to provide feedback (both positive and negative) via the following
link: https://www.surveymonkey.com/r/WSICSpecialEditionUrgentintelligence.

(U) Threats Against Law Enforcement, First Responders, and Public Sector Personnel

(U) WSIC/STAC Comment: Although U.S. Citizens have constitutional rights to freedom of speech, beliefs,
expression, and conscience, including extreme and controversial viewpoints, the U.S. Constitution does not
protect criminal behavior or the incitement of violence against individuals or groups. While it is important to
take note of certain extremist viewpoints and ideologies both for officer safety and situational awareness,

recipients of this bulletin are reminded to focus investigations on criminal conduct and suspicious behavior,
rather than speech, beliefs, or conduct that may be protected by the First Amendment. Recipients can
reference the Wisconsin Department of Justice guidelines below for how to determine what constitutes a
threat versus constitutionally protected activity, such as freedom of speech.

(U) Recent reporting at the local, state, and national level indicates both violence and threats of
violence against law enforcement. Recently, the activity has expanded beyond law enforcement,
affecting non-sworn first responders as well as public partners (such as transportation employees).

(V) In light of the current threat environment, the Wisconsin Statewide Intelligence Center (WSIC) and
the Southeastern Wisconsin Threat Analysis Center (STAC) are disseminating this Joint Special
Edition. The purpose of this bulletin is to provide homeland security partners with an assessment of
the current threat environment, as well as appropriate operational and personal security measures.

(U) Agencies can report incidents similar to the information described in this bulletin, as well as any
other known threats or suspicious activity, by contacting either the WSIC or the STAC. Information
can be sent to the WSIC via the suspicious activity report form found on WILENET, by calling 1-888-
DCI-WSIC, e-mailing wsic@doj.state.wi.us, or navigating to www.wifusion.org. STAC can be reached
by calling 414-935-1200, by email at stac@milwaukee.gov, or via WiWatch.org / 1-877-WiWATCH (1-
877-949-2824).

(U) Thank you for your support and continued vigilance as you protect, serve, and work in Wisconsin.
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(V) Recent Incidents in Wisconsin and Minnesota
(Information cutoff 7/29/2016 3:30 PM)

(U) Threat Incidents in Wisconsin

(U) WSIC and STAC continue to receive information related to violence and threats of violence to law
enforcement and other first responders in Wisconsin. Recent examples include:

(U//FOUO) On 20 July, a southeastern sheriff's office received a threat that a group out of
state had ordered the assassination of a law enforcement official and family member in
southeastern Wisconsin.

(U//FOUO) On 19 July, a police department southeastern Wisconsin received an email
pertaining to a threat of a gang member who was reportedly one of many trained to “snipe”
police. The threat was deemed not credible.

(U//FOUO) On 19 July, a south central Wisconsin sheriff’'s office received threats via social
media.

(U//FOUO) On 17 July, an online social media post indicating, “You police officers started this
killing s**t and you thought we were gonna keep taking it with no justice for the families? No!
Don't be surprised we coming for you” was received by a southeastern Wisconsin police
department.

(U//FOUO) On 17 July, while conducting a traffic stop, an officer from a police department in
southern Wisconsin received a threat to kill law enforcement.

(U//FOUO) On 17 July, sometime overnight at a probation & parole (P&P) office in
northeastern Wisconsin, an unknown person(s) sprayed or poured an accelerant on the
employee entrance door to the office and set it on fire.

(U//FOUO) Early Sunday morning on 17 July, a Milwaukee police officer while sitting in his
squad was fired upon. The suspect fled the scene and later took his own life.

(U//FOUO) On 15 July, an anonymous third party provided information to a southeastern
Wisconsin police department that suggested potential violence against law enforcement
officers. The information indicated another Dallas-style attack would occur.

(U//FOUO) On 11 July, a subject made threats to south central police department and
specifically mentioned a second south central police department.

(U//FOUO) On 11 July, a south central police department received threats via social media to
law enforcement, fire, and EMS.

(U//FOUO) On 9 July, a known subject followed an on-duty deputy with a sheriff’'s office in
western Wisconsin to various calls for service. When approached, the subject was very
confrontational with officers.
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(U//FOUO) On 08 July, while an individual was being served revocation papers at a county jail
in northeastern Wisconsin, the subject made a comment that the local probation & parole
(P&P) office “will not be around much longer” as there are “several other inmates upset” with
the office.

(U/FOUO) On 08 July, a police department in
southeastern Wisconsin received information of an
online post made by a subject stating, “Either They
Stop Killing Us Or We Start Blowing They Ass Down.”
The statement was accompanied by a photo of two
black males pointing handguns at the head of a
uniformed police officer next to his squad car.

(U/FOUO) On 08 July, a police department in
southeastern Wisconsin received information of an
online post stating: “Be first to shoot first | encourage
every Black man in America to strap up. It is clear. |
encourage every white officer to kiss there love ones
good bye. Every time you leave the house. Tell them
you love them; because you may not make it home.
Also if you do make it home. You may find there dead
bodies sprawled all over the house. This is war were
tired. | don't care who | offend | don't have any more
words but bullets. It's time to start going into there

homes and killing there families. Not f***ing playing or
smiling:( *

(U//FOUO) On 06 July, a sheriff’s office in northeastern Wisconsin had a subject threaten to Kill
a parole officer and law enforcement. He threatened suicide by police.

(U//[FOUO) On 05 July, sometime overnight a probation & parole office in northeastern
Wisconsin reported an instance of a Wisconsin Department of Corrections (DOC) vehicle that
was set on fire and destroyed.

(U//FOUO) On 03 July, a southeastern Wisconsin police department provided information
related to an online post by a subject who identified he lived in Cleveland, OH. He urged
Wisconsin persons to “Start Killing those racist pigs, get their addresses find their badge
numbers follow their assess home kill their entire family for taking yours, make sure you pray
before you go ask God for your protection Amen”.

(U//FOUO) On 24 June, a local police department in south central Wisconsin encountered a
subject who made statements, “that he (the officer) better watch himself and that he was
coming for him.” The subject fled quickly after receiving his citation and yelled at the officer.
Within 30 minutes of the traffic stop, the officer was followed by the subject turn for turn
through the village. Many contacts have been made with this subject and he continues to
show agitation and anger towards law enforcement.

Page 3 of 5
WSIC Distribution Date: August 1, 2016
UNCLASSIFIED // FOR OFFICIAL USE ONLY




(U//FOUO) On 15 June, a police department in south central Wisconsin encountered a suicidal
subject who threatened to kill law enforcement if they approached him.

(U//FOUO) On 15 July, a state law enforcement agency received threats.
(U//FOUO) On 14 June, a county in northeast Wisconsin received threats to first responders.

(U//FOUO) On 09 June, threats were made via email to a law enforcement officer in south
central Wisconsin.

(V) Recent Incidents in Minnesota

(U) The WSIC and STAC have also received information related to violence and threat of violence to
law enforcement and other first responders in surrounding states as well. Recent examples in
Minnesota include:

(U//FOUO) On 15 July, EMS was returning from Virginia, MN to Duluth when a vehicle pulled
aside the ambulance and two females began shouting obscenities, including “we hate cops”.

(U//FOUO) On 14 July, a Minneapolis/St. Paul, MN area EMS crew was responding to a call
when a person in an alleyway threw an object that struck the ambulance.

(U//FOUO) On 12 July, a group of young men stepped into the road and blocked a
Minneapolis/St. Paul, MN area EMS crew from responding to a call. They flipped off the driver,
refused to move, and attempted to surround the vehicle, forcing the vehicle to reverse.

(U//FOUO) On 09 July, a segment of the several hundred demonstrators on the 1-94 freeway in
Minnesota used weapons to assault law enforcement, to include a laser pointer, large
commercial fireworks, rocks, bottles, liquids, concrete segments, and rebar. Minnesota
Department of Transportation workers were also assaulted during subsequent cleanup efforts.

(U//FOUO) On 08-09 July, an individual in a vehicle approached a Metro area ambulance and
made statements about it being “time to die” and that they “will be the next Dallas”. At the time,
medics were loading a patient into the ambulance and law enforcement was present. It is
uncertain if the statements were directed at law enforcement or all uniformed personnel.

(U/FOUO) On 08 July, suspects occupying a vehicle threw Molotov cocktails at
Minneapolis/St. Paul, MN area officers.

(U/FOUO) On 09 July, subject stated, “it's time for you ‘f---ing’ ‘n---ger’ to die,” to
Minneapolis/St. Paul, MN area EMS personnel.

(U//FOUO) On 08 July, a Minneapolis/St. Paul, MN area EMS crew were told they were “no
better than the police” and would be “treated the same”.
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(V) Additional Resources

(U) See attached regarding how to determine what activity constitutes a threat - as opposed to
constitutionally protected activity such as freedom of speech:

(U//FOUO) WI Department of Justice legal references regarding threats attached: ¥
(V) The following resources outline the current threat environment and security recommendations:
(U//FOUO) JIB regarding vigilance at public and political events see attached: ¥

(U//FOUOQ) STAC bulletin Securing your Personal Social Media Accounts see attached: ;

(V) Source Summary Statement: the information provided in this Joint Special Edition is based on a finished intelligence
product disseminated by the Minnesota Fusion Center and first responder reporting in Wisconsin. We have high
confidence in the reliability of the reports and information outlined in this product.

This document addresses the following Homeland Security Standing Information Needs (HSEC SINS) and the Wisconsin
Statewide Intelligence Center Standing Information Needs (WSIC SINS): WSIC 1.1, WSIC 8.1, WSIC 9.1, WSIC 11.1.6, WSIC

11.1.12, and WSIC 12.1

(U) Reporting Notice:

(U) The public should contact law enforcement via 9-1-1 when an immediate response is needed regarding suspicious activity
for any type of crime, including terrorism. The Wisconsin Department of Justice, Milwaukee Police Department, DHS and the
FBI encourage recipients of this document to report information concerning suspicious or criminal activity that does not pose
an immediate threat to public safety to their fusion center or to the local FBI Joint Terrorism Task Force. Activity that is clearly
a terrorist threat should be reported to the JTTF and local law enforcement immediately. Suspicious activity may be reported
to either the fusion center or the JTTF. The fusion centers and JTTFs share information, so a suspicious activity report
received by one entity is shared with all concerned parties. The state fusion center (Wisconsin Statewide Intelligence Center
(WSIC)) can be contacted at 608-242-5393 / 888-DCI-WSIC or wsic@doj.state.wi.us. The fusion center for Southeastern
Wisconsin (Southeastern Wisconsin Threat Analysis Center (STAC) can be contacted at 414-935-7741 or stac@milwaukee.gov.
Milwaukee’s FBI Joint Terrorism Task Force (JTTF) can be contacted at 414-276-4684 and the Madison JTTF can be reached at
608-833-4600. When available, each report submitted should include the date, time, location, type of activity, number of people
and type of equipment used for the activity, the name of the submitting company or organization, and a designated point of
contact.

Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It contains information that may be exempt
from public release under the Freedom of Information Act (5 U.S.C. 552) and the Wisconsin Public Records Law (including but
not limited to Wis. Stat. 88 19.36(1), (2) & 19.35(1)(a). It is to be controlled, stored, handled, transmitted, distributed, and
disposed of in accordance with WSIC’s Non-Disclosure Agreement relating to FOUO information. The information, or sections
within, is not to be released to the public, the media, or other personnel who do not have a valid “need-to-know” without prior
approval of an authorized WSIC official. NO REPORT OR SEGMENT THEREOF MAY BE RELEASED TO ANY MEDIA SOURCES.
Please contact the Wisconsin Statewide Intelligence Center, e-mail address wsic@doj.state.wi.us or phone 608-242-5393, if you
have any questions or need additional information.

: For Administrative Purposes Only: 1
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(U) WI DOJ Legal Guidance Reference Threats Against Law Enforcement

(U) Wisconsin now has some new statutes on threats: threats against - eARTME,
law enforcement and terroristic threats. These will likely be much more =
useful than other long existing threat related statutes with limited

penalties.

[

Ll
S

C

(U) The key to all threat cases is whether the threat falls within the
constitutional requirement that such threats be “true threats.” That is
defined in jury instructions as:

(U) A "threat" is an expression of intention to do harm and may be communicated
orally, in writing, or by conduct. This element requires a true threat. "True
threat" means that a reasonable person making the threat would foresee that a
reasonable person would interpret the threat as a serious expression of intent
to do harm. It is not necessary that the person making the threat have the
ability to carry out the threat. You must consider all the circumstances in
determining whether a threat is a true threat.

(U) True threats do not include “hyperbole, jest, innocuous talk, expressions of political
views, or other similarly protected speech.” Each case will be fact specific but direct
threats to shoot officers would appear to be clearly covered. Other statements such as
“you better watch your back” or “I'll be watching you” are not explicit. However, a threat
can also be an image or gesture.

(U) 940.203 Battery or threat to judge, prosecutor, or law enforcement officer.
(U) (1) In this section:

(a) "Family member" means a parent, spouse, sibling, child, stepchild, or foster
child.

(b) "Judge" means a person who currently is or who formerly was a supreme
court justice, court of appeals judge, circuit court judge, municipal judge,
temporary or permanent reserve, judge or circuit, supplemental, or municipal
court commissioner.

(c) "Law enforcement officer" has the meaning given ins.102.475 (8)
(c) and includes a person who formerly was a law enforcement officer
under that definition.

(d) "Prosecutor" means a person who currently is or formerly was any of the
following:

I. A district attorney, a deputy district attorney, an assistant district
attorney, or a special prosecutor appointed under s. 978.045 or 978.05

(8) (b).

ii. The attorney general, a deputy attorney general, or an assistant
attorney general.
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(V) (2) Whoever intentionally causes bodily harm or threatens to cause bodily
harm to the person or family member of any judge, prosecutor, or law
enforcement officer under all of the following circumstances is guilty of a
Class H felony:

(a) At the time of the act or threat, the actor knows or should have known that
the victim is a judge, prosecutor, or law enforcement officer or a member
of the judge's, prosecutor's, or law enforcement officer's family.

(b) The act or threat is in response to any action taken by a judge,
prosecutor, or law enforcement officer in an official capacity.

(c) There is no consent by the person harmed or threatened.

(U) History: 1993 a. 50, 446; 2001 a. 61, 109; 2009 a. 28; 2015 a. 78.

(U) Only a “true threat” is punishable under this section. A true threat is a statement that
a speaker would reasonably foresee that a listener would reasonably interpret as a
serious expression of a purpose to inflict harm, as distinguished from hyperbole, jest,
innocuous talk, expressions of political views, or other similarly protected speech. It is
not necessary that the speaker have the ability to carry out the threat. Jury instructions
must contain a clear definition of a true threat. State v. Perkins, 2001 W1 46, 243 Wis.
2d 141, 626 N.W.2d 762, 99-1924.

(U) NOTE:

(U) This statute covers law enforcement and their families and former LE officers
and their families.

(V) Like other threat statutes, the threat must be considered a “true threat.”

A "threat" is an expression of intention to do harm and may be communicated
orally, in writing, or by conduct. This element requires a true threat. "True
threat" means that a reasonable person making the threat would foresee that a
reasonable person would interpret the threat as a serious expression of intent to
do harm. It is not necessary that the person making the threat have the ability to
carry out the threat. You must consider all the circumstances in determining
whether a threat is a true threat.

(V) The statute covers transferred intent. That is, the threat can be in response to
action taken by any judge, prosecutor or LE officer. Thus, a threat that is made in
response to the conduct of an officer in another state would qualify. 1t would also
apply to a threat generally made against any or all LE.

(U) 947.019 Terrorist threats.

(V) (1) Whoever, under any of the following circumstances, threatens to cause the
death of or bodily harm to any person or to damage any person's property is
guilty of a Class | felony:
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(a) The actor intends to prevent the occupation of or cause the evacuation
of a building, dwelling, school premises, vehicle, facility of public
transportation, or place of public assembly or any room within a
building, dwelling, or school premises.

(b) The actor intends to cause public inconvenience.
(c) The actor intends to cause public panic or fear.

(d) The actor intends to cause an interruption or impairment of
governmental operations or public communication, of transportation, or of a
supply of water, gas, or other public service.

(e) The actor creates an unreasonable and substantial risk of causing a
result described in par. (a), (b), (c), or (d) and is aware of that risk.

(U) (2) Any person who violates sub. (1) and thereby contributes to any individual's
death is guilty of a Class G felony.

(U) History: 2015 a. 311.

(U) NOTE:

(U) Must be a “true threat.”

A "threat" is an expression of intention to do harm and may be communicated
orally, in writing, or by conduct. This element requires a true threat. "True
threat" means that a reasonable person making the threat would foresee that a
reasonable person would interpret the threat as a serious expression of intent to
do harm. It is not necessary that the person making the threat have the ability to
carry out the threat. You must consider all the circumstances in determining
whether a threat is a true threat.

(U) Can establish by showing intent to cause evacuation or impair governmental
operations, or public fear. The jury instruction for intent provides:

o (V) ("Intentionally") ("With intent to") means that the defendant must have had
the mental purpose to or was aware that his conduct was
practically certain to cause that result.

o0 (U) You cannot look into a person’'s mind to find intent. You may determine
intent directly or indirectly from all the facts in evidence concerning this
offense. You may consider any statements or conduct of the defendant which
indicate state of mind. You may find intent to from statements
or conduct, but you are not required to do so. You are sole judges of the
facts, and you must not find the defendant guilty unless you are satisfied

beyond a reasonable doubt that the defendant intended to ]
o (U) When May Intent Exist?
While the law requires that the defendant acted with intent to , it does

not require that the intent exist for any particular length of time before the act
is committed. The act need not be brooded over, considered, or reflected
upon for a week, a day, an hour, or even for a minute. There need not be any
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appreciable time between the formation of the intent and the act. The intent
to may be formed at any time before the act, including the instant
before the act and must continue to exist at the time of the act.

o (U) Intent and Motive

Intent should not be confused with motive. While proof of intent is necessary
to a conviction, proof of motive is not. "Motive" refers to a person's reason for
doing something. While motive may be shown as a circumstance to aid in
establishing the guilt of a defendant, the State is not required to prove motive
on the part of a defendant in order to convict. Evidence of motive does not by
itself establish guilt. You should give it the weight you believe it deserves
under all of the circumstances.

¢ (U) Can establish based on the creation of an unreasonable and substantial risk
of causing a result described in par. (a), (b), (c), or (d) and the person is aware of
that risk. The awareness of the risk can be shown circumstantially.

(U) 947.012 Unlawful use of telephone.
(U) (1) Whoever does any of the following is guilty of a Class B misdemeanor:

(a) With intent to frighten, intimidate, threaten, abuse or harass, makes a
telephone call and threatens to inflict injury or physical harm to any person or
the property of any person.

(b) With intent to frighten, intimidate, threaten or abuse, telephones another and
uses any obscene, lewd or profane language or suggests any lewd or
lascivious act.

(c) Makes a telephone call, whether or not conversation ensues, without
disclosing his or her identity and with intent to abuse or threaten any person
at the called number.

(V) (2) Whoever does any of the following is subject to a Class B forfeiture:

(d) With intent to harass or offend, telephones another and uses any obscene,
lewd or profane language or suggests any lewd or lascivious act.

(e) Makes or causes the telephone of another repeatedly to ring, with intent to
harass any person at the called number.

(f) Makes repeated telephone calls, whether or not conversation ensues, with
intent solely to harass any person at the called number.

(g) Makes a telephone call, whether or not conversation ensues, without
disclosing his or her identity and with intent to harass any person at the called
number.

(h) Knowingly permits any telephone under his or her control to be used for any
purpose prohibited by this section.

(V) History: 1979 c¢. 131; 1991 a. 39.
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(U) 947.0125 Unlawful use of computerized communication systems.

(U) (1) In this section, "message" means any transfer of signs, signals, writing,
images, sounds, data or intelligence of any nature, or any transfer of a computer

program, as defined in s. 943.70 (1) (c).
(V) (2) Whoever does any of the following is guilty of a Class B misdemeanor:

(a) With intent to frighten, intimidate, threaten, abuse or harass another
person, sends a message to the person on an electronic mail or other
computerized communication system and in that message threatens to
inflict injury or physical harm to any person or the property of any
person.

(b) With intent to frighten, intimidate, threaten, abuse or harass another
person, sends a message on an electronic mail or other computerized
communication system with the reasonable expectation that the person
will receive the message and in that message threatens to inflict injury
or physical harm to any person or the property of any person.

(c) With intent to frighten, intimidate, threaten or abuse another person, sends a
message to the person on an electronic mail or other computerized
communication system and in that message uses any obscene, lewd or
profane language or suggests any lewd or lascivious act.

(d) With intent to frighten, intimidate, threaten or abuse another person, sends a
message on an electronic mail or other computerized communication system
with the reasonable expectation that the person will receive the message and
in that message uses any obscene, lewd or profane language or suggests
any lewd or lascivious act.

(e) With intent to frighten, intimidate, threaten or abuse another person,
sends a message to the person on an electronic mail or other
computerized communication system while intentionally preventing or
attempting to prevent the disclosure of his or her own identity.

() While intentionally preventing or attempting to prevent the disclosure of
his or her identity and with intent to frighten, intimidate, threaten or
abuse another person, sends a message on an electronic mail or other
computerized communication system with the reasonable expectation
that the person will receive the message.

(V) (3) Whoever does any of the following is subject to a Class B forfeiture:

(g) With intent to harass, annoy or offend another person, sends a message to
the person on an electronic mail or other computerized communication
system and in that message uses any obscene, lewd or profane language or
suggests any lewd or lascivious act.

(h) With intent to harass, annoy or offend another person, sends a message on
an electronic mail or other computerized communication system with the
reasonable expectation that the person will receive the message and in that
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message uses any obscene, lewd or profane language or suggests any lewd
or lascivious act.

(i) With intent solely to harass another person, sends repeated messages to the
person on an electronic mail or other computerized communication system.

() With intent solely to harass another person, sends repeated messages on an
electronic mail or other computerized communication system with the
reasonable expectation that the person will receive the messages.

(k) With intent to harass or annoy another person, sends a message to the
person on an electronic mail or other computerized communication system
while intentionally preventing or attempting to prevent the disclosure of his or
her own identity.

() While intentionally preventing or attempting to prevent the disclosure of his or
her identity and with intent to harass or annoy another person, sends a
message on an electronic mail or other computerized communication system
with the reasonable expectation that the person will receive the message.

(m)Knowingly permits or directs another person to send a message prohibited by
this section from any computer terminal or other device that is used to send
messages on an electronic mail or other computerized communication system
and that is under his or her control.

(U) History: 1995 a. 353.

(V) "Computerized communication system" is a legislative term of art and must have the
same meaning in all 3 instances where the legislature has used it, ss. 48.825 and
948.075 and this section. A cell phone or other device, itself, can never constitute a
computerized communication system. State v. McKellips, 2015 WI App 31, 361 Wis. 2d
773, 864 N.W.2d 106, 14-0827.

(U) 947.013 Harassment.
(U) (1) In this section:

(a) "Course of conduct" means a pattern of conduct composed of a series of acts
over a period of time, however short, evidencing a continuity of purpose.

(b) "Credible threat" means a threat made with the intent and apparent ability to
carry out the threat.

(c) "Personally identifiable information” has the meaning given in s. 19.62 (5).
(d) "Record" has the meaning given in s. 19.32 (2).

(U) (Im) Whoever, with intent to harass or intimidate another person, does any of
the following is subject to a Class B forfeiture:
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(e) Strikes, shoves, kicks or otherwise subjects the person to physical contact or
attempts or threatens to do the same.

(f) Engages in a course of conduct or repeatedly commits acts which harass or
intimidate the person and which serve no legitimate purpose.

(V) (1r) Whoever violates sub. (1m) under all of the following circumstances is
guilty of a Class A misdemeanor:

(9) The act is accompanied by a credible threat that places the victim in
reasonable fear of death or great bodily harm.

(h) The act occurs while the actor is subject to an order or injunction
under s. 813.12, 813.122 or 813.125 that prohibits or limits his or her
contact with the victim.

(U) (1t) Whoever violates sub. (1r) is guilty of a Class | felony if the person has
a prior conviction under this subsection or sub. (1r), (1v), or (1x) or s. 940.32
(2), (2e), (2m), or (3) involving the same victim and the present violation occurs
within 7 years of the prior conviction.

(U) (1v) Whoever violates sub. (1r) is guilty of a Class H felony if he or she
intentionally gains access to a record in electronic format that contains
personally identifiable information regarding the victim in order to facilitate
the violation under sub. (1r).

(U) (1x) Whoever violates sub. (1r) under all of the following circumstances is
guilty of a Class H felony:

(i) The person has a prior conviction under sub. (1r), (1t) or (1v) or this
subsection or s. 940.32 (2), (2e), (2m), or (3).

(1) The person intentionally gains access to a record in order to facilitate
the current violation under sub. (1r).

(U) (2) This section does not prohibit any person from participating in lawful
conduct in labor disputes under s. 103.53.

(U) History: 1983 a. 336; 1991 a. 194; 1993 a. 496; 2001 a. 109.

(U) This section is not a safety statute and does not grant a private right of action for its
violation. In re Estate of Drab, 143 Wis. 2d 568, 422 N.W.2d 144 (Ct. App. 1988).

(U) 947.015 Bomb scares. Whoever intentionally conveys or causes to be conveyed
any threat or false information, knowing such to be false, concerning an attempt or
alleged attempt being made or to be made to destroy any property by the means of
explosives is guilty of a Class | felony.

(V) History: 1977 ¢. 173; 2001 a. 109.

(U) This section is not an included crime in s. 941.30, recklessly endangering safety.
State v. Van Ark, 62 Wis. 2d 155, 215 N.W.2d 41 (1974).

(U) Read with the requirement that only "true threats" can be prosecuted, this section
does not violate the guarantee of free speech. State v. Robert T. 2008 WI App 22, 307
Wis. 2d 488, 746 N.W.2d 564, 06-2206.
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(U) 947.017 Threats to release chemical, biological, or radioactive substances.
(V) (1) In this section:

(a) "Biological agent"” means a microorganism or an infectious substance, or any
naturally occurring, bioengineered, or synthesized toxin or component of a
microorganism or an infectious substance that is capable of causing death,
disease, or other biological malfunction in humans.

(b) "Harmful substance" means radioactive material that is harmful to human life,
a toxic chemical or its precursor, or a biological agent.

(c) "Microorganism" includes a bacterium, virus, fungus, rickettsia, or protozoan.

(d) "Precursor" means any chemical reactant that takes part at any stage in the
production by whatever method of a toxic chemical.

(e) "Toxic chemical" means any chemical that through its chemical action on life
processes can cause death, temporary incapacitation, or permanent harm to
humans.

(V) (2) Whoever, knowing the threat to be false, intentionally threatens to release or
disseminate a harmful substance, if the threat induces a reasonable expectation or
fear that the person will release or disseminate a harmful substance, is guilty of a
Class | felony.

(V) History: 2003 a. 104.

(U) Consult your local District Attorney for clarification in your jurisdiction. Your legal
counsel may contact:

Roy Korte, Assistant Attorney General

Director, Criminal Litigation unit

608-267-1339—press 0 to speak to assistant, Jo Newell
608-267-2778—FAX

korterr@doj.state.wi.us
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(U) Law Enforcement Vigilance and Caution Urged during Public and
Political Events

(U) Scope

(U//FOUOQO) This Joint Intelligence Bulletin (JIB) is intended to provide situational awareness concerning the
domestic extremist threat to national public and political events.” This JIB is provided by the FBI and DHS to
support law enforcement in their respective activities and to assist federal, state, local, tribal, and territorial
government counterterrorism and law enforcement officials and private sector security partners in deterring,
preventing, or disrupting terrorist attacks against the United States.

*(UI/FOUQO) The FBI and DHS define domestic extremists as individuals based and operating entirely within the United States or its
territories without direction or inspiration from a foreign terrorist group or other foreign power who seek to further political or social
goals, wholly or in part, through unlawful acts of force or violence. The mere advocacy of political or social positions, political activism,

use of strong rhetoric, or generalized philosophic embrace of violent tactics may not constitute extremism, and may be constitutionally

protected.
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(U) Domestic Extremists Pose Persistent Threat to Public and Political Events

(U//FOUQ) The FBI and DHS assess the domestic extremist threat to public and political events will persist due
to the ongoing nature of many of the drivers of extremist violence, including the upcoming presidential national
conventions, racial tensions, and the perceived abuse of power by government authorities. Some domestic
extremist movements have previously exploited First Amendment protected activities such as public or political
gatherings—without the knowledge or support of the organizers of these events—in order to facilitate or
commit violent acts. A recent example of this exploitation occurred at a 26 June 2016 white supremacist rally
that resulted in violence in Sacramento, California. The presidential national conventions could present such an
opportunity for exploitation. The FBI and DHS urge law enforcement officers to be vigilant and cautious during
all public and political events, as these situations could be used to mask or promote violent extremist activity.

(U) The following are examples of domestic extremist movements that have exploited public and political
events to commit or incite violence and other criminal acts.

» (U//FOUO) Black separatist extremists (BSEs) have targeted law enforcement for violence in response to
the historical mistreatment of African Americans and their perception of an unjust judicial system.” The FBI
and DHS judge on the basis of threat reporting and previous BSE responses to police-involved incidents and
outcomes of legal proceedings that perceived police brutality targeting African Americans will likely continue
to serve as a catalyst for retaliatory violence by BSEs. BSEs have been known to attempt to incite violence
at large crowds against perceived enemies such as law enforcement. Traditionally, they aim to recruit young
people and individuals with the propensity for violence, which have also included gang members.

» (U//FOUO) White supremacist extremists (WSEs) and their ideological opponents—including some
anarchist extremists—have violently clashed at First Amendment protected events.t# WSEs have
historically targeted for violence racial, ethnic, and religious minorities, the federal government, and those
perceived to detract from the purity of the white race— to include sex offenders, drug abusers, the
homeless, and “race traitors” (i.e. whites perceived as disloyal to their race). VWSEs can be motivated by
religious or political beliefs.

» (U//FOUO) Militia extremists use force or violence against those whom they perceive as infringing upon
their Constitutional rights, including law enforcement officers.$ Militia extremists may possess and use

* (U//FOUO) The FBI and DHS define black separatist extremists as individuals who seek, wholly or in part, through unlawful acts of
force or violence, to attain separation from the non-black US population. This separation includes, but is not limited to, physical
separation, political separation, or social separation as demonstrated by separate communities, political institutions, or social
organizations. This desire for separation is typically based on either a religious or political belief system, which is sometimes formed
around or includes a belief in racial superiority or supremacy. The mere advocacy of political or social positions, political activism, use of
strong rhetoric, or generalized philosophic embrace of violent tactics may not constitute extremism, and may be constitutionally
protected.

T (U//IFOUO) The FBI and DHS define white supremacist extremists as individuals who seek, wholly or in part, through unlawful acts
of force or violence, to support their belief in the intellectual and moral superiority of the white race over other races. The mere
advocacy of political or social positions, political activism, use of strong rhetoric, or generalized philosophic embrace of violent tactics
may not constitute extremism, and may be constitutionally protected.

f (U//FOUO) The FBI and DHS define anarchist extremists as individuals who seek, wholly or in part, through unlawful acts of force
or violence, to further their opposition to all forms of capitalism, corporate globalization, and governing institutions, which they perceive
as harmful to society. The mere advocacy of political or social positions, political activism, use of strong rhetoric, or generalized
philosophic embrace of violent tactics may not constitute extremism, and may be constitutionally protected.

§ (U//FOUO) The FBI and DHS define militia extremists as individuals who seek, wholly or in part through unlawful acts of force or
violence, based on their belief that the US government is purposely exceeding its Constitutional authority and is attempting to establish a
totalitarian regime. Consequently, these individuals oppose many federal and state laws and regulations, particularly those related to
firearms ownership. Militia extremists take overt steps to violently resist or facilitate the overthrow of the US government. The mere
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firearms, demonstrate a familiarity with explosive devices, conduct paramilitary training, and engage in
operational security to avoid law enforcement detection or scrutiny in an effort to advance their ideological
objectives. Since the April 2014 armed standoff in Bunkerville, Nevada, militia extremists have
demonstrated an increasingly aggressive posture to engage law enforcement in armed conflict. Militia
extremists have also shown the intent to serve as security or peacekeepers at rallies and protests—which
may incite violence from their ideological opponents.

» (U//FOUO) Anarchist extremists have committed violence against law enforcement officers as perceived
symbols of authority and oppression. Some anarchist extremists are also ideologically opposed to racism
and may be motivated to commit violence against law enforcement in response to actions they view as
racially-motivated. Anarchist extremists in the past have exploited lawful protected events to conduct
criminal activity, a trend, which we assess, will continue. Anarchist extremists have physically assaulted and
injured law enforcement officers, most often in association with political and economic events. During such
confrontations, anarchist extremists have used improvised weapons against law enforcement officers, such
as bricks, rocks, pipes, and sticks, and, in at least one incident, threw an incendiary device at a line of
officers, injuring one police officer.

(U) Implications

(U//FOUO) We anticipate the majority of individuals protesting at the upcoming public and political events will
act lawfully and non-violently, although domestic extremist violence is possible. Based on recent violence by
domestic extremists at lawful protests and their historical willingness to travel across the country to commit or
incite violence at these events, we assess some domestic extremists will likely continue to exploit lawful
protests to facilitate criminal activity at future upcoming events such as the political conventions.

(U) Potential Threat Indicators

(U//FOUQO) We are providing indicators to aid law enforcement and first responders in identifying and
mitigating threats. The totality of behavioral indicators and other relevant circumstances should be evaluated
when considering any law enforcement response or action. (Note: behaviors associated with the below
indicators can include constitutionally protected activities. The FBI does not initiate any investigative activity
based solely on the exercise of First Amendment activities or on the race, ethnicity, national origin, or religion,
gender, sexual orientation, and gender identity of the subject, or a combination of only such factors.)

(U//FOUQ) Possible indicators of planned criminal or violent domestic extremist activity during upcoming social
or political events include:
» (U//FOUO) Reports of pre-operational surveillance of government buildings, symbols of capitalism, or

symbols of corporate globalization.

» (U//FOUO) Reports of individuals pilfering construction sites or collecting sharp or heavy objects, such as
bricks, pipes, or rocks to use as projectiles-possibly carried in backpacks.

» (U//FOUOQO) Possession of spray paint for defacing signs and buildings.
» (U//FOUQ) Possession of nails or caltrops for use in disrupting traffic or law enforcement response.

» (U//FOUOQO) Possession of fireworks, flares, or smoke devices during protests.

advocacy of political or social positions, political activism, use of strong rhetoric, or generalized philosophic embrace of violent tactics
may not constitute extremism, and may be constitutionally protected.
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» (U//FOUO) Possession of home-made shields, sharp or blunt objects such as knives, machetes, tire irons,
sticks, or hammers during protests.

» (U//FOUO) Possession of bolt cutters to bypass security fences.
» (U//FOUO) Possession of gas masks, Maalox or eye drops to remedy law enforcement use of tear gas.
» (U//FOUO) Reports of protestor changing clothing to avoid law enforcement.

» (U//FOUO) Reports of protestors flying anarchist flags, possessing anarchist signs, or clothing bear anarchist
symbols, coupled with other factors reasonably indicative of plans or materials used to commit violence.

» (U//FOUO) Reports of individuals acquiring materials to construct improvised incendiary devices or
improvised explosive devices.

» (U//FOUO) Pre-staging of bricks, rocks, or debris along protest routes for use in rioting.

» (U//FOUO) Movement of newspaper containers and trashcans to create barricades- possibly lighting them
on fire.

(U//FOUQO) Possible indicators of pre-operational surveillance or attack planning include:
» (U//FOUO) Unusual or prolonged interest in or attempts to gain sensitive information about security
measures of personnel, entry points, peak days and hours of operation, and access controls such as alarms

or locks.

» (U//FOUO) Observation of security reaction drills or procedures; multiple false alarms or fictitious
emergency calls to same locations or similar venues.

» (U//FOUO) Discreet use of cameras or video recorders, sketching, or note-taking consistent with pre-
operational surveillance.

» (U//FOUQO) Unusual or unexplained interest in speaking with building maintenance personnel.

» (U//FOUO) Observation of or questions about facility security measures, including barriers, restricted
areas, cameras, and intrusion detection systems.

» (U//FOUQO) Observations of or questions about facility air conditioning, heating, and ventilation systems.

» (U//FOUO) Suspicious purchases of dual-use items that could be used to construct an explosive device,
including hydrogen peroxide, acetone, gasoline, propane, or fertilizer.

» (U//FOUQO) Suspicious activities in storage facilities or other areas that could be used to construct an
explosive device.

» (U//FOUO) Attempted or unauthorized access to rooftops or other potentially sensitive areas.

» (U//FOUO) Unusual or bulky clothing that is inconsistent with the weather.
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» (U//FOUO) Unusual weapon purchases and/or unusual requests for shooting lessons or range time
» (U//FOUO) Theft of uniforms, particularly from security companies, law enforcement, fire personnel.

(U//FOUQ) Please report suspicious activities associated with any of the indicators listed above to the contact
information at the end of this document.

(U) Source Summary Statement

(U//FOUO) The information used in this JIB is drawn from FBI reporting and open sources. The open source
information has been corroborated through other sources and is considered credible. We have medium to
high confidence in source reliability, which extends to judgments and conclusions made in this product.

(U) Report Suspicious Activity

(U) To report suspicious activity, law enforcement, Fire-EMS, private security personnel, and
emergency managers should follow established protocols; all other personnel should call 911 or
contact local law enforcement. Suspicious activity reports (SARs) will be forwarded to the appropriate
fusion center and FBI Joint Terrorism Task Force for further action. For more information on the Nationwide
SAR Initiative, visit http://nsi.ncirc.gov/resources.aspx.

(U) Administrative Note: Law Enforcement Response

(U//FOUQO) Information contained in this intelligence bulletin is for official use only. No portion of this bulletin
should be released to the media, the general public, or over nonsecure Internet servers. Release of this material
could adversely affect or jeopardize investigative activities.

(U) For comments or questions related to the content or dissemination of this document, please contact the FBI
Counterterrorism Analysis Section by e-mail at FBI_CTAS@)ic.fbi.gov or the I&A Production Branch by e-mail at
IAPM@hq.dhs.gov.

(U) Tracked by: HSEC-8.1, HSEC-8.2, HSEC-8.3, HSEC-8.6.2, HSEC-8.6.3, HSEC-8.10.1

Page 5 of 5





CLASSIFICATION: UNCLASSIFIED//FOR OFFICIAL USE ONLY

Office of Intelligence and Analysis
Customer Feedback Form

AND S%

Product Title: (U) Law Enforcement Vigilance and Caution Urged during Public and Political Events

1. Please select partner type: BEIEqR0ly[-] Select One

2. What is the highest level of intelligence information that you receive? Select One |

3. Please complete the following sentence: “l focus most of my time on:” KGR0l |

4. Please rate your satisfaction with each of the following:

Neither

Very Somewhat Satisfied nor =~ Somewhat Very
Satisfied Satisfied Dissatisfied Dissatisfied Dissatisfied N/A
Product’s overall usefulness O @) @) @) @) @)
your misgion o o O o o o O
Product’s timeliness O @) @) @) @) O
Product’s responsiveness O O O O O O

to your intelligence needs

5. How do you plan to use this product in support of your mission? (Check all that apply.)

[] Drive planning and preparedness efforts, training, and/or [ Initiate a law enforcement investigation
emergency response operations [ Initiate your own regional-specific analysis

[ Observe, identify, and/or disrupt threats [ Initiate your own topic-specific analysis

[1 share with partners [] Develop long-term homeland security strategies

[ Allocate resources (e.g. equipment and personnel) [] Do not plan to use

[] Reprioritize organizational focus [] other:

[ Author or adjust policies and guidelines

6. To further understand your response to question #5, please provide specific details about situations in which you might
use this product.

7. What did this product not address that you anticipated it would?

8. To what extent do you agree with the following two statements?

Strongl Neither Agree . Strongly
Agregey Agree nor Disagree Disagree  pjsagree N/A
This product will enable me to make better
decisions regarding this topic. O O O O O O
This product provided me with intelligence
information | did not find elsewhere. O O O O O O
9. How did you obtain this product? ESEaqelsl:] |

10. Would you be willing to participate in a follow-up conversation about your feedback? Yes |

To help us understand more about your organization so we can better tailor future products, please provide:
Name: Position:
Organization: State:
Contact Number: Email:

Privacy Act Statement

CLASSIFICATION: UNCLASSIFIED//FOR OFFICIAL USE ONLY
Product Serial Number: 1A-0167-16 REV: 29 October 2014






		(U--FOUO) JIB Law Enforcement Vigilance Urged during Public and Political Events 07182016

		IA Customer Feedback Form v4-1 A-LAN_EXT



		01_Date_Submitted: 10/16/2014

		03_Prod_Title: (U)  Law Enforcement Vigilance and Caution Urged during Public and Political Events

		04_Partner_Type_dropdown: [Select One]

		05_function_Type_dropdown: [Select One]

		06_Highest_Level_Information: [Select One]

		07_My_Time_Focus: [Select One]

		18_Products_Overall_Usefulness: Off

		19_Products_Relevance: Off

		20_Products_Timeliness: Off

		21_Products_responsiveness: Off

		22_Drive_Planning_Efforts: Off

		24_Observe_ID_Threats: Off

		28_Share_With_Partners: Off

		29_Allocate_Resources: Off

		31_Reprioritize_Organizational_Focus: Off

		32_Author_Adjust_Policies: Off

		23_Initiate_Law_Enforcement_Investigation: Off

		26_Regional_Specific_Analysis: Off

		27_Topic_Specific_Analysis: Off

		30_Develop_Longterm_HS_Stategies: Off

		33_Do_Not_Plan_To_Use: Off

		34_Other: Off

		35_other_text: 

		36_Specific_Details_For_Use_Text: 

		37_Product_Not_Addressed_Topics: 

		38_Make_Better_Decisions: Off

		39_Info_Not_Found_Elsewhere: Off

		40_Receive_Product_dropdown: [Select One]

		41_Feedback_Followup: [Yes]

		42_Name_identified_fillbox: 

		43_Position_identified_fillbox: 

		46_Contact_number: 

		44_Organization_Identified_fillbox: 

		45_State_identified: [ ]

		47_Email_identified: 

		50_Submit_Feedback: 

		48_privacy: 

		02_Classification: UNCLASSIFIED//FOR OFFICIAL USE ONLY

		17_serial: IA-0167-16

		49_Survey_version: v4.0

		08_blank:  

		09_blank:  

		10_blank:  

		11_blank:  

		12_blank:  

		13_blank:  

		14_blank:  

		15_blank:  

		16_blank:  





File Attachment
(U--FOUO) JIB Law Enforcement Vigilance Urged during Public and Politica....pdf


UNCLASSIFIED//FOR OFFICIAL USE ONLY

SOUTHEASTERN MILWAUKEE PORIGE,
WISCONSIN DEPARTMENT

Threat Analysis Center Intelligence Fusion Center

(U) FusioN CENTER NOTE

2016-1756 30 March 2016

(U) SECURING PERSONAL SOCIAL MEDIA ACCOUNTS

(U//FOUO) International and domestic threat actors have recently targeted the social media
accounts of law enforcement and government personnel. STAC and IFC are sharing this fusion
center note with law enforcement partners to increase their security awareness and to
encourage more secure behavior at work and home”.

(U//FOUO) Social media websites serve as platforms for global interaction and the sharing of
ideas, but are simultaneously a platform frequently leveraged by malicious actors. As a
government employee, you may be a specific target of a malicious actor, so taking security
precautions to protect the safety and online reputation of both you and your agency is vital.
Malicious actors may use personally identifiable information (PIl) posted by you or friends to
build a profile about you, including your identity, location, relationships, and affiliations. This
information makes you more susceptible to doxing, identity theft, phishing or spear phishing
emails, virtual blackmail, or potential physical threats. Appropriate usage of social media
accounts and implementing proper security procedures is the best way to protect against these
threats®.

(U) General Recommendations

— Do not post any Pll such as your date of birth, telephone number, home address, or
images that identify your job, hobbies, family, and friends. This information may often
reveal the answers to security questions used to reset passwords, making you an easy
target to victimize by giving malicious actors easy access to your accounts and secured
information.

* (U//FOUO); DHS/FBI/NCTC; Roll Call Release; ISIL Supporters Compromise of Law Enforcement Personal Data for
Possible Targeting; 24 MAR 16; (U//FOUOQ).

(U) Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUQ). It contains information that may be exempt
from public release under the Freedom of Information Act (5 U.S.C. 552). It is to be controlled, stored, handled, transmitted,
distributed, and disposed of properly and is not to be released to the public, the media, or other personnel who do not have a
valid need-to-know without prior approval of an authorized STAC official. State and local homeland security officials may share
this document with authorized security personnel without further approval from STAC.
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— Do not post anything you would be embarrassed to see on the evening news. Everything
posted online becomes a permanent part of the Internet; assume it may become public.

— Do not accept friend/follower requests from anyone you do not know; independently
verify identities.

— Be cautious when accessing online accounts from public Wi---Fi connections. It is
possible for malicious actors to capture login credentials and other sensitive
information.

— Passwords should have at least 10 characters and include upper case and lowercase
letters, numerals, and symbols. Use multi---factor authentication if available. Do not use
the save password, “remember me,” or keep me logged in options. Do not share your
password with anyone or write it down. Do not use the same password for all of your
accounts. Make sure the passwords for your financial sites are not permutations of your
other passwords. Change passwords every 60 days. More information is available at:
http://iic.cisecurity.org/resources/documents/CISPrimer---
SecuringlLoginCredentials.pdf.

— Do not use your social networking website to login to other sites. If that website
becomes compromised then all accounts associated with that website are vulnerable.
Create a different user account on the new website instead.

(U) Settings and Technical recommendations
— Configure social networking accounts to ensure only trusted contacts can see your

information.

— Whenever possible, enable HTTPS as the default connection using social media account
settings.

— Do not use automatic “check---in” features that disclose your geographic location.

— Avoid using third---party applications; if needed, do not allow them to access your social
networking accounts, friends list, or address books.

— Do not allow others to tag you in images they post. Doing so makes it easier for
malicious actors to collect information on your network of friends, relatives, and
associates.

— Keep all operating systems, applications, antivirus solutions, and essential software up---
to---ate to mitigate potential exploitation by malicious actors.

(U//FOUOQ) The Fusion Center is providing the below information to assist members protect
their online information on Facebook, Twitter, Google, LinkedIn, EBay and on your
smartphone?.

UNCLASSIFIED//FOR OFFICIAL USE ONLY
30 March 2016
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e Only establish and maintain connections with people you know and trust. Review your connections often.

e Assume that ANYONE can see any information about your activities, personal life, or professional life that you post and share.

e Ensure that your family takes similar precautions with their accounts; their privacy and sharing settings can expose your personal data.

e Avoid posting or tagging images of you or your family that clearly show your face. Select pictures taken at a distance, at an angle, or otherwise
concealed. Never post Smartphone photos and don’t use your face as a profile photo, instead, use cartoons or avatars.

e Use secure browser settings when possible and monitor your browsing history to ensure that you recognize all access points.

Privacy Settings

&% General The (1) Privacy, (2) Timeline and Tagging, (3) Security, (4)

& Securty Ads, and (5) Apps tabs all contain settings for concealing

B Privacy personal information. Use the settings displayed to

{0 Timeline 2ndTagging | maxjmize your online security.

@ Blocking

@ Notifications Facebook interactions such as likes and wall posts have

::Ill\]t;:fiers been effectively used to classify individuals. Try to
minimize the amount of personal information that you

g:‘;‘f post on social networking services.

Payments
€ Support Dashboard
B Videos

Under Privacy, limit the audience for future posts in the Who can see
your future posts? feature. Review all activity by clicking Use Activity Log.
Hide individual posts from your timeline or set to Friends or Only Me. You
can change previously posted content shared with friends of friends or the
public to friends only by clicking Limit Past Posts. This also allows you to
control who can contact or look you up.

Who can see my stuff? Who can see your future posts? Custom Edit
Review all your posts and things you're tagged in Use Activity Log
Limit the audience for posts you've shared with Limit Past Posts
friends of friends or Public?

Who can contact me? Who can send you fiend requesis? Everyone Edit
Whose messages do lwantfiltered into my Inbox?  Basic Filtering Edit

Who can look me up? Who can look you up using the email address you  Friends. Edit
provided?
Who can look you up using the phone numberyou  Friends Edit
provided?
Do you want other search engines to link to your No Edit
timeline?

Click Timeline and Tagging>View As to see what your profile will look
like to the public or to a specific user.

Who can add things to my Who can post on your timeline? Friends Edit
timeline?
Review posts friends tag you in before they appear  On Edit
on your timeline?

Who can see things onmy  Review what other people see on your imeline | View As I
timeline?

Who can see posts you've beentaggedin onyour  Only Me Edit

timeline?

Who can see what others past on your timeline? Friends Edit
How can | manage tags Review tags people add to your awn posts before  On Edit
people add and tagging the tags appear on Facebook?
suggestions?

When you're tagged in a post, who do youwantto  Friends Edit

add to the audience ifthey aren't already in it?

Who sees tag suggestions when photos that look No One Edit
like you are uploaded?

m@m Do not login or link third-party sites (e.g. Twitter,
Tinder) using your Facebook account. “Facebook Connect”
shares your information and your friends information with third
party sites that may aggregate, misuse, or disseminate personal
information. Additionally, Facebook apps, such as Farmville,
access and share your personal data. Use as few of these apps as
possible.

Minimizing Your Facebook Profile

™ Privacy Shortcuts Q

Create Page
Who can see my stuff? v

Create Ads
Advertising on Facebook [g Who can contact me? v
Activity Log . &0/ Howdol stop someone from v
Setlings bothering me?
Log Qut See More Settings

Facebook has privacy shortcuts to basic settings to limit what others can
see in your profile, accessible using the lock icon. For more extensive
settings, click the triangle icon then Settings. From there navigate pages
from the side toolbar to control how your personal information is shared.

As a safety precaution, navigate Security Settings>Where You're Logged
In and click End Activity for sessions no longer in use.

Current Session End All Activity
Device Name Firefox on Windows
Location MNew York NY US (Approximate)
Device Type Firefox on Windows 8

End activity for

unrecognized

If you notice any unfamiliar devices or locations, click'End Activity to end
the session. locations and
Desktop (2) ~ devices

Last Accessed Yesterday at 8:41pm End Adiivity
Device Name Chrome on Mac OS X
Location Brooklyn, NY, US (Approximate)
Device Type Chrome on Mac 0S X 10.9

Last Accessed May 10 at 12:01pm End Adiivity
Device Name Chrome on Mac OS X

Location Brooklyn, NY, US (Approximate)
Device Type Chrome on Mac OS X 10.9

Mobile Browser (1) a

Set Third Party Sites and Ads & Friends fields to ‘No one’ to prevent
third party sites from using your name or picture for ads in the future.

Third Party Sites Facebook does not give third party applications or ad networks the right o use Edit
Your name or piciure in ads. Ifwe allow this in the future, the sefiing you choose:
‘will determine how your information is used.
You may see social cantaxton.hind nady Silasinclud) dshuouan.
Facebook social pluf If we allow e future, show my information to
experience on athird| No one Il
the third party sites -

Ads and Friends 5"jPair my social actions with ads for | No one v | h Edit
on

whatyour friends share and like. Leam more about Social ads.

Facebook permits other users to share your data through apps. Navigate
Apps>Apps others use to limit the information fields others can distribute
during their Facebook use.

People on Facebook who can see your info can bring it with them when they use
apps. This makes their experience better and more social. Use the settings
below to control the categories of information that people can bring with them
when they use apps, games and websites.

C sio [ My videos

[ mirthday [ My links

(] Family and relationships [ My notes

[Tinterested in ] Hometown

[] Religious and political views [ ] Current city

] My website [ Education and work

[ 1t rm online [ | Activities, interests, things | like

[] My status updates [] My app activity

O My photos
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Timeline Settings

Work and Education + Done Editing

Professional Skills (" R4

|wnere have you worked? |

|Where did you go to college? |

|Where did you go to high school? |

|Whatski|ls do you have?| ¥ @ Public
i Friends
3 Friends except Acquaintances

Cnly Me
Relationship # Custom

[ Close Friends

. Add vou.| ® New York Area

See all lists...

Click About on your profile page and apply the settings shown to ensure that your information is visible to only people of your choosing. Each field, such as
Relationships and Family, About You, Favorite Quotations, Living, Basic Information, and Contact Information has an Edit option. Limit each of these fields
to a more exclusive privacy setting, typically ‘Friends’ or the most exclusive setting, typically ‘Only Me!

eseec Verizon & 1:09 PM oso%mm| The Facebook mobile app’s privacy settings are

< Privacy Location Services identical to those on the website and are

located under the More>Settings menu.
Privacy Shortcuts are also available in the

Location Services O mobile app.
However, smartphones’ GPS features can
Location Services uses GPS along with . .
crowd-sourced Wi-Fi hotspot and cell tower further €Xpose users. If you are using an i0S
locations to determine your approximate device navigate to Settings>Privacy>Location
location. About Location Services & . . .
Privacy... Services and turn off location services for the
Facebook app.

Even with location services disabled, Facebook
allows you to Check-In to common locations.
Do not utilize this feature.

& cCamera

.
ﬂ Facebook 7
MM Gmail C
.‘1 Google Maps O
Google+ .

Manage Your Contacts

Under the Friends tab: A% Friends [ Friend Requests [ | +ind Friends | [ /| s

¢ Navigate Edit>Edit Privacy to change who can NI o earvourra| "o S Ay

view your contacts limit your contact list to ’ — [EdtPrvas | \ 3] Photos

Only Me: e f e

* Navigate Edit>Manage Sections to control Darhar e s o it e s e v Friends

which data fields will appear on your timeline. Fatabook Theyiatao be i o ses s Tiends onsmur timeine. [0 @ piaces

Avoid sharing Places on your timeline and use nrendscfients - @ sports

discretion when posting information regarding B e e st o oo oro -

your personal interests. Remermoar Th pesleyou ol e see it youte floning e J7 music
Lo ﬁ Movies

Deactivating/Deleting Your Facebook Account

Deleting Accounts

How do | permanently delete my account?

If you deactivate your account, your Timeline disappears from the Facebook service immediately. People on Face-
book won’t be able to search for you, though some info, like messages you sent, may still be visible to others. We
lalso save your Timeline information (ex: friends, photos, interests) in case you want to come back.

If you don’t think you’ll use Facebook again, you can request to have your account permanently deleted. Please
keep in mind that you won’t be able to reactivate your account or retrieve anything you’ve added. Before you do
this, you may want to download a copy of your info from Facebook. then, if you'd like your account permanently

deleted with no option for recovery, log into your account and

If you can’t log into your account, you'll need to reset your password first. To do this, go to www.facebook.com and
click the Forgot your password? links below the password field. Once you've followed the instructions to reset your
password and can log into your account, you can deactivate or delete your account using the steps outlined above.

To deactivate your Facebook account, go to Settings and select Security.
To reactivate your account log in to Facebook with your address and password.

To delete your Facebook account, go to Help from the triangle icon and select Visit
the Help Center. Navigate Manage Your Account>Deactivating, Deleting &
Memorializing Accounts>How do | permanently Delete My Account>Let us
know. Verify that you wish to delete your account by clicking Delete My Account.
Facebook will remove your data 14 days after a security check.

A Parent’s Guide to Internet Safety
Privacy Rights Clearinghouse

www.fbi.gov/stats-services/publications/parent-guide

Microsoft Safety and Security

www.microsoft.com/security/online-privacy/social-network

- TR
www.privacyrights.org/fs/fs18-cyb.htm N Ov LTTA !.%
.l

www.novetta.com

Online Guardian

www.onguardonline.gov/topics/social-networking-sites.aspx
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Social Networks - Do’s and Don’ts

e Only establish and maintain connections with people you know and trust. Review your connections often.

e Assume that ANYONE can see any information about your activities, personal life, or professional life that you post and share.

e Ensure that your family and friends take similar precautions with their accounts; their privacy and sharing settings can expose your personal data.

e Avoid posting or tagging images of you or your family that clearly show your face.

e  Select pictures taken at a distance, at an angle, or otherwise concealed. Never post smartphone photos and don’t use your face as a profile photo,
instead, use cartoons or avatars.

e  Use secure browser settings when possible and monitor your browsing history to ensure that you recognize all access points.

Managing your Twitter Account

Twitter is a social networking and microblogging
site whose users send and read text-based

_gNntiFimtiDns H Discover & Me -

posts online. As of June 2014, the site has Stream of Tweets from

approximately 230 million daily active users, people you follow Use Settings to manage
generating 500 million Tweets and 2.1 billion ESPH @ESPNen140 - Em visiblity

search queries da”y_ jFaltan 24 hs para Brasil

Following are people you e

subscribe to; Followers el FouowNG  FOLLOWERS
subscribe to your tweets; 7 1
Private Tweets will only be *

Andy Greenwald @andygreenwsald - 5m
esssss. RT @MartinezRios Gerard Way: "Action Cat" [Official Audio]:
youtu be/Gbk72F10Vgo via @YouTube

A \fic mocdiz

visible to followers you approve

“Tweets” are short text-based messages - up to 140 characters - that users post to Twitter. “Tweet” can refer to a post as well or to act of posting to Twitter.
Tweets are public, indexed, and searchable unless protected by the user. Many users never Tweet, choosing only to follow persons or topics of interest.

Mentions (@username) are used to tag a user in a Twitter update.
When a public user mentions a private Twitter account, the link to ‘ G Grantland @Grantland33 - 48m

the private account profile becomes public. € 30: The Cubs and Rockies are looking for bright spots, while the Mariners

Hashtags (#topic) are used to mark a keyword or topicin a Tweet, <m— Gjonahker gran W1kbl cox
Posts that include a hashtag are categorized by topics in the
Twitter search engine. Hashtagged words that become popular are
Trending Topics (ex. #jan25, #egypt, #sxsw).

Profile Settings

Apply the Profile settings shown below to ensure that your information is visible only to people of your choosing.

[ View summary

Profile Twitter Best Practices

This information appears on your public profile, search results, and beyond

Now edit your photos and bio right fram your profile x . . . .

DO NOT use a ¢ Avoid using hashtags (#) in updates to prevent Twitter Search from
face photo Photo n Saametcs, indexing and associating your tweet with a topic.
Account This photo is your identity on Twitter and appears with your . X X .
Securtty and privacy > Tweets e Tweet responsibly. Do not provide personal details regarding your
password > Header Change header whereabouts or activities in your post.
Mobile Recommended dimensions of 1500x500 .
Maximum fle size of SHE e Do NOT upload personal photos or websites.

Email notificaiiog " Need help? Learn more.
e Use nicknames, e Do NOT allow Twitter to use your location on mobile devices.

intials, or Neme

e Change your Twitter username frequently to limit your account

exposure.

ErpR——————— | )sc ceneral location
such as country or
metropolitan area

Apps Location

Widgets Where in the warld are you?

Website | http://

©2014 Twitter About Help Terms
Privacy Cookies Ads info Brand Blog
Status Apps Jobs Advertise Businesses
Media Developers

Have a homepage or a blog? Put the address here.

About yourself in 160 characters or less. 160

Facebook

DO NOT connect to
Facebook

Connect to Facebook

Post Tweets to your Facebook profile or page.
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Account Settings Security & Privacy Settings

Apply the Account settings shown below to ensure that your information
is shared in a limited fashion.

Account
Change your basic account and language settings.

Usernama

Change every ~6

httpsMwittercom/|saac07446791

Email @biometricgroup.comr

Email will not be publicly dsplayed. Leam more.

Language English v

Intereswdin helping transiate Twitter? Check out the Transiation Centes.

Time zone (GMT-04:00) Atlantic Tim ¥
Content
Country United States v
Select your country. This setting is saved to this browser
Tweet medis & Do not inform me before showing media that may be sensitive
You willse@ all photos Of Videos 4van if thay CONtain sensitive media
& Mark media | teat a5 containing material that may be sensitive
Please check this box if your Tweets contain sensiive media so that users
can be informed prior 1o viewing.
Review your posted
Your Twitter | Request your archive h . .
archive information regularly

You can request a file containing your information, starting with your first
Tweat. A link will ba emailed to you when the fie s ready 1o be.
downlcaded.

W‘ ate my sccount I

Deactivating / Delete Your Twitter Account

To deactivate your account, go to Settings, and select Account. At the bottom
of the page, click “Deactivate my account.” After deactivation, the user can
reactivate the account within 30 days.

Deactivate (optional)

Notification & Application Settings

Apply the Security and Privacy settings shown below to protect and reduce
the visibility of your personal information.

Two-factor Security and privacy
. . Change your security and privacy settings.
authentication

Security

Login verification  ® Don't verify login requests
@ Send login verification requests ko my phene

recommended

You need to add a phone to your Twitter account to enable this festure on
theweb.

Add requirement
to rest password.
Check

© Send login verification requests to the Twitter app

Approve requests with one tap when you enrol in login verification on
Twitter for iPhone or Twitter for Android. Leamn more

# Require personal information to reset my password

By defaul, you can infiai a password reset by entering only your
@usemame. If you check this bax, you will be prompted to enteryour
email address or phone numberif you forget your password.

Select “Do not

allow anyone to
tag me in photos”

@ Allow anyone to tag me in photos
@ Onlyallow people | follow to tag me in photos
@ Do not zllow anyone to tag me in photos

Protecting your
Tweets makes all
your posts private.
Only those who
you approve can
acces your tweets.

@ Protect my Tweets

If selected, only those you approve will receive your Tweets Your future
Tweets will not be available publicly. Tweets posted previoushy may stil be
publicly visiblein some places. Leam more

Tweet location © Add a location to my Tweets

When you tweet with 2 location, Twitter stores that location. You can switch
lecation on/off before each Tweet. Learn more

Delete all location information

This will delete alllocation information from past Tweets. This may take up
1030 minutes.

Do NOT add
locations to your

Tweets. Uncheck

Discowrability (@ Let others find me by my email sddress

Personslization @ Tilor Twitter based on my recent website visits
Preview suggestions tailored for you {not cumently available to 2l users).
Leam more about how this works and your additonal privacy controls.

Do NOT allow
others to find your
account using your

email. Uncheck

@ Teilor ads based on information shared by ad partners.

This lets Twitter display ads about things you've already shown interestin
Learn more about hew this works and your additicnal privacy controls.

Do NOT allow Twitter to use third party data
to tailor your experience. Uncheck both.

Maintain a small digital footprint by minimizing the number of notifications. Revoke access to unnecessary third applications.

Activity related to you and your Tweets

Errail me when B My Tweats an marked as favorites

By sAunas ¥

¥ Twests I'm mentioned in are marked as favorites

Bv anvong v "
Note: Private

Tweets cannot
be retrtweeted
¥ Tweets I'm mestioned in sre rebweebed

Check and set to
“By anyone”

B My Twesks pee retwested

Fv anwnne v

Bv snvane ¥

=

My Twesks get a reply or Fm

Direct messages

Ry anyrne

are never visible
to the public

# 'm llowed b
O I'm zent B direst rmesisge

@ Semesns shares 3 Tweet with mae

@ Someocns from my address book joins Twitter

Updates from Twitter

Email me with News about Twitter product and feature updates

Tips on getting more out of Twitter
Twitter updates
may highlight new
security tools or
possible risks

Things | missed since | last logged into Twitter

News about Twitter on partner products and other third
party_senices

Applications
Tnese are the apps al can ACCess your TWiller acCount. Leam more

Photos on IG5 by Apple® Learn how to revoke an 105 app
Whether you're ficking througn an amum or

Zooming In 1o See the smallest detall, you'll be

amazéd al how Sharp, vibrant, and beautiful

your pholos look. And 50 will everyone you show

hem o

resd anawiite access

hpproved: Sunday, March 11, 2012 957:28 PM

108 by Apples

Block unknown or unwanted
3rd party applications from
accessing your account

A Parent’s Guide to Internet Safety www.fbi.gov/stats-services

Privacy Rights Clearinghouse

ublications
www.privacyrights.org/fs/fs18-cyb.htm

arent-guide -

Microsoft Safety and Security

www.microsoft.com/security/online-privacy/social-network

Online Guardian

www.novetta.com

www.onguardonline.gov/topics/social-networking-sites.aspx
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Social Network - Do’s and Don’ts

Only establish and maintain connections with people you know and trust. Review your connections often.

Assume that ANYONE can see any information about your activities, personal life, or professional life that you post and share.

Ensure that your family and friends takes similar precautions with their accounts; their privacy and sharing settings can expose your personal data.
Avoid posting or tagging images of you or your family that clearly show your face. Select pictures taken at a distance, at an angle, or otherwise
concealed. Never post smartphone photos and don’t use your face as a profile photo, instead, use cartoons or avatars.

Use secure browser settings when possible and monitor your browsing history to ensure that you recognize all access points.

Google+

4\ Home

© Profile
(@ People
ﬁ Photos

@ Communities
F¥ Events

@ Hangouts
E3 Pages

@ Local

I ET——)p| | Enable Location Sharing

Account Settings & Minimizing Your Activities

Apply the Account settings shown with arrows below to ensure that your information is shared in a limited fashion. Use Your
circles settings to choose which circles you share with when sharing a post with ‘all circles.

Your circles

When you share posts, photos, profile data, and other things with "Your circles, you're sharing with all of your circles, except
the ones you're just following.

Customize

Photos and Videos
[] show geo location information on newly uploaded photos and videos.

] Allow viewers to download my photos and videos. '
[] Find my face in photos and videos and prompt people | know to tag me. Learn more

Google sometimes adds

hashtags to posts. Uncheck
Hashtags
4- to prevent hashtags from

[] add related hashtags from Google on my newly created posts, Learn more being included. This makes

you less visible.”

Google Drive
[J] Show Drive photos and videos in your photo library Learn more *-m

Only you can see them in your library until you choose to share them

Location Settings

Location Sharing allows you to share your current location from Location Reporting on your devices, with
people you choose. People you share your location with can see your current location across Google
products, including Google+ and Google Now. They can also see your places, such as home and work. Leam

more

Google allows you to opt-out of )
Google+. This does not delete Disable Google+
your Gmail or other Google Delete your entire Google profile here.

services functionality.”

Profile Settings

Click the About tab and Edit (within the People card). This pops up the editing window. Edit all cards by using the navigation buttons. You have multiple
options to limit the visibility of your information.

Public--can be seen by anyone (not recommended)

Extended circles--can be seen by people in circles of people in your circles (not recommended)

Your circles--can be seen by anyone included in your circles (minimum privacy recommendation)

Custom--allows you to limit who or which circles can view the information (intermediate privacy recommendation).

Only you (maximum privacy recommendation)
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In your circles Tagline © Public Occupation Only you 2

| A brief description of you |

[ ] Show peoplein  All circles «

Who can see this? Introduction

What do you do?

* Public B 7 U |k =i % Skills Only you >
Your circles Fut a little about yourself here so people
aln 50 f =
o Know theyve found the ol What are your skills?
Have you in circles
[ ] Show people who have added you to circles Bragging rights Employment Only you 5

Examples: survived high school, have 3 kids, etc. | Employer name Job title

Start |-| End [ current
cancel | [

Basic Information

‘ Cancel

Uncheck “Show people in

and Show people who have

added you to their circles” Places

Education

B = 9

G e -
type a city name
. Looking for [ ] Friends onlyyou =
you %
e .
‘ School name ‘ ‘ Maijor or Field of study ‘ [7] Arelationship

Places lived

["] Metworking
El [ Current Do not enter place names -
Bithday  januay ¢ 23 3 1990 Only you &

Description of courses

Contact Information

"1 show birthday year

Relationship 1 don't want to say = onlyyou =

Other names Onlyyou =

For example: maiden name, altemate spellings

Other profiles
Add custom link

[l

Cancel

Manage connected accounts

Apps with Google+ Sign-in
Phone + | | New contact info Contributor to : PP 9 g

Add custom link

Work Links Only you %

Add custom link

Apps with Google+ Sign-in

[, | Show this card on your Google+ profile
b change who can see your signed-in apps and activities on
Wlogle services, change app settings

Phone - | | New contact info

Cancel Save

Do not enter or display
phone number information

A Parent’s Guide to Internet Safety www.fbi.gov/stats-services/publications/parent-guide y
Privacy Rights Clearinghouse www.privacyrights.org/fs/fs18-cyb.htm N Ov E I | A K
Microsoft Safety and Security Www.m|crosoﬁ.c9m/secur|tv/on||ne;prnvacv/sogaI-r?etwork Www.novetta.com

Online Guardian www.onguardonline.gov/topics/social-networking-sites.aspx
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Social Network - Do’s and Don’ts
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e Only establish and maintain connections with people you know and trust. Review your connections often.

e Assume that ANYONE can see any information about your activities, personal life, or professional life that you post and share.

e Ensure that your family and friends takes similar precautions with their accounts; their privacy and sharing settings can expose your personal data.

e Avoid posting or tagging images of you or your family that clearly show your face. Select pictures taken at a distance, at an angle, or otherwise con-
cealed. Never post smartphone photos and don’t use your face as a profile photo, instead, use cartoons or avatars.

e Use secure browser settings when possible and monitor your browsing history to ensure that you recognize all access points.

Managing Your LinkedIn Profile

LinkedIn is a professional networking site that allows
you to establish connections with co-workers,
customers, business contacts, and potential
employees and employers. You can post and share
information about current and previous
employment, education, military activities,
specialties, and interests. To limit exposure of your
personal information, you can manage who can view
your profile and activities.

Welcome back Isaac F, let's customize your Linked

Step 2 Step 3 Step 4] O Sign Out
Add interests See who you know Get th

m Account: Basic Upgrade

51 Job Posting Manage

X j @ Language Change

i Use Settings to
See who you already know on Linkedin : g - ) Ty S
manage visibility

) Help Center Get Help

Search for people, jobs, companies, and more...

Account & Settings »

Profile Settings

Apply the Profile settings shown below to ensure that your information is visible only to the people of your choosing.

& Profile Privacy Controls Settings

n Turn onfoff your activity broadcasts Manage your Twitter seftings

@ Communications n Select who can see your activity feed Manage your WeChat settings

~ Select what others see when you've viewed  Helpful Links
Groups, Companies & n their profile

= Applications Edit your name, location & industry »
n Turn onfoff How You Rank
Edit your profile »
Select who can see your connections
@ Account E Edityour public profile »

Change your profile photo & visibility »
Manage your recommendations »
n Showrhide “Viewers of this profile also

nchec Manage who you're blocking »

1 Activity Broadcasts

By selecting this option, your activity updates wil be shared in your activity feed.
|:| Let people know when you change your profile, make recs i or follow

Mote: You may want to turn this option off if you're looking for a job and don't want your present employer to
see that you're updating your profile.

2 Who can see your activity feed

|ﬁ

Your activity feed displays actions you've performed on Linkedin. Select who can see your activity feed.

Set to Orly You

3 What others see when you’ve viewed their profile

O “four name and headline (Recommended)

' Technical Consultant at
Greater New York City Area
O Anonymous profile characteristics such as industry and title

Mote: Selecting this cption will disable Profile Stats. Whenever you switch to anonymous, your viewer history
gets erased.

Someone at

@ You wil be totally anonymous. [ESISIMK0) totaIIy anonymous

Mote: Selecting this cption will disable Profile Stats. Whenever you switch to anonymous, your viewer history
gets erased.

4 Turn on/off How You Rank

How You Rank shows how you compare to your connections and colleagues in terms of profile views. If you
turn this feature off, others won't see you or your standings in their How You Rank page. You also won't see
your own rank or get tips on improving your visibility.

|:| Let others see how you rank

5 Who can see your connections

Current Photo Upload a Photo
You can upload a JPG, GIF or PNG file (File size limit is 4 MB).

No file selected.

Upload Photo  [slf®=TleE

By clicking *Upload Photo®, you ceriify that you have the right to distribute this pho

Edit Photo
Delete Photo

In addition to users | message, my profile photo is visible to...

® My Connections Use Settings to
IR RIS EIM O My Network -
manage visiblity

for your account GRS

Do not use a

6 Viewers of this profile also viewed...

|:| Display "Viewers of this profile also viewed™ box on my Profile page

LinkedIln Quick Facts

e There are over 300 million LinkedIn users around the world. The service is widely
adopted in the US, India, Canada, and the UK.

e Users tend to share information related to their careers or jobs, not
photographs from social events.

e Compared to free accounts, paid LinkedIn accounts have access to more
information about other users viewing their profile.

o 48% of users invest 0-2 hours/week on LinkedIn, however a sizable portion of the
community, 26% spends 3-4 hours/week and 26% spends more than 4 hours/
week.
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Accounts Settings

Apply the Account settings shown below to ensure that your information is shared in a limited fashion.

o Profile

S. Communications

Privacy Controls
M wanage Advertising Preferences
Settings

Change your profile photo & visibility » Helpful Links

{@p Groups, Companies &
=" Applications

@ Account

Showrhide profile photos of other members

Customize the updates you see on your
home page

Select your language

A Manage security settings

Email & Password

Add & change email addresses

Change password q

Upgrade your account »

S —— - Closing Your LinkedIn Account

Passwords

Use a long, random passwords with capital letters and
numbers to ensure that attackers cannot access your
account information. Change your password every six
months to maximize security.

If you no longer plan on to use the LinkedIn service, close
your account. Click Close your account and confirm this
action.

Manage Advertising Preferences

Ads by Linkedin - Overview
"Ads by Linkedin™ are advertisements shown to Linkedin .., Read more

Check secure
connection
Ad selection

MAds shown to you are selected based on nen-personally ... Read more

Set up two-factor

Protecting your personal information verification

Linkedin does not direcify share your personal informatien ... Read more

[ Linkedin may show me ads on third-party websites. I m

[] Linkedin may show me ads based on third party data.

Security Settings

Secure connection

[ A secure connection will be used when you are browsing Linkedin. Learn More >

Note: Some Linkedin applications will not be available when you select this option

Two-step verification for sign-in

Turning this feature on will sign you out anywhere you're curently signed in. We will then require you to enter a verification
code the first time you sign in with a new device or Linkedin mobile application. Learn More >

Currently OFF = Turn On

Note: Some LinkedIn applications will not be available when you selectthis option,

Application Settings

Third-party applications and services can access most of your personal
information once you grant them permission. Limit your use of applications
to ensure that third parties cannot collect, share, or misuse your
information. Apply the Groups and Applications settings shown below to
ensure that your information is visible only to people of your choosing.

Avoid using Twitter connect and the LinkedIn smartphone app to prevent
accidentally sharing location data or personal information. LinkedIn retrieves
information about your activity on websites with LinkedIn Plug-In
integration and reports comprehensive summaries through the Bing search
engine. Do not allow the sharing of your activities on third-party websites
with LinkedIn.

& Profile

ﬁ Communications

Groups Applications

Select your group display order » View your applications »

View your groups = Add applications =

Set the frequency of group digest emails Privacy Controls

Groups, Companies &
= Applications

@ Account

Turn onfoff group invitations Turn on/off data sharing with 3rd party

applications

Turn on/off notifications when joining
groups n Manage settings for Linkedin plugins on

third-party sites
Companies

View companies you're following »

Notifications when joining groups

|:| “fes, publish an update to my network whenever | join a group that has these notifications enabled by the
Group OWner.

for LinkedIn plugins on third-party sites

If you're signed in to Linkedin when you view any page that uses our professional plugins, we receive
information that you've visited that page. This allows us to improve your Linkedin experience and provide you
with insights from your professional network, like how many of your connections have shared an article into
Linkedin using the Share on Linkedin plugin.

|:| es, allow Linkedin to receive information about my visits to pages that use Linkedin plugins.
Uncheck

A Parent’s Guide to Internet Safety

www.fbi.gov/stats-services/publications/parent-guide

www.privacyrights.org/fs/fs18-cyb.htm

Privacy Rights Clearinghouse
Microsoft Safety and Security

www.microsoft.com/security/online-privacy/social-network

NOVETTA @

Online Guardian

www.novetta.com

www.onguardonline.gov/topics/social-networking-sites.aspx

10 0f 13





@ Smartphone EXIF Removal Smart Card EXIF Removal 073014_1200

EXIF Removal - Do’s and Don’ts

e Prevent your phone from including geolocation data when capturing images.

e Remove EXIF data before sharing or posting images, especially images captured in private homes or businesses.

e Whenever possible, use an EXIF viewer to verify EXIF data has been removed.

e  Before uploading images, use privacy settings to limit the audience to only you or close friends and family.

e Minimize the use of apps that automatically upload and share captured images (e.g. Instagram, Flickr).

e Even with no EXIF data, the content of images may contain identifying information, including persons and locations. Screen content with the assump-
tion that anyone can see, copy, or forward photos that you post online.

EXIF (Exchangeable image File Format) is a standard format for storing and exchanging image metadata. Image metadata is included in a captured image file
and provides a broad range of supplemental information. Some social networks and photo-sharing sites, such as Flickr, Google+, and Instagram, have features
that share EXIF data alongside images. Others, including Facebook and Twitter, do not share EXIF data but my utilize the information internally. EXIF data is
stored as tags, some of which reveal unique identifying information.

Tag Category Important Tags Identity Implications
GPSLongitude, GPSLongitudeRef,
GPSLatitude, GPSLatitudeRef, Ability to reveal the exact location of private places, such as homes or offices. Some
Geolocation GPSDateStamp, GPSTimeStamp, photosharing sites, including Google+ and Flickr, publicly display image GPS coordinates on a
GPSAltitude, GPSAltitudeRef, map.

GPSProcessingMethod

ModifyDate, DateTimeOriginal,

Timestamps Creates a log of behavioral patterns and personal timelines.

P CreateDate & P P
Camera Make, Model, Serial Number A unique serial number identifies the particular device for an image or sets of images.
Authorship Artist, Owner Name, Copyright Links images with a name or organization.

ImageDescription, UniquelmagelD, Potentially reveals identifying information about the content of the images, such as captured

Image Summar .
& y UserComment persons or locations.

Limiting EXIF data, especially geolocation information, before distributing image files can help protect your online identity from overexposure. This should be
done in two stages: 1) Preventing your smartphone from storing identifying EXIF data in image files and 2) Removing existing EXIF data from image files using
an EXIF removal application.

Prevent the Capture of Geolocation Data

iOS (v6.0.1) Android (v4.3)
If iOS location services are turned off, images captured with the native Turning off location storage in the Android Jelly Bean camera application
iPhone camera app will not contain geolocation EXIF data. prevents captured images from containing EXIF data.
Select the Settings app and navigate { Settings  Privacy Open the camera app. A white camera symbol in the bottom right corner
Privacy >Location Services. indicates the app is in camera mode. *E
X X * Location Services Off
Turn off location services altogether or Tap the white circle in the bottom right corner to bring up a cluster of

\_-“ Camera

for the iPhone’s camera applications. options in the middle of the screen. Click the settings symbol. *

3 Camera+
Re‘turn to the Settings app and navigate £ v o S BETGHE Click theT location |c_on on the far
Privacy >Photos. left to disable location data.
Disable the permissions for other apps £ racen H B g When the location symbol appears
to have access to the photos stored in 6 == 9 e _ S with a line through it, then
the device’s camera roll. (B Google: ] location data has been successfully

disabled.

Prevent the Capture of Geolocation Data

e  Taking a screenshot of a photo on a device running iOS 7 or Android Jelly Bean will create a new image containing no EXIF data. To take a screenshot on
an i0S device, simultaneously press the lock and home buttons; with a Galaxy S3 or Note, press the power and home buttons simultaneously; with a
Nexus 4, press the lock and the volume-down buttons simultaneously.

e Photos taken in airplane mode contain geolocation data. Novetta recommends turning off location services/storage for your smartphone’s camera
application, as shown above.

e Remember that uploading or sharing a lower quality image will still contain EXIF data. EXIF data and image quality have no correlation.
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TrashEXIF for iOS

TrashEXIF is a free app that deletes geolocation and Camera information
from image files stored on your iOS device.

Download the TrashEXIF app
from the App Store.

uill Verizon

= (C421PM

IMC 0700 .IPC
VI < U . <

© 54% EA:

2 Open the TrashEXIF app and
select a photo(s) to clear of
EXIF data.

Select Presets, then in the
Removal Presets [sic] window,
select Remove Location and
Remove Device Information.

Return to the previous screen
by clicking the name of the
image in the upper-left.

Scroll down and click
Remove Exif. This creates

.4
=

=

| B
>N M Al i
Show More... >

Preset Remove Location,Remove Device...

K T 1 — v
\! .
-

— Remove x| d

a copy of the image file(s)
without EXIF and does not
alter the original image file.
The copy with No EXIF is

()

displayed as most recent in your iPhone Photo app.

Viewing and Removing EXIF Data in OS X

Use the ImageOptim application (available at http://imageoptim.com/) to

remove EXIF data on your OS X device.

Open the ImageOptim application

Drag the photos for EXIF removal into the application window and wait
for a green check mark to appear next to the file name.

800

ImageOptim/

+ | Drag and drop image files onto the area above

(¢ Again |

Check that the EXIF data has been removed by right-clicking the image
and select Get Info. EXIF data is listed under More Info.

Photolnfo Eraser for Android

Photolnfo Eraser is a free app that deletes all EXIF data from image files

stored on your Android device.

Download the Photolnfo
Eraser from the Play Store.

2 Open the Photolnfo Eraser
app and select Gallery.

Navigate your phone and
select an image.

Select Tag Delete and press
OK.

Navigate Gallery. A copy of
your photo with no EXIF is
now available in the PlEraser
folder.

B 11:5
% (9] -
‘:_v\’ Photolnfo Eraser —

1 ]

Oth IFD Pointer

Model
Galaxy Nexus

Orientation
0

unknown tag [0x9003] = 36867
2013:01:24 14:15:23

DateTime
2013:01:24 14:15:23

unknown tag [0x9208] = 37384
0

unknown tag [0x9004] = 36868

2013:01:24 14:15:23
« | Introducing MedCoach for Android
Py )]

R geoxal
free heaith and weliness app with Shake For Help™

-

A=) ]

Viewing and Removing EXIF Data in Windows 8

Use the Windows 8 OS to verify EXIF data has been removed.

Navigate to an image in
File Explorer, right-click

General | Security | Details

the image, and select
Properties.

In the Properties
window, select the
Details tab.

Y Most EXIF data,/

including geolocation, is
contained in the Details
tab if it is included with
the image.

Windows 8 also allows
system administrators

to remove all EXIF

Property Value A
White balance Auto
Photometric interpretation
Digital zoom 0
EXIF version 0220
GPS
Latitude 40; 44; 4
Longitude 7359 26
Altitude 0
File
Name 2011-07-28_18-55-45_146j...
ltem type JPG File
Folder path ChUsershssachDesktop
Date created 2/12/2013 11:35 AM
Date modified 7/28/2011 6:55 PM
Size 227 MB
Attributes A
(fline availability
ifline ctatie v

data from the selected
image file by clicking
the Remove Properties

Remove Properties and Personal Information

/V

and Personal Information link.

A Parent’s Guide to Internet Safety
Privacy Rights Clearinghouse
Microsoft Safety and Security
Online Guardian

www.fbi.gov/stats-services

ublications

arent-guide

www.privacyrights.org/fs/fs18-cyb.htm

www.microsoft.com/security/online-privacy/social-network

www.onguardonline.gov/topics/social-networking-sites.aspx

NOVETTA @

www.novetta.com
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UNCLASSIFIED//FOR OFFICIAL USE ONLY

(U) Report Suspicious Activity
(U) STAC encourages recipients of this document to report information concerning
suspicious or criminal activity to STAC or the local FBI Joint Terrorism Task Force (JTTF). STAC
can be reached at 414-935-1200 or stac@milwaukee.gov; WSIC at (608) 242-5393 or
wsic@doj.state.wi.us. The FBI’s Milwaukee Division can be reached at 414-276-4684.

1 (U); MS-ISAC; MS-ISAC Security Primer; Securing Personal Social Media Accounts; SP2015-0624; SEP 2015; TLP
White; (U).

2 (U); Novetta; http://www.novetta.com; Facebook Smart Card; FB070314_1200; Twitter Smart Card; Twitter
070314_1200; Google+ Smart Card; G+ 070314_1200; LinkedIn Smart Card; L1 070314_1200; Smartphone EXIF
Removal Smart Card; EXIF Removal 073014 _1200;
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30 March 2016
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