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Introduction to the Volume
Shadow Copy Service

Exploration of Windows 7
Advanced Forensic Topics i Day 2
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Data Integrity in Windows 7

AVolume Shadow Copy Service

AExpanded feature set in Vista:
| Backup and Restore Center
| System Restore
I Previous Versions
I System Image Backup
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Data Integrity in Windows 7

AShadow Copy can be
used in conjunction
with the Windows
Recovery Environment
(WNRE) to Nnrestoreo a
non-bootable system to
a bootable state
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Data Integrity in Windows 7

AVolume Shadow Copy is involved in every
transaction with disks that are being monitored 1
System Is monitored by default

AOnly the changes between snapshots are
recorded In the snapshot dataset
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Data Integrity in Vista

Volume Shadow Copy Provider

System Restore Points

Backup and Restore

Previous Versions
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Vista - Volume Snapshot Creation

AWnhen are volume snapshots created?
I Manually
I Every 24 hours
| Before a Windows Update
I Unsigned Driver Installation
I An application that calls the Snapshot API
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Win 7 - Volume Snapshot Creation

AWnhen are volume snapshots created?
I Manually
s
| Before a Windows Update
I Unsigned Driver Installation
I An application that calls the Snapshot API
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Micresoft | Services

Forensic Investigation Topics
for Windows 7

Volume Shadow Copy
Implementations in Windows 7
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Micresoft | Services

Forensic Investigation Topics
for Windows 7

File Backup Using Volume
Shadow Copy
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Data Integrity 1 File Backup

P =m==iBackup and

g = Restore
Center in the

Control Panel

Back up or restore your files

"‘E," Create a systemn image Backup

¥l Create a system repair disc Windows Backup has not been set up. '.'!_'E;_i'get up backup

Restore
Windows could not find a backup for this computer,

'E_!'Select another backup to restore files from

Recover system settings or your computer

See alzo

Action Center

"‘E," Windows Easy Transfer
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Data Integrity 1 File Backup

ABackup Files Settings
I Backup Files
>Backups up all files on the system
>Media supported: CD, DVD, Hard Disk, Network
I Files that are not backup up include:
>EFS encrypted files
>System files
>Program files
>Recycle bin
>Temporary files
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Data Integrity 1 File Backup

Save backup on:
Backup Destinaticn Free Space Total Size

& @ DVD RW Drrive (D)

@ Local Disk (E:) 9.2 GB 155GB

é 50 CARD (F) 1.9 GB 1.9 GB

.-_.__,;;, External USB HardDrive (H:) 173 GB 373 GB

Save on a network...

/1, This drive does not have enough space to store a system image. More information
The selected device is not protected by BitLocker, More information
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AThe Backup file
wizards starts
with the
selection of the
backup
destination.
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Data Integrity 1 File Backup

@ '@9 Set up backup

What do you want to back up?

(7 Let Windows choose (recommended)

Windows will back up data files saved in libraries, on the desktop, and in default Windows folders,
Windows will also create a system image, which can be used to restore your computer if it stops

files to back up®

@ Let e choose

You can select libraries and folders and whether to include a systern image in the backup.
The items you choose will be backed up on a regular schedule,

Mext ][ Cancel ]
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ANotice you can
allow Windows
to choose what
to backup or
you can
manually select
what should be
backed up.
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Data Integrity 1 File Backup

@ {'f" Set up backup

What do you want to back up?

a 82 Data Files
[T182, Back up data for newly created users
s [C182, dfsgjma's Libraries
4 [ |52, NORTHAMERICA\ibterry's Libraries
|=_{'| Documents Library
,J? Music Library
E| Pictures Library
[V Videos Library
5 I:lng Additional Locations
4 (M Computer

s [Clee Local Disk (C:)

AThe wizard
makes it easy
to backup data
In user profiles
or select data
In other
locations on
the PC.

[ Include a system image of drives: Unnamed drive, (C:)

A systern image is a copy of the drives required for Windows to run. You can use it to restore your
computer if it stops working.

- Cancel - o
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Data Integrity 1 File Backup

@ '@9 Set up backup

AShows what

1o st up backur will be included
How often do you want to back up? INn the backup.
e e e 14 snceyourlastbackup vl bestdd Also thereis an
2 Fun bsctp om  sehedlls resommmended) option to create
Howorer: (D a reoccuring
Whatday:  [Sunday schedule for
whattime:  [700PM the backup.
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Data Integrity 1 File Backup

)

l'\.._../'”'i:.f'l |'® <« AllC... » Backup a... - |"? | | Search Control Panel

Control Panel Home

f&' Create a system image Backup

®) Create a system repair disc Location:

Last backup:

Contents:

Schedule:

Restore

c = 1
See also location.

Mext backup:

Back up or restore your files

External USE HardDrive (H:)
—_—

17.3 GB free of 37.3 GB
Backup size: 103.7 MB
'&'Manage space

Mot scheduled
4,/13/2009 4:33 PM

Files in libraries and personal folders for selected
USErs

Mone. Select Back up now to run backup
manually.
EgTurn on schedule

'&'Qhange settings

You can restore your files that were backed up on the current

Action Center '&'Restcre all users' files

ﬁu Windows Easy Transfer '&'Select another backup to restore files from

[ @Eack up now

Bestore my files ]
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Data Integrity 1 File Backup

AThe file system is scanned for the required files
that should be included in the backup set

AThe files identified in the scan are backed up to
the target media

AThe backup is saved to a folder on the backup
media in the name of the machine.
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Data Integrity 1 File Backup

AWithin the backup folder name after the machine
there are additional folders

i Backup files <year>-<month>-<day>-
<HHMMSS>

>Backup files x.zip (where x is a simple integer)
>Each file contains a set of the actual backup up files
>Catalogs Folder

>There is a Backup files catalog associated
with each zip file in the backup set

| Catalogs
>Contains the Global Windows Backup Catalog file for this job
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File Backup Investigative Impact

AFile Backups are GUI driven
AiSchedul abl eo

AMultiple types of common media are now
supported for the backup

Alnvestigators should:
I Look for backup data on all applicable devices

| Be aware of the folder naming conventions and
format of the new backup implementation
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Microsoft | Services
Forensic Investigation Topics

for Windows 7

Complete System Image Backup
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Data Integrity T System Image Backup

AComplete System Image Backup Settings
I Complete PC Backup

>Provides a full backup of the entire system
Including files not captured in the File Backup
scenario

>Media supported: One or More DVD, Hard Disk,
or network location

>Target drive MUST NOT BE compressed

>The volume Windows is installed on will always
be included (Including system partition
w/BitLocker)
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Data Integrity T System Image Backup

2

Back up or restore your files I:EI fe e | to F I | e
Backup

RORNIEUAN 3 o,C kK LI

. ==\ Similar look and

uld not find a backup fo

nother backup to restare Files From

Recover system sektings or your computer

See also

Ackion Cenker

"i,l' Windows Easy Transfer
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Data Integrity T System Image Backup

% St p backup w AAll connected

h\ )I ':'-_t«_* et up backup

Select where you want to save your backup d rlve S are

-
iy ammend thatyou save your backup on an external hard drive. Guidelines for choosing a backup d I S p | aye d
LA aliliH

Aln the event that
no drives are
present the
backup can be
senttoa |
network
Ioc§ﬁon.
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Data Integrity T System Image Backup

,‘& Set up backup

© 1 setupbaciop | ASpecify network
Select a network location location and
[.I’r' the netwo r'll:: location for your backup files and provide credentials for Windows Backup to su p p |y th e
Sl — required

Eample: Vo credentials.

Metwark credentials

cup will need the wsernarme and password to access the netwark location when saving
Which credentials should [ enter?

Usernarme: dfsqjma

Flaﬁ':'-'l.l'l.l'l:lr'lj: L L L L LL Ll LLl))
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Data Integrity T System Image Backup

&% Backup and Restore

& ASpecify networ
| . location and

ystem repair disc = Supply the

K required
credentials.

Schedule:

Restare

See also B Select ackup ko s From

Action Center
settings or wour compuker
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Data Integrity T System Image Backup

il Backup and Restore

‘OO r@ + Control Panel = Swstem and Security = Backup and Restore - m.l I Search Control Panel \g‘

B\Once complete

'@" Create a system image Backup

@-. Creats a system repair disc Location: Metwork path: Vizune\backup b aC k u p S ettl n g
| I

173.7 GB free of 232.8 GB

Backup size; 5.1 GB Can be VieWEd
'@Manage space
or changed

Mext backup: Mok scheduled
Last backup: 4/13(2009 6:32 PM

Contents: Files in libraries and personal Folders For all users and
swskem image

Schedule: Mone, Select Back up now ta run backup manualky.
'@Turn on schedule

'@Change settings

Restore

‘fou can restare your files that were backed up on the current location, Restare my files |

'@Restore all users' files

'@SEEEt another backup ko restore Files From
Recover syskem setbings or your computer

See also
Ackion Center

'@ Windows Easy Transfer
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Data Integrity T System Image Backup

ABackup time depends on the size and amount of
data within the backup set

AThe backup media will have a folder named
AVindowslimageBackupo

Il nsi de t here wi | | be a
name

>|nside this folder is a folder in a similar
naming convention as the file backup
mechanism

Backup <year>-<month>-<day>-<hhmmss>
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Data Integrity T System Image Backup

Mame

| |8d39ed38-20ab-11de-b2f5-806e6foeb963.vhd 4713/ . VHD File
|| 8d39ed39-20ab-11de-b2f5-806eb6fbe6963 .vhd 4/ VHD File
20df5eb8-40ad-4e60-a5db-0e334544 bfea_AdditionalFilesc3b9f3c.. 4/ 2 PN XML Document
20df5e68-40ad-4e60-a5db-9e334544 bfea_Components.xml 4/ ) 6:32 PNV AML Document
20df5e68-40ad-4e60-a5db-9e334544 bfea_RegistryExcludes.xml 4/ AML Document
=| 20df5eb8-40ad-4e60-a5db-9e334544bfea_Writerddc3bdd4-abd8-... 4/ ] XML Document
2| 20df5eb8-40ad-4e60-a5db-9e334544 bfea_Writer542dadb9-d3el-4... 4/ 2 PN XML Document
= 20df5e68-40ad-4e60-a5db-9e334544 bfea_Writerabad56c2-b509-4... 4/ 2 PN XML Docurment
= 20df5e68-40ad-4e60-a5db-9e334544bfea_Writerafbabda2-367d-4... 4/13/2000 &:32 PM XML Docurnent
=| 20df5eb68-40ad-4e60-a5db-9e334544 bfea_Writerbel00cbe-11fe-4... 4/13/2009 &:32 PM XML Docurment
20df5eb8-40ad-4e60-a5db-0e334544 bfea_Writercd3f2362-8bef-46... 4/ 2 PN XML Document
| 20df5e68-40ad-4e60-a5db-9e334544 bfea_WritereB132975-6f93-44... 4/ ) 5:32 PV XML Docurment

rackupSpecs.xml 4/13,/2009 6:32 PN AML Document
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Data Integrity T System Image Backup

AWithin the backup folder there is a series of XML
files that house the backup metadata.

Aln addition there is an individual file for each
volume that has been backed up with the file
extension VHD

AThe Complete PC Backup format is compatible
with Virtual PC, Hyper-V, and the native VHD
tools built into Windows 7.
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Data Integrity i PC Backup

AThis capability has been around for some

t I me é c r \aradl Mathgnes from hard disk
backups

How to create a Virtual PC hard disk image by
using a backup disk image file

http://support.microsoft.com/kb/912826/en-us

/’/
/
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Micresoft | Services

Forensic Investigation Topics
for Windows 7

System Restore Using Volume
Shadow Copy
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System Restore Data Available In
XP and Vista .. System

Configuration
A XP is a simple file A Vista data in same
directory structure location
A Old copies of registry can A Data blobs that have to
be easily retrieved be mounted as a file

system

System Restore Data
located in System Volume
Information

ARE THESE MATERIALS Microsoft | Services



Protection i System Restore

AThe System Restore feature in Vista also uses
the Volume Shadow Copy Service

Alf VSS is recording all changes to the system it
should collect changes that affect system stability

ASystem Restore is only concerned with certain
system specific settings
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Protection i System Restore

System Properties

ASystem Protection

I Create Restore
PoInts

| Restore from a
roockon Setiogs ———————————_ Restore Point

Awailable Drives Protection

4 Loca Dk €) e or I Available In all
&8 Local Disk (E:) Off - .
versions of Win 7

System Restore

You can undo system changes by reverting

i, — — —
your computer to a previous restore point. System Restore...

Corfigure restore settings, manage disk space,
and delete restore paints. ————
Create a restore point right now for the drives that
have system protection tumed on. —
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Protection i System Restore

AMove away from the file system filter approach in
XP to the Shared Protection Point component
that uses the Volume Shadow Copy Service
(VSS)

AGone is the list of files and location for monitoring
by the System Restore process

ARemember VSS monitors all files!!!
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Protection i System Restore

AFiltering is restore operation specific:

I System Restore: Only files specific to the
System Restore process are used

I Previous Versions: Only the file(s) and/or
folder(s) specific to the Previous Versions
process are used

AThe term System Restore Point only refers to SR
operations and we pull the data from our Volume
Shapshot
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Protection i System Restore

ASystem Restore has the same functionality as it
did with Windows XP we just use a new
mechanism

AThe mechanism has the capability to monitor
system wide changes and System Restore can
pull the information it needs from that data set
(Volume Snapshot)

LAW ENFORCEMENT SENSITIVE INFORKIBOOOT SHARE THESE MATERIALS Microsoft | Services
©2007 Microsoft Corporation i All Rights Reserved



Protection i System Restore

AThe volume snapshot data is housed in the same
location as System Restore Points in Windows
XP and Vista

AThe System Volume Information folder is secured
to not allow even administrators access to all
resources
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Protection i System Restore

l system ¥Yolume Information

‘ — ( :'J‘Tf‘| .~ Compuber = Local Disk (€10 = Swskern Volume Information -

Crganize *  Include inlibrary +  Share with = Mew folder

. Marne *
- Favarites

Dake modified

| Type

PR Deskiop SPP

g Downloads . Windows Backup

i1l Recent Places L iindowsImageBackup

% {7able2ez-2856-11de-a045-00155d20d411} .

) Libraries
3 Docurments
,J‘E Music
| Fictures

B videos

% {3803876b-c176-4e48-b7ae-04046e60c 752}

ﬂE Harmegraup
MaountPaoinkManagerRemotelDatabass

1M Computer || Syscache.hve

Swscache. hve. LOG1
€l Nebwork
o Syscache, hve. LOG2

tracking.log

% {b5cdbfS5-20af-11de-9F4d-00155d20d411H...
FWEZ.{24etf0ae-6a00-4F73-9840-75c23425, .
FWEZ.{e40ad34d-daed-4bc?-95bd-b16215¢c1...
FYEZ.{e40ad34d-daed-4bc?-95bd-b16215c1. ..
FYEZ2.{e40ad34d-daed-4bc?-95bd-b16215c1. ..

4/13/2009 £:27 PM
4/13/2009 £:25 PM
4/13/2009 £:25 PM
4/13/2009 6:27 FM
4/3}2009 5:52 PM

4/13/2009 £:27 PM
4{13/2009 2:11 PM
4/13/2009 2:11 PM
4/13/2009 2:11 PM
4{13/200% 2:11 PM
4/3/2009 §:01 PM

4{14/2009 9:30 AM
4/14/2009 9:30 AM
4/3/2009 8:13 PM

4/3200% :14 PM
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File Falder
File Folder
File Folder
Syskem File
yskem file
Systerm File
{Z4EEFORE-EAD0-4, .,
1 File

2 File

3 File
Svysken File
HYE File
LOa1 File
L2 File

Text Document

327,680 kB
&4 KB
120,016 KB
g kB

o4 KB

&4 KB

&4 KB

0 kB

256 KB

77 KB

0 kB

Z0KE




Protection i System Restore

AAccessing
System
Restore
Points can be
done through
the System
Protection
GUI
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