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Introduction to the Volume 

Shadow Copy Service

Exploration of Windows 7 

Advanced Forensic Topics ïDay 2
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Data Integrity in Windows 7

ÅVolume Shadow Copy Service

ÅExpanded feature set in Vista:

ïBackup and Restore Center

ïSystem Restore

ïPrevious Versions

ïSystem Image Backup
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Data Integrity in Windows 7

ÅShadow Copy can be 

used in conjunction 

with the Windows 

Recovery Environment 

(WinRE) to ñrestoreò a 

non-bootable system to 

a bootable state
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Data Integrity in Windows 7

ÅVolume Shadow Copy is involved in every 

transaction with disks that are being monitored ï

System is monitored by default

ÅOnly the changes between snapshots are 

recorded in the snapshot dataset
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Data Integrity in Vista

Backup and Restore

System Restore Points

Previous Versions

Volume Shadow Copy Provider
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Vista - Volume Snapshot Creation

ÅWhen are volume snapshots created?

ïManually

ïEvery 24 hours

ïBefore a Windows Update

ïUnsigned Driver Installation

ïAn application that calls the Snapshot API



©2007 Microsoft Corporation ïAll Rights Reserved

LAW ENFORCEMENT SENSITIVE INFORMATION ςDO NOT SHARE THESE MATERIALS
©2007 Microsoft Corporation ïAll Rights Reserved

LAW ENFORCEMENT SENSITIVE INFORMATION ςDO NOT SHARE THESE MATERIALS

Win 7 - Volume Snapshot Creation

ÅWhen are volume snapshots created?

ïManually

ïEvery 7 days

ïBefore a Windows Update

ïUnsigned Driver Installation

ïAn application that calls the Snapshot API
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Forensic Investigation Topics 

for Windows 7

Volume Shadow Copy 

Implementations in Windows 7
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Forensic Investigation Topics 

for Windows 7

File Backup Using Volume 

Shadow Copy
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Data Integrity ïFile Backup

ÅBackup and 

Restore 

Center in the 

Control Panel
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Data Integrity ïFile Backup

ÅBackup Files Settings

ïBackup Files

>Backups up all files on the system

>Media supported: CD, DVD, Hard Disk, Network

ïFiles that are not backup up include:

>EFS encrypted files

>System files

>Program files

>Recycle bin

>Temporary files
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Data Integrity ïFile Backup

ÅThe Backup file 

wizards  starts 

with the 

selection of the 

backup 

destination.
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Data Integrity ïFile Backup

ÅNotice you can 

allow Windows 

to choose what 

to backup or 

you can 

manually select 

what should be 

backed up. 
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Data Integrity ïFile Backup

ÅThe wizard 

makes it easy 

to backup data 

in user profiles 

or select data 

in other 

locations on 

the PC.
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Data Integrity ïFile Backup

ÅShows what 

will be included 

in the backup.  

Also there is an 

option to create 

a reoccuring 

schedule for 

the backup.
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Data Integrity ïFile Backup
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Data Integrity ïFile Backup

ÅThe file system is scanned for the required files 

that should be included in the backup set

ÅThe files identified in the scan are backed up to 

the target media

ÅThe backup is saved to a folder on the backup 

media in the name of the machine.



©2007 Microsoft Corporation ïAll Rights Reserved

LAW ENFORCEMENT SENSITIVE INFORMATION ςDO NOT SHARE THESE MATERIALS
©2007 Microsoft Corporation ïAll Rights Reserved

LAW ENFORCEMENT SENSITIVE INFORMATION ςDO NOT SHARE THESE MATERIALS

Data Integrity ïFile Backup

ÅWithin the backup folder name after the machine 

there are additional folders

ïBackup files <year>-<month>-<day>-

<HHMMSS>
>Backup files x.zip (where x is a simple integer)

>Each file contains a set of the actual backup up files

>Catalogs Folder

>There is a Backup files catalog associated 

with each zip file in the backup set

ïCatalogs
>Contains the Global Windows Backup Catalog file for this job
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File Backup Investigative Impact

ÅFile Backups are GUI driven

ÅñSchedulableò

ÅMultiple types of common media are now 

supported for the backup

ÅInvestigators should:

ïLook for backup data on all applicable devices

ïBe aware of the folder naming conventions and 

format of the new backup implementation
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Forensic Investigation Topics 

for Windows 7

Complete System Image Backup
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Data Integrity ïSystem Image Backup

ÅComplete System Image Backup Settings

ïComplete PC Backup

>Provides a full backup of the entire system 

including files not captured in the File Backup 

scenario

>Media supported: One or More DVD, Hard Disk, 

or network location

>Target drive MUST NOT BE compressed

>The volume Windows is installed on will always 

be included (Including system partition 

w/BitLocker)
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Data Integrity ïSystem Image Backup

ÅSimilar look and 

feel to File 

Backup 

operations
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Data Integrity ïSystem Image Backup

ÅAll connected 

drives are 

displayed

ÅIn the event that 

no drives are 

present the 

backup can be 

sent to a 

network 

location.
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Data Integrity ïSystem Image Backup

ÅSpecify network 

location and 

supply the 

required 

credentials.
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Data Integrity ïSystem Image Backup

ÅSpecify network 

location and 

supply the 

required 

credentials.
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Data Integrity ïSystem Image Backup

ÅOnce complete 

backup settings 

can be viewed 

or changed
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Data Integrity ïSystem Image Backup

ÅBackup time depends on the size and amount of 

data within the backup set

ÅThe backup media will have a folder named 

ñWindowsImageBackupò

ïInside there will be a folder with the computerôs 

name 

>Inside this folder is a folder in a similar 

naming convention as the file backup 

mechanism

Backup <year>-<month>-<day>-<hhmmss>
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Data Integrity ïSystem Image Backup
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Data Integrity ïSystem Image Backup

ÅWithin the backup folder there is a series of XML 

files that house the backup metadata.

ÅIn addition there is an individual file for each 

volume that has been backed up with the file 

extension VHD

ÅThe Complete PC Backup format is compatible 

with Virtual PC, Hyper-V, and the native VHD 

tools built into Windows 7.
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Data Integrity ïPC Backup

ÅThis capability has been around for some 

timeécreating Virtual Machines from hard disk 

backups

How to create a Virtual PC hard disk image by 

using a backup disk image file

http://support.microsoft.com/kb/912826/en-us

http://support.microsoft.com/kb/912826/en-us
http://support.microsoft.com/kb/912826/en-us
http://support.microsoft.com/kb/912826/en-us
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Forensic Investigation Topics 

for Windows 7

System Restore Using Volume 

Shadow Copy
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System Restore Data Available in 

XP and Vista .. System 

Configuration
ÅXP is a simple file 

directory structure

ÅOld copies of registry can 

be easily retrieved

ÅVista data in same 

location

ÅData blobs that have to 

be mounted as a file 

system

System Restore Data 

located in System Volume 

Information
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Protection ïSystem Restore

ÅThe System Restore feature in Vista also uses 

the Volume Shadow Copy Service

ÅIf VSS is recording all changes to the system it 

should collect changes that affect system stability

ÅSystem Restore is only concerned with certain 

system specific settings
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Protection ïSystem Restore

ÅSystem Protection

ïCreate Restore 

Points

ïRestore from a 

Restore Point

ïAvailable in all 

versions of Win 7
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Protection ïSystem Restore

ÅMove away from the file system filter approach in 

XP to the Shared Protection Point component 

that uses the Volume Shadow Copy Service 

(VSS)

ÅGone is the list of files and location for monitoring 

by the System Restore process

ÅRemember VSS monitors all files!!!
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Protection ïSystem Restore

ÅFiltering is restore operation specific:

ïSystem Restore: Only files specific to the 

System Restore process are used

ïPrevious Versions: Only the file(s) and/or 

folder(s) specific to the Previous Versions 

process are used

ÅThe term System Restore Point only refers to SR 

operations and we pull the data from our Volume 

Snapshot
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Protection ïSystem Restore

ÅSystem Restore has the same functionality as it 

did with Windows XP we just use a new 

mechanism

ÅThe mechanism has the capability to monitor 

system wide changes and System Restore can 

pull the information it needs from that data set 

(Volume Snapshot)



©2007 Microsoft Corporation ïAll Rights Reserved

LAW ENFORCEMENT SENSITIVE INFORMATION ςDO NOT SHARE THESE MATERIALS
©2007 Microsoft Corporation ïAll Rights Reserved

LAW ENFORCEMENT SENSITIVE INFORMATION ςDO NOT SHARE THESE MATERIALS

Protection ïSystem Restore

ÅThe volume snapshot data is housed in the same 

location as System Restore Points in Windows 

XP and Vista

ÅThe System Volume Information folder is secured 

to not allow even administrators access to all 

resources



©2007 Microsoft Corporation ïAll Rights Reserved

LAW ENFORCEMENT SENSITIVE INFORMATION ςDO NOT SHARE THESE MATERIALS
©2007 Microsoft Corporation ïAll Rights Reserved

LAW ENFORCEMENT SENSITIVE INFORMATION ςDO NOT SHARE THESE MATERIALS

Protection ïSystem Restore
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Protection ïSystem Restore

ÅAccessing 

System 

Restore 

Points can be 

done through 

the System 

Protection 

GUI


