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Introduction to Windows 7

Exploration of Windows 7
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Who Am |?

 Chris Ard

* Investigative Consultant

« 10 years at Microsoft

 Dallas, TX

« Multiple Certs, MBA, CISSP, MCSE, XY/Z, etc
e chrisard@microsoft.com
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Avallable SKUs
w Windows Vista & Windows 7

 Windows Vista Starter
 Windows Vista Home

Windows 7 Starter
Windows 7 Home Basic

Basic « Windows 7 Home Premium
* Windows Vista Home « Windows 7 Professional
Premium

« Windows 7 Enterprise
* Windows Vista Business | ;i

 Windows Vista
Enterprise

 Windows Vista Ultimate

ows 7 Ultimate
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Windows 7 SKU Descriptions

All Windows 7 versions are a super set of the version below with no trade off on features
when you upgrade from one version to the next

+ “Enterprise” provides advanced data protection & information access for
businesses that use IT as a strategy asset

« “Ultimate” is the no-compromise SKU for technical enthusiasts
Windows® 7

Professional * “Professional” is the business-focused SKU for small and lower mid-
market companies and users who have networking, backup, and security
needs and multiple PCs or servers

Windows® 7 Home

: * “Home Premium” is the standard consumer SKU, providing full
Premium

functionality on the latest hardware, easy ways to connect, and a visually
rich environment

 “Home Basic” is the SKU for value PCs in emerging markets, meant for
accessing the internet and running basic productivity applications
)

/

« “Starter” is an entry-level OEM SKU for small form factor PCs in a
markets
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w. Windows /

SKU / Features

* Windows 7 Starter  Broad application and device
Entry-level OEM SKU in all markets Compatlblllty
for cost-conscious consumers. ’ Saf.e_’ rella_bl.e, clle supported
“Starter” PC. * Ability to join a HomeGroup

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS MIC’OSQﬂ' . ‘ Services

©2007 Microsoft Corporation — All Rights Reserved



SKU / Features

 Windows 7 Home

Basic - Emerging market
customers of value PCs
who might otherwise
choose Starter will
choose Home Basic
because...

w. Windows /

e Live Thumbnail Previews &
enhanced visual
experience

» Advanced networking
support (ad-hoc wireless
networks and internet
connection sharing)

* No hardware restrictions
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w. Windows /

SKU / Features

e Windows 7 Home » Aero® Glass & advanced
Premium windows navigation

« Easy networking & sharing
across all your PCs &
devices

* Enhancements to Windows
Media Center and media
streaming, including Play
To, and improved media

. All features of Home format SUpRENS
Basic Plus:  Multi-touch and improved

handwriting recognition /
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& Windows7
SKU / Features e

 Windows 7  Abillity to join a
Professional managed network with
Domain Join

* Protect data with
advanced network

packup and Encrypted

~lle System

* Print to the right printer
at home or work with
Location Aware Printing
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w. Windows /

SKU / Features

BitLocker™ data protection
on internal and external
drives

« DirectAccess provides
seamless connectivity to
your corporate network.

 Decrease time branch office
workers wait to open file
across the network with
BranchCache ™.

* Prevent unauthorized
software from running with
AppLocker™, |

 Windows 7 Enterprise
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w. Windows /

SKU / Features

« Windows Vista Ultimate « Media Center

 Bitlocker
 Ultimate gives users « EES
everything Windows 7 Backup/Restore
has to offer by combining :
all of the features of * DirectAccess Support
Home Premium and * Multi-Touch
Enterprise.
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Windows 7 Security

—

Building upon the security foundations of Windows Vista.

- —

SECUNNG: Protect Users & Protect Data from
ARYWHETE Infrastructure Unauthorized

ACCESS \ Viewing

Network Access ¢ ApplLocker™ ¢ RMS

(=

® Streamlined User
Account Control Protection

¢ |nternet Explorer8 © EEFS
DirectAccess™

(L)

® Enhanced

Auditing ¢ Data Recovery ¢ BitlLocker

r . :
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Desktop Auditing

e Demonstrate why a person has
access to specific information

e Fine grained support for audit of
administrative privilege

e Understand why a person has been
denied access to specific
information

e Simplified filtering of “noise” to find
the event you're looking for

- LRSI ROEETE e Track all changes made by specific
people or groups

Challenges

e Granular auditing complex to
configure

e Auditing access and privilege use
for a group of users
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Remote Access for Mobile Workers

Access Information Anywhere

(=

® Difficult for users to access corporate Same experience accessing corporate
resources from outside the office resources inside and outside the office

(=

¢ Challenging for IT to manage, update, Seamless connection increases
patch mobile PCs while disconnected productivity of mobile users
from company network

(=

Easy to service mobile PCs and distribute
updates and polices
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Protect Users & Infrastructure

. Windows 7

_ —

Intzrrzt 2Exolorar 8 Data Recovery

% ,

Applocker’

y

¢ v

® Enables application ® Protect users against ¢ File back up and
standardization within social engineering and restore |
an organization without privacy exploits ¢ CompletePC™ image-
Increasing TCO ® Protect users against e

® |ncrease security to browser based exploits i \S/ylstem zﬁs;tjore

: . ¢ \/olume Shadow.

safeguard against data ® Protect users against Copies
and privacy loss web server exploits

® Support compliance ) .
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IE8 Security Enhancements

el
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Protection against Social Engineering Attacks
* Phishing Filter evolves to SmartScreen™ Filter to

encompass malware threats
« Domain Name Identification highlights the real domain

you're browsing on

Protection against Browser Attacks
» Per-user ActiveX contains risk to single user account.
 Per-site ActiveX allows developer restrict control to only

their site/app

Protection against Web site exploits

* Cross Domain Reguests object ensures data is only
shared after a mutual validation of identity

» Cross-Site Scripting Filter helps protect users against a

es



Powerful Multimedia Capabilities ¥ -

* Enhanced organizing and SHARING of media
—Indexing [ Play To - DiXiM DMA 4
—Media Library TO Seonime
—Device Support -

DixiM DMA
Clear List
e Points Of Authority
[ J-J Hybrid Theorny

Linkin Park

Jd In The End

m [ lee {@} ol

/
- .
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Device Stage

“Share Media”

e Photo-realistic image of device on
taskbar

® Access device details and tasks
directly from the icon ‘ ‘,

e Sync data effortlessly between
media /
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Protect Data from Unauthorized
Viewing

| :} Windows 7

® Policy definition ® User-based file and ¢ Easier to configure and
and enforcement folder encryption deploy
® Protects information _— ¢ Roam protected data
wherever it travels ® Ability to store EFS between work and
keys on a smart card home

(L]

Integrated RMS Client

(L)

Share protected data

; : ith co-workers
Policy-based protection b ]
of document libraries in clients, parinses, sic
SharePoint ¢ |Improve compliance
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Data Protection Scenarios

Scenario RMS EFS BitLocker™

Remote document policy enforcement

Protect content in transit

L I S

Protect content during collaboration

Local multi-user file & folder protection o
on a shared machine

Remote file & folder protection

S S

Untrusted network administrator
Laptop protection

Branch office server
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BitLocker

)
i'},, Windows Vista ‘}; Windows Vista

with Service Pack 1

Worldwide Shipments (000s)

Removable e Extend BitLocker™ drive encryption

Solid-State

Storage to removable devices

Shipments

— e Create group policies to mandate
i the use of encryption and block
unencrypted drives

e Simplify BitLocker setup and
configuration of primary hard drive
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BitLocker
 eheabmEels

e BitLocker Enhancements

e Automatic 500 Mb hidden boot partition
© New Key Protectors

e Domain Recovery Agent (DRA)
e Smart card — data volumes only

¢ BitLocker To Go™

e Support for FAT*

e Protectors: DRA, passphrase, smart card and/or auto-unlock
e Management: protector configuration, encryption enforcement
-]

SKU Availability '
e Encrypting — Enterprise, Ultimate & !
< .

e Unlocking — All
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Virtual Hard Drive (VHD) Support

¢ Mount VHD files as drives

e Mount existing VHD files as drive
letter

e Create VHD files

A Computer Management

File Action View Help

= x2E BE =

& Computer Management (Local Capac
4 '|f|"|_!; Systemn Tools () Simple Basic MNTFS Healthy (Boot, Page File, Crash Dump, Primary Partition] 91.691

s @ Task Scheduler (%) Simple Basic MNTFS Healthy (System, Active, Primary Partition) 146G
> Q Event Viewer == NSTALL (F) Simple Basic MNTFS Healthy (Active, Primary Partition) 765G

| Shared Folders
» 4% Local Users and Groups
- (X)) Performance
=y Device Manager
4“5 Storage
=8 Disk Mapansrmar
T Services ang Refresh

Rescan Disks
Create VHD /
Attach VHD

&oft | Services

Help - E

WView



Virtual Hard Drive (VHD) Support

@ Boot from VHD

@ Create multi-boot scenarios
between OS on real hard drive
and an alternate OS on VHD file

windows Boot Manager

Choose an operating system to start, or press TAl
(Use the arrow keys to highlight your choice., th¢

Earlier Version of windows

indows 7

Microsoft windows VvVista

To specify an advanced option for this choice, pi
seconds until the highlighted choice will be sTai
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Everyday Tasks Are Faster &

Simpler Home Networking

“Creating a home network and sharing
between home PCs and devices is too hard”

Easier set-up

Easier file & media sharing
across multiple PCs
One step printer sharing

Simple security control

Easier

) ¥ Join 3 HomeGroup

P Send Feedback E

Fujitsu Win7 has created a homegroup that you can join

A homegroup links computers on your home network so that you can share pictures, music,
videos, documents, and printers. The homegroup is protected with a password, and you'll always
be able to choose what you share with the group.

Select the libraries and devices you want to share with your homegroup:

[¥] Pictures

[¥] Music

[¥] Videos
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Security - EFS
w WindowsVista  3& Windows 7

* Windows Vista  Windows 7
Business Professional
 Windows Vista  Windows 7
Enterprise Enterprise
« Windows Vista  Windows 7 Ultimate
Ultimate '
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Security - BitLocker
w WindowsVista  3& Windows 7

 ‘Windows Vista

* Windows Seven
Enterprise

Enterprise
« Windows Vista « Windows Seven
Ultimate Ultimate
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Data Recovery

Win 7
Vista Professional/En
Business/Enterprise/ terprise/
Scenario Vista All Ultimate Win 7 All Ultimate

Basic File ‘, ‘, ‘, ‘,

Backup

Network Backup W
Complete PC W

Backup

System Image "

System Restore v o W W

Previous Version W ‘,
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Windows VSS :.

 Introduced in Server 2003, now called “Previous
Versions” this feature is available in Windows
Vista:

—Business

~Enterprise O py Default!

—Ultimate

» A user can track back through previous versions
of a document and even recover deleted
documents from the system
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Previous Version

 Recovers USER data as well as ANY other file

* Exposed in GUI

* Enabled by default

LAW ENFORCEMEI
©2007 Microsoft Cory

Open
Open as Notebook in OneNote

Scan for viruses...

Share with
Add to archive...
Add to "Evil Plans.rar"

ompress to "Evil Plans.rang

Restore previous versions

Cut

Copy

Create shortcut
Delete

Rename

Properties

T SHARE THESE M

Evil Plans Properties

4 Previous v
v =) Windows
Folder versions:
Mame
Today (2)

. Evil Plans
. Evil Plans

‘ Services



Micresoft | Services

Windows 7 Forensic Artifacts
of Interest

Exploration of Windows 7

LAW ENFORCEMENT SENSITIVE INFORMATION ~ DO NOT SHARE THESE MATERIALS Microsoft SGI’VICGS
ooooooooooooooooooooooooooooooooooooooooo



New File System Features — Jump Lists

« Jump Lists - You can think of Jump Lists as miniature
Start menus for program icons on the Taskbar. Each
Jump List can contain tasks, links to recent and
frequently used documents, and links to pinned
documents.

]
[Frequent |

Jump List Frequent - Google Sear...

Pinned

, MYILLEGALMEDIA

Go to MSM home page

E-mail inbox & eBay - New & used electronics, c...

View Windows Live Profile o - . . " - " .
& Jumplist registry "windows 7" - Li...
£ | Charlotte Observer - Carolina Ne...

Tasks

; Libraries

& Virtual Machines
£ InPrivate

|7 MNew Tab

“=| Documents

; Foxit Reader

- Windows Explorer & Internet Explorer

a® Unpin this program from taskbar
@ Close window

o Unpin this program from taskbar
FORMA @ Close window




New File System Features — Jump Lists

« Jump List data for all applications are stored centrally
In the users profile.

—C:\Users\<username>\AppData\Roaming\Microsoft
\Windows\Recent

* When viewed in explorer this looks like any other
Windows folder.
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New File System Features — Jump Lists

Explorer

Organize -

| Recent Items
. SendTo
. Start Menu
. Templates
. Themes
. Word
. Moazilla
2. Application Data
iz] Contacts
7. Cookies
jm Desktop
4. Downloads

B e il

10 items

(5]
=

é
=
i

4 |

alert.gif
ContactsLog.bed

. Messenger

. MyILLEGALDOCs

. MYILLEGALMEDIA

Mew Bitmap Image.bmp
Mew Text Docurnent. bt
ProcessMonitor.zip

. SOUFCEs

1, Zoomlt.zip

Date modified

5/26/2009 6:05 PM
5/26/2009 6:15 PM
2/26/2009 6:15 PM
5/26/2009 6:07 PM
2/26/2009 6:06 PM
5/26/2009 6:07 PM
5/26/2009 6:06 PM
5/26/2009 3:20 PM
5/26/2009 6:05 PM
5/26/2009 3:21 PM

Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
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New File System Features — Jump Lists FTK

File Yiew Mode Help

aacg GHEBE s B 4= R .
Evidence Tree * | |File List X
E‘@ Libraries Mame Size | Type Date Modif
i hew Chsersibtemy’\AppData®Roaming'Microsoft \Windows'\Libraries I— AutomnaticDestinations 4 KB Directory 5/26,/2009

& &) Recent | CustomDestinations 4 KB Directory 5/27/2009 3

EE C:\Users\ibtemyApp Data’\RoamingMicrosoft \Windows \Recent I AL 1KB Regular File 5/26/2009

{3 CustomDestinations 2KB Regular F!Ie 5/26/2009
1KB RegularFile 4/29/2009

[ | Messenger.nk 1KE RegularFile 5/26/2009
(2| MyILLEGALDOCs.Ink 1KB RegularFile 5/26/2009
(@] | MYILLEGALMEDIA.Ink 1KB RegularFile 5/26/2009
[ | New Bitmap Image.bmp.ink 1KB RegularFile 5/26/2009
[ | New Text Document.bd.Ink 1KB RegularFile 5/26/2009
[# | ProcessMonitor.zip.Ink 1KE RegularFile 5/26/2009
[# | seurces.Ink 1KB RegularFile 5/26,/2009

These do not appear in [# | Zoomltzip.Ink 1KB Regular File 5/26/2009
explorer view!!! N

Custom Content Sources

Evidence:File System |Path |File Options

Custom Content Sources

For Help, press F1



New File System Features — Jump Lists FTK

Fle View Mode Help

aacg dHEs Bl AIDEE »RE e,
Evidence Tree S
E‘@ Libraries Mame Size | Type Date Modif
(T C\lsers'ibteny\App Data\Roaming \Wicrosct Windows\Libraries 1b40ld67£29¢b1962.automaticDestinations-ms 23KB RegularFile  5/26/2009

E@ Recent = . - .
- . . . ) | AT aZffffedfecd autematicDestinations-ms 10 KB Regular File 572272009 }
BB C:\Users\btemy\AppData\Foaming\Wicrosoft Windows \Recert || 28cBb86desb549al automaticDestinations-ms 3KB Regular File 5/13/2009 ]

+~ () 74d7#43c1561 fcl e automaticDestinations-ms 13KB Regular File 5/27/2009
| TeddcaB0246863e3 . automaticDestinations-ms 19KB Regular File 5/26/2009 §

| 9bBcdchBclc24e2b.automaticDestinations-ms 84 KB Regular File 5/26/2009

|| a2b95cal2ibbc33d9.automaticDestinations-ms 3KB Regular File 5/26/2009

|| adecfbB853d77462a.automaticDestinations-ms SKB RegularFile 3/22/2003

|| bc03160eel a58f 1. automaticDestinations-ms 6 KB Regular File 5/21/2009
f5ac5390b9115fdb.automaticDestinations-ms 26 KB Regular File 5/22/2009
|| f8f§10d971d3f8bb.automaticDestinations-ms 4 KB Regular File 5/18/2009 4

{75) CustomDestinations

§3|2-7%]-" 13 -LDVS
Custom Content Sources o0
Evidence:File System|Path |File Options ELARE AL e L
i
oy ----A-dw- -5-0-
idc-i-a-1- -N-e-t-
i
a0
f o
Reference to a PPT 352050 00 o
35k0 Juli] i
35c0 |31 00 a0
3540 |00 00 i
35e0 |00 00 a7 -- I-
35f0 (18 40 Sc| - C:\Ozers),
3600 (89 &2 Sc |ibterry\.Desktop\
3610 |41 &4 6f |Adv Social Netwo
3620 |72 &b 00 |rking 2009.pptx -
3630 |00 39 50 -

Custom Content Sources| Cursor pos =0
Recent/C:\Users\ibtern\AppData\Roaming\Microsoft\Windows\Recent/ AutomaticDestinations/f5ac5390b91 15fdb.automaticDestinations-ms




New File System Features — Jump Lists

« Automatic Jump lists collects and stores usage data on
what items are used (i.e. the # of times a particular item is
opened)

— Algorithms generate a recent and/or frequent list of
items from this data.

— Usage data comes both indirectly and directly from the
application.

>Example, if the app uses the common file open
dialog, we get the usage indirectly. But if the app
uses their own Ul to open a file, they would need to
tell us about that file directly through an API.
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New File System Features — Jump Lists

« Custom Jump List applications can provide their own list
of items to show in the menu, along with custom-named
categories. They can also choose to display tasks.
However, when using the custom list, the app Is
responsible for keeping track of usage and any algorithms
that determine what to show in the list and in what order.
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New File System Features — Jump Lists

* Files are application specific — each file is for a particular
application. Some applications may have both a custom
and an automatic file; this would happen if the app
customizes their list, but we also collect automatic usage
data for that app’s files (e.g. through Explorer or the
common file open dialog).

File List

Mame

| |1b4dde7f29cb1962 automaticDestinations-ms
|| 2177 a2ffffedfecd.automaticDestinations-ms

| | 28cEBb86deab549al.autematicDestinations-ms - — 5 - e T TS
| 74d7643c1561fcl e.automaticDestinations-ms || LL118LffTtedfecd.customDestinations-ms KB Regularbile  5/22/2009 23%:19PM

|| TeddcaBl246863e3 . automaticDestinations-ms

" 9b0cdes 2b.automsticDestinations-me || LoCoboodeab49al customDestinations-ms B Regularfile  5/27/2009 223:57 PM
- samhcady ochBavtomatcdestinations s Safeddel b92Fc382. customDestinations-ms B RequiarFile  5/12/20097:32:20 PM

|| adecfb853d77462a.automaticDestinations-ms

“":'E’IE | TAdT3cd561fcle customDestinations-ms IKB Requlerfile  5/27/2009 20035 PM
OaBTLd3mbb-automaticDestinations-ms h153075062567622,customDestinations-ms B RegularFile  5/26/20096:51:33 PM

Name Size | Type Date Modified




New File System Features — Jump Lists

—The following Is also a use of Jump Lists

>|n windows explorer there is a new Favorites
option In the top left of the window.

Organize v

- Favorites =
Desktop . Messenger

& Downloads . MyILLEGALDOCs
| Recent Places | MYILLEGALMEDIA
. sources

> . Libraries

4 % Computer
4 4’_’- Local Disk (C:)
* &, SRecycle.Bin
» 8. Documents and Settings
MSOCache

&, Microsoft | Services




New File System Features — Jump Lists

~The following setting can affect not only the start
menu, but various apps that use Jump Lists

—Unselecting this option will
prevent application NiStory | TS =
from appearing on the start
menu and clear some

Store and display recently opened items in the Start menu and the
taskbar

i Taskbar and Start Menu Properties

I: I' |rt|' t.:urtr 2nu, :||:|~. Cus tnrnize.

application history.
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New File System Features - Libraries

* Libraries — added to assist users with finding and
organizing their media. User defined collections

of content. _
o & Libraries * Default locations
> [ Documents « Documents
* @) Musi .
e * Pictures
4 | Pictures _
2] My Pictures * Videos
» . Public Pictures ~ MUSiC
| MYILLEGALMEDIA (C:) _
B Videos  Custom locations can be
added

y Ell VMs RE THESE MATERIALS Microsoft ‘ Services



. MICro=o

J L,-g Librraries . Documents Properties
4 3 Documents i My Music —|L.
| i ibrary -
L= LE B Mincuments Collapse _ _~_ Pictures Properties
4 | o Libraries Library locai
» 3 Documents d Library
. J—I Music : Library locations:
» i) Pictures Lo = My Pictures (C\Users\ibterry)
Expand . Public Pictures (C:h\UsershPublic)
- B Videos | MYILLEGALMEDIA (C:)
; gl] VMs Open in new window
418 Computer Share with » Set save
e Deon't show in navigation pane i 1
4 8 i L Optimize thi
= Local Disk I:C:I Set save location [ Indude a folder... ] Remove
» 3. SRecycleBin Send to »
. Optimize this lib far:
» 3. Documents and Setti Copy Size of files | [ piimizs s Thrary T ]
Pictures -
; MS0Cache Attributes:
, MyILLEGALDOCs Delete II Size of files in library:  56.6 ME
i
. MYILLEGALMEDIA Rename Attributes: Shown in navigation pane
1 F'F_-rFL-:lgs New » Shared
: ]
> 1 Program Files 1 |
» . Program Files (x86) Properties
| |

A OR ORMATIO DO NO AR ATER ¥ |

Ok Cancel Apply

©200 0SO orporatio All RIg Reserved




New File System Features - Libraries

 Folders can also be linked to a Library by right
clicking on the desired folder and choosing the
Include in Library option

J MyILLEGALDOCs 5/26/2009 4:41 PM File folder
o BYILL Open | 5:38 PN File folder
| PerflLo Open in new window 3 File felder
| Progra Cpen as Motebook in OneMote ' File folder
. Pregra hﬁ"ﬂ Scan for viruses... § 210 PRA File folder
Progra _ . d 9:14 AR File folder
Share with
Recowe ) 5:42 PM File folder
Systen| @  Add folder to Live Mesh... b 4:31 PM File folder

; TEMP Restore previous versions #11:13 AM  File folder

< Users Include in library *| 5| Documents

Music

Send to

Pictures
Videos
Copy | VMs

Cut

Create shortcut

Create new library
Delete § 5:52 PR Text Dlocurment

System file Mic’osoﬂ' Services

P FCI-FI-F_'I'ti es d 4:20 PR Corm p iled HTMAL

Rename b 4:52 PM




New File System Features - Libraries

* SO... What s a Library... Exactly?
—It is not a folder

—It Is not a symbolic link

—Libraries don't actually store files

The library is a list of Monitored folders that are
defined in configuration files located In

C:\Users\<usersprofile>\AppData\Roaming\
Microsoft\Windows\Libraries
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New File System Features - Libraries

 In Windows Explorer... It looks like any other
“windows folder.

[E=SETS)

‘€ ™  PYcUsers\ibtery AppData\Rosming\MicrosoftWindows\Librarics JRg hed

e

Organize = Share with - Burn Mew folder

. UProof “ Mame
. Wault . . R i :
desktop.ini =531 AN Configuration settir
. Web Server Extensions — L
c| Documents 9,2 AM  Library
, Windows Tl .- ) _ c )
[ Libraries - Shortcut Shortcut
.J'-‘ Music 0 0PN Library
=| Pictures Library
H‘u"id 05 00 Library

&l VMs 06 PN Library

. Cookies

. [ECompatCache

) IETIdCache i
| Libraries |_|

, Metwork Shortcuts

J Printer Shortcuts
) PrivaclE
= Recent Iterns

7 items
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New File System Features - Libraries

 When viewed via FTK... we see that the Library
files are XML based files named with the
library-ms extension.

¥ File Hame

JANOMAME-NTFS W sers\badaup\dpp0 ata\Roaming
JAMONAME-NTFSYserstbadguyhdppD ata'Roamingiii

] FileSlack JANOMEME -NTFS W sers\badaup\dpp0 ata\Roaming

] FileSlack JANONEME-NTFS W sers\badau\dpp0 ata\RoamingWicrosotin

] FileSlack JAMONAME-NTFSYsersbadguyhdppD atat RoamingWiciosoftiy
JANOMEME -NTFS W sers\badaup\dpp0 ata\Roaming
JANONEME -NTFS W sers\badau\dpp0 ata\Roaming ]
JAMONAME-NTFSYserstbadguyhdppD ata'RoamingWicrosoftindows! Libranesideos. braryme
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New File System Features - Libraries

* |t Is possible to view the file via Notepad once they

have been exported by a tool like FTK Imager
 ptrentrymesopr - o i

Eile Edit Format View Help

<?xm] wversion="1.0" encoding="UTF-8"7> -
<librarybescription xmlns="http://schemas.microsoft. com/windows/2009/1ibrary">

<name>@shel132.d11,-34595</name>

<ownersIbD>5-1-5-21-124525095

yanemerion CE0 < Sear chConnectorDescriptions

<iconreference>imageres.dl]

RIS s a1 55UppOrteds=true</issupporteds

</templateInfo=
<propertystores

/e opBreybepras= Mestodifie <57 mp lelLocCat 10

<searchconnectorDescr1pt1onL

R (S <ur 1>C i \MYILLEGALMEDIA=</ur |>

<jisDefaultsaveLocation>t

PRI oo <serdg ]ized>MBAAAEAFCAAAAAAAADAAMA

<serialized=MBAAAEAFCA 1
CpKSCIO;(D?’wt_leBVQFMNemeuAAH'Icn '::_.lflll 5 -I
</simpleLocation>
<fsearcﬁconnect0rnescr1pt1
<searchConnectorbescription pub11sher— ‘Microsof
<description=8shel132.d11,-34599</descripti
<1sDefau1tNonownersaveLocation>true<f15Def
<i5Su?p0rted>true<fi5Supp0rted>
<simpleLocation>
<url=knownfolder : {B6EBFB86-6907-413C
<serialized=MBAAAEAFCAAAAAAAAD,
AAWAAAADYBAAAAAAAAATMNXCGLWY 3 Tmb30CcjBAAM
<i51mﬁ1eL0cation}
</searchconnectorbescription>
<searchc0nnect0roescr1pt10n}
<issug aTatatal 51

<simpll eLocation:
<urfl =C : "\MYILLEGALMEDIA=</ur 1=
<5 RSy AAAAAAAYOQAAQBOAAAAUKVKYHIr ZNCAFZFpExa2 JHQRWRK T SMAdyBAAAAAAAAAAABRAAAAAAAANANNAAANSANAAE JAUAWHQB+TQDT 66KGE 11 NCAS
l <f51mﬁ1eLocat10n>

</s5earc

product="windows" >

TNonOwner SavelLocation>

7-4FC2ABFO7CCS F=</ur 1=
OgAAQBERAAAAL etbekGDNCADS /Z2NywI HWCUWVS 9pMCYBAAAAAAAAAAABAAAAAAAAAAAAAAAAAAAAKZ AUAWHQBE+TQDT 66KGET1NCAS
SNQF1J1kgkLg4cNsD3QLTITTVOLdET QLACYY1PDVZZOWeDURZC pKSCIOXNDT Wt 6yEYOUFNeHXUGCAHMC 9 zwDAAAAA< /serialized>

ConnectorDescription:

</searchConnectorbescriptionList>
</1ibrarybpescription>
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Internet Explorer 8

Features in IES8 for
Windows 7

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS Microsoft SGI’VICGS
©2007 Microsoft Corporation — All Rights Reserved



Tabbed Browsing

» Tabbed Browsing: In a single instance of Internet
Explorer a user can have multiple pages opened
In tabs

(c —— = ™ -
'€ Microsoft Corporation - Windows Internet Explorer,

p Favorites |83 GMCOS ft Corporati.. £7 Live Searc 1,'} v [ g v Page' Safetyv Tools v 9' 1

. Each tab represents a new page...but a separate
process. This is new to Windows 7 |
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/€ Zune Social | Zune.net - Social - Windows Intern

Sl ® hitp://socialzune.net/default

. aspx 49 | X W AT Live Search

/€ Microsoft Windows: software and

i Favorites | 5% (&) Charlotte.com ] DRUDGE REPORT 2009 4 Windows Live Hotmail FT| World business, finance a...

(07

- —
2 Zune Social | Z -8B Windows Tazk

File
Applications | Processes |5ervir_es I Performance |Netwurking | |sers |

Opticns  View Help

Image Mame User Mame CPU | Memory (... Desc =
DISCO POWERPNT.EXE *32 ibterry oo 31,700 K Micro
sarkant, {iexplore.exe *32 ibterry 0o 27,820K Inter
g OUTLOOK,EXE =32 ibterry 01 25,204 K  Micrc
explarer.exe ibterry oo 24,624K  Wind =
Moe,exe *32 ibterry oo 23,068 K Mesk
dwm.exe ibterry oo 22,320K  Desk
b GROOVE.EXE *32 ibterry 0o 16,564K Micrc
geat m msnmsgr.exe *32 ibterry i} 10,292 K Wind__
o Bt MoeMonitor . exe ibterry 00 8,696K MOE
iexplore. exe *32 ibterry 0o 7,512K  Inter
ipoint,exe ibterry [W]H] 108K IPain
Realmon. exe ibterry oo 3,516 K Real
Do taskmar.exe ibterry o1 2,352 K Wind
rundl32.exe 0o 2,132 K -
1| 1] 3
[ @lﬁhuw processes from all users

Processes: 74 CPU Usage: 14% Physical Memory: 37 %

A OR
©200 0SO

ORMATIO

DO NO AR

orporatio a

S| 58 Windows Task
File
Applications | Processes |5ervir_es I Performance |Netwurking | |sers |

Opticns  View Help

Image Namej User Mame CPU Memory (... Desc =
CSr55.2Xe i} 1,744 K
dwm.exe ibterry 0o 23,644K  Desk
explorer.exe ibterry oo 24,580 K Wind
FlashUtil 10b,exe *32 ibterry oo 1,196 K Adob/=
GROOVE.EXE =32 ibterry ([} 6,500 K Micrc
i iexplore,exe =32 ibterry oo 24,900 K Inter
iexplore.exe *32 ibterry oo 38,068 K Inter
iexplore.exe *32 ibterry i} 23,768 K Inter
iexplore.exe *32 ibterry a0 7ET2K  Inter
ipoint.exe ibterry [ ]H] F 108K IPain
s| Moe.exe *32 ibterry oo 23,032 K Mesk
) MoeMaonitor.exe ibterry ([} 8,696 K MOE
msnmsgr.exe *32 ibterry oo 10,256 K Wind
I OMENOTEM.EXE *32 ibterry ([} 1,129K  Micrc -
: 1| 1] 3
| [ ®§huw processes from all users
|

IIPrDcesses: 75 CPU Usage: 1%
DA [ [

Physical Memory: 40%

lique as - Wi Internet Explorer E=AECH
- £ http:/fwww.microsoft.com/windows/ v |4 | X W& Live Search R
17 Favorites | 55 (&) Charlotte.com ] DRUDGE REPORT 2009 4 Windows Live Hotmail FI| World business, finance a...
- — = »
il o

m




Instant Search

* You can view the currently selected default
search provider for Internet Explorer in the
following location

HKU\<USER GUID>\Software\Microsoft\Internet Explorer\SearchScopes
-DefaultScope |dentified the scope by a GUID

Mame

_EE] Defaultscope EG_S {0633EE93-D776-472f-ADFF-E1416B8B2E34}

L AWWURL ! J
REG_BIMARY 230d3 cE 001
5] Version REG_DWORD 000000002 (2)
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Instant Search

* You can view all of the available search providers
In the keys below the SearchScopes key...

« Within each GUID subkey there are items of
Interest

—DlsplayName .| {DB93CCCA-CBAR-4477-9C57-AESE27CD230D)
. o)) {169A55B4-5D11-4433-BA24-E9786C6(4592]
|| {4261 AEE0-0E09-416A- AEFB-4F6404809C40)
.|| {BBE9SF34-11F2-439E-904C-34B8351667CE)

... || IBCTEE270-B2C1-4F38-8C24-223F2AR0AD50)

Marme ype Data

{walue not set)

33EE93-D776-...

a1"‘|UF.L



Instant Search

e Instant Search is not a function of the integrated
search capabilities in Windows.

 Settings for what has been searched using
Instant Search is not recorded in the
registry....the only data available would be in the
Index.dat file for the user

C:\users\<username>\AppData\Local\Microsoft\Windows\Temporary
Internet Files\low\content.IE5\index.dat
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“Cover Your Tracks”

* Internet Explorer 8 has a feature that will protect
users data more when they choose to delete
browsing history

 Traditionally the index.dat file was somewhat
recoverable forensically even after the “Delete
History” operation

* |n addition, the clearing of personal data
experience has been enhanced
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“Cover Your Tracks”

Internet Cpticns

General
Home page ——MM ® I he “lnternet O tion”
|? To aeate home page tabs, type each address on its own line. p
=5

about:blank -

, Interface looks pretty
much the same

Browsing history

"1 Delete temporary files, history, cookies, saved passwords,
’ fl_.__.-l and web form information. ® We ave t e

[ | Delete browsing history on exit

“Delete...” button in
O oesaieois, [ the middle of the

frame

Change how webpaages are displayed in
tabs.

Appearance

Apy |:||'-:-'
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“Cover Your Tracks”

 We can choose what
items are to be
deleted.

reserve Favorites website datai

websites to retain preferences and display faster.

Temporary Internet files

-

Copies of webpages, images, and media that are saved for faster
viewing.

Cookies
Files stored on your computer by websites to save preferences
such as login information,

History

List of websites you have visited.

Form data

Saved information that you have typed into forms.

Passwords
Saved passwords that are automatically filled in when you sign in
to a website you've previously visited.
[ | InPrivate Filtering data
Saved data used by InPrivate Filtering to detect where websites may
be automatically sharing details about your visit.
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“Cover Your Tracks”

* What does “Delete” really delete?
—Temporary Internet Files
—Cookies
—History of the Websites Visited (index.dat)
—Saved Passwords

—Temporary Information Stored by Browser Add-
ons

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS Micresoft | Services
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“Cover Your Tracks”

* Index.dat is not really deleted....it is overwritten
with zeros to erase data.

* The initial size of the index.dat file on a newly
iInstalled system is around 32KB

* When the “Delete All” operation occurs, the file is
zeroed out meaning that the file will never get
smaller.
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“Cover Your Tracks”

 The header of the file seems to be the same
every time

* Below Is an example of a new index.dat file
viewed through FTK

43 6c 69 65 6e 74 20 55-72 6c 43 61 63 63 65 20 |Client UrlCache
4d 4d 46 20 a6 65 T2 20-35 Ze 32 00 00 50 00
oo ald 00 00O oo-20 00 ao oo oo oo
an 20 03 00 00 00 QO-00 oo oo Q00 Q00 oo

an J0 00 00 oo-04 00 oo Q00 Q00 oo

4d 56 42 42 Ha de L2 57-00 00 a0 4e 537 4db bs
50 4f 3& 00 0o 00 o0-4f 31 4e 49 54 55 33
oo oo de 56 4a 44-4e 54 49 46 00
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“Cover Your Tracks”

« Browse any 4 websites to populate data in the
users index.dat file... The file size will change at
this point.
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“Cover Your Tracks

‘F-Tim Data In Index.dat
S ' with various

forensic tools.

Last Accessed (UTC)
Last Modified (UTC)
Last Checked (UTC)
Expires (UTC)

Hits

Use Count o
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“Cover Your Tracks”

* When a user evokes the “Delete Browsing
History” function, IE8 overwrites the data in the
iIndex.dat file

* The file size remains the same....but now
everything after the header data is zeroed out.
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“Cover Your Tracks”

* All of the supporting cache locations identified In
the header information In index.dat have been
cleaned out as well.

* This amounts to a more secure cleanup of
Internet browsing history on the system
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“Cover Your Tracks”

Preserve Favorites website data

Keep cookies and temporary Internet files that enable your favarite
websites to retain preferences and display faster.

 This type of cleanup process has been in place
since IE7 in Windows Vista.

* There Iis one area that may be a bit better for
forensic examinations.

—“Preserve Favorites website data” is a default
setting in IE 8.

—In my testing sites that were Iin the favorites did
not have their data removed from Index.dat. It
also appears that some of the supporting data
related to ad tracking etc may stay as well
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“Cover Your Tracks Part2”

— |E8 has a continued focus on security and
privacy

—Most notable feature Is the InPrivate browsing
mode

When InPrivate Browsing is turned on, you will see this indicator

& | aboutInPrivate

InPrivate Browsing prevents Internet Explorer from storing data about your browsing |
session. This includes cookies, temporary Internet files, history, and other data.
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“Cover Your Tracks Part2” - InPrivate

—Why is there an InPrivate mode?

* Product Group Scenarios

« Checking e-mail at an Internet cafe
» Shopping for a gift on a family PC

—InPrivate Browsing: lets you control whether or not
|IE saves browsing history, cookies, and other data

—InPrivate Filtering: informs you about content that
IS In a position to observe your browsing history,
and allows you to block it

—InPrivate Subscriptions: subscribe to lists of
websites that are auto blocked or allowed.
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“Cover Your Tracks Part 2" InPrivate Browsing

—InPrivate Browsing can be
activated in the following
ways o setny
* Navigating to the new
Safety dropdown box and i

choosing InPrivate o

Browsing.
. : @ Launch Intemet Explorer Browser
*Using Ctrl+Shift+P as a
hOtkey Targettype:  Application

» Modifying your |IE shortcut [Raaalatss

. - Target: Files (x86)\Intemed
to use the —private switch
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“Cover Your Tracks Part2” — InPrivate Browsing

—How does InPrivate Browsing potentially affect
your investigations?

* New cookies are not stored
*New history entries will not be recorded

*New temporary Internet files will be deleted
after the Private Browsing window Is closed

*Form data, Passwords, and Typed
Addresses will not be stored

*Visited links will not be stored

* Queries entered Into the search box are not
stored '

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS Microsoft ‘ Services
©2007 Microsoft Corporation — All Rights Reserved



“Cover Your Tracks Part2” - InPrivate Filtering

—What is InPrivate Filtering?

InPrivate Filtering helps protect privacy by
offering the user the abllity to block content
coming from third parties that are in a

position to track and aggregate their online

pehavior.

* Internet Explorer will only record data for
nPrivate Filtering when you are in “regular”
prowsing mode, as no browsing history Is
retained while browsing InPrivate.
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“Cover Your Tracks Part2” - InPrivate Filtering

InPrivate Filtering settings

v

L1 InPrivate Filtering

When you visit multiple websites that contain content from the same provider, such as a
map. advertisement, or web measurement tools, some information about your visits might
be shared with the cortent provider. f you choose to block contert, portions of the

websites you visit might not be available.

Content provider

addthis.com
statcounter. com

intellitd .com
intellibd .com
‘|

Advanced settings

(") Chooge content to block

Status
Blocked
Blocked

googleadservices.com  Blocked

Blocked
ked

Leam more about InPrivate Filtern

ar allow

Used by
10 sites
10 sites
10 sites
10 sites
10 sites

v content from providers used by this number of websites

you've visited. (3-30)

. Content o
addthis_widget .jl—|
t. php
google_service,
front.asp
doar jsp

Allow

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS
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“Cover Your Tracks Part2” - InPrivate Filtering

*InPrivate Filtering is not enabled by default
and once enabled is only on for one
browsing session.

[HKEY CURRENT_USER\Software\Microsoft\
Internet Explorer\Safety\PrivaclE]
AT agy ' StartMode"=dword:00000001

% InPrivate Browsing Ctrl+ Shift-P O - off

1 - auto

2 - manual

I':IJ * B ~ = Eé._.] v Page v | Safety ~

InPrivate Filtering Ctrl+Shift+F
InPrivate Filtering Settings

This setting enables InPrivate Filtering for all
IE Sessions :

7 Smartscreen Filter

Windows Update
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IE 8 - InPrivate Subscriptions

—What are InPrivate Subscriptions?

*InPrivate Filtering subscriptions are
periodically updated lists of websites that
are known to share private information.
When you subscribe to a list, Internet
Explorer checks automatically for updates.

Add-on Types
@[-Tcn clbars and Extensions

v Search Providers

"
La)Accelerators

#4InPrivate Filtering
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“Cover Your Tracks Part2” — InPrivate Summary

—~Don’t shoot the messenger!!! Please. Microsoft is
not the only one doing this...

Firefox 3 Beta 2 Update Highlights Private Browsing Mode

The update also features enhancements to the Clear Private Data tool, which helps make it easier to
remove data related to online activities.

Mew Tab

C 3¢

) Charlotte Observer [ DRUDGE REPORT 20... & Gmail £7 Hotmail "® MSN Showtimes amazon.com Online...

You've gone incognito. Pages you view in this window won't appear in your browser history or -
search history, and they won't leave other tra = on your computer after yvou close = °

the incognito window_ Any files you download o ou create will be preserved,
however.

Going incognito doesn't affect the behavior of other people, servers, or software. Be wary of:

hat track the pages you visit

Malicious strokes in exchange for free smileys

Surveillance by secret agents
People standing behind you

more about incognito browsing.
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IE8 — Web Slices

—A Web Slice is a specific portion of a webpage that you
can subscribe to, and which enables you to see when
content is updated. [/ Digg—Top n All Topics -

y Digg — Top in All Topics

FeedS funCt|Onal|ty 1835 Palin Slashed Funding for Teen Moms
1670 Why 20-Something Guys Wont Grow Up

1583 FactCheck: McCain Ad Continues Lies

- about Obama's Tax Plan

[ |[- =[] . Am y Goodman confronts Police Chief
WppDatahLocalMicrosoft\ Feeds k4 | | Search 0| a
File Edit View Tools Help http://digg.com/slices/topTenList/all
By Organize ¥ = Views ~ [l Open [& Share F‘

Mame

{5588 ACFD-6435-411B-A5CE-666AEGAS2D3D )~

) Bookmarks Toolbar Folder~
) Microsoft Feeds-~

ﬂ: Documents
FE Pictures

m‘ Music || Digg— Top in All Tepics~.feed-ms

More » || Facebook Status Updates~.feed-ms
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Windows 7 Virtualization
Technologies
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Virtualization Technologies

e Integrated Virtual Hard Drive (VHD) Creation and
Mounting

 Boot to Virtual Hard Drive (VHD)
* VHD File Use In System Image Backup

* Virtual PC 7 Technologies
—Windows XP Compatibility Mode
—Undo Disks
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Integrated VHD Creation and Mounting

 Native In file system

« Accessed through Control
Panel\AdministrativeTools\Computer
Management R e

Eile Action View Help
=% |E = H

‘A& Computer Management (Locall| Mame Actions
4 [[} System Tools
. {I—:I Task Scheduler i _
. 3] Event Viewer ':_:-' rat More Actions k|
» | Shared Folders

Computer Management (Lo... &

- % Local Users and Groups
. (%) Performance

g=n Device Manager

&= Disk Management

> T S Tons

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT
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Integrated VHD Creation and Mounting

* When mounting, can select “Read Only”

A Computer Management

File Action View Help

&= 5E HE &

& Computer Management (Local Capac

Fi ||',!; Systemn Tools (T Simple Basic MNTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 91.691
s I:i-:l Task Scheduler (%) Simple Basic MNTFS Healthy (System, Active, Primary Partition) 146G

> Q Event Viewer == NSTALL (F) Simple Basic MNTFS Healthy (Active, Primary Partition) TH5G

: 7z Shared Folders
# Local Users and Groups
erformance
. Attach Virtual Hard Disk
=y Device Manager
rl I'._‘l:l Storage Specify the virual hard disk location on the computer.

Location:

‘I "] Read-only.
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VHD File Format Used in System Image
Backup

« System Image Backup (formerly Complete PC
Backup in Vista)

« Backs up full hard drive, not just files and folders

 VHD can be stored on local USB drive or over
network

« Can be mounted natively on a Windows 7
Forensic Workstation for examination
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System Image Backup

44 Backup and Restore

(_:J \:—:J I'E) « Conkrol Panel + System and Security ~ Backup and Restare - m I Search Contral Panel

Control Panel Home Back up or restore your files

'HE' Create a system image Backup

.&. Create & system repair disc Location: Netwark path: \\zuneibackup | '&f' Back up now I

[__:;? 173.7 GB free of 232.5 GB
-2 Backup size: 5.1 GE

'{‘E'Manage space

Mext backup: Mat scheduled
Last backup: 411312009 £:32 PM

Contents: Files in libraries and personal folders For all users and
syskem image

Schedule: Mone. Select Back up now ko run backop rmanually,
g Turn on schedule

g/ Change settings

Restore

‘¥ou can reskore wour files that were backed up on the current location. Restare my files
FpRestore all users' files

'&'Select another backup to restore Files from

Recover system settings or your cormpuker

See also
Action Center

'i&' Windaws Easy Transfer
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System Image Backup

Mame

| |8d39ed38-20ab-11de-b2f5-806e6foeb963.vhd 4713/ . VHD File
|| 8d39ed39-20ab-11de-b2f5-806eb6fbe6963 .vhd 4/ VHD File
20df5eb8-40ad-4e60-a5db-9e334544 bfea_AdditionalFilesc3b93c.. 4/ 2 PN AML Document
20df5e68-40ad-4e60-a5db-9e334544 bfea_Components.xml 4/ ) 6:32 PNV AML Document
20df5e68-40ad-4e60-a5db-9e334544 bfea_RegistryExcludes.xml 4/ AML Document
=| 20df5eb68-40ad-4e60-a5db-9e334544 bfea_Writerddc3bddd-ab48-... 4/ : XML Document
=| 20df5e68-40ad-4eb0-a5db-9e334544 bfea_Writer542dadb9-d3el-4... 4/ 2 PN AML Document
=] 20df5e08-40ad-4e00-a5db-9e334544 bfea_Writerabad56c2-b509-4.., 4/ 2 PV AML Docurment
=] 20df5e08-40ad-4e00-a5db-9e334544 bfea_Writerafbab4a2-367d-4... 4/13/2009 6:32 PM AML Document
2| 20df5ebi-40ad-4e60-a5db-9e33454d bfea_Writerbel00che-11fe-4...  4/13/2009 6:32 PM XML Docurnent
20df5eb8-40ad-4e60-a5db-9e334544 bfea_Writercd3f2362-8bef-46... 4/ 2 PN AML Document
| 20df5ebd-40ad-4e60-a5db-0e334544bfea_Writeref132975-6f93-44... 4/ 3 3:32 PV AML Docurment

rackupSpecs.xml 4/13,/2009 6:32 PN AML Document
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Boot to VHD

« Can configure Windows 7 to boot to the hard
drive, OR VHD on the hard drive

* Only supported to boot Windows 7 VHD files

* Creates a boot list to select OS during system
startup
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Bootto a VHD

Choose an operating system to start, or press TAB to select a tool:
(Use the arrow keys to highlight your choice, then press ENTER.)

indows 7
VHD_Boot

To specify an advanced option for this choice, press F8.
Seconds until the highlighted choice will be started automatically: 22

Tools:

windows Memory Diagnostic

ENTER=Choose TAB=Menu ESC=Cance]l
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VHD Disk Investigative Impact

* Win7 machines may have several VHD files —
backups, user created HDs, other bootable
Operating systems. These may contain files
critical to your case.

« Some of this data maybe auto carved via your
forensic tools during examination.

* |t some situations it might be useful to use the
built in ability of Win7 to mount a VHD read only
to get a full view into the Virtual Hard Disk.

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS Microsoft ‘ Services
©2007 Microsoft Corporation — All Rights Reserved



VHD Disk Investigative Impact

 Three methods to view data in a VHD
—Add VHD file into FTK to be examined

—Use built in VHD mount feature of Win7 to
Image the VHD after you have given it a drive
letter

—Add it into FTK as an acquired image!
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VHD Disk Investigative Impact

VHD added directly into FTK

£, AccessData 80.0 O

Eile Edit View Tools Help

Overview Explore Graphics Search |

5 B Cose -alwgEne e
EI{Q ]

C

Bookmark |

SRECYCLE.BIN
1300

5-1-5-21-124525095-708259637-1543119021-80064
FILED
4

|| DT2

E E B0 | & % Eg O v OFF ’Unﬁrtered v] IﬁHAIICDIumns

¥ File Name

PPt Recycle Bi.. Ext  File Type Category Subject CrDate
JPEG_5672960(3].ipg CywHDWHDbest vhds - PEG_5672960[3] ] i JPEG/ER file

[ala} Graphic BMAS2009711:1865 M B/
\

4| 1] |

LAW E

eyoloydlll | 1 Listed 0 Checked Total 0 Highlighted




VHD Disk Investigative Impact
VHD mounted as a drive letter

gy, AccessData FTK 1.80.0 DEMO VERSION -- ¢

File Edit View Tools Help

Explore

Graphics Search |

Bookmark

| Owverview

ER= 3
(ERCW] NEW VOLUME-FAT16

(L] SRECVCLE.BIN

kel 4 =N EA

|:| List all descendants

B 098 &A@ xEDO DFF[Unﬂﬂered

- ] m] [AII Columns

-

D1z

¥ File Name

[ CA$RECYCLEBIM

O & DriveFreeSpace
OIS FAT

OIS FaT?

O 'y ReservedSectars

[ [#] This one gets delsted bt
[ £ This one staps.txt

O 7] thumbnail.ipg

] &VER

Full Path

E-AMEW WOLUME-FATTES$RECYCLE BIM
E:AMEW WYOLUME-FAT1E\DriveFreeSpacel
EAMEW WOLUME-FAT1EVFATA

EAMEW WOLUME-FATTEVFATZ

EAMEW WOLUME-FAT1E\RezervedSectors
EAMEW WOLUME-FATT1EThiz one gets deleted...
EAMEW WOLUME-FAT1E4This one stays.txt
EAMEW WOLUME-FAT 1B thumbnail jpg

EAMEW WOLUME-FAT1EVWER

1]

Recycle Bi...

Ext

File Type
Falder
Dirive Free
File AllocatiMweGlack Free 5

File &llozatio..  Slack/Free 5.

File System 5... Slack/Free 5.
Urknown Fil..  Unknown

Plain TextD...  Document

Urknown Fil..  Unknown
Yolume Boot ... Slack/Free 5.

Category Subject

Cr Date

5/14/2009 8:47:26 AM
M AA,
RF
RELS
RES
5/14/2009 3:46:36 AM
5/14/2009 5:46:36 AM
5/14/2009 §:31:28 AM
RFS

ol ) I S ) IS i o L -]

9 Listed 0 Checked Total
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VHD Disk Investigative Impact
VHD added as acquired image in FTK

@a AccessData FTK 1.80.0 DEMO VERSION -- C

File Edit View Tools Help

Overview Explore Graphics Search | Bookmark |
- 8 F R @ 0] €]

== vistalab
£ 53 Part 1

] MEW VOLUME-FAT1G

L[] SRECYCLE.BIM
D UnpartSpace

[ List all descendants

2 083 A@ 0O G o |Unfitersd - || [T | A Columns v || orz
¥ File Mame Full Path Recycle Bi.. Ext  File Type Category Subject Cr Date

O L $RECYCLE.BIM wigtalabWPart TSHEW WOLUME-FATTEAERECYC... Folder Folder 5/14/2009 3:47:26 AM
O & DriveFresSpacel viztalabWPart_15HEW WOLUME-FAT1E\DriveFre. . Dirive Free@®  Slack/Free 5 MA
O & FAT1 vigtalab\Part_ TS\MEW YOLUME-FATI1EAVFAT Filz Allocadg,..  Slack/Free 5. MiA,
OO & FaT wiztalabWPart_TSHEW WOLUME-FAT1EMWFAT 2 Filz Allocatia. . BRI IEE 0. M2
O & ReservedSectors vigtalabWPart_15MEW WOLUME-FAT1E\Reserve. .. File Spstem 5... Slack/Free 5. M4
O EE Thiz one gets deleted.bat wizkalabhPart_1WMEW WOLUME-FATTEAT his one... Unkrnown Fil...  Unknown 5/14/2009 8:46:36 AM
O % Thiz one stayz. tat vizgtalabWPart_18MEW WOLUME-FAT1EAT his one... Plain Text D... Document B/14/2009 8:46: 36 AM
O ﬁ thumbnail.jpg wiztalabhPart_1\MEW VOLUME-FAT 16 humbna... | Unknown Fil...  Unknown B/14/2009 3:31:28 AM
O &ER wistalab\Part_TsMEW VOLUME-FAT1EVWER Walurne Boaot ... Slack/Free 5. A2,

TN NN E == = =

0 Checked Total 0 Highlighted
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©2007 Microsoft Corporation — All Rights Reserved




Virtual PC 7

« Comes as separate download

 Windows 7 ONLY as host

—Home Basic, Home Premium, Professional,
Enterprise and Ultimate

» Supported GUEST operating systems
—Windows XP, Vista and Windows 7

* Intel or AMD processor with Hardware Assisted
Virtualization support required
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Virtual PC 7 — User Interface

WWirtual Machines

o9 P\ Users\ibte

Organize * Include in library = Share with Burn

Create virtual machine

-

. Mame
- Favorites

Bl Desktop desktop.ini

Machine status

Mew folder

Memaory

[ s S
Search Virtual Machines 2

0 @

Prirnary disk Comments

4. Downloads

=l Recent Places ENWin7RCvmex

ENVirtual Windows XPwmox

Powered down

Powered down

256 MEB
2,000 MB

Cihilsershibtern/\AppDatal...
ChlUsershibtern/\AppDatal...

4 Libraries
3 Documents
J'- Music

= Pictures

E Videos

M Computer
£, Local Disk (C)
& SD CARD (F)

‘?j Metwork

Setting

Current Walue

Mame

Virtual Windows XP

;Memor};

—wHard Disk 1

wHard Disk 2
JHard Disk 3

256 MEB

Wirtual Windows XP...

Mone
[one

—w Undo Disks

Disabled |

h 3 items
ll".'
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== DVD Drive

= comt

= comz

EF Networking

By Integration Features
&= Keyboard

? Logon Credentials
[ Auto Publish

2% Close

'Y

Mone

Maone

Metwork adapters:1
Auto Enable

Full screen

Saved

Enabled

Hibernate

Virtual Machine Name

MName: Virtual Windows XP

MNotes:

This is the name of the virtual machine in your Virtual Machines folder, This
name does not affect the computer name that you can assign in the virtual
operating system.

[ QK J[ Cancel l




Virtual PC 7

« Allows running of multiple operating systems on
host computer for testing, and compatibility

« USB Support in guest operating system!

71 Virtual Windows XP - Windows Virtual PC b ' A .

Action = USE « Tools = Ctrl+ Alt+Del

1 Virtual Windows XP - Windows Virtual P

Tools = Ctrl+Alt+Del
BCM2045B Attach

: Biometric Coprocessor Attach
Recycle Bin

7

Internet
Explorer

>

Windaws

Lq Media Plawver

L3 Cruzer Micro

-,:Q_'CI F on DESQIMAWINT-PC -,:Q’CI [ on DFSQIMAWINT-PC

—_—t —

(@]




Windows XP Compatibility Mode

 Feature of Virtual PC

* Only available on Windows 7 Professional,
Enterprise and Ultimate

e Guest must be Windows XP Professional SP 3
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Windows XP Compatibility Mode

* Runs under Virtual PC 7
* Windows XP VHD you install applications into

* Application is published in the Windows 7 Start
Menu

* When you run application it is running in XP
VHD, BUT it appears to you to just be an
application running in your Windows 7

 Allows you to run applications not compatible
with Windows 7, in Windows 7
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Windows XP Compatibility Mode

|§l Windows Media Player
& Windows Mobile Device Center

* Firefox web browser
g was installed in guest

., Accessories Documen ts

XP virtual machine.

b Games Pictures
. Live Mesh

e — * Shortcut to Firefox was

. Microsoft Office

T automatically added to

- _ B Computer
. Windows Live

; Windows Virtual PC ) Cantiol Panel the hOSt WlndOWS 7
& Virtual Machin : .
@1 Virtual Windows XP Devices and Printers m aC h I n e ru n n I n g
: ;oﬂlzzﬁ|l;i°:efox (Safe Mode) (| oy Vi rtu aI P C .

. Virtual Windows XP Applications
LI& | Help and Support

* Once running it looks

L hl‘1 IlFf tIId virtual machi
.

B like any other
’E B e RE execution of Firefox
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Haome - Windows

E'E'I‘ ) Home - Windows Live - Mozilla Firefox

File Edit View History Bookmarks Tools Help

File Edi ‘iew History Bookmarks Tools  Help

& (&

97 -

IGl-| &

A

6 -C'le'

ihame. live, camf

£ Most Visited E Getting Started 5y Latest Headlines

77 -

G-

@ Mast Yisited ’ Getting Started 2| Latest Headlines

£ Home - Windows i % | (i, Page Load X . : : S——
J &7 Home - Wi e | (1) Page Load Error r £7Windows Live™ Home Profle Pecple  Mail  Photos
.@w Mozilla Firefox is free and open software from the non-profit Mozilla Foundation. Know your nights... | x n 0
Welcome to Windows Live
£7 Windows Live* Home Profile People Mail Photos Morey MSNY | Search People or web

Welcome to Windows Live

Windows Live is fast, easy, and
reliable
Hotmail has lots of storage, great spam fighting, and

one easy-to-manage contact list, all available from your
PC or web-enabled mobile device.

- throns View Help

Morer  MSN+ Search People or welr B

' e is fast, easy, and
reliable

great spam fighting, and ane
all availsble from your PC or

|App|imﬁons| Processes |Services | Performance |Netwo(hng |Users |

Mail - Faster, easier, and mare reliable than ever before.
Go to Hotmail

SkyDrive - Free, password-protected online storage.
Go to SkyDrive

People - Add people to your network and stay in touch
morg easily.

Windows 7
Installed

© 2009 Microsoft | Privacy | Terms of use

Firefox

Messenger
photos, play
Get Messeng

Photos - sha
comment on
Go to photog

On your PC
mabile devig
Live on your,
Free downlod

web-enabled robile device,

New to Windo

Already have a Wing

Sign in

If you have a Hotmail, Me
LIVE account, you alread
Live 1D,

Image M - User Name jory Desa *
HVVSVC.D IM @ ﬁ e NVID
nvPDsve.exe 1,340K  NVID
MoeManitor, exe w iDtErry 6,524K MOE
Moz exe *32 F IE 'F Mesh
mobsync. exe I tere D Micro sicr, and rmore relisble than ever before,
sm.exe SYSTEM 2,032K  Local
|sass. exe SYSTEM 7876K Lo
e P 0 Qneﬁ &1 |
| InoRT exe 5! off = , password-protected online storage.
InoRpe.exe SYSTEM 7,124K  InoR)
ibmpmave.exe SYSTEM a0 904K Think
GROOVE.BXE *32 ibterry 0a 8,55 K Micro
| firefox,exe *32 ibterry 00 24404K Fireft ople to your network and stay in touch more
explorer.exe interry a0 24824K  Wind
et ILEXE fterry 01 70 %

SYSTEM
SYSTEM

Qo
o]

Cerss.exe
(855, EXE

CemExec.exe *32 SYSTEM a0 ,
audiodg. exe LOCAL... 00 ,
AEADISRV.EXE SYSTEM 00

] | i \ ¥

Show processes from all users

I

Done

IMlessenger - Stay in touch, instantly—simply chat, or sha
phaotos, play garmes, and mare,
Get Messenger

Photos - Share your favarite shots with friends, and com
on their photos, too,

G0 to photos

O your PC or mobile device - More for your PC or mot
device - Get free programs for your PC. Use Windows Live

your maobile device, too,
Free downloads | More about mobile

Windows XP
Virtualized
Firefox

| Done




Windows XP Compatibility Mode

 Default location for Virtual machines is

—C:\Users\<username>\AppData\Local\Microsoft

\Windows Virtual PC\Virtual Machines
[ e )

o

"’(:“ "’-i‘ .« Microsoft » Windows Virtual PC » Virtual Machines

I:]rganize M Iﬂ I:]FIEH Include in lihrar}r i Share with - Burn Mew folder
» .0 Favorites Marne

). Virtual Machines - Shortcut 2 KB
> |4 Libraries — Virtual Windows XP.vhd 1,903,315 KB
=l Yirtual Windows XP.wmc 15 KB
I | Computer || Virtual Windows XPvmcwvpchackup 15 KE
|| Virtual Windows XPvsv 204 912 KB
Eh! Metwork ca VirtualPClnde_Virtual Windows XP_0_0_15584805012009.vud
caWin7RC.vhd
BN Win7 RCwmc

|| Win7RCwmecvpcbackup

4| 1] [

. Virtual Machines - Shortcut Date modified: 5/1/2009 12:10 PR Diate created: 5/1/2009 12:10 PM
=

Shortcut Size: 1.69 KB Oﬂw S e rVi C e S




Virtual PC Undo Disks

« UNDO - to make of no effect or as if not done :
make null : reverse. wmerriam-webster

* This Is a great feature for Information Technology
professionals — aids in testing and deployment of
new services and applications

« Could potentially cause difficulties for forensic
examiners.
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Virtual PC Undo Disks

* If the Enable undo disks option Is selected for a
virtual machine, any changes made during a
virtual machine session are saved to an undo
disk (.vud) file. An undo disk file is a temporary
file and is separate from the virtual hard disk.
When the virtual machine is closed, the changes
stored in the undo disk can be deleted,

committed to the virtual hard disk file, or saved
until a later time.
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Virtual PC Undo Disks

71 WIN7-RC1 - Windows.

Setting Current Value .
—=—= Undo Disks
| Mame M
ih‘lemnr}r '
i Hard Disk 1 Enable Undo Disks
—wHard Disk 2 -
wHard Disk 3 5ize of undo disk: 424 MEB

|%Undn Disks C Enabled )
= DVD Drive o

7 com None
T?CDME Mone Apply changes ] [ Discard changes

You can manage changes stored in an undo disk by applying or
discarding the changes.

' W Userstibtern\AppDatatLocal\Microsoft\Windows Virtual PC\Virtual Machines| - Search Virtual Machines

Organize « [m5] Open with... Share with = Burn Mew folder

r Favorites Mame Date modified

Bl Desktop ENWINT-RCLwme 5/18/2009 3:50 PM 14 KB Virtual Machine 5e...

4 Downloads || Fisharmap MG S 5/18/2009 2:47 PM 14 KB VPCBACKUP File

5 Recent Places irtuaIPCUndo_Fishaman-MN?_U_U_IEBEMEUSI@ 5/18/2009 2:47 PM 435108 KB Virtual Machine Un...

@) Virtual Machines - Shortcut (£) 5/18/2009 12:06 PM 2 KB Shortcut

1 Libraries a Fishaman-WINJ .vhd 5/18/2009 11:45 &AM 5,555,789 KB Virtual Machine Ha...
| Documents ENVirtual Windows XP.wvme 5/14/2009 3:11 PM 15KB Virtual Machine 5e...
J’F Music || Virtual Windows XPvmcvpcbackup 5/14/2009 3:11 PM 15KB WPCBACKUP File
=] Pictures || Virtual Windows XP.vsv 5/14/2009 3:10 PM 112,256 KB Virtual Machine 5a...
B Videos —a YirtualP ClUnde_Virtual Windows XP_0_0_15584805012009.vud 5/14/2009 3:10 PM 1,000,396 KB Virtual Machine Un...

gﬂ Vs £l Vistal ESTER.vmic 5/13/2009 2:25 PM 15 KB Virtual Machine Se..,
- 4| 1

i VirtualPCUndo_Fishaman-WIN7_0_0_1839... Date modified: 5/18/2002 2:47 PM Date created: 5/18/2009 2:39 PM
L“:ﬁ Virtual Machine Undo Dirive Size: 424 MB




Virtual PC Undo Disks — Carved in FTK

—

(2-, AccessData FTK 1.80.0 DEMO VERSION -- C:\ProgramData\AccessData\Forensic Toolkit 1.80.0\DefaultCase\ =

File Edit View

Tools Help

| Overview |  Explore

Graphics

E-Mail

Bookmark

JPEG_21379° @

JPEG_21703¢ @ JPEG_21769: @

JPEG_218347 @

JPEG_22431Z @

JPEG_225131@

JPEG_22562: @ JPEG_22574' @

JPEG_22578¢ @

JPEG_225827 @

JPEG_22633¢@® JPEG_226647@® JPEG_226677@

=<

*

S

SH—

4+ -
Ph b N N

ETeEs

-] Case

: &, VirtualPCUndo_Fishaman-WIN7_0_0_18394605182009
.1 NONAME-Unknown

" Eme oe

JPEG_22722° @ JPEG_22763( @

=] ()

8 85| & @ |3 0O |§P o |unfiteres

- ] m] [AII Columns

Full Path

Recvcle Bi... Ext File Tvoe Cateaorv

Subiect

Cr Date

€ 482 Listed

0 Checked Total

VirtualPCUndo_Fishaman-WIN7_0_0_18394605182009\NONAME-Unknown\DriveFree Space11>>JPEG_2223104[15].jpg




Virtual PC Undo Disks

 How can you tell if a Virtual Machine has undo
disk enabled?

—Each virtual machine has a .VMC configuration
file. — Located in folder with VHD usually

—This file contains the setting for the machine
such as

>Memory Allocated

>Hard Drive, Path to the VHD file
> Network setting

>Undo Disks!
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Virtual PC Undo Disks

 How can you tell if a Virtual Machine has undo
disk enabled?

—Each virtual machine has a .VMC configuration
file. — Located in folder with VHD usually

—This file contains the setting for the machine
such as

>Memory Allocated

>Hard Drive, Path to the VHD file
> Network setting

>Undo Disks!
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Virtual PC Undo Disks — VMC edited Iin

notepad

<ide_adapter>
<ide_controlTer id="0">
<location id="0"
<(rive_type type="integer">1</drive_type>
<pathnane>
<absolute type="string >C:\Users\ibterry\Appbata\Local\Microsoft\windows virtual PC\Virtual Machines\Fishaman-WIN7, vhd</absolutes
<relative type="string"s.\Fishanan-WIN7.vhd</relatives
</pathnane:
<undo_pathnane
olute type= strwng '5C:\Users\ ibterry\AppData\Local\Wicrosoft\windows virtual pc\virtual Machines\virtualpCundo_wiN7-Rc1_0_0_21014905TEZ
<relative Type="SUrT 5. Vi tra tPEHo N -RE =A== A IR 000 Fe v
</undo_pathnane>
</locations
</1de_controllers
<ide_controller id="1">
<location 1d="0":
<rive_type type="integer"»2</drive_types
<pathnane>
<absolute type="string >D</absolutes
<relative type="string” />
</pathnane>
</Tocations
</1de_controllers
</1de_adapter>
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Virtual PC Memory of hibernated virtual
machines

* One feature of VPC Is to allow for the state of a
Virtual machine to be saved

 When the Virtual Machine iIs In the saved state

the status information(memory) is written to a
VSV file

* These VSV files *MAY* contain information about
programs that were executing when the machine
was put into the saved state.
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Micresoft | Services

Introduction to the Volume
Shadow Copy Service

Exploration of Windows 7
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Data Integrity in Windows 7

* Volume Shadow Copy Is involved in every
transaction with disks that are being monitored —
System is monitored by default

* Only the changes between snapshots are
recorded In the snapshot dataset
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Vista - Volume Snapshot Creation

 When are volume snapshots created?
—Manually
—Every 24 hours
—Before a Windows Update
—Unsigned Driver Installation
—An application that calls the Snapshot API
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Win 7 - Volume Snapshot Creation

 When are volume snapshots created?
—Manually
—Every 7 days
—Before a Windows Update
—Unsigned Driver Installation
—An application that calls the Snapshot API
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Data Integrity - Previous Versions

EvilPlans.txt Properties

&)

"i'l.l'lrldljns E.:ll I'up

Folder versions:

Mame

PR B ] e )
4 Yesterday (2)
| Users

| Users
4 Last week (1)

J Users

4 Earlier this month (1)

) Users

LAW_EN FORCE M E | ———
©2007 Microsoft Corporation — All nghts Reserved

“* Previous Versions

—Restore previous
versions of folders
and files

Date mod i-fi ed

M LS AT LWL LE HaYI

4/6/200910:13 PM

/3/2009 11:00 AM

JERIALS Microsoft | Services



Data Integrity - Previous Versions

 Previous Versions is a component of the Volume
Shadow Copy Service

 Previous Versions of a file or folder are available
If a changed version of that file or folder was
captured during creation of a volume snapshot

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS Micresoft | Services
©2007 Microsoft Corporation — All Rights Reserved



Data Integrity - Previous Versions

| Users Properties

rovos Versers |Gz * You will be presented
T Previous versions come from n-stn::n—- pnlnts Drfn::m c =
'rl— | Windows Backup. How do | use previous versions? W|th al I p reV|O US
Eolder versions: Ve rS I O n S Of th e
- S resource to:
4 Yesterday (2) ' O p e n

4 Last week (1) o5 CO py
| Users 4/6/2009 10:13 PM N R e St O r e

4 Earlier this month (1)
. Users 4,/3/2009 11:00 AN | i

J Users

| Users

4| [ »
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Data Integrity - Previous Versions

 You can save off copies of the document
throughout it lifespan within the volume snapshot
data available on the system

* If you restore the file...you lose all other
snapshot data for that file

« Recovering any of the files may result in file
metadata not being complete
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Data Integrity - Previous Versions

| EvilPlans.txt Properties 3

* The data needed to

'-'l_..l Fr WiOUS WErsions come fr::nm re stjr pJIFtE Jrfr:nm
E 4

Windovs B Hondolusssiots o2 successfully restore a
Ele versions: file Is:

o —The original file

| | EvilPlans.tet 4/14/2009 1015 AM lestore poi +
=l EvilPlans.bt 41472009 10:14 AM

—The change data

» Defragmentation may
affect recoverabillity
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Accessing and Mounting Volume Shadow Copy
Stores

* Vista VSS consumed 15% regardless of drive
size and was not configurable

* Win 7 VSS disk consumption will vary depending
on drive size and is configurable.

* 506 for volumes > 64GB
e 3% for volumes <= 64GB
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Accessing and Mounting Volume Shadow Copy
Stores

systermn Protection for Local Disk (C)

 Disk space
: usage can be
(") Only restore previous versions of files C u Sto m I Z e d

() Turn off system protection

« Restore options
Disk Space Lisage a”OW Only

You can adjust the maximum disk space used for system protection. As

space flsup, clder restore ponts il be dekted o make room for o revious
Versions or

D System restore
and Prewous

Versions

5% (4.5 GB)

Delete all restore points (this indudes syst
and previous versions of files).
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Micresoft | Services

Introduction to BitLocker FVE

(Understanding the Steps Required to enable BitLocker and
BitLocker ToGo)

Exploration of Windows Vista
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What Is BitLocker?

BitLocker Drive Encryption is a full disk encryption
feature included with Microsoft's Windows Vista
Ultimate, Windows Vista Enterprise, Windows Server
2008, Windows 7 Ultimate, and Windows 7 Enterprise
operating systems designed to protect data by providing
encryption for entire volumes. By default it uses the
AES encryption algorithm with a 128 bit key, combined
with a diffuser for additional disk encryption specific
security not provided by AES.
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Why Bitlocker Exists

“Some of the largest and medium-sized U.S.
airports report close to 637,000 |laptops lost
each year, according to the Ponemon Institute
survey released Monday”

— PC World June 2008

“More than 100 USB memory sticks, some
containing secret information, have been lost or
stolen from the Ministry of Defense since 2004,
it has emerged.”

— BBC News July 2008
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BitLocker Requirements

* Windows 7 Enterprise or Ultimate

 TPM Chip version 1.2 or later (and/or) a BIOS
capable of reading USB devices pre-boot
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Enabling OS BitLocker via USB
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Enabling BitLocker - OS

kﬁ)v|@ ¢ Control Panel »

» ' . & . " "

@uvl@ » Control Panel » All Control Panelltems »

Adjust your computer’s settings

w Action Center ’;;1 Administrative Tools ,' AutoPlay

ag Backup and Restore @Bluocker Drive En@ ? Color Management

'@1" Credential Manager __‘::-'L Date and Time O Default Programs

@ Desktop Gadgets ,37,! Device Manager =g Devices and Printers

LAW _ENFORCEMI
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Enabling BitLocker - OS

- e

@@v'% <« All Control Panel tems » BitLocker Drive Encryption v I 5 ' ‘ Search Control P

| Panel H . . )
Caotiol Eanetfiome Help protect your files and folders by encrypting your drives

BitLocker Drive Encryption helps prevent unauthorized access to any files stored on the drives shown below.
You are able to use the computer normally, but unauthorized users cannot read or use your files.

What should I know about BitLocker Drive Encryption beforeIturn it on?

BitLocker Drive Encryption - Hard Disk Drives

& on

“'y' Turn On BitLocker

BitLocker Drive Encryption - BitLocker To Go
LOCKER (D) Turn On BitLocker

- Of

® TPM Administration
‘ﬁg' Disk Management

Read our privacy statement

LAW ENFOR online
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Enabling BitLocker - OS

kJ Low BitLocker Drive Encryption (C:)

Starting BitLocker

Please wart while BitLocker initializes the drve,

1:::!' A compatible Trusted Flatformn Module (TPM) Securnty Device must be
present on this computer, but a TPFM was not found. Please contact
wour systermn administrator to enable BitLocker.

What are BitLocker's system reguirements?

LAW ENFORCEMENT SENSI | Cancel |
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Enabling BitLocker - OS

Execute: gpedit.msc

Navigate: Computer Configuration\Administrative Templates\Windows
Components

Lo [

\=[ Local Group Policy Editor

File Action View Help

o= | 20 = HEl 7

| System < Operating System Drives
4 | Windows Components
- ActiveX Installer Service Require additional authentication at  Setting
| Application Compatibility startup
| AutoPlay Policies - -
| Backup Edit policy setting. — = Not configured

iz Allow enhanced PINs for startup

& < BitLocker Drive Enc » D Requirements: ‘ } \iz] Configure minimum PIN length for startup

= Foced Dato Drives Windows 7 family {=] iz] Choose how BitLocker-protected operating system drives ca... Not configured

Not configured
Not configured

m

:=| Configure TPM platform validation profile

_| Operating System Drives |
_ Removable Data Drives

. Credential User Interface

_| Desktop Gadgets

_| Desktop Window Manager

_| Digital Locker

_| Event Forwarding

| Event Log Service

| Event Viewer

| Game Explorer

_| HomeGroup

_| Internet Explorer

| Internet Information Services

| Location and Sensors

| NetMeeting -

<[ T ] »

Description:

This policy setting allows you to
configure whether BitLocker
requires additional authentication
each time the computer starts and
whether you are using BitLocker
with or without a Trusted Platform
Module (TPM). This policy setting
is applied when you turn on
BitLocker.

Note: Only one of the additional
authentication options can be
required at startup, otherwise a
policy error occurs.

If you want to use BitLocker on a

Not configured

computer without a TPM. select

.."\, Extended { Standard /

6 setting(s)



Enabling BitLocker — OS

& Require additional authentication at startup

S

[} Require additional authentication at startup

Next Setting

() Not Configured Comment:
© Enabled
() Disabled
Supported on:  \indows 7 family
Opticns: i
— ——

¥
(@] Allow BitLocker without 3 compatible TPM

(requires a startup key on a USB flash drive)

Settings for computers with a TPM:

Configure TPM startup: [Allow TPM 'I
Configure TPM startup PIN: [Allow startup PIN with TPM ']
Configure TPM startup key: [Allow startup key with TPM VI

Cenfigure TPM startup key and PIN:

Allow startup key and PIN with TPM v

This policy setting allows you to configure whether BitLocker requires additional authentication each
time the computer starts and whether you are using BitLocker with or without a Trusted Platform
Module (TPM). This policy setting is applied when you turn on BitLocker.

Note: Only one of the additional authentication options can be required at startup, otherwise a policy | _
Error occurs, '

If you want to use BitLocker on a computer without a TPM, select the "Allow BitLocker without a
compatible TPM" check box. In this mode a USB drive is required for start-up and the key
information used to encrypt the drive is stored on the USB drive, creating a USB key. When the USB
key is inserted the access to the drive is authenticated and the drive is accessible. If the USB key is lost
or unavailable you will need to use one of the BitLocker recovery options to access the drive.

On a computer with a compatible TPM, four types of authentication methods can be used at startup
to provide added protection for encrypted data. When the computer starts, it can use only the TPM
for authentication, or it can also require insertion of a USB flash drive containing a startup key, the

| ok || cancel || appy |




Enabling BitLocker - OS

- e

@@v'% <« All Control Panel tems » BitLocker Drive Encryption v I 5 ' ‘ Search Control P

| Panel H . . )
Caotiol Eanetfiome Help protect your files and folders by encrypting your drives

BitLocker Drive Encryption helps prevent unauthorized access to any files stored on the drives shown below.
You are able to use the computer normally, but unauthorized users cannot read or use your files.

What should I know about BitLocker Drive Encryption beforeIturn it on?

BitLocker Drive Encryption - Hard Disk Drives

& on

“'y' Turn On BitLocker

BitLocker Drive Encryption - BitLocker To Go
LOCKER (D) Turn On BitLocker

- Of

® TPM Administration
‘ﬁg' Disk Management

Read our privacy statement

LAW ENFOR online
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Enabling BitLocker - OS

Q % BitLocker Drive Encryption (C:)

Checking your computer's configuration

BitLocker is verifying that your computer meets its system requirements. This might take a few minutes.

| —

What are BitLocker's system requirements?

Cancel
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Enabling BitLocker - OS

U ‘.;q}e’ BitLocker Drive Encryption (C:)

Set BitLocker startup preferences

This computer does not appear to have a TPM. To use BitLocker Drive Encryption, a startup key on a USB
flash drive will be required every time you start the computer.

. & Require a Startup key at every startup

'ﬁl Some settings are managed by your system administrator,

What is a BitLocker Drive Encryption startup key or PIN?

Cancel
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Enabling BitLocker - OS

@ Qﬁ BitLocker Drive Encryption (C:)

Save your Startup Key

I B memory device and select its drive, then click Save.

LOCKER (D:)

[ Save ][ Cancel ]

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS Microsoft | Services
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Enabling BitLocker - OS

a Save Bitlacker Barnvens Kewv ac
| ] = Pine
{ W E

Mj BitLocker Recovery Key 1D8E346E-BEC4-4781-A0CD-FAEDTTFE9AL6.txt - Notepad

File Edit Format Wiew Help
EitLocker Drive Encryption Recovery Key The recovery key is used to recover the data on a BitLocker protected ¢ -

To verify that this is the correct recovery key compare the identification with what is presented on the recover

Recovery key identification: 1DBB346E-BBC4A-47
Full recovery key identification: 1DBE346E-BBC4-4781-AGCD-FAEQ7TFGOALEG

BitLocker Recovery Key:
045133-611842-097515-070279-679723-407099-551298-014080

“« Hide Folders

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS Microsoft | Services
©2007 Microsoft Corporation — All Rights Reserved .




Enabling BitLocker - OS

@ % BitLocker Drive Encryption (C:)

Are you ready to encrypt this drive?

The selected drive is C:

You can keep working while the drive is being encrypted. Your computer's performance will be affected
and free space will be used by BitLocker during encryption.

[¥] Run BitLocker system check

ensure that BitLocker can read the recovery and encryption keys correctly before
encrypting the drive,

BitLocker will restart your computer to test the system before encrypting.

Note: This check can take some time but is recommended because there is a risk that you might need
to enter the recovery key to unlock the drive.

[ Continue ]’ Cancel ]

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS Microsoft Services
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Enabling BitLocker

@Qv‘?&l <« All Control Panel Items » BitLocker Drive Encryption

Comtsol FanctEfome Help protect your files and folders by encrypting your drives

BitLocker Drive Encryption helps prevent unauthorized access to any files stored on the drives shown below.
You are able to use the computer normally, but unauthorized users cannot read or use your files.

What should I know about BitLocker Drive Encryption before I turn it on?

BitLocker Drive Encryption - Hard Disk Drives

& ® Turn Off BitLocker
\g Encrypting ® Manage BitLocker

BitLocker Drive Encryption - BitLocker To Go
LOCKER (D:) Turn On BitLocker

- Off

See also

# TPM Administration
'“p' Disk Management

n,l X

%¢ Encryption in progress
Encryption of C: by BitLocker Drive Encryption has
started. Click for more information.

Read our privacy statement
online

LAW ENF( #50N /< g
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Enabling BitLocker - OS

G_’C}ﬂ% « AllC... + BitLock... < [ 43 || [searcn ¢

Control Panel Home

Help protect your files and folders by encrypting your drives

BitLocker Drive Encryption helps prevent unauthorized access to any files stored on the drives shown
below. You are able to use the computer noermally, but unauthorized users cannot read or use your files,

What should I know about BitLocker Drive Encryption before I turn it on?

BitLocker Drive Encryption - Hard Disk Drives

& o

'5' Turn On BitLocker

BitLocker Drive Encryption - BitLocker To Go
LISE THUME (E:) Turn Off BitLocker
: On Manage BitLoc
S0 CARD (F) Turn On BitLocker

- Off

See also
# TPM Administration
® Disk Management

Read cur privacy statement
online
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Enabling BitLocker “To Go”
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Enabling BitLocker of USB Stick

kﬁ)v|@ ¢ Control Panel »

» ' . & . " "

@uvl@ » Control Panel » All Control Panelltems »

Adjust your computer’s settings

w Action Center ’;;1 Administrative Tools ,' AutoPlay

ag Backup and Restore @Bluocker Drive En@ ? Color Management

'@1" Credential Manager __‘::-'L Date and Time O Default Programs

@ Desktop Gadgets ,37,! Device Manager =g Devices and Printers

LAW _ENFORCEMI
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Enabling BitLocker of USB Stick

'ﬁ“v o« AllC.. » BitLock.. Search Control Panel
(%

Control Panel Home!

Help protect your files and folders by encrypting your drives

BitLocker Drive Encryption helps prevent unauthorized access to any files stored on the drives shown
below. You are able to use the computer noermally, but unauthorized users cannot read or use your files,

What should I know about BitLocker Drive Encryption before I turn it on?

BitLocker Drive Encryption - Hard Disk Drives

& o

BitLocker Drive Encryption - BitLocker To Go

LISE THUME (E:) Turn On BitLocker
- Off

S0 CARD (F) Turn On BitLocker
- Of

'ﬁ' Turn On BitLocker

See also
# TPM Administration
® Disk Management

Read cur privacy statement
online
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Enabling BitLocker of USB Stick

& ‘% BitLocker Drive Encryption (&_———

Starting BitLocker

Please wait while BitLocker initializes the drive.
l .

1. Do not remove your drive during BitLocker setup.

What are BitLocker's system requirements?

Cancel
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Enabling BitLocker of USB Stick

'I\H—J.' %‘ BitLocker Drive Encryption (E:)

Choose how you want to unlock this drive

[| Use a password to unlock the drive

Passwords should contain upper and lowercase letters, numbers, spaces, and symbols,

Type your password:
Retype your password:

[] Use my smart card to unlock the drive

You will need to insert your smart card. The smart card PIN will be required when you unlock the drive.

How do [ use these options?
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Enabling BitLocker of USB Stick

'l\:_—‘)' % BitLocker Drive Enc

Choose how you want to unlock this drive

Use a password to unlock the drive

Passwords should contain upper and lowercase letters, numbers, spaces, and syrmbols.

Type your password: SEABAREER RS AR AN RR RN R AR R AR REnS

Retype your password: iiiiiiliililiiliiiiliiiiliiiiliiiiliii|

[] Use my smart card to unlock the drive

You will need to insert your smart card, The smart card PIM will be required when you unlock the drive,

How do I use these options? I

[ Mext ][ Cancel ] I
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Enabling BitLocker of USB Stick

gégPrint g- —

- | e |

| BitLocker RecmreryrI(eg.rEEHﬂﬁZHS-DEAE-#FDC%EDD-DEFIEECDEEEBM-Nntepadl ‘ ‘ o
File Edit Format View Help

BitLocker Drive Encryption Recovery Key The recovery key is used to recover the data on a BitLocker protected .

To verify that this is the correct recovery key compare the identification with what is presented on the recover

Recovery key identification: 3CB062B5-D6A2-4F
Full recovery key identification: 3CB062B5-D6A2-4FDC-BEOD-0CF123CDCEBS

BitLocker Recovery Key:
134882-198088-642180-567545-557920-569041-128777-202840
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Enabling BitLocker of USB Stick

Are you ready to encrypt this drive?

Youwillbed Bitlocker Drive Encryptio

Encryption r

: % Encrypting...

Drive E: 20.8% Completed

Until encryp

/1, Pause encrypticn before removing the drive or files on
the drive could be damaged.

Start Encrypting ][ Cancel l
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Unlocking your BitLocker enabled USB

* Insert USB device into PC and type your
passvyord when prompted

e |

TR

NOTE: The
device can be
unlocked on any
e Bitlocker To Go
e e capable PC if
you know the

password

I'\H_.J'I S BitLocker Drive Encryption (E:)

This drive is protected by BitLocker Drive Encryption

Why do | have to unlock the drive?

Microsoft ‘ Services




Unlocking your BitLocker enabled USB

* Insert USB device into PC and type your
passvyord when prompted

e |

TR

NOTE: The
device can be
unlocked on any
e Bitlocker To Go
e e capable PC if
you know the

password

I'\H_.J'I S BitLocker Drive Encryption (E:)

This drive is protected by BitLocker Drive Encryption

Why do | have to unlock the drive?

Microsoft ‘ Services




USB is now encrypted... Now what!?

* If the encrypted USB Is formatted with FAT then it
can be used on down level Operating Systems

—Win XP
—Windows Vista

* How Is this possible? These Operating Systems
did not have Bitlocker to go functionality.
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USB is now encrypted... Now what!?

7
71 Virtual Windows XP - Windows Virtual PC

trl+Alt+ Del
T My Computer

File  Edit ‘Wiew Favorites Tools  Help

\_,,;' \__/I l.ﬁ /J:\J Search i F

Address t;l My Computer

BitLocker, ToGo Reader (E:)

Files Store

System Tasks Type your password to unlock this drive

Wigw syskem information ﬁ ]
{Ly Add or remove prograris

[ Change a setting

Hard Disl-:_

[] show password charackers
Other Places

@ I forgot my password
ﬁa My Metwork Places

B My Docurments

ICS) Shared Documents Devices w| What is the BitLocker To Go Reader?
[ Control Panel

Details

Shared Documents
File Folder

Date Modified: Thursdayw, April e

03, 2009, 3:23 PM w C on DFSQIMAWINT-PC W [ on DFSCQIMAWINT-PC w F on DFSQIMABWTNT-PC

— — —

4:04 PM




USB is now encrypted... Now what!?

—_— e —_——

| %% BitLocker To Go Reader (E:) E@E

Which files do you want to use?

e P
rev
Drag and drop files ko this computer bo view them,
TO G = Mame Crate modified Type
B .t L |':=_] Plan to take owver the world.bxt 5/172009 4:16:28 PM Texk Docurment

* This
encry
and (
feat
mac

>k the
ad
1

How dio T use the BitLocker To So Reader?
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Micresoft | Services

BitLocker Technical
Detalls

Exploration of Windows 7
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What is BitLocker

* Review: BitLocker is a mechanism by which
entire volumes of data can be secured In
Windows 7:

—Enterprise
—Ultimate
* Why Is this important?
—This mechanism helps to protect systems from
offline attacks.

—Tell me again, how do we examine a suspect
machine?
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BitLocker in Windows Vista

: Unlock Recovery ,
Drive Type Methods Methods | Management Other requirements
Operating TPM Recovery Group policy. | Use of the BitLocker
System Drives password controlled Drive Preparation
/ TPM+PIN o,ﬂiom Tool to create a
Recovery Key system partition

where boot files are

TPM+Startur

K Active located.
Directory
TPM+PIN+ backup of System partition size:
Startup Key* recovery 1.5GB
password
Startup Key. System partition
assigned a drive
letter
NTES file system.
Fixed Data Automatic Same as OS NO policies Operating System
Drives* unlocking drive drive must be

encrypted.

NTES file system.
*Introduced in Windows Vista SP1

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS
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BitLocker in Windows 7
Operating system drive overview

Drive Type ‘ I\>|Jentlr(1)c§:cli(s ‘ T/Ieeft%\cl)edg/ ‘ Management | Other requirements
Operating TPM Recovery Robust and Drive preparation
System Drives password consistent fully integrated in
TPM+PIN Group Policy BitLocker setup.
Recovery Key | enforcement
TPM+Startup System partition
key Active Minimum Pin size:
Directory Length 200MB without
TPM+PIN+ backup of WInRE
Startup Key recovery 400MB with WinRE
password
Startup key System partition
Data letterless
Recovery
Agent NTFS file system.

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS
©2007 Microsoft Corporation — All Rights Reserved

Microsoft | Services



BitLocker in Windows 7

* Windows 7 is BitLocker ready
—A separate system partition is now standard
—System partition is now letter-less and hidden
—BitLocker Drive Preparation Tool now integrated
Into the BitLocker setup experience
* Improved setup experience
—Improved BitLocker setup wizard

—Windows RE will be moved If installed on
O/S partition

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS Microsoft ‘ Services
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Windows 7 BitLocker To Go

Drive Type I\/lIJeTr?(;:gs I_R)Ae;?]\éedrg Management | Other requirements
Removable data Passphrase Recovery Robust and File systems:
drives password consistent NTFS
Smart card group policy FAT
e.g.: Recovery Key controls FAT32
USB flash drives Automatic ExFAT

Unlocking Active Ability to
Directory mandate
backup of encryption
recovery prior to

External Hard
Drives

password granting write
access
Data
Recovery
Agent

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERI
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Micresoft | Services

Mounting BitLocker Protected
Volumes

Exploration of Windows 7

LAW ENFORCEMENT SENSITIVE INFORMATION ~ DO NOT SHARE THESE MATERIALS Microsoft SGI’VICGS
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Requirements

* BitLocker does NOT have to be enabled on the
Examiner system

* All obvious write protection mechanisms should
be in place — Forensics 101

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS Micresoft | Services
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Mounting a BitLocker Drive

* Investigators can use the recovery mechanisms
oulilt into the BitLocker mechanism to access the
protected drive

e Just like EFS

WE STILL NEED THE PASSWORD!!!

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS Micresoft | Services
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Mounting a BitLocker Drive

* Physical Mount

—Install the “suspect” drive as a secondary drive
through a write blocker

—Boot to a BitLocker capable version of Win 7
—Access the BitLocker MMC
—You should see the “suspect” drive

—Use the BitLocker recovery process to
temporarily access the data

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS Micresoft | Services
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Mounting a BitLocker Drive

M Computer » Search Computer
Organize - System properties Uninstall or change a program Map network drive  »

. Favorites 4 Hard Disk Drives (3)

BE Desktop Local Disk (C:)
4 Downloads - " =" lLocal Disk (E:}
- % 43.7 GB free of 929 GB =
=l Recent Places
Systern Reserved (G:)

. . . T ) ——
7 Libraries S0 71.9 MB frec of 99.9 MB

3 Documents ] )
& Music 4 Devices with Removable Storage (2)

up 8yL

=| Pictures

A SD CARD (F:)
_ DVD RW Drive (D) |
B videos c-:._$ 1.57 GB free of 1.89 GB

L= Computer
&, Local Disk (C)
o Local Disk (E:)
X sD CARD (F)

—a Systemn Reserved (G

peal aQ Jou ued i
Iuboo9l SI oA

-,
D
—
Q.
7
=
D
-
=
Q
<
.
Q
=1
@

‘?ﬂ Metwork

. | TOYJEEP Domain: northamerica.corp.micr... Memory: 400 GB
Proceszor: Intel(R) Core(TM)2 Duo ...

g paz
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Mounting a BitLocker Drive

Control Panel Home

Help protect your files and folders by encrypting your drives

BitLocker Drive Encryption helps prevent unauthorized access to any files stored on the drives shown
below. You are able to use the computer normally, but unautherized users cannot read or use your
files.

What should I know abeut BitLocker Drive Encryption befereTturn it on?

|
-
=1
O
O
L

n
(D
(D
wn
—t
2\
D
Q.
=8
<
D
QO
n
O
=
o
—t
(D
O
—t
D
O

BitLocker Drive Encryption - Hard Disk Drives

C
& o

r&' Turn On BitLocker

Unlock Drive

_I
=
D
&
=
o
O
X
@
<
<
O
=

See also 5D CARD () Turn On BitLocker
B TPM Administration Off
'&,i' Disk Managernent

System Reserved (G:) Turn On BitLocker

Read our privacy staterent Off

onling
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Mounting a BitLocker Drive

'l.\‘_‘j' %@' BitLocker Drive Encryption (E:]

Unlock this drive using your recovery key

i vou don't remember your password or you don't have your smart card, you can use your recoverny
key to unlock the drive.

Your recoveny key was created when BitLocker was first set up. The recovery ey might have been
saved or printed, or you might need to get it from your system administrator (depending on your

company’s securty paolicy).

Your recovery key c e identified by: FESFE5C2

< Get the key from a USB flash drive

Type the recovery key

Allenuep, 1o Asy gsn,
— JewJjo} piomssed asooy) .

Cancel

A
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Mounting a BitLocker Drive

. -
@ Qﬁg’l_Bit}ocker Drive Encry

=

Enter your recovery key

Type your BitLocker recovery key:

340901-698401-497618-629145-370920-363638-277310-585552

( '_\ ) Less information

Full BitLocker recovery key identification:
FBSF85C2-5136-47B0-86A8-EBSC43D4AF72

ui 11 8dA)1 am 0s piomssed
Aoy A1an029Y 3l aney SN\ e

Luext ][ Cancel ]
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Mounting a BitLocker Drive

&, é%,l BitLocker Drive Encryption (E:)

You now have temporary a

ccess to this drive

The drive is unlocked but it will be locked again if you remove it or tum off your computer.

You should change your password or your unlocking method by clicking Manage Bit Locker.

LAW ENFORCEMENT SENSITIVE INFORMATION —
©2007 Microsoft Corporation — All Rights Reserved
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Mounting a BitLocker Drive

%@J « AllC... » BitLocker... Search Control Panel
e

Control Panel Home

Help protect your files and folders by encrypting your drives

BitLocker Drive Encryption helps prevent unauthorized access to any files stored on the drives shown
below. You are able to use the computer nermally, but unauthorized users cannot read or use your
files.

What should I know about BitLocker Drive Encryption before I turn it on?

BitLocker Drive Encryption - Hard Disk Drives

&> o

ﬁi' Turn On BitLocker

BitLocker Drive Encryption - BitLocker To Go
E: Turn Off BitLocker
On Manage BitLocker

B 0] SS-adJk pojuels) .

See alsao S50 CARD (F) Turn On BitLocker

®) TPM Administration - Off

'&l' Disk Management

i9ALIP pa103al0.d Jayd0Tug

Systermn Reserved (G:) Turn On BitLocker
Read our privacy statement

online w off

-
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Mounting a BitLocker Drive

©

9ALIP 3Y) ssadoud
ued aM pue a|ge|iene

(M= » Computer» <[4y | e Comprer
¥ o I O T s

‘ Organize - Systemn properties Uninstall or change a program Map network drive  »

0 Favorites 4 Hard Disk Drives (3)

Bl Desktop Local Disk () Local Disk (E:) \
4 Downloads gy T — |
43.7 GB free of 92.9 GE 917 GB free of 15.5 V

;
=) Recent Places

System Reserved (G:)

. . . T ——
w9 Libraries S0 71.9 MB free of 99.9 ME
@ Docurnents

) Music 4 Devices with Removable Storage (2)

[ Pictures > & _ SO CARD (F:)
] DVD RW Drive (D) i
B Videos = 1.7 GE free of 1,89 GB

L] Computer
&L, Local Disk (C)
—a Local Disk (E:)
A& SD CARD (F)

—a System Reserved (G:

MOU 3Je Ss[ie1ap aAlq e

‘?j Metwork

. | TOYIEEP Domain: northamerica.corp.micr.. Memony: 4.00 GB
Proceszon Intel(R) Core(TM)2 Duo ...

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS Micresoft | Services
©2007 Microsoft Corporation — All Rights Reserved




Micresoft | Services

Dealing with BitLocker on a
Live System

Exploration of Windows 7
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Manage-BDE

* In Vista this tool was a script. Manage-BDE.WSF
* In WIn7 it was converted to an EXE.
« C:\Windows\System32\Manage-BDE.exe

 Manage-BDE and Repair tool are now part of
Windows PE, Windows RE and Windows 7/
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Manage-BDE

* This tool can manage every aspect of BitLocker
on a system

—Encrypt drives

—Lock and Unlock drives
—Decrypt drives

—Manage BitLocker Keys

—View Recovery Key information
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Manage-BDE

* Viewing if BitLocker is enabled on any drive on a
live system:

Note: You must run as Administrator

manage-bde -status
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C:\Windows\system32>manage-bde -status

BitLocker Drive Encryption: Configuration Tool version 6.1.7072

Copyright (C) Microsoft Corporation. All rights reserved.

Disk volumes that can be protected with

BitLocker Drive Encryption:

Volume D: [] <~

[Data Volume]
Size: 1.89 GB
BitLocker Version: None
Conversion Status: Fully Decrypted
Percentage Encrypted: 0%
Encryption Method: None
Protection Status: Protectio
Lock Status: Unlocked
Identification Field: None
Automatic Unlock: j

Volume

Encryption State

Key Protectors, one Found
Volume C: []
[OS Volume]

Size: 144.02 GB

BitLocker Version: Windows 7
Conversion Status: Fully Encrypted
Percentage Encrypted: 100%
Encryption Method: AES 128 with Diffuser _!
Protgcption Status: Protection On E n C ry ptl O n U Se d
Lock Status: Unlocked
Identification Field: None
Key Protectors:

External Key

Numerical Password
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Manage-BDE

« What about recovery information?
manage-bde —protectors —get c:

Note: You will need to run this for all drives
attached to the system. I.e.

Manage-pae —protectors —get d:

Manage-nde —protectors —get e.

/
/
/
/
/
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Manage-BD

C:\Windows\system32>manage-bde -protectors -get c
BitLocker Drive Encryption: Configuration Tool version 6.1.7072
Copyright (C) Microsoft Corporation. All rights reserved.
Volume C: []
All Key Protectors
External Key:
ID: {B2ZEDF460-234E-40D4-8F2D-14DC4D29722C}
External Key File Name:
B2EDF460-234E-40D4-8F2D-14DC4D29722C.BEK

Numerical Password:
ID: {738C71C6-8CEA-4273-81EC-8A2F23A7DF21}

Password:
290103-627220-601392-709918-475816-546480-189739- 185042
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Forensic First Responders

* Inclusion of this tool in any first responder toolkit
IS a must.

A script can be leveraged to detect BitLocker on
a live system and automatically obtain Recovery
Key data and/or unlock the drive
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