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lt!.4.1IYI\ t! 'lt!('l RMT I ' JI"(lJl' I ' JllW' Tr..tn<.portatiun ccuril) tlmini,tratiun 
01 hce nl c urt l) Capahtl iltc' 

Executive ummary 

Pha~c I uf the nsJ...-ba.-.ed allocation analy,il> concluded that: 
(b)(j\ 49US~ §11 41r\(b)(5t 

Apprnach 

h • terru Analy•a~ Branch ( Bl w1lhtn the ts~ton nal_ st Dl\•i ion (MAD) wa · ta\k d wtth 
de eloptng a ri~k-ba~ed methodology to determine the optimal allo alton of the behaviOr ana l y~t~ 

capahili t ( B } ucro. the c JUnt ry The una I ~i~ focu~ d on an \ cn ng th • lollowing qu ''-llCl ll s : 

I. l-I m t I co ra c does t h' current Beha wr D ·teet ion l'ficcr ( B D J allocatlon rro tdc'!~ 
'bJtJt·L USC 

Ph ~c I of thi' n :mal 7i ng the ahove question' gi en the cun·cnt rec ning nf 
Pa cngcrs b Ob crvation Techniques ( POT> parameter . BDO\ \ ork fu ll time ( hour per day. 5 day~ 
per v.cck) 111 team~ of tv.-lll'bH3>49 J S ~ § 114 n lbJ•5t I 
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b~3l •19 u 5 (' s 114(f) 

(bh3) 4\! U 51.- § 11 -l(P 
I 

Tr.ul\p<.>rt:ll ion <:<:lll ity Atlmi ni,tration 
01 lace nl ' c ·unt} 'ap:thilllto.'' 

CAT X, I, and II at morts reo resent 97Ck of all dome<>ttc passenger traffic.! bH3i-Hi J S C § 1141'1 I 
{b113l49 U S C § 1 U lrl 

lb){31 49USL § 114(fl 
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ltl\:3 49 lJ s c § 1 14(f} 

Tr.Jit-pun:uion ~:writy tlmini\lration 
Olflce or .'ccurll_ Cap.tllii i11C'-

fhc folio" mg anal . 1). 1 · a high level a'8e. \111 nt nl current Bl CO\erage. and recomm nd method). for 
all<x:atmg the hcha wr anal \1\ capahllll to maxumt' \ ·cunt ctfcctt enc". To make th1:-- mellhKI a 

alid anal llca l 'ulut1on fo1 B alkx:ation and 'tafling. we rc ommend creating an unplementat1on plan 

oulltnc r lc ' and rc pon ·1bilitic:-. nc p tenual tmplcmentauon mO<Icl i · r.o:eu;:.;t~h.:..:n.:;;;ed:;:...:;b;.:;.c.:..:lo.:..:'""\·:...._ __ ~':"'"."-:-;:;--, 

• 'v. • . ranch (SAB): r '
5 

• 

• Detection and 

Key Term 

Belm\- are Lhe delintl10n\ of k mk ternu. : 

• Threat: Threat "the i11te111 and captdlility of an ad crsary to complet • a gi 1!11 att ack 

• ulncrahility: Vulncrahility •~ a comhinat ion ol the · ountermc~hurc~ m a ~ stem :md the degree 

f difficult of ompleting an allack. 

• 'on cquencc: on~equence 1. the total lirect and indin: 1 cost ol an altack . In thl' ·a ~e it will 
r>matn nmsW11t. a:- th ' de trucllon of a 'mglc a1rcrnl t \\tlh an cxpJn,i vc 

• J>roh;Jhilit_ of En ·ounlcr (P(c)): The prohah1ht that a BD will mcaningtull oh,crvc .1 

pao; n<>cr nt a ch • kpomt when: th arc tailed nnd work mg. Thi\ j, the hc~t-a ail able pro 
for the lik li h od that a BD would enc unter an advermr}. 

• Probabilit or Detection: The likelihood that a B ~ ti l mute an adversary to htgh rtl>k 

<.ere 'tllng. 

• ·urit Effecth•en s. : ,iven that a BDO ob~ rv and meaningfully a!> esse , n ad \ er<:ary 
<Pr babtlny of nc unter). the likclih od that th ad cr ·ary wtll be route Ito hrgh m.k ,·creenmg 

5 
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T r.t ll 'IJX.lrlal ion ccurily Ulllllll'-lr;Hiun 

Olfice nl e urll )' 'ap,thilllle' 

Introduction and Analytic Framework 
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S£.4Siiiil..Sttt Ali I I CIOkh CliO 4 

lnrmducrirm 

Tr.Jibportation ccurity llnuni tration 
orhcc ol .'ecurll )' CapahdiiiCS 

The Tran\portatJon ,·e ·urny dmJOtMr:liJ >n u-.e), mulllple la}cr~ ol c untenn'<t. ur to create an 

unpredictable. effective ccunt checkpoint. Behavi r analy-.i CITe a:. an integral layer uf o;c UJJt that 
u e~ behavior, and a ·ti i11 ·~that deviate from an c~tah li ~h ·I cnvimnmental b<L,dinc 111 idcnti fy I'XliCntial 
adver aric~ trying to defeat the -.eLurity pr Cc!., . The role of the bcha\iOI ana l y~i~ capabilit (B C) will 
become e en m rc ritical in the Ri k -Ba~cd e urit (RBS ) strategy. a,; the BA i~ U\cd to conduct rcul ­
timc threat~ c 'mcnt~ to en urc that unkn \N il ad,cr)>aric arc routed toward higher ).Ct:uril )' and a :J) 

lr m IO\\cr l\Ccurity 

. cr enmg of Pa enger. b Ohservanon Technique . • or P T . wa~ implemente I 111 '2( )6 a. a mean~ of 

as~essing pas~cngcr~ and rmnmc 1 t ' nlia.lly high mk pas. cngcrs to selectee -.crccn 111g. elect Jon ol hi gh 
n,J... p;t · ~ ngcro; '' hrt' d up n the uppearance nf bchav10ral 1din-.yncras11:s that •nd1cate mal -1111 nt and fear 
of di cover . ince it mception. P T ha~ c rended to 176 airport... with ju't under HlOO Behn' ior 
Dcteclton fticer~ (80 . 1 al l ated 111 2011. Th" number wa!. boo~ted ,IJghtl)' ahove .000 in arch . 
~ nh an additwnal alll ati n or 145 B D .. 

B 'are currcnllj <~lloca t cd u in<T a combinat i n orl'bH31 ~Y usc § 114m trhc 
resp n~ibilit for de\t:lopmg the all cation chem· mo ed between BDAD and & 111 past yt:ars. Th 
·urrent allocat ion number~ u~ ·thee JSling locations from the BD D all1>tation. along wtlh the I oliO\\ Ill!_! 

lr<~rnc" or!-. from S&S . 
(b){3149U:o.C §11-Hr 

3. Finally. daily SPOT h Uf\ are con\cned to weeki hour,. and the IC()lllrcd rTI::: m unt " 

7 
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'tt!.\[IPfiOI! !'l!t l KPf I l?ifRIOI .tfl8'c 

defendmg agaim.d (bY3149 usc § 1 .t(n 

allocate a BA to proHde the l arge~! i ncrca~e 111 'Y'lem cf~'cu 

lb}(3)49USC §1141!1 
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T r.m;.purt:uiun t:t.:urity tlmini~lratiun 

Office of 'ecunty 'apahd111e' 

!where .-hould wt.: 



n ·l> fiTU 1 ~liiC' AIT'l I'Jr91U 1, ·nu•r 

(bll3l49USC §114 
\II 

TrJJl\pnrlalion ccur ity lhnim,t rat iun 
)tflce nl 'e umy C'apahtht u:' 

dversary Analysis 
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iloit flifl' IS liiiWl IWiH I'Jr9JU I ' Tllol': 

lbliJ\4t!USC §1!4!r' 

lb~ J) 49 u !> c § 1 1 4([\ 

Key Conclusions 

Tr~m,port:llion ccuriry unu ni,trat ion 
Olf1ce nl 'ecunt} Capnbdltlt:' 

r 0\(JI4t! u ::, c § 1 1 4([) rr 
I:}UV~ were a11oc:ncu. to Jltl l\' cm·er me tnrougnpm at L f \ 1 A -ll arrpon l>. men Liley wouru oc covcnng 

appro unatcl) 97f>J of the travel ing pupulau n . l ·b~11 .19 usc § 1 t4trl I 
(0)(3 49 usc § 1141r\ 

' P E tc~ting m •a . urc' th • profl.'"ional pcriPrmanc ·of TSO,. • AP u'c' cn\('n rc,ting to ~valtwtc T.'O standard 

uperatmg. ( 1\lCI!dur compltance J d rewlutton capabllll)' . more 111 lepth de,cnpllonol the'e re'" can e lound 111 
~. ' 111111 
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It! cJI'PI I f. ' if.fU~I"F: I'JI'8R' lt:TitJ' 

ibll3t49 usc§ 114m 

Tr.tn'lportlllion .:curity Atltnmi tratiun 
Orltce of ecurt l)' C'apJhdtlieo, 

, 1:.: Dc1em1inirm BDO Co\cnwc Ba.,cd on ( rkload 

due~ not cur rcmly have ,, slJllUJfd llll!a~ urc 

Jl Lhe numbc:t of BD ., 
CO >Crn C, 

for Lhc 
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" l ' IS ITilt ( til<ili'l IUifi't{ I fl tnt fl <I 10 4 

(b)(Jt4\:l u::; c § 114'[) 

C,itlculaltOn). 
(0)(31-19 usc § 114(r) 

\l c calculated th amwcrl> hascd on the f llo\ ing ~tcp~ : 
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'iSMiFFI': t; sn·t Rfoili\ I'Jf81t':l t'fltt'c Tr..tn,puna:ion c.:urity tluuui,:ral ion 
Otflcc ot s~curn_ ' apahil llle' 

I J olrulwe Team.\ eeded ur wr Hmu . 

' or!.. I< ad equation allowed u~ lO c.:nkulah.: \t,tfling rcqu ircm ·n t ~ for BD at a peal.. hour. and thcr ·fore 
tletenn:n · huw 01<111) to..:arn. woul d be required ror full coverage at a given hour. Th equaucm tn ·luded 
the "fixed \\Ori..Joad" of b cr"ing pa .. cnger m the queue (I.e. h "much tunc do· :ttake to ob cnc 
and as cuch pa~·ng r'!. a "ell a~ the "created \\ rJ... I <1d" f P T referral 1\Crcen:ng (I.e. on e a 
li •fcrral j, :d •ntificd, hu~ I ng doc~ it tal..e to prm:c~' and rc~ul Vl' '! ). 

The tolul time requrictllo proce!>\ a given number of pa~'cngcr!> per hour (in th i' un:.. l y~i~ ' c_ cun,idercd 
peak hour. ). w:..~ calculated U\ing lht: folio ing cqua11on-

here. 

Fixed Wo1·kload Second +Created Workload econds 
Total processmg nme = ------- ----:-:-- --------­

nO 

Fixed Workload= (Throughput • P(e)) • Average Encounter Time 

Created Workload = (Th1·oughpul Referral Rate) • Average Ref erral Tone 

- J 'alculate feam.1 eeded or a Year: 

Becau~e the worJ...l ad cuJculatiuns d:d :wt :nc.:orp( rate \'Unable!. to deternum: ' tufting be ond an hour. e 
nc l factored tn truf :c in -1' 1cicn ') and fa t:guc. T 's ~Iaffin • lllldd. ES I. taJ...c~ into c.:on.,:c.lcrat:on the 
bb~ and !low' of lraffic at ea h chc J...poinl in I he ' ~lcm ::ationall~ . However. thi: i' b ·yond the purv:c\\< 

of a high le' cl m J... anal . i .. Rather. the tu !.. her i~ lo understand currelll BOO co\ cragc und dett:rmine 
ho-w to allocuh.: additional BD • U!>ing a ri J...-infonncd method. Thcn:forc. we calcu lmcd lraflic 
in ·ffi icnc at a' ·ry high k1 cl. u'i ng a tl •gradali •n factor that con,i dcr~ BDO u:iliLation. 

Thi-; cal ·ulation uses houri throughput and BDO hourly capacity to delermme the aver;~ge over or undcr­
utilil<lli n. Because chc "-1 int traffic ha., pcaJ...J. ,md -.alley-;, the truffi incffi icn ') metric v.u~ u!.cd 10 
detcrm:n • th · per ·ent ol 1imc there would be either too man or too few BDO ,11 a <.:hccJ...point 10 cover 
the throughput. Thi~ i~ unavOidable due to ,taffing in &-hour "hift'>. We u ed the fo llowing formula : 

n (Hours Open 365) 
Lt= t BOO Capacity per Hour 

([
Titroughp.ILt of Checkpomr nl) 

Traf f rc I m! f f icie ncy = ---:::-'--:--:----:----:,...-:-:--:----~ 
Total Number of Checkpomts 

3) mnbinc 111111 a omprehcll.\11'(' atumai-Le1•el Model 

I . 
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lt!. l.'tl"''l': t!SJilt't IU";fli I'Jr8R't I FIW1 Tr.m,ponat ion c.:urity ununi,trat ion 
Ofllce ol 'lccun t ~ Capahthlle'> 

Final! . c c.:utnbi ned each prcviou:. \ ;trt abk and calcul ation imu a . ingle funn ula. Ba,·d on tltt ... ntodcl. 

we \H:re able to tl 'I ·rminc the cmer<~gc level:, a~~ouat 'O wi th curren t alloctllton nu mber .... <1110 BD 
utiil nltton . BD utll t7allot1 mcl u l e~ uegradat ion for hour · pa id not workeu. pia book, and ad:ni ni, trauve 
Li t11c. The fo lio tng c4uation wa:. lll!l'd to ucternune the total number of team l•bH3 49 Us ~ § tl ~tn 

fbl{3t49 USC § 11 4([1 I 

(
Total Proces tng TLme) 

Team = 
1 

k ' · • Fat tgue Degradation • Traf{lc lnefftcwncy • BDO Uttli zatron 
Year y Wor rng Hours 

U~mg the:-e calculation:- and a!- ... umpuon~. we examined the 20 I I allocation nu mber> to determme II the 
urrent . Laffi ng provtded enough FfE to reen I Q()t;t of the pa ... ,enger!o. travel ing through ~ ~t';'n;9 11 s: I 

t? )~3~ 4~ , , I c includeu a he~t and aWl N ca.~e \Cen,mo u~mg the a!> umpti 11 uc ... nbed ubm c. 
Th • latigu deg t~ tdat t t 11 anl tr.tf t · inc::flicten · VJrtahJe, an:: hoth crucial dement' to con e tl the BDO 

~tafting rcqut remclll for a p ak /tour int a dai l or 'carl c ·timate of BOO rcquircu for ccnui n 
covcrauc t· cl . The tnul t i.l f mg equation ab o con:.idcr:. BOO util i.atll n. or Lhe WlJOunl or time pent 
performi ng P T at the ch ·ckpoint. to determine the number of team). nccued 10 ob~c rvc und a~~c~). a 
gi en throughput le cl. 

1-t 
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'U.FitJJTI': l ! SrtTRI;rY I'JI"8R'I ':Tift'• 

(b!i3t49U SC s ti4 
(rl 

Tr.m~portation o.:o.:urity ummi,trat ion 
Otllcc !If ' ccurtt . 'apahd1he' 

dversary Analysis 
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'U~MHTI\ l. §tift RJXIi\ I'JI 'OR\1 Hlfl' 

Key Conclusions 

Tr.1n~1 mation St.:curity thnini~ t rat i on 

Olftce ol 'c un ty Capahllll te-. 

.__ ____ ..;... ______________________ .J.e htgh ly tra111ed \\ 1th a ht ghl 

' phi~ti ated leader. large hudg l. and the ahilit to enact complicated aua k -.cenario' 8 3Cau~c the> 
ha e the abi li t t gather mfomwt ion ah ut the a iallon s ~tcm and to c nduct tri al run).. th wdl ~ee l<. 

OUt the INC31-.t:st link 111 the 'Y'It!m l ITI<1XIll11LC Lh pr babili t of their alta 1-. ~ucceed tng <I \ \t:t!llll. tO have 
occurred INit h the 911 1 e ample dtcd at th ' begi nning t f tht' paper. 

b)(3)49 usc§ 114(rl 

- c. •'W u .. . J .. I . ..-nWIII "11h4n~·lftln.ae.l~• .. l~ IQCTRP,u' j lli"C• "''twf1t tlu ~l ... ut l~., 

I' tiH.I"'-.'11 c•.~vt • .-hlht ••llt•nJ"-Iflll ·• o~, · 

16 
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fiS' Glifl\ Ji; tirlTRI+' 1'11'9R' I ' "Filt': 

(b)(3J49 usc § 114([1 

OCita A ~ses.wuentJ for ThreCII nnd Vulnerabilin 
<bll3 ~g u S C § 114(r• 

Tr"'n'IXlrtation ccurity tlmm: lralion 
Otf:cc nf ' ecurt l )' 'apah:l:t:o:' 

(bl(3l <~9 u S C § 114(r ITo d thi,, we a-.,1gncd ca h 
~~~~~--r-----------------------------------~ 
(b)(3:49 USC § I Ll threat and a vu lnerahll tt} ~core. Th e ·ore~ were ba~ed nn nn "'"e':mcnt of 

quipment coverage. perf rmance. and T ores. The dat<: 1nputs and calcu l <:tlon ~ are outli ned 
he l o~ · 

17 
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'Nrtnneta pursuant to exemption 

tOI•'I ~9 J S C § 11Joro 

of the =reeoom of 1nrormatton anr =:·nvac! Ac' 



=>age '9 •:of 29 

. ;nnneta pursuant to exemption 

, o 3 ~9 J S C § 1 tJ , r 1 

or th~ =reeoom of infcrma11on anc PnvaCJ Ai:..~ 



Sf!.4SPPP+ L SI!JH JUy\ l"lf'OA' I' TIO> TrJn,portation ~curity dmint tration 
Orttce of ' ecurt l) Capahthlte' 

(bi{3l <19 US L §I 14(r) 

The nsl.. percentage n.:prc~cnt~ the level of ri l conccntnucc.l m {bli3•49 usc § 114tn ut of a t tal of I 00 
po ~iblc point . Tlm, pro' tc.lc, a relative unc.lcNanc.ling of bl~31 49 advcNtry m.k dbtributioll a ro~!- the 
~ ~tem , but c.loc!> 11 tmca urc ab. >lut or relative ~ccurit)' cfT..:cuvcnc.,!.. The fina l Ri1-k cquution i': 

Rtsk = (Titreat Pe1· enrage .. Vulnerabtltt y Percenwge) 

!"''"' cs c ' ' "'" 

~ l \ ( '~ 

_o 
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'715':! 1~1' fi fl!ifl Rl~1 I'Jr9RPJ t ~lflloiw 
TrJn,runatinn ecurity uminl\lra:iun 

Olf:ce of .'c uru . 'apahil u:e' 

Combined Methodology 
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rM liiliil'l' 1 lilil\r'' 'An=-: l'lrAAr 1 · ·~uP 

fter de elopmg al l 

8 

Tn1n,porta1ion ccurity Allmini\lration 
Ofhce ol ~ um y apahihuc' 

~l m re accurate a. sumpti n f the ad er~ary breakdown ba. cd n any input we might rccci e from TS 

Offil'C or lmt::l l igen e. 

ibH3>49 usc§ 114!n 

IIi M II\ II 

,., 
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'il'cSITI\ E 'i[f"l"Rin 1'41"8R',I \TUl'• 

1/ocalirlll lofJJIIIIX Pui11f1 and o.l'f· to-Securirr m/lfJ£/rt.l(/11.1 

Tr.tll\(JOrtation Security tlmllli,tration 
0111 ·cot \~cun t )' apahiln •c' 

Although Figlllc 5 would provide u,cful tn~ightl> for determining an 1niual allocatwn ol the BACfbJ~3· 49 
ib){3)49 L S c § 114irl 

(b\13) 49 usc § 1 
(b)(3\ 49 u s i.. § t• 4(fl 

n ail 

c.:o ·rage necc.lec.lto !ill lhu~e ~ecun t 

the long term ~taffing calculat1 '"'· 

') 
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'115Mill'l' I! 'ii!El HKlf l'll'81t'cl c FIO'c T mn purtation l'Cll rity thnm i,trat iun 
Olf tct: of Securit y ('apahthtte\ 

Constraints and Trade Space Considerations 

\ ' 

1 '4 \ f ~ f'.'tl (\.o(pl; ... htl 
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4£ QSIII If! !tf!l t Mlf'J l"lr8R' I \TIU' 

c 1/1 .\1 ru 111 f .\ 

TrJ il'•portmion ccurity thntni<.tratiun 
Olf1cc of ecunt. · C'apahii iiiC\ 

previ u~l de~c.:ribcd . thi'i 1s a htgh-le cl mk anal ''il'i tle~tg ncd to provide 111 . igh t tnto overal l. natt onal 

BDO cl i tribut ion unci alloGil ton . lt clo·~ not pr \ ide the detail rc uireu to de termine tcc.:i~c Ff[ 

rcquir m·nt:- or ~luffi ng lc cb. and doc. not anal Lc allocat i m at th lbH 3 • <~ c. '- ~ · § 11 ~ 1 r 1 

Likewi ·e. BOO 'ecurit effc ti cnc . value. remain un ·crtain. so we did not alculatc a robust CO\I-IO­

'ccuri ty ratio. Future analy i-. will focu~ 111 rc heavily on B 0 ciTcctivcnc ~ and ret urn on in C\tmcm 

calculation~ 

Trarfe Spoc mmderarwn f and PhaSf' II A11alyfiS 

C , l nnd per.Hi nal viabilit arc.:r.:' i:it W~Io:H:ci+o:..:;n~~~i~d,;;:c t~11~ti~ll;,;.:l1::;:~ ..:;th~:;:.:H...:'"'::..' i:.:.ll:...,_ _____________ ---, 
, t,;. '"'·• ll rv-<>l inn iWin l" n' '' " ' . ;," l lb){3l 49 J S C § 11 41n J 

Th bl b I c ta c ' "" '10\ ' 1uw manv • \.\OU BDO 1-TI::. ld be d d llCCI C lO \CfCCll 100 000 P<l\\Cn~cr:-. :II a 
mtnimum llf!lbilP(c) l<bl131 49 usc § 1 ' .tn• I 

lbH3 . .i9USL §t1 4trr 

(b){3 )49 u s c § 1 
lbh3) 49 usc § 114!rl 

tl&!lillo_d U11 t~ I ) I{ I 'II e1.oqlt •all II ~~; ., ... . . f't 111 •I .. !I~ · \ ' . .,.;,. . .._ •u . t:M-• • .:n 11 

r.. itoJ" ... f'l' l.:.a~ l" ~,,h., .... l..., ~ I 'c ' 
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·fl51 ~lifl' ' loi lil'i(TRJifY 1'11'8R':t 11'10'• 

(b){3) 49 usc § 11 4in 
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'ii5P:f llll': t: 'ililft RI"F'i I'll 8R'I ':1'111'1 Tr.lll'JX!rlati un ~:t:u r i ty ununi,trat ion 
01 II e or 'ecunt_ 'apahil :tiC\ 

Recommendation and Conclu ion 
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1'151 li .. l' 15 Sliit'lltJiil2t I' Jr91U I \Tit)' 

Hecommelldatwll 0 (1/loll 

Tr.!ll'flOrl:ttion o.:~:urity dn1111i,tration 
Olfict: ot 'ecunt) 'ap.ththttc' 

The m ·tho lolog out lined ahtnt: provides a htgh lcvo::l framework for detem1 111111g where w plm; 

addil i<.ma l BA rt:,oureo::~ and h \\ to di:,Lribule them naliotHI II to lll<lXHll i t.t: :-.ccurity. 11e potential 

111 )del ror impkmcntution lbll5 
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