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Note from the Editor

This paper was produced in support of the Strategic Multi-layer Assessment (SMA) of the Islamic
State of Iraq and the Levant (ISIL) led by Joint Staff J39 in support of the Special Operations
Command Central (SOCCENT). The paper leverages and melds the latest thinking of academic and
operational subject matter experts in fields of organizational and social dynamics, network analysis,
psychology, information operations and narrative development, social media analysis, and doctrine
development related to aspects of maneuver and engagement in the narrative space.

The authors emphasize the concept of countering ISIL in the narrative space in synchronization
with combat operations. While maneuver and engagement in the narrative space could be
conducted independently of combat operations, conducting maneuver and engagement in the
narrative space in support of combat operations is more likely to achieve lasting effects in the
human domain. These ideas reflect a new view of what is required to succeed in future conflict
because of the growing realization that decisive effects are often achieved in the narrative space.

The concept of maneuver and engagement in the narrative space belongs under the broader US
Army Functional Concept for Engagement. i Narrative is one of the key elements of engagement,
which is defined as,
…the capabilities and skills necessary to work with host nations, regional partners,
and indigenous populations in a culturally attuned manner that allows bridging
language barriers, bridging lines of communication and connections with key
political and military leaders in a way that is both immediate and lasting. ii

As stated by Master Sergeant Sohail Shaikh of the US Army’s Asymmetric Warfare Group,
“…narrative must be harnessed by the warfighter to reach friendly, opposition, and neutral
populations in ways that might not otherwise be possible.” The capability for warfighters to use
narratives and counter-narratives to reach and influence friendly, threat, and neutral elements of
the human domain will be a critical capability for successful engagement during future conflicts.
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Foreword

Brig. Gen. Charles L. Moore
Deputy Director for Global Operations, Joint Staff, J-39
Warfare is ultimately a human endeavor. When planning to deal with any adversary or potential
adversary, it is essential to understand who they are, how they function, their strengths and
vulnerabilities, and why they oppose us. Events over the course of the last year and a half highlight
the importance of those factors as they relate to the Islamic State of Iraq and the Levant (ISIL). One
of ISIL’s obvious strengths is their ability to propagate tailored narratives that resonate with target
audiences. If the US and our allies are to counter ISIL effectively, we must attack this center of
gravity. A recent white paper endorsed by General Votel, Commanding General of US Special
Operations Command (USSOCOM), states,
Thousands of airstrikes helped to check their [ISIL’s] rapid expansion, but the
decisive effort against them will require discrediting their narrative and connecting
the people to legitimate governing structures - areas where Department of Defense
should not have primacy. iii

Discrediting ISIL’s narrative will require a long-term effort by a team of experts. It will require: (1)
developing an in-depth understanding of ISIL’s narratives and why they resonate with target
audiences, (2) building a whole of government team that can effectively counter and replace ISIL
narratives with a strategic communications plan that directly supports our desired end states, (3)
globally employing counter-narratives and replacement narratives, (5) gathering and collecting
data to assess the effects of narratives (theirs and ours), and (6) continually refining the content
and employment of our narratives based on an assessment of their effectiveness.

An effective, whole of government, Strategic Communications plan requires close coordination and
synchronization across all lines of effort. The US Department of State should lead the US effort with
support from the other Departments/Agencies on behalf of the US government. To be successful,
our approach must also include our friends and allies. Specific multinational partners can help us
understand why some ISIL narratives resonate and how they can be countered and/or replaced. In
fact, truly effective influence operations require a combination of art and science. The best
approach will most likely require contributions from neuroscientists, sociologists, psychological
operations specialists, intelligence analysts, civil affairs planners, law enforcement professionals,
and others. The melding of these diverse inputs into a comprehensive strategy demands skill,
patience, close coordination and an inherent understanding of the ultimate end states. Ultimately,
discrediting ISIL’s narrative will most likely take years and will require significant resources.
However, the execution of our strategic communication game plan, from initial analysis to our
measure of effectiveness, must be conducted with the speed and agility necessary to not only
replace ISIL’s narrative but to drive and shape their perceptions and subsequent actions. Simply
put, to achieve victory we must outmaneuver and outpace ISIL in the narrative space. Currently, the
opposite is occurring and is a trend that must be reversed.
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Maneuver and Engagement in the
Narrative Space

Introduction

As Dr. Ian McCulloh stated, “Military leaders today must evolve their thinking from traditional
military objectives of geographic terrain to higher level objectives of social problems and
influence.” iv In the past, our military found it difficult to develop in-depth understanding of the
human domain prior to deployment. In order to prevent, shape, and win future conflicts, our forces
must embrace the challenge of understanding and influencing the human domain. v To achieve
victory in future conflicts, US forces will require the ability to maneuver more effectively than our
opponents in the narrative space. Maneuver in the narrative space will require in-depth
understanding of the human domain, including the human networks that propagate opposing
narratives. It will also require a coherent strategy to guide engagements and operations, both nonlethal and lethal, from the strategic to the tactical levels. But these are not concepts to be
implemented in the distant future; they could be implemented now to counter ISIL in the narrative
space. The vignette below describes how the US-led Multinational Coalition conducted successful
counter-narrative operations against Al-Qaeda during 2010.
Despite successful counter-narrative operations against Al-Qaeda in Iraq, however, we have not
fully applied past success to current efforts to counter ISIL in the narrative space. ISIL is
outmaneuvering the US and our allies in the narrative space vi by using narratives that resonate with
target audiences. This is significant because, as written by LTC Brian Steed,
The “decisive operation” on the current Middle Eastern battlefield is narrative.
Violence is still a critical portion of armed conflict, but it optimally serves a
supporting role. Da’ash [ISIL] and others use violence primarily to communicate,
confirm, or advance their narrative. vii

LTC Steed’s opinion that the narrative is decisive is reinforced in a recent white paper titled, “The
Gray Zone,” which was endorsed by General Votel, the current commander of USSOCOM. It states,
“[t]housands of airstrikes helped to check their (ISIL’s) rapid expansion, but the decisive effort
against them will require discrediting their narrative and connecting the people to legitimate
governing structures - areas where DOD should not have primacy.” viii

3

This publication is cleared for public release

Successful Counter-Narrative Operations: Neutralizing Al-Qaeda in Iraq (NAQI) 2011
During Operation IRAQI FREEDOM (OIF), through the summer and fall of 2010, Al-Qaeda in
Iraq (AQI) led a successful influence campaign on the population of Ninewa province,
establishing a shadow government and raising significant financing through taxes and
extortion. They recognized that the US was going to withdraw and transition to Operation NEW
DAWN, but that message, and more importantly the narrative that “the US was transitioning
security responsibilities to the competent, well trained Iraqi Security Forces,” was not
effectively communicated to the population. AQI’s competing narrative was that they would
defeat the US militarily. They focused improvised explosive device (IED) attacks on routes with
high civilian traffic and avoided US combat forces, convoys, and patrol routes. These kinetic
actions were conducted in support of their narrative-focused main effort.
With reduced combat power in Northern Iraq, the US could not effectively launch large-scale
kinetic responses. A small team from the Joint IED Defeat Organization (JIEDDO) applied a
mixture of general population polling across the Northern provinces and a method called
cultural domain analysis (CDA) to quantitatively measure cultural salience without leading the
respondents with structured questions. The results identified that the key cultural goal for
residents of Ninewa was dignity and strength, ideally achieved through courage, generosity,
and devotion to family.

The results of this data are significant. The typical American cultural model is to achieve wealth
through hard work and education. Under the American cultural model, a merchant in Mosul
that has a successful morning of business and goes home before lunch is lazy, because he is not
working hard to make more money. To the Iraqi, however, a merchant who continues to work
after a successful morning is greedy, not spending time with his family and denying
opportunity to his fellow merchants. Thus, cultural domain provides a window into the driving
forces behind behavior, guilt, motivation, and influence. Meanwhile, AQI narratives focused on
devotion to Islam, sacrifice, and jihad, which did not align with key Iraqi cultural goals such as
dignity and strength achieved through courage, generosity, and devotion to family. The
misalignment of the AQI narrative with cultural values of the population provided an
opportunity for maneuver and engagement in the narrative space.

The Strategic Programs Operation Center (SPOC) was an information operations task force
funded by USSOCOM in direct support of US Forces Iraq (USF-I). They conducted a series of
media programs ranging from short documentaries, television commercials, to entertainment
programs. Content was optimized to resonate with the population in Mosul, based on CDA and
general population polling, which included measuring source media outlets relied on for news,
information, and entertainment. Concepts were pre and post-tested in focus groups and
deployed on appropriate media channels without US attribution. The strategic effects of the
programs were measured again by general population polls to detect statistical deviation from
baseline, as well as through intelligence efforts. The strategic effect of the NAQI campaign was a
critical information requirement that was tasked to intelligence as part of the intelligence,
surveillance, and reconnaissance (ISR) collection plan. The combined results showed a
rejection of AQI by the population and financial resources elicited through taxes and extortion
fell from $12M per month to a negligible level, where they remained until the rise of the ISIL in
2014.
4
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Narrative Space and Maneuver

Paraphrasing Army Field Manual 3-13, Inform and Influence Activities, the narrative is a brief
description of the leader’s story used to visualize the effects that leadership wants to achieve in the
information environment to support and shape their operational environments. To be effective, the
narrative should be detailed, tailored to each operational environment (OE), and tied to actions in
the OE. ix

The narrative is used to create influence. As LTC Steed writes, “[i]nfluence is the relevant combat
power for the narrative competition. In this case, it is influence to affect the thinking and actions
that shape people and nations.” x Dr. McCulloh further elevates the significance of influence,
describing it as “the ultimate purpose of warfare,” xi based in part on Carl von Clausewitz’s famous
description of war as “the continuation of politics by other means” and the Merriam-Webster
dictionary definition of politics as “the art or science concerned with guiding or influencing
government policy.” xii Both Dr. McCulloh and LTC Steed recognize that in order to exert influence
and achieve desired effects on people, the decisive engagements occur in the narrative space. Dr.
Dana Eyre articulates a similar concept by describing success in the new security environment as,
“… not defined by military victory over an opponent but by building peaceful social orders and
defeating opponents in the psychological and sociological domain” xiii

A narrative serves as an organizing framework through which individuals make sense of their
world and provides insight into the beliefs, norms, and values of a group. Narratives facilitate
sense-making, the process of interpretation, and production of meaning, whereby individuals and
groups reflect on and decipher phenomena that occur in their environment. Sense-making enables
individuals to conceive and formulate their social environment, creating a shared worldview among
members of a particular in-group. Insurgent groups often employ narratives as a means of
communicating grievances, goals, and justifications for their actions within a story-like framework.
For example, ISIL is adept at recognizing and articulating existing Sunni grievances to local (Iraq
and Syria), regional (Middle East), and global target audiences. xiv The technological sophistication
with which they do so has been unparalleled by contemporary extremist organizations, yet their
success lies not in the form of media but in their nuanced appreciation for and articulation of the
shared cognition of the Salafist worldview. That shared cognition, however, is not necessarily a
historically accurate or ideological consistent one, as ISIL often deviates from the truth to portray
their version of the grievance. xv
Insurgent narratives are typically communicated by a charismatic leader, or designated
spokesperson, and ISIL via Baghdadi is no different. xvi Charismatic authority rests on a commanding
devotion to an individual’s sacrosanct character and the concomitant normative patterns of
behavior. xvii Narratives are often employed to reinforce the perception of that sacrosanctity and the
normative behaviors within an in-group. Charismatic leaders are often visionaries who
demonstrate some combination of emotionality, activity, sensitivity to the sociopolitical landscape,
intense interest in and empathy toward their followers, superior rhetorical and persuasive skills,
and exemplary behavior in the form of sacrificing their personal ambitions to those of the
movement. xviii Therefore, when evaluating an insurgent organization’s use of narrative, it is
imperative to understand not only the leadership structure, roles, and responsibilities xix but also
what the leaders sayxx and how they say it. xxi

The US Army recently published a functional concept that classifies “Engagement” as a new
Warfighting function (WfF). xxii Narrative is one of the key elements of engagement. The Engagement
WfF is defined as “…the capabilities and skills necessary to work with host nations, regional
5
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partners, and indigenous populations in a culturally attuned manner that allows bridging language
barriers, bridging lines of communication and connections with key political and military leaders in
a way that is both immediate and lasting.” The Engagement WfF includes “…expanded interaction
with unified action partners and both public and social media to influence the behavior of key
groups in ways that directly affect mission accomplishment.” xxiii MSG Sohail Shaikh reinforces the
concept that narrative is a key element of engagement, stating, “…narrative must be harnessed by
the warfighter to reach friendly, opposition, and neutral populations in ways that might not
otherwise be possible.” The potential for warfighters to use narratives and counter-narratives to
reach and influence friendly, threat, and neutral networks in the human domain is what makes
narrative a key element of engagement.

Maneuver and engagement in the narrative space should be a multinational effort supported by a
well-developed strategic communications plan. As Dr. Eyre writes,

Unless we develop a perspective that enables us to understand and shape the social
processes that lie at the root of our security problems and guide our efforts to resolve them,
we will continue to lack real understanding of strategic communications in national
security. xxiv

To gain real understanding of strategic communications requires that the US lead a coalition that
includes multinational partners who understand ISIL’s grievances and narrative messages better
than we do. By working together and sharing information as a multinational team, all team
members can conduct maneuver and engagement in the narrative space based on in-depth
understanding of ISIL’s narrative.

The purpose of maneuver in the narrative space is to gain decisive advantage in influencing and
shaping the human domain in order to bring about social change that shapes the OE for mission
success. This can only be achieved through comprehensive engagement in the narrative space. As
with the physical battle space, the narrative space has key and decisive terrain that can potentially
lead to decisive points and centers of gravity.

Framing the Problem and Solution

Figure 1. Network Engagement Lines of Effort

ISIL currently controls large territories in
Syria and Iraq. This provides them sanctuary
and a secure environment from which to
spread their influence. A military victory over
ISIL in these territories, therefore, would be
useful in denying sanctuary. Such a victory
alone, however, would not solve the
problems created by ISIL because it would
not shape the social processes that lie at the
root of our security problems: it would not
build peaceful social orders, and it would not
defeat ISIL in the psychological and
sociological aspects of the human domain.
Those things can be achieved only by
comprehensive
engagement,
including
maneuver and engagement in the narrative
6
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space.

The US and its allies could respond to ISIL with a multinational, long-term engagement strategy in
which the main effort would be to maneuver and engage the human domain in the narrative space.
This long-term engagement strategy would serve
several purposes, such as guiding decision makers in
allocating DoD resources and guiding short term
1. Understand the Mission
campaigns and engagements in the narrative space at
2. Understand the OE
the operational and tactical levels.

3. Understand the Networks

The logical framework for this engagement strategy is
4. Organize for Engagement
the same framework described in emerging Army
5. Engage the Networks
doctrine called “Network Engagement.” xxv As shown in
Figure 1, below, Network Engagement applies three
6. Assess Effects
lines of effort (LOEs): 1) Support Friendly Networks, 2)
Influence Neutral Networks, and 3) Neutralize Threat
Networks and is supported by six Network Figure 2. Network Engagement Pillars
Engagement Pillars (see Figure 2 below).

Understand the Mission
“If I had one hour to save the world, I’d spend 55 minutes defining
the problem and 5 minutes solving it.” Albert Einstein

Einstein reminds us that a problem must be well understood before it can be solved. Following that
line of thinking, the Army Design Methodology (ADM) advocates framing the problem and the
operational environment before framing the solution. xxvi Guided by the ADM, the commander and
staff work together to build understanding of the mission and the OE simultaneously. In doing so,
the commander and staff are able to understand and visualize the OE based on mission
requirements. Output for the ADM includes diagrams of the current OE and the desired OE as
shown in Figures 3 and 4 below. These diagrams represent the commander’s vision of specific OE
conditions and relationships, and they provide the staff with clear guidance.

7
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Building a diagram illustrating relevant actor
functions, relationships, and tensions helps
the commander and staff understand an
operational environment. Often relationships
among actors have many facets, and these
relationships differ depending on the scale of
interaction and temporal aspects (history,
duration, type, and frequency). Clarifying the
relationships among actors requires intense
effort since these relationships require
examination from multiple perspectives.

Army Techniques Publication (ATP) Army Design
Methodology, 5-0.1, page 3-3.
Figure 3. "Influence Diagram" for the Current OE

Commanders describe the operation’s
end state by stating the desired
conditions of the friendly force in
relationship to desired conditions of the
enemy, terrain, and civil considerations.
Commanders share and discuss their
desired end state with their higher
commander to ensure unity of effort.
Army Techniques Publication (ATP)
Army Design Methodology, 5-0.1, page 3-5
Figure 4. Influence Diagram for the Desire OE

The ADM can be applied to the current OE in which ISIL exerts influence by propagating its
narrative through a network. Figure 5 below is a rough sketch of the ISIL’s Narrative Network
Model. This model could be refined by identifying more actors and links to serve effectively as the
influence diagram for the current OE. Greater specificity could be added by employing methods of
data collection, which would, for example, focus on psychological themes in talk, text, and images.
The next step in this process, per the ADM, would be to develop the influence diagram for the
desired OE that the commander and staff would then use to measure the progress toward this
desired end-state.

8
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Figure 5. "Influence Diagram" of the ISIL Narrative Network for the Current OE

Understand the Operational Environment

While developing understanding of the OE, the staff must determine how and where to focus
information collection due to the volume, variety, and velocity of information available in a given
OE. The breadth of the OE is based in part on its doctrinal definition as “… a composite of the
conditions, circumstances, and influences that affect the employment of capabilities and bear on the
decisions of the commander.” xxvii A useful method to develop understanding of an OE is to identify
how various elements of the OE are interrelated. To develop understanding of the narrative space,
the commander and staff need to identify how narratives are developed, disseminated, and
received within the OE.

9
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The US Army’s Asymmetric Warfare Group is leading the development of a narrative methodology
for commanders to better understand the operational environment and operationalize the strategic
narrative to the tactical level. The entire narrative development process, shown in Figure 6 below,
replicates the Army Operations Process. The strategic (master-level) narrative must flow to the
operational (local) level and ultimately down to the tactical level where the individual Soldier on
the ground interacts daily with the local population delivering personal narratives. As such,
narratives crafted at the strategic level must be both internally accepted and externally focused.

Figure 6. Narrative Development Methodology

10
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Successful Counter-Narrative Operations: Voices of Moderate Islam
Understand the Mission and the OE: The use of narrative in operations can be highly effective at
shaping the perceptions of a given population. A vignette on how narrative in US led operations can
successfully reach a population that otherwise might be difficult to engage is Operation “Voices of
Moderate Islam” (VoMI). VoMI, which was executed in Afghanistan in August of 2010, was designed
to resonate with existing indigenous narratives and tap into the wider cultural pulse of Afghanistan.
The goal of the program was to counter the adversary’s prevailing narrative in order to degrade
their recruiting efforts and de-legitimize their local operations. The prevailing narrative in
Afghanistan’s Logar and Wardak provinces was that the Coalition Forces were attempting to
supplant Islam with Christianity. VoMI was built with this in mind and tailored to the goal of using
narrative as a vehicle to counter a critical thread of the Taliban narrative by demonstrating that the
US and Coalition Forces were not at war with Islam.

During the operation, Soldiers from the 173rd Airborne Brigade Combat Team accompanied 33
“Afghan Key Communicators” on an Islamic pilgrimage through Jordan en route to Saudi Arabia.
These “Key Communicators” were handpicked from the general population to represent a wide
swath of Afghan society and included village elders, members of the Afghan National Security Forces,
former Taliban fighters, and other influential individuals. During the trip, which was planned during
the holy month of Ramadan, the Key Communicators performed the rite of Umrah and earned the
honorific “Hajji.” With this honor bestowed on them, the Afghans readily returned to their home
villages and began to disseminate unscripted narratives that painted a different yet credible picture
than the one the adversary was providing.

For a fraction of the cost of a single aircraft sortie, the United States was able to counter the
opposition’s prevailing narrative by demonstrating that the Coalition was not attempting to supplant
Islam with Christianity, nor was the West at war with Islam. At some point in the operation, each
participant internalized the intended coalition message that multi-national efforts in Afghanistan did
Figure 6.inNarrative
Development
not constitute a “war on Islam.” Participants
the program
had theirMethodology
beliefs fundamentally changed.
Many of the Afghans had not travelled from their home villages before, much less traveled on an
airplane to a foreign nation. The personal narratives the participants would create and tell for the
rest of their lives would then challenge the belief system of every member of their society who
previously believed that Coalition Forces were against Islam and in Afghanistan to spread
Christianity. One participant explained the experience: “I can speak for us all when I say, we never
knew that American bases here had mosques on them, or that you had Muslim Soldiers in your
Army, that you would allow them to pray and observe Ramadan. I thought you were only about
killing – but now I see so much more.” Another participant noted: “This journey is our life. When we
return, we will tell others what we saw here, we will tell others what you did for us. Everyone will
know of the respect you have shown us.” Because these men are credible within their society, their
story is logical, it resonates with the people gives this narrative power to spread. Because the words
the participants use line up with the deeds the participants performed, and they have multiple
images documenting their story as the narrative spreads.

11
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The Rubik’s Cube Analogy. Despite the US-led Coalition’s successful narrative operations in
Afghanistan, we have not fully applied past success to current efforts to counter ISIL in the
narrative space. To do so, we must understand and influence numerous interrelationships that are
associated with the challenges of engagement and maneuver in the narrative domain. The Rubik’s
Cube analogy, shown in Figure 7 below, visually depicts numerous interrelationships that are
associated with the challenges of engagement and maneuver in the narrative domain. Like
geographic terrain, narrative space has terrain features that must be understood. One side of the
cube represents the kinetic or conventional targeting effort. The other five sides represent the
variety of narrative engagements that must occur to achieve durable success (domestic, opponent,
local partners, regional, and global). As with a Rubik’s cube, a counter-narrative campaign needs to
solve for all sides simultaneously rather than trying to solve for one side at a time. If a campaign
focuses solely on trying to solve a single side at a time, this effort will be wasted as attempts are
made to solve the remaining sides. This is what has happening with our current, mostly kinetic,
efforts to counter ISIL in Iraq and Syria. The current narrative competition does not involve a
comprehensive approach or application of algorithms that would be necessary for solving the
Rubik’s cube. This problem is compounded by the fact that the narrative space changes over time.
This means that if a Rubik’s cube is nearly solved and set on a table for several months or years, you
can pick it up again and complete the solution from where you left off. The narrative competition
existing today is like a cube that is rapidly changing colors; therefore, trying to solve today’s
problems with yesterday’s approach will be a recipe for failure. We have to adapt with and get
ahead of our opponent in the narrative space. This adapting algorithmic perspective means that we
will never fully solve the entire problem, but we can achieve a greater level of influence if we
change our solution strategy. xxviii

Figure 7. Rubik's Cube: Related OE Elements

12
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Understand the Networks

Human networks comprise a major portion of the OE. Physical terrain is not the primary factor that
affects influence or cultural values. Influence and cultural norms are established and maintained
through relationships between people. As technology enables communication, such as through the
use of social media, the physical terrain becomes less important than non-physical links between
people. Social networks of interpersonal relationships become the key terrain for modern conflicts.
Just as a commander cannot take and hold physical terrain with words and images, he cannot take
and hold cognitive terrain with kinetic force or deeds. For conflicts of influence—such as that occur
in the ‘gray zone’ of unconventional warfare, irregular warfare, psychological operations, and
foreign internal defense—the social network relationships in the narrative space may be the
decisive terrain.
This type of analysis was employed to compare and contrast the narratives employed by 24
insurgent organizations active during the period 1962-2009, and it was determined that the
narratives employed tended to be clustered around a series of themes closely linked with political
objectives. xxix The operational relevance of narrative analysis is limited; however, when applied
tactically it can be an effective tool in determining how a group frames a political grievance and
seeks to mobilize resources to change the status quo. xxx It is important to understand not only the
perspective of the narrative analyst, but also the perspective of the source; therefore,
anthropological approaches can improve the narrative and messaging analysis processes
considerably. xxxi

Cognitive Terrain Intelligence Preparation of the Battlefield (IPB). Because ISIL

occupies physical terrain, some are led to the false conclusion that ISIL’s area of influence is limited
to the terrain it occupies. In reality, ISIL’s area of influence is as broad as its narrative space, which
is global. ISIL is effectively maneuvering in global cognitive and information domains. By applying a
cognitive intelligence preparation of the battlefield approach that mirrors and integrates with
elements of physical terrain analysis, as shown below, a staff can plan and prepare for maneuver
and engagement in the narrative space. xxxii
Physical IPB
1. Develop a Physical Terrain Data Base
2. Analyze (develop) Terrain Factors Overlays
3. Develop (modified) Combined Obstacles
Overlays (MCOO)
4. Identify Physical Avenues of Approach

Cognitive IPB
1. Develop a Cognitive Terrain Data Base
2. Identify (ID) Social Network Clusters
3. Assess Cognitive Terrain as Open, Restricted,
or Severely Restricted
4. Identify Nodes that Nodes that Promote or Deny
Influence

5. Analyze Physical Avenues of Approach

5. Analyze Cognitive Avenues of Approach

Figure 8. Physical versus Cognitive IPB

1. Develop a Cognitive Terrain Data Base. There are various ways to develop a cognitive terrain
data base. It requires gathering and analyzing network data based on the OE. An example of
developing a cognitive terrain data base was described above in Vignette 1, Neutralizing AlQaeda in Iraq. A small team from JIEDDO applied a mixture of general population polling
across the Northern provinces and cultural domain analysis to quantitatively measure
cultural salience without leading the respondents with structured questions. The results
identified that the key cultural goals for residents of Ninewa were dignity and strength,
ideally achieved through courage, generosity, and devotion to family. The results expose
13
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how much the cultural goals of residents in Ninewa differ from those of most Americans,
who would be inclined to identify things like hard work and career success as key cultural
goals. A cognitive terrain data base can help identify target audience perceptions and
preclude the natural inclination to apply western cultural values to non-western
populations.

2. Identify Social Network Clusters. Identifying Social Network Clusters, as shown in Figure 9
below, is accomplished by importing data that contains network nodes and links into a
software tool that performs social network analysis. The structure of the network can then
be visualized, revealing clusters that, depending upon mission objectives, exhibit relatively
higher densities of connectivity. There are several tools available to collect this type of data.
USSOCOM’s Distributed Common Ground System (DCGS)-SOF has a tool called “Person
Extractor,” which will extract named entities such as people, organizations, and locations
and categorize relationships by functions identified in the Counter Terrorism Analytic
Framework (CTAF). Intelligence professionals may also collaborate and share networks and
data through a variety of tools. It is important to recognize that the intelligence community
does not typically devote the additional time and resources to constructing analytic
networks unless tasked by a commander to meet an operational requirement. 1
Applying the social network analysis technique called Newman Grouping enables
recognition of network clusters because they appear as different colors, as shown in Figure
10 below. There are other suitable cluster identification approaches. The Newman Group
tends to identify cohesive clusters in the network.

Figure 9. Social Network Data

Figure 10. Identify Social Network Clusters

1

Social media provides a readily available source of network data; however, commanders should be cautious
about over-reliance on this data. General population polling should be used to identify which social media is used
by relevant sections of the population. For example, 28% of the population in Syria uses Twitter, which is almost
twice that of the US. However, in Yemen, less than 2% of the population uses Twitter. Therefore, Twitter may
provide useful network data in Syria, but not in Yemen.
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3. Assess Cognitive Terrain as Open, Restricted, or Severely Restricted. Assessing the cognitive
terrain as open (green), restricted (yellow), or severely restricted (red) requires subjective
analysis. An example of the output is shown in Figure 11 below. Currently, this process is
labor intensive and requires trained language speakers. Understanding the network
topology, however, allows a commander to optimally allocate those precious language
resources where they can better develop a more comprehensive picture of the OE. Without
a view of network clusters and the elements that make clusters similar or different, the
commander is left with a collection of anecdotal vignettes that may contradict each other
without any clear reasons why.

Figure 11. Assess Cognitive Terrain
4. Identify Nodes that Promote or Deny Influence. After applying Newman Grouping and
characterizing the clusters in the network, Social Network Analysis (SNA) can be applied to
identify nodes that are high in centrality by sizing their diameters according to their
centrality measure values. The nodes that are highest in the specific measure of
betweenness centrality, for example, are often located between cells and are the nodes that
most effectively promote or impede
influence development within the network.
5. Analyze Cognitive Avenues of Approach.
Analyzing cognitive avenues of approach
requires subjective analysis and results in
determining a scheme of maneuver to
reach the cognitive objective as shown in
Figure 12 below. This figure provides a
conceptual sketch of the example network
shown in Figure 11 above.

Figure 12. Analyze Avenues of Approach
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Cognitive IPB can be incorporated into higher-level analysis using the systems perspective that is
described in the Joint Intelligence Preparation of the Operational Environment (JIPOE) publication.
The JIPOE process recommends taking a holistic approach by analyzing and integrating the systems
and geospatial perspectives along with the force-specific IPB perspectives of the component
commands, multinational partners, or other organizations. Within this holistic approach, the
systems perspective is most conducive to understanding the dynamics of cognitive terrain and
maneuver and engagement in the narrative space. xxxiii This is because “systems” are essentially
“networks.” As shown in Figure 13 below, systems, like networks, have various types of links and
nodes, interconnectivity, and centers of gravity.

Figure 13. Systems Perspective of the Operational Environment
Both Cognitive IPB and JIPOE can and should be applied to maneuvering and engaging to counter
ISIL in the narrative space. Doing so requires the staff to develop understanding of the OE from the
threat’s perspective, considering what is important to the threat or other target audiences. This
requires overcoming the natural tendency to base analysis on western models of states and values,
as described in the section above on developing a cognitive data base. A second challenge is
avoiding the tendency to place large amounts of data into a single category, such as “social,” without
further refining it into sub-categories. For example, the “social” element of the OE framework
should also include information on history, culture, and religion. This requires significant effort by
the staff; however, it is important to consider subtle nuances not easily recognized under the
headings of the PMESII acronym.xxxiv
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When network data is captured in adequate detail, it can be analyzed to identify key nodes,
vulnerabilities, and types of friendly actions that will counter specific network activities. Subjective
analysis is appropriate at this point, and this approach requires the analyst to consider the network
functions and connectivity and to determine which nodes are critical to various network functions.
An example of this type of subjective analysis is shown in Figure 14 below. In this example from
Joint Publication 2-01.3, JIPOE, opium farmers are identified as key nodes because they are the sole
source of a key resource—opium. Without opium production, the remainder of the system fails. The
“I” in the blue box represents the application of “information,” which is one of four key instruments
of national power, along with diplomatic, military, and economic power. (The acronym that
represents all four instruments is D-I-M-E.) In this example, the information provided to farmers is
intended to encourage them to stop producing opium and begin producing alternative crops. This
counter network effort employs all instruments of national power – DIME.

Instruments of
National Power
D = Diplomatic
I = Information
M = Military
E = Economic

Figure 14. Analysis to Counter a Narcotics Network with D-I-M-E Actions
The analytical process described above is based on subjectively analyzing the network to identify
key nodes. Analysis identifies opium farmers as key nodes because they are the sole source of a
foundational resource in the narcotics network—opium. Without opium production, the remainder
of the system fails. It would be unwise, however, to base analysis of this narcotics network solely on
subjective analysis for at least two reasons. First, because human decision making is complex and
17
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often difficult to predict, it may be extremely challenging to influence opium farmers’ behavior to
conform to our desired end state based solely on applying actions that were identified by subjective
analysis. Also, as we further develop the complex nature of the network by adding nodes and links
to this model, various options and pathways to influence these opium farmers will emerge. As
stated in JP 2-01.3:

The foregoing is a simple hypothetical example of thinking about how a network functions,
determining the key node-link relationships from the perspective of an objective that
supports specified desired effects, and identifying potential actions that the joint force can
take against nodes in the network to achieve that objective. The actual analysis would be
significantly more complex, and would encompass a multitude of nodes and links across
PMESII systems and subsystems.

To identify key nodes and pathways to influence key nodes within networks that contain
multitudes of nodes and links, analysts must apply both subjective analysis and social network
analysis (SNA), which is an objective form of analysis. xxxv SNA serves as the basis for identifying key
nodes objectively. SNA is not intended to stand alone. Instead, here it provides the foundation for
linking objective analysis with subjective analysis. The fusion of objective and subjective analysis
provides the best overall perspective on key nodes and leads to situational understanding. Below is
an example of visualizing a network using SNA tools and methods. The diagram below was built
using SNA software and then applying subjective analysis to the results. The clusters of nodes
produced by SNA software have physical terrain-like features that enable subjective analysis of how
to maneuver in the narrative space.

Figure 15. Applying Maneuver IPB to Network Terrain
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Organize for Engagement

Organizing for engagement focuses on building the team required to execute a given mission. At the
joint task force level and above it requires that the US and unified action partners establish unity of
effort based on common understanding of the mission, the OE, and the human networks within that
OE. This collaborative effort would also require synchronizing the efforts of teams of experts from
Department of Defense, State Department, and the Intelligence Community in order to achieve
unprecedented capabilities in planning and operating as a synchronized group. In the words of
General (ret) McChrystal, it would require building a “team of teams.” This implies breaking down
barriers that often prevent agencies from rapidly sharing and fusing information. This team of
teams would also need to rapidly share insights gained from incoming information and adapt plans
and operations accordingly. It would need to learn and adapt more efficiently than ISIL learns and
adapts. xxxvi As stated by General Votel, “[w]e are one network, it is one of our greatest attributes and
we must leverage both our innate ability to network internally, but grow our network of partners
and facilitators such that we continue to provide our commanders and decision makers with the
best advice when called to do so.” xxxvii

Engage the Networks

For the greatest likelihood of success in countering ISIL, operations should be conducted in both the
physical and cognitive dimensions. Engagement in the narrative space should precede and support,
or be supported by, engagement in the physical domain, depending on which is designated as the
main effort. Maneuver and engagement in the narrative space is much more flexible than in physical
space. Maneuver and engagement in the narrative space could be conducted from CONUS prior to
physical maneuver and engagement within an area of responsibility (AOR). It could also be
conducted independently, without physical engagement; however, the likelihood of success would
be less than with the combination of cognitive and physical engagement.

Narrative Space maneuver and engagement actions and operations must be synchronized at the
strategic, operational, and tactical levels in order to have maximum effect. They should influence
the emotions and actions of key target audiences for whom the current ISIL message resonates. To
successfully counter-ISIL narrative operations, it is required that we align actions and operations
with narrative words and images. As stated by MSG Shaikh, “… words, deeds, and images … are the
primary ways to deliver a narrative.” xxxviii By aligning words, deeds, and images at all levels, we
would maximize our intended narrative effects. Alignment of words, deeds, and images also
increases the likelihood that maneuver and engagement in the narrative space will strengthen the
effects of combat operations and translate power achieved in the combat domain into sustained
success in the human domain. Sustained success is represented above in Figure 1 by the upwardtrending green and white lines. The upward trends represent the increase in capabilities of the
friendly (green) network and the neutral (white) network over time, as the threat (red) network’s
capabilities are reduced.

Assess Effects

It is essential to assess both individual engagements and overall progress toward the end state
articulated in the commander’s intent for the campaign. This includes influencing target audience
behavior by shaping cognition and changing narrative frames. It is noteworthy that assessment of
maneuver and engagement in the narrative space can and should be initiated during phase 0,
“Shape.”
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Based on our access to social media, narratives can be identified, tracked, analyzed, and assessed
through research. An example of this is provided in Appendices 1 and 2, which are extracted from a
product titled, “SMA Support to SOCCENT: Middle East and North Africa (MENA) Regional
Narratives about the Future Assessing the Impact of ISIL, July 2015”. Appendix 1 describes the
process and metrics, and Appendix 2 identifies, analyzes, and tracks 13 specific ISIL narratives over
time. The information provided is enlightening and identifies which narratives are gaining or losing
in terms of their impact and footprint. This same analytical process could be used to assess the
impact and footprint of narratives developed and employed by friendly forces as part of maneuver
and engagement in the narrative space. Doing so would also enable assessment of the impact of
friendly force narratives in countering threat narratives.

Vignette 1 above describes successful friendly maneuver in the narrative space during operations in
Iraq. All six pillars of network engagement are either directly addressed or supported. What is clear
in this vignette is how the collection of relevant data enabled friendly forces to assess the effects of
narrative engagement and subsequently refine narratives based on that assessment.

The Way Forward

We can solve the complex security problem posed by ISIL, but doing so depends on achieving the
following:
1. Developing in-depth understanding of the OE and the networks, including how and why the
ISIL narrative network functions so effectively.

2. Applying the cognitive IPB and JIPOE systems perspectives to visualize and understand ISIL
networks that propagate narratives, and apply Center of Gravity (COG) or critical factors
analysis to identify critical vulnerabilities and potential opportunities for exploiting them.
3. Building a joint, Interagency, intergovernmental, multinational (JIIM) team that can engage
ISIL, applying elements of the Engagement WfF and emerging Network Engagement
doctrine.

4. Improving whole of government planning and synchronization and improving interaction
with unified action partners in order to influence the behavior of key target groups.
5. Developing and implementing a comprehensive narrative scheme of maneuver that links
words, deeds, and images and promotes a positive US narrative. It is essential that the JIIM
team:





Builds all engagement from narratives that are based on relevant data and
understanding of the mission, the OE, and the human networks.
Maneuvers and engages in the narrative space, while synchronizing narrative
operations with other operations in order to counter ISIL in the narrative space.
Continually assesses effects of the friendly narrative and refines it accordingly to
influence the populace and shape the OE to conform to their desired end state.

The US Army’s TRADOC G27 and Asymmetric Warfare Group are developing an illustrative example
to demonstrate the process articulated in this white paper focused on populations in Iraq and Syria
as measured in 2014. They will further collaborate to develop a warfighter handbook on Maneuver
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and Engagement in the Narrative Space using the Iraq/Syria vignette. In addition to supporting
current SOCCENT efforts, this white paper and handbook may serve to document and
institutionalize a more comprehensive approach to understanding complex operational
environments.

Conclusion

A US-led, multinational coalition could significantly degrade ISIL’s ability to influence others by
maneuvering and engaging in the narrative space. Doing so, however, would require a long-term
commitment by the US and her allies. Achieving significant effects would require a coordinated,
integrated, and synchronized effort. The coalition could achieve unity of effort by agreeing on and
propagating a positive narrative supporting coalition goals and objectives and then employing a
strategy to counter ISIL’s narrative. The ultimate goal would be to change the landscape of the
human domain by shaping perceptions through influence.

The plan would need to clearly articulate the commander’s intent and desired end state at the
strategic level, with lower level commanders’ intents nested within this strategic-level intent. The
commander’s intent must include the desired behaviors, attitudes, knowledge, and beliefs of key
populations. All maneuver, cognitive and physical, must be evaluated against that intent.

The coalition would need to develop in-depth understanding of the current OE, and specifically how
our narrative will best resonate within the host nation populace and the region. The staff would
need to understand the manner in which ISIL propagates its narrative though a network of people
and capabilities. The coalition would need to identify centers of gravity, critical vulnerabilities, and
opportunities for successful exploitation through maneuver and engagement in the narrative space.
It would also need to track and assess the impacts of coalition narratives in both promoting a
positive vision and countering ISIL narratives to change perceptions in favor of coalition objectives.
Recent and emerging joint and Army doctrine and concepts provide a sound framework for
coordinating coalition efforts.
It is important to acknowledge that we are already in phase 0 of a counter-ISIL narrative campaign.
Human perceptions are being shaped continually by ISIL and by others. Current US and allied
efforts to counter ISIL through maneuver and engagement in the narrative space are ongoing, but
could be improved by applying the processes and methods described in this paper.
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APPENDIX 1

(SOURCE: SMA Support to SOCCENT: Middle East and North Africa (MENA) Regional Narratives about
the Future Assessing the Impact of ISIL, July 2015)
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APPENDIX 1. SOURCE. SMA Support to SOCCENT: Middle East and North Africa (MENA) Regional
Narratives about the Future Assessing the Impact of ISIL, July 2015
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APPENDIX 1. SOURCE. SMA Support to SOCCENT: Middle East and North Africa (MENA) Regional
Narratives about the Future Assessing the Impact of ISIL, July 2015
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APPENDIX 2

SOURCE. SMA Support to SOCCENT: Middle East and North Africa (MENA) Regional Narratives about the
Future Assessing the Impact of ISIL, July 2015
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APPENDIX 2. SOURCE. SMA Support to SOCCENT: Middle East and North Africa (MENA) Regional
Narratives about the Future Assessing the Impact of ISIL, July 2015
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APPENDIX 2. SOURCE. SMA Support to SOCCENT: Middle East and North Africa (MENA) Regional
Narratives about the Future Assessing the Impact of ISIL, July 2015
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APPENDIX 2. SOURCE. SMA Support to SOCCENT: Middle East and North Africa (MENA) Regional
Narratives about the Future Assessing the Impact of ISIL, July 2015
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APPENDIX 2. SOURCE. SMA Support to SOCCENT: Middle East and North Africa (MENA) Regional
Narratives about the Future Assessing the Impact of ISIL, July 2015

29

This publication is cleared for public release

APPENDIX 2. SOURCE. SMA Support to SOCCENT: Middle East and North Africa (MENA) Regional
Narratives about the Future Assessing the Impact of ISIL, July 2015
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APPENDIX 2. SOURCE. SMA Support to SOCCENT: Middle East and North Africa (MENA) Regional
Narratives about the Future Assessing the Impact of ISIL, July 2015
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APPENDIX 2. SOURCE. SMA Support to SOCCENT: Middle East and North Africa (MENA) Regional
Narratives about the Future Assessing the Impact of ISIL, July 2015
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APPENDIX 2. SOURCE. SMA Support to SOCCENT: Middle East and North Africa (MENA) Regional
Narratives about the Future Assessing the Impact of ISIL, July 2015
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APPENDIX 2. SOURCE. SMA Support to SOCCENT: Middle East and North Africa (MENA) Regional
Narratives about the Future Assessing the Impact of ISIL, July 2015
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APPENDIX 2. SOURCE. SMA Support to SOCCENT: Middle East and North Africa (MENA) Regional
Narratives about the Future Assessing the Impact of ISIL, July 2015
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APPENDIX 2. SOURCE. SMA Support to SOCCENT: Middle East and North Africa (MENA) Regional
Narratives about the Future Assessing the Impact of ISIL, July 2015

36

This publication is cleared for public release

APPENDIX 2. SOURCE. SMA Support to SOCCENT: Middle East and North Africa (MENA) Regional
Narratives about the Future Assessing the Impact of ISIL, July 2015
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APPENDIX 2. SOURCE. SMA Support to SOCCENT: Middle East and North Africa (MENA) Regional
Narratives about the Future Assessing the Impact of ISIL, July 2015
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