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Nationwide SAR Initiative (NSI)

• Responds directly to the Intelligence Reform and Terrorism 
Prevention Act of 2004 and to the direction of the National Strategy 
for Information Sharing (October 2007)

• Purpose: To establish a unified approach at all levels of government 
to gather, document, process, analyze, and share information about 
terrorism-related suspicious activities

• The NSI is based on the ISE-SAR Functional Standard

• Ensures that terrorism-related SARs are made available to federal, 
state, and local law enforcement agencies and state and major 
urban area fusion centers

• Integrates state, local, and tribal law enforcement agencies’ SAR 
processes into a nationwide standardized and institutionalized effort
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Presenter
Presentation Notes
Nationwide SAR Initiative Vision: By 2014, every Federal, State, local, tribal and law enforcement entity operating domestically will participate in a standardized integrated approach to gather, document, process, analyze, and share terrorism-related suspicious activity



• “Official documentation of observed behavior that 
may be indicative of intelligence gathering or 
preoperational planning related to terrorism, criminal, or 
other illicit intention”

• SAR process focuses on what law enforcement 
agencies have been doing for years—gathering 
information regarding behaviors and incidents
associated with crime and establishing a process 
whereby information can be shared to detect and 
prevent criminal activity, including that associated with 
domestic and international terrorism
• Examples:  Surveillance, photography of facilities, testing of 

security

What Is a SAR?
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Nationwide SAR Cycle

State and major 
urban area fusion 
centers, in 
coordination with 
local and federal 
agencies, develop 
risk assessments
[DHS/FBI]

State and major 
urban area fusion 
centers, in 
coordination with local 
and federal agencies, 
develop information 
needs based on risk 
assessment
[DHS/FBI]

Frontline law enforcement 
personnel (FSLT) trained 
to recognize behavior and 
incidents indicative of 
criminal activity 
associated with terrorism. 
Community outreach plan 
implemented
[BJA Project Team]

Observation and 
reporting of behaviors 
and incidents by trained 
law enforcement 
personnel during their 
routine activity
[BJA Project Team]

Supervisory review 
of the report in 
accordance with 
departmental policy
[BJA Project Team]

SAR made 
available to fusion 
center and/or JTTF
[DHS/FBI]

At fusion center or JTTF, 
a trained analyst or law 
enforcement officer determines, 
based on information available, 
knowledge, experience, and 
personal judgment, whether the 
information meeting the 
ISE-SAR criteria may have a 
terrorism nexus
[BJA Project Team]

Determination and 
documentation of an 
ISE-SAR
[BJA Project Team]

ISE-SAR posted in an 
ISE Shared Space
[BJA Project Team]

Authorized ISE 
participants 
access and 
view ISE-SAR
[ODNI HS/LE]

Federal agencies 
produce and make 
available information 
products to support the 
development of 
geographic risk 
assessments by state 
and major urban area 
fusion centers
[ODNI HS/LE]

Planning Gathering and Processing Analysis and Production Dissemination Reevaluation

In major cities, SAR 
reviewed by trained 
counterterrorism 
expert
[BJA Project Team]

Suspicious Activity Processing Steps

National 
coordinated 
information needs 
on annual and 
ad hoc basis
[ODNI HS/LE]

Nationwide SAR Cycle
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REPORTING

STORAGE

VETTING

SHARING

Building a SAR Human Factor Technology
Citizens
Officers/Deputies
Government Officials

9-1-1 Calls
Tiplines (Phone, Web)
Calls for Service

Dispatchers
Officers/Deputies
Analysts

CAD Systems
Records Management
Other Databases

Officers/Deputies
Analysts
Adjacent Agencies
Other Gov’t Agencies

Record Comparison
Link Analysis Tools
Electronic Searches

Officers/Deputies
Analysts
Verbal (personal/phone)
Generated Reports

E-mail
National SAR Initiative

The Importance of the Human Factor



Fusion
Center

Department
Approval

JTTF

eGuardian

Shared Spaces

S
A
R

OPTION 1

OPTION 2

OPTION 3

Sharing SAR Information

LEO

NATIONWIDE SAR INITIATIVE

Federated Search

REQUIRING IMMEDIATE ACTION

Fusion
Center

Department
Approval

SAR
Vetting

Tool
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Moving Local Data to the Shared Space
(Common Box Server) 

Local Data 
Sources

Local Data 
Sources

Local Data 
Sources

Fusion Center A

Fusion Center B

Fusion Center C

RESULTS
PAGE

Presenter
Presentation Notes
Talked about consistent data model that abstracts the differences between the data sources. The data transfer mechanism was discussed (file, DB sync)ISE-SAR Shared Spaces Attributes:Data ownershipPrivacy policyCost to participateCo-equal sharingExtracting from legacy systemsPotential beyond ISE-SARComprehensive processPurgeConsistent with ISE-SAR Function StandardsDHS will function as another ISE-SAR Shared SpaceeGuardian will function as another ISE-SAR Shared Space and be the primary method for communicating to the JTTFFact-basedDecentralizedFederated Search CapabilityAdaption of National StandardsSecureScalabilityAvailability



Secure Portals

ISE Shared Spaces

Federated Search
(www.ncirc.gov)

(HSIN Intel, LEO, RISS)

Conducting a Federated SAR Search

Federal
Servers

(eGuardian
DHS)

8



9

USERName
Login System







ISE-SAR Evaluation Environment (EE)
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Boston, Massachusetts Police Department
Chicago, Illinois Police Department
DoD Force Protection
Florida Department of Law Enforcement
Houston, Texas Police Department

Miami-Dade, Florida Police Department
New York State Police
Virginia State Police
Washington, DC Metropolitan Police
Department

Site implementations accomplished at:

Initiating hardware and software procurement for:
Las Vegas, Nevada Metropolitan Police Department
Los Angeles, California Police Department

Department of Homeland Security
eGuardian, (Federal Bureau of Investigation)

Additional sites pending implementation:
Phoenix, Arizona Police Department
Seattle, Washington Police Department



• All ISE-SAR activities have been integrated into the 
Nationwide SAR Initiative (NSI), including
• Major Cities Chiefs Association (MCCA) project  

• DoD Force Protection components

• FBI eGuardian and DHS participation

• Implementing trusted broker for access to the SAR
Federated Search via RISS, LEO, and HSIN 

• Adoption of the Findings and Recommendations 
of the Suspicious Activity Report (SAR) Support and 
Implementation Project by
• Major Cities Chiefs Association (MCCA)

• International Association of Chiefs of Police (IACP)

• Major County Sheriffs’ Association (MCSA)

• National Sheriffs’ Association (NSA)

Progress to Date
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• Chief executive (MCCA)
• Attendance at six EE sites included 205 law enforcement 

executives or policy makers from more than 90 law enforcement 
agencies

• Analyst/investigator (BJA SAR Team)
• Attendance at nine EE sites included 253 law enforcement 

analysts/investigators from more than 83 law enforcement 
agencies

• Line officer (IACP)
• Over 4000 sworn officers trained at Washington, DC 

Metropolitan Police Department

• IACP is currently refining the training and it will be piloted this 
summer in both classroom and distance-learning formats

SAR Training Programs
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Presenter
Presentation Notes
Template is designed to facilitate putting a privacy, civil rights and civil liberties protection policy in place for the fusion center sites participating in the ISE-SAR Evaluation Environment.



• ISE-SAR Privacy, Civil Rights, and Civil Liberties Protection 
Policy Template finalized and distributed in February 2009

• In order for agencies to be involved in the NSI they must 
have a comprehensive privacy policy that addresses SARs

• ISE-SAR Shared Spaces “Built-in” Design Privacy 
Protections

• User authentication process (controlled access to the 
information)

• “Investigative purposes only” disclosure when logging in

• Audit log to capture search transactions

• Online 28 CFR Part 23 Training coming May 1, 2009

Privacy, Civil Rights, and Civil Liberties 
Protection
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Presentation Notes
Training and privacy policy have been shared with privacy advocates



• Overview
• Chief Bill Bratton mandated Suspicious Activity Reporting

• Commander Joan McNamara assigned the responsibility for 
implementing the SAR Process within LAPD

• Issue of Special Order No. 11 on March 5, 2008

• Revised Incident Report

• Development of MO Codes

• Training – Command Staff, Officers, Civilians

• Community engagement

• As of March 18, 2009, LAPD has collected 1374 SARs that 
have led to 4 arrests and 51 being sent to the JTTF for review

LAPD SAR Success Story
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Special “Thank you” to Commander Joan McNamara, 
LAPD for providing the information for this slide.



IP observed in driveway.

Suspicious Videotaping

Hole in Fence line

TC Report/Breach of 
Fence

Cut hole in fence 
line/GTA

Vehicles loitering 
at fence line

IP observed in 
main driveway

Takes Photos. In possession 
of gun and propane

Takes Photos

At fence line. 
Takes photos

Takes photos

Suspicious Photography. 
Front parking lot.

Displays Police-like badge, ID’s 
self as PO. Asks questions about 

security.

Takes Photos. 

Fence line alarm 
activated. Takes Photos. 

LAPD’s Use of SAR Data

Special “Thank you” to Commander Joan McNamara, 
LAPD for providing the information for this slide.



SUCCESS STORY 
LAPD MOTOR OFFICER 

• Motor officer conducts a traffic stop

• Driver appeared extremely nervous 
driver unable to answer routine questions

• Discovered an expired international                
drivers license

• Officer contacted LAPD counter-terrorism 
Major Crimes Division     

• Further investigation revealed that the 
vehicle  was of interest

• Officer completed a SAR

LAPD Success Story

Special “Thank you” to Commander Joan McNamara, 
LAPD for providing the information for this slide.



If Mumbai Had SARs
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Activity Date DOW Time

Digitized Commercial Images of targets ? ? ?

Detailed Street Maps leading to target 
locations

? ? ?

Detailed diagrams of hotel floor plans  /  
layouts

? ? ?

Detailed information of Mumbai 
shoreline-circumvented security  
checkpoints

? ? ?

Satellite and cell phones ? ? ?

GPS equipment ? ? ?

Use of Google ? ? ?

Stayed at target hotels ? ? ?

Tip from Indian Fisherman of the 
observed sea landings

? ? ?

Indian national arrested.  Had detailed 
drawings of targeted Mumbai hotels, 
train terminal and other sites

Feb. 
2008

? ?

Mumbai Pre-Operational Planning

Special “Thank you” to Commander Joan McNamara, 
LAPD for providing the information for this slide.



• Leadership must recognize the importance of 
implementing a SAR process

• Identify existing SAR processes and what SAR 
processes need to be developed

• Incorporate national guidelines into standard 
operating procedures

• Implement an agency privacy policy

• Train all agency personnel on the SAR 
process

• Institutionalize the SAR process within the 
agency

• Educate the community on the SAR process

• Partner with others and connect to information 
sharing networks

How Agencies Can Implement a SAR Process
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• The project sponsors are currently contacting agencies 
that have expressed interest in being involved in the NSI

• To participate agencies must
• Have issues a SAR General/Special Order

• Have a comprehensive privacy policy that addresses SARs

• Have SAR data to populate the ISE-SAR Shared Space

• Technically capable to share SAR information within the 
ISE-SAR Shared Spaces

• Once agency agrees to participate steps will be taken to 
ensure they receive the proper training and technical 
assistance 

ISE-SAR Expansion
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Presenter
Presentation Notes
The model has great potential to address other challenges such as gang violence



Questions?
Thomas O’Reilly

Senior Policy Advisor, BJA
(202) 353-8590

thomas.o’reilly2@usdoj.gov

David Lewis
Senior Policy Advisor, BJA

(202) 305-5618
david.p.lewis@usdoj.gov

Don Sutherland
IJIS Institute

(202) 353-8590
don.sutherland@ijis.org

Mike Messenger
Supervisory Special Agent, FBI

(571) 280-6246
michael.messenger@ic.fbi.gov

Visit www.ise.gov or www.ncirc.gov for more information
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