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The Pennsylvania Office of Homeland Security produces this informational/intelligence bulletin specifically for all
potentially-affected stakeholders — whether public or private sector, federal or Commonwealth - of Pennsylvania-
based Critical Infrastructures, Key Resources and Significant Special Events. Consider the information contained
herein in context with other known information, indicators, threats and warnings.

Actionable Date Reminders

F Current-31 August 2010: In the general escalation in Irish republican
terrorism, Marching Season in Northern Ireland is a period of several serious
potential flashpoints for violence, with the most significant risk surrounding the
12 July march. Heightened situational awareness is called for among students
and faculty with overseas programs in Northern Ireland (e.g., Millersville
University and the Pennsylvania College of Technology).

E 29 July 2010: Arizona's immigration law SB 1070 to be enacted. Anarchists’
and immigrants' rights activists are prepared to "escalate resistance"
nationwide.

E 29 July 2010: A public meeting dealing with oil and gas wells (including
Marcellus Shale wells) in Pennsylvania is to be held at the Rachel Carson State
Office Building, 400 Market St., in Harrisburg. Although there are no current
indications, threats and/or warnings of planned, unruly or violent behavior, the
recent public outcry for better safety and control measures for natural gas
drilling has precipitated a general heightened awareness. Law enforcement
agencies associated with supporting Harrisburg events/infrastructure are
advised to prepare contingency plans in the event that the meeting or
confrontations outside the meeting significantly escalate.

E 29 July 2010: The Committee to Defend Civil Rights in Lancaster, a coalition of
civil action groups, is planning a rally and march to oppose "the elimination of
the County's Human Relations Commission.” Protesters will gather in Binns
Park, Lancaster County, and march "to the public hearing on the elimination of
Lancaster County's Human Relations Commission." There is no indication of

Pursuant to the USA PATRIOT Act of 2001, Homeland Security Act of 2002, Implementing Recommendations of
the 9/11 Commission Act of 2007 and the National Infrastructure Protection Plan of 2009, critical infrastructure is
defined as “systems and assets, whether physical or virtual, so vital to the United States that the incapacity or
destruction of such systems and assets would have a debilitating impact on security, national economic security,
national public health or safety, or any combination of those matters.” Pennsylvania applies the same logic and
intent to define Commonwealth, county & municipality critical infrastructures and key resources.
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planned or expected unruly or illegal behavior.

B 30 July-31 August 2010: The anarchist organization CRIMETHINC. is planning
"a decentralized convergence" in the form of a rolling event entitled, the
Conspiracy Tour. The Tour will reach several US states, from 25 July through 25
August 2010. Tentative Conspiracy Tour dates and locations in Pennsylvania
include:

30-31 July 2010, Pittsburgh
3 August 2010, Philadelphia

E 31 July 2010: The radical, international, anti-fascist organization, ANTIFA% and
the ANTI-RACIST ACTION (ARA)’ network issued a nationwide "call to action"
for this date. Multiple venues and any type of action are encouraged. Broad
situational awareness is suggested regarding any upcoming demonstrations by
groups deemed "fascist" (e.g., Tea Party, militia, Christian conservative, etc.),
"racist" (e.g., Ku Klux Klan, White Power, Skinhead, etc.) or "anti-choice" (e.g.,
any Christian pro-life groups) by supporters of the ARA or Antifa.

B 31 July 2010: A Tea Party rally, entitled UNI-TEA, is scheduled to take place at
Independence Mall in Philadelphia. Although there are no current indications,
threats and/or warnings of unruly or violent behavior regarding this event, the
likelihood is real for confrontations between Tea Party movement members and
their opponents.

E 6-9 August 2010: An Anarchy Summer Camp in northern Virginia (the precise
location kept confidential at the present time) "will help you prepare for the
upcoming International Monetary Fund [IMF] demonstrations this fall ... [and]
will prepare participants for the demonstrations through workshops ... as well as
real life exercises, such as tactical simulations.” The IMF representatives are
scheduled to meet in the US capital 9-11 October 2010.

Analyst’s Note: Skills and lessons learned can be expected to be applied in
anarchist actions throughout the northeast region in the following months,
including in Pennsylvania.

E 6-9 August 2010: The Brandywine Peace Community is planning to
hold two protests marking the World War II atomic bomb attacks on
Hiroshima and Nagasaki, Japan, in 1945.

On 6 August 2010 activists will gather outside the offices of defense
contractor Lockheed Martin in Valley Forge for "civil disobedience and
... arrest...."

! http://www.crimethinc.com
2 http://antifa.fr/worldwide/
3 http://antiracist.org/
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On 9 August 2010, the activists will gather at Philadelphia's City Hall
and march to SS Peter and Paul Roman Catholic Cathedral.

E 7 August 2010: Rally for the MOVE 9 at 11th and Market St. in Philadelphia
(Additional details follow.).*

B 9-12 August 2010: Coal-Gen 20-Ten, the coal "industry's most dynamic
event," is to be held at the David L. Lawrence Convention Center in Pittsburgh.®

F 14 August 2010: Radical White supremacists are promoting an event entitled,
the Euro-American Heritage Fest 2010 (AKA European American Heritage
Celebration). It is slated to take place on "in the Wilkes-Barre / Scranton area,"
most likely in the Public Square in Wilkes-Barre or Moosic.

Strategic Analysis: Special Edition

American Militia-Mexican Drug Cartels on Verge of Shooting War?
Narco-terrorist gangs in Mexico have been escalating their public proclamations and
threats against American law enforcement and civilians in recent weeks. In
response, communications among American militia members have also seen an
escalation in rhetoric. In addition, in at least one case an armed patrol led by neo-
Nazi leaders entered into an area reportedly used as a transit point for drug and
people smugglers from Mexico.

Last month, a Mexican drug cartel explicitly threatened American police
officers in Nogales, Arizona, with sniper attacks if they interfere in the
bustling cross-border drug trade. The police department has reportedly
taken to warning its officers to remain armed, to have radios with them and
to keep body armor accessible at all times. It is apparently the first such
threat from across the border in the heating up drug and illegal migrant
smuggling war.

In the wake of the 16 July 2010 car bombing targeting Mexican police and
first responders in Ciudad Judrez, Spanish graffiti taunts of additional car
bombs aimed at the FBI and DEA have been spotted in the same area (PIB
Nos. 113 and 114).

Significantly, shots were fired into the El Paso, Texas, City Hall on 29 June
2010, apparently from Ciudad Judrez, Mexico. Whether or not the shots
were fired intentionally, the incident points out vulnerability in the event of
an actual armed confrontation, as well as the disregard Mexican narco-
terrorists have for American sovereignty and authority.

* http://www.onamove.com/move9/

% http://www.coal-gen.com/index.html
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e A narco-terrorist from LOS ZETAS issued threats against armed, American
civilians in a media interview. "I now believe my men were shot by crazed
American vigilante cowards, who ambushed my solders at night, shot them
from a great distance using high powered American rifles. Than our load of
drugs were stolen," the Zeta gunman said of the recent shooting deaths of
two members of his gang. He claimed that such attacks were not unusual,
adding that Zetas "have been instructed to shoot and kill any Americans who
are seen armed and roaming the deserts."®

e The Pima County Arizona Citizens Militia (ACM) claimed that a 13 July 2010
encounter with "six enemy, in uniform, carrying AK and SKS rifles," led to
ACM forces engaging the gunmen "as they tried to cross the international
fence ..." The ACM reported: "two enemy KIA confirmed, unknown number
of enemy WIA, no friendly casualties ..."

An ACM spokesman responded to the Los Zetas officer's statement as follows:

"God may show them Mercy. We will not. These Zetas are not Soldiers, not
Partisans, and not Militia. Under the Law of Land Warfare and the Geneva and
Hague Conventions, they are Brigands, Terrorists, and Marauders, no different from
Pirates. They are going to be dealt with as such. When our forces engage these
war criminals, we will show them no Mercy, we will neither ask for nor offer them
any Quarter, and we will take no Prisoners. We are going to hunt the Zetas and
destroy them like the vermin that they are. This won't be just War, this will be
Extermination."

He added, "The ACM County Units, supported by Militia groups from outside of
Arizona, will conduct Operation Defiant Sentinel this Fall. Our Mission will be to
Search and Destroy the Zetas and other armed, uniformed foreign military forces,
and drive them out of Arizona."

One response to the above exchange on a central militia forum was quite skeptical:
"Pardon me if I ask to many questions, I saw this type of bragging and BS when I
was in VietNam from people who never fired their weapons, I didn't like it then and
I wouldn't like it now! So until I see some proof that everything reported took
place where and when it is claimed I will continue to wonder."

Other responses, however, expressed admiration for the ACM and a desire to assist
them in some way.

Meanwhile, Pinal County Sheriff Paul Babeu believes that a rival drug cartel was
behind the aforementioned shooting deaths, rather than any militia. However,
Sheriff Babeu has said that there is a likelihood of a shooting war erupting between
American armed militias and narco-terrorists if such vigilante patrols continue.

® http://www.kold.com/Global/story.asp?S=3394374
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e In a separate "operation," an armed and equipped group led by several neo-
Nazi leaders has claimed to have "rescued" four illegal aliens in a desert area
used as a transit for smugglers and uncovered a dead body of another
would-be illegal immigrant. The group's leader, JT Ready, said that he would
be leading more operations in the region throughout the summer.

Analyst’s Note: Mexico-based narco-gangs are intent on sending powerful
messages to centralized authority in the United States and Mexico, as well as to
vigilantes on the American border. At the same time, American militia movements,
neo-Nazi groups and concerned border-area residents are also increasing their
activism along the US/Mexico border armed with licensed firearms.

While some volunteer border patrol groups, such as the Minutemen, do not attempt
to do more than report what they observe to law enforcement, it is far from certain
that narco-terrorist cells seeking to create a balance of terror with the militia
groups will make so fine a distinction before opening fire. Hence, this escalation
has a great potential of triggering an authentic shooting war between armed
American civilians and narco-terrorists. Such a situation would precipitate deeper
law enforcement intervention, potential further escalation and a greater export of
Mexican narco-terrorism into the border states of the US.

There are possible indicators that US Customs and Border Patrol (CBP) officers,
militia members or law enforcement officers may be at risk of cross-border
kidnapping by jihadist- or ex-military-trained narco-terrorist cells. The abducted
Americans may serve as bargaining chips, or be tortured and beheaded as tool of
intimidation in line with the behavior of the Mexican narco-gangs domestically.

As of this time, the potential armed confrontation with Mexican narco-terrorists is
limited to the bi-national border area states. However, any tactics and strategies
deemed successful by narco-gangs are likely to migrate northward with violent
American gangs.

Regarding the actions of the American militias, recent communications from
extremist militia forums indicate a growing restlessness and self-reinforcing feeling
of impending confrontation with the federal government. Comments such as "to
arms," "it is time now" and "just say the word" are appearing in communications
from some rank-and-file militia members, although most of the leadership of such
organizations is publicly avoiding that rhetoric at the present time.

The claimed "action" seen by Arizona and other regional militias along the Mexico
border is feeding into this growing frustration as well, as it points to what appears
to be a need for militarized initiatives without regard for government authority. The
expression this frustration takes among Pennsylvania militias remains to be seen.
Analysts and researchers will continue to monitor Pennsylvania-based militia and
related communications regarding developments along America's southern border.
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Sector-Specific Threats, Indicators and/or Warnings

Sectors: Chemical, Commercial Facilities, Emergency Services,
Government Facilities, National Monuments and Icons, and
Transportation Systems

1. Specific Targeting of US Assets at Home and Abroad
Three distinct, but complementary, jihadist communications intercepted point to
specific targeting of American interests at home and abroad.

e 'American Blood Streaming in the Streets'

Declaring, "We will destroy the USA soon," a communication from 25 July 2010
and addressed to "slaves of the cross" says that the "leaders who cooperate
with you and whom you support" are "weaker than a small spider.”

The jihadist issuing the communication warns: "You will see American blood
streaming in the streets of one of those countries very soon.” Later, he adds,
"in the coming days.” The writer continues by identifying American embassies,
with addresses, in "those countries," as he defines them, in Syria, Saudi Arabia,
Algeria and Morocco.

e 'Jihadist in 'Rural America’'

On the same day, a jihadist who claims to be in "a rural area of the USA"
praised the Times Square bomber Faisal Shahzad and says that "under
appropriate conditions ... the blessing is coming ..." He seems to imply that he
has been personally experimenting with chlorine gas in order to ultimately
perpetrate a terrorist attack.

The chlorine gas, he writes, "failed to explode four times out of six, but with the
help of Allah this situation will improve.” If he is successful, he insists, "it will
be a big blow, so wait patiently, although it is much harder than expected."
Moreover, he explains, his location makes him "afraid that the intelligence
apparatus" will stop him and "will make it difficult" for him to carry out his
plans.

e New English-Language Jihadist Magazine

A fresh jihadist communication indicates that a new bi-monthly English-
language publication is due to be released soon. The magazine is "on the art of
warfare and the art of improvised weapons for the use in jihad in the battlefield
and in the homeland of the kuffar [infidels - ed.].” Analysts have tentatively
identified the source of the publication as Iraqi. If successfully released, this
publication would join AL-QAEDA IN THE ARABIAN PENINSULA's Inspire
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magazine as an indication of novel efforts to recruit English-speaking Muslims
to the global jihad.

*x*x%xx* ANALYSIS ****** T/I/W Rating: MODERATE

The latest communications closely follow other threats against America and
American assets, confirming and reinforcing increasing jihadist communications
focusing on the American homeland.

Analyst’s Note: Jihadist calls issued in such focused communications almost always
encourage or outright demand lone-wolf or small cell acts of jihad by American
residents.

As mentioned in several previous PIB, maritime ports and airports, rail and light
rail, as well as large public venues in Pennsylvania remain desirable targets for
jihadist attacks along the lines detailed in recent adversarial communications. Also
at heightened risk, based on earlier jihadist communications, are law enforcement
facilities and personnel. In addition, the communication from "rural America" and
other recent communications have discussed the use of accessible chemical agents
for explosives. Terrorists will increasingly seek out alternative ways of attaining
volatile chemicals and industrial explosives, including attempts to steal or hijack the
desired ingredients while in transit.

Regarding threats to the Pennsylvania transportation systems, increasing
international traffic at Philadelphia International Airport, along with its central
location, significantly maintains its position as a high-profile target for jihadist
agents seeking to strike in American airspace. As the second-most traveled airport
in Pennsylvania, and as a US military transit point with facilities for military
personnel and their families, Pittsburgh International Airport also presents a high-
profile target.

The continuing jihadist search for methods to foil technology-based, security
measures should focus attention on the need to heighten awareness of behavioral
and situational clues indicating hostile intent. Personnel responsible for mass
transportation or other public venues should note the possibility of explosive
devices concealed as otherwise innocuous items (e.g., cardboard boxes posted for
delivery, sports paraphernalia, prosthetic limbs, etc.).

Sector: Commercial Facilities

2. Rally for the '"MOVE 9'

Members and supporters of the radical Black nationalist MOVE organization are
planning to hold a rally at 11th and Market St. in Philadelphia on 7 August 2010.

The rally is called to show support for nine imprisoned members of the group who
went to jail in the wake of the massive armed confrontation that took place in
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Philadelphia 32 years ago. "Our main activity is to pressure the parole board about
their release," the MOVE communication declares, "but we won't let August 8th go
by without reminding people what that day represents."

Organizers have indicated that their only intention is to distribute information and
"to talk to people about The MOVE 9."

*dkkkk ANALYSIS *****x*x  T/T/W Rating: LOW-to-MODERATE

Currently, analysts do not foresee a likelihood of disorder or violence in the above-
mentioned MOVE event; however, no information regarding necessary police
permits is available. Analysts have noted an increase this year in activity by
supporters of the MOVE movement and its conflict with law enforcement (PIB No.
79). MOVE has been essentially "adopted" by extremist left-wing anarchists
worldwide as one of their anti-state causes.

Supporters of the MOVE 9 may come to reject peaceful means, which they will see
as having failed them thus far. In light of the foregoing, there is a small possibility
of more radical actions by individual supporters of MOVE.

Sector: Government Facilities
3. Jihad by SMS
A new English-language communication shared among Arabic-speaking jihadists
includes a brief three word message under the heading, "SMS to Swedish &
Norwegian governments."
The actual text of the message is printed in bright colors and laid out as follows:
"You
"Are

"Next ..."

Researchers note that the follow-up responses to the above "SMS" message ask
how, when and why the named states would be targeted. One reply says simply,

them. Does not take you in they mercy. Allah is the gratest."
*kxkx*x ANALYSIS ***x**x*x T/T/W Rating: MODERATE
The individual behind the initial communication presenting the SMS text is known to

analysts as an apparently active jihadist. Both Norway and Sweden have appeared
in targeting information provided through past jihadist communications.
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The above SMS text alone does not indicate an increased risk of attack; however,
analysts believe that Swedish and Norwegian interests and assets are currently
facing pre-existing, jihadist, attack risk indicators. Within Pennsylvania, this
includes the Royal Norwegian Consulate in Philadelphia (1760 Market St.).

Students, researchers and faculty associated with overseas programs in Norway
and Sweden (e.g., Clarion University of Pennsylvania, East Stroudsburg, Indiana
University of Pennsylvania, Mansfield University and Westminster College should be
advised of the existing risk indicators.

Sectors: Commercial Facilities, Government Facilities and
Transportation Systems

4. Anti-Israel Violence at Sporting Event in Turkey
Dozens of protesters clashed with Turkish police in Ankara on Saturday near a
sports hall hosting a women's volleyball game between Israel and Serbia.

While Turkish police managed to maintain order and prevent a breach of security
during the game, they were forced to preemptively close the event to the public
due to security concerns. Among the measures deployed to protect the Israeli
players and the hall were roadblocks, Israeli security personnel assigned to the
Israeli players, and a bus with tinted windows to transport the Israeli team to the
indoor hall.

In the confrontation outside the sports hall, protesters hurled water bottles and hit
the shields of police officers with their Palestinian Authority flag poles.

The protesters reportedly also demonstrated sophisticated tactics such as showing
up one at a time in order to thwart attempts to prevent the gathering. They were
similarly advised in an email by organizers to conceal Palestinian Authority flags and
banners until their arrival, and to shout slogans only when they arrived at the hall.
However, police intelligence successfully intercepted the communications and
managed to prepare effectively. According to the Associated Press, one anti-Israel
protest message named the hotel hosting the Israeli athletes.

*EEkkk ANALYSIS *****x*x  T/I/W Rating: MODERATE

The events in Turkey underscore the security issues surrounding Israeli assets,
delegations and representatives globally, including those Pennsylvania. Such assets
include high-profile Jewish institutions, synagogues or communal events. The
primary and repeat target of such actions in Pennsylvania is the Israeli consulate in
Philadelphia.

In addition, recent global anti-Israel activity has included the attempted disruption
of Israeli shipping and air travel at foreign (non-Israeli) ports of arrival (PIB Nos.
101 and 112). Such tactics may be emulated in other port cities and at
international airports in Pennsylvania. This includes the Port of Philadelphia and the
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Port of Chester, which both receive Israeli imports. Regarding potential airport
locations for anti-Israel actions, researchers note that there are direct Israel-
Philadelphia flights by US Airways. El Al Airlines, the national Israeli carrier, has
passenger flights to Pittsburgh International Airport by way of New York, and flies
directly to the Newark Liberty International Airport (popular with travelers from the
Philadelphia area, as well).

Sectors: Banking and Finance; Commercial Facilities; Energy;
Government Facilities and Nuclear Reactors, Materials, and Waste

5. 'Direct Action Without Compromise' and 'Nonviolent Direct Action’
Two environmentalist training events in coming weeks indicate an ongoing
emphasis among activists on "direct action" as what they believe is an effective
strategy.

e EARTH FIRsT! - UK

The militant environmentalist organization EARTH FIRST! has announced a 4-9
August 2010 "Summer Gathering" under the heading, "Ecological Direct Action
without Compromise," to be held in Derbyshire, in the United Kingdom.’

The gathering is being promoted as "5 days of workshops, skill sharing and
planning action, plus low-impact living without leaders. Meet and share skills
with others who care. Plan actions and campaigns.” Sessions are to include
identifying future targets for environmentalist "direct action."

Earth First! communications promise participants that they will "learn skills for
kick-ass actions on land and water: Small boat handling and blockading using
kayaks / Blockading - tripods, lock-ons / Fences / Climbing skills / Action
reconnaissance / Security for Activists / Strategy and tactics / How to research
corporations / Protest camps."

Earth First! specifies: "The programme also includes ... Water based direct
action skills training. Loads of campaigns are taking to the water in defence of
the planet, like at Rossport where Shell are trying to lay onshore pipelines and
the Great Rebel Raft Regatta at last summers climate camp. This summers EF!
gathering will again be building on these tactics with training in water based
actions.”

The communication also identifies "current campaigns against ecological
destruction" that will be discussed at the gathering, including: "Open-cast
mining / Genetic engineering / Agrofuels / Saving Iceland / Climate actions /
Pipeline resistance in Rossport / Anti-nuclear / Airport expansion/ Tar Sands."

" http://www.earthfirst.org/
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e PEACEFUL UPRISING - USA

The Peaceful Uprising organization is planning a one-day "Nonviolent Direct
Action Training" for 31 July 2010 at the First Unitarian Church in Salt Lake City,
Utah.®

According to the group's announcement of the event, "Civil disobedience
empowers ordinary people to effectively stand up to the fossil fuel, political and
corporate interests that dominate our country. ...This workshop is designed to
increase your comfort level with nonviolent direct action, help you learn basic
skills and find out about the many roles needed to support effective action."

Peaceful Uprising was formed to "train, support and defend those who engage
in nonviolent direct action to protect our future from climate change."

**xx*%xx ANALYSIS *****x T/I/W Rating: MODERATE

Analyst’s Note: The skills and knowledge shared at the above events will most
likely be manifested at subsequent environmental protest events or in direct action
vandalism by eco-terror elements. While the primary impact of the Earth First!
gathering will likely be in Europe, the incorporation of North American campaigns in
the list of topics is a confirmation and reinforcement of the globalization of "green
activism." Similarly, some elements of the Peaceful Uprising training are likely to
find their way into environmental activism outside Utah.

As noted in PAIB No. 68 and thereafter, the Earth First! Movement in general has
taken a turn to advocating more aggressive civil disobedience and sabotage. As
stated in a recent Earth First! journal, "Our greatest strategic assessment should be
whether our actions are effecting the financial bottom-line of the destroyers of
Earth.” The writer declared, "So lets [sic] live wild and be fierce as fuck. Ante Up!"

Potential targets of eco-activist direct action in Pennsylvania identified in
environmentalist and anarchist communications and cited in recent PIB editions
include the following:

e Recent Earth First! networking communications have focused on the
Marcellus Shale gas industry as a high priority target in the New York-
Pennsylvania region (PIB No. 104), as has the NORTHEAST ANARCHIST
NETWORK (NEAN). As far back as December 2009 (PAIB No. 2),
sophisticated variations of "direct action" tactics were taught at Ruckus
Society training in New York aimed at preparing for "direct action" against
drilling in Pennsylvania's Marcellus Shale area.

e Ecological militants of the RAINFOREST ACTION NETWORK declared their
intention to "keep the pressure on" the Royal Bank of Canada over its
financing of the Alberta tar sands project (PIB No. 55).

8 http://www.peacefuluprising.org/
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In this context, ITRR analysts identified several specific banks funding the
Alberta tar sands project that may become targets for eco-activist "direct
action,” or worse, in Pennsylvania, including branches of financial institutions
such as TD Bank, JP Morgan Chase, Citi Bank, Bank of America and Wells Fargo.

e Anti-coal mining and anti-mountaintop removal militant have been very
active and prolific in recent months.

Branches of financial institutions such as JP Morgan Chase, Citi Bank, Goldman
Sachs and Bank of America are potential targets of anti-coal mining activist
protests, campaigning or more radical "direct action" activities. Other
companies previously identified as targets of ecological activists were the coal
companies directly involved in MTR coal operations, power companies that burn
this coal and the offices of Duke Energy.

e In Pennsylvania, nuclear facilities may be targeted for protests or other direct
actions. Additionally, environmental activists have repeatedly cited
Pennsylvania as a leader in nuclear waste production (although the state
does not have a disposal site), and nuclear waste through shipments.

The previous call for heightened security in proximity to all of the above named
institutions will remain for the foreseeable future.

No emerging indicators, threats and/or warnings at this time for the
following sectors:

AGRICULTURE AND FOOD
COMMERCIAL REAL ESTATE
COMMUNICATIONS

CRITICAL MANUFACTURING
DAMs

DEFENSE INDUSTRIAL BASE
GOVERNMENT FACILITIES®
HEALTHCARE & PuBLIC HEALTH
HOTELS AND LODGING

® Educational Facilities Sub-Sector: Security directors, students and faculty of all Pennsylvania-based colleges and
universities participating in educational exchange programs abroad need to remain cognizant of emerging, country-
specific threats, indicators and warnings.
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INFORMATION TECHNOLOGY
POSTAL & SHIPPING
PRIVATE SECTOR SECURITY
SOCIAL SERVICES

WATER

OHS Goal: Situational Awarenes Aong All
Stakeholders

- The Information-Sharing Community -

Owner/Operator
Security Mgr
Firefighters j Municipality Officials

EMS County Officials

~

<«—Surrounding County EMC

Associated Federal & State
Law Enforcement Agencies

Public Works/Utilities Public Health Officials

PEMA Area Office PA National Guard

US DHS Emergency Preparedness Liaison Officers

Adjacent State Intelligence
Centers
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THREAT / INDICATOR / WARNING

RATING DESCRIPTION

Available intelligence and recent events
indicate that hostile elements currently
have little intent or capability to take
action against the target. Although it
cannot be ruled out, an attack is unlikely
based on currently available intelligence.

LOW (Level 4)

Available intelligence and recent events
indicate that hostile elements currently
have the intent and capability to take
action against the target. An attack is
likely to be a priority and might well be
executed.

MODERATE (Level 3)

Available intelligence and recent events
indicate that hostile elements currently
have the intent and capability to take

SEVERE (Level 2) action against the target. Additional
information is also available on the
nature of the threat. An attack on the
target is a priority and is likely.

Available intelligence and recent events
indicate that hostile elements not only
have the intent and capability, but also

CRITICAL (Level 1) are actively planning to take action
against the target within a matter of days
(up to two weeks). An attack or action is
imminent.
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Source Summary Statement

q The Institute of Terrorism Research and Response (ITRR
Institute of (TRR

produces this document specifically for the Pennsylvania Office

Terf$-Flsm Resea rCh of Homeland Security in support of National Priority #3:
Implement the National Infrastructure Protection Plan (NIPP)
AND Response

and all public and private sector, critical infrastructure
protection-related initiatives and strategies.

The ITRR, a commercial information research and analysis organization, uses open-source, human and closed-
source intelligence resources to derive patterns, trends, assessments and time-sensitive products. ITRR used only
native-tongue researchers (English, Hebrew, French, Arabic and Spanish) in the collection, interpretation,
translation, analysis and production of this product. The analysis is performed by former law enforcement officials,
counter-terrorism experts and military intelligence personnel.
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