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****** 

The Institute of Terrorism Research and Response (ITRR) produces this document specifically for the Pennsylvania 

Office of Homeland Security in support of National Priority #3: Implement the National Infrastructure Protection 

Plan (NIPP) and all public and private sector, critical infrastructure protection-related initiatives and strategies.  In 

accordance with the Homeland Security Act of 2002 and  Implementing 

Recommendations of the 9/11 Commission Act of 2007, the NIPP 

groups all critical infrastructure, key resources and significant special 

events in 18 sectors.  This intelligence product is oriented specifically 

on those sectors. 

 The ITRR, a commercial information research and analysis organization, uses open-source, human and closed-

source intelligence resources to derive patterns, trends, assessments and time-sensitive products.  ITRR used only 

native-tongue researchers (English, Hebrew, French, Arabic and Spanish) in the collection, interpretation, 

translation, analysis and production of this product.  The analysis is performed by former law enforcement officials, 

counter-terrorism experts and military intelligence personnel.  Consider information contained herein in context 

with other known information. 

 

ACTIONABLE DATE REMINDERS 

Current-31 August 2010:  In the general escalation in Irish republican terrorism, 

Marching Season in Northern Ireland is a period of several serious potential 

flashpoints for violence, with the most significant risk surrounding the 12 July 

march. Heightened situational awareness is called for among students and faculty 

with overseas programs in Northern Ireland, such as those of Millersville University 

and the Pennsylvania College of Technology.  

14 July 2010:  Northern Wayne Property Owners Alliance (NWPOA) is calling for 

supporters of oil well drilling in the Delaware River Basin - which would naturally 

entail their right to sell their properties to oil companies - to attend the Delaware 

River Basin Commission hearing in Trenton, New Jersey. Opponents of such drilling 

have called for a parallel rally at the DRBC. 

http://www.terrorresponse.org/
http://www.dhs.gov/xlibrary/assets/NIPP_Plan.pdf
http://www.dhs.gov/xlibrary/assets/NIPP_Plan.pdf
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15-19 July 2010:  Animal Rights National Conference 2010 at the Hilton Hotel in 

Alexandria, Virginia: "the world's largest and longest-running animal rights 

gathering.”  Likely to have an impact on animal rights activism nationwide.  

16-18 July 2010:  The NORTHEAST ANARCHISTS’ NETWORK (NEAN) is holding its 

annual assembly in Boston, Massachusetts.  

16-18 July 2010:  28th Annual Riyaadah (http://www.riyaadah09.org/) - a Muslim 

sports and outdoor celebration slated to take place in Philadelphia, at the park on 

Cobbs Creek and on the campus of Temple University. (See details herein.) 

16-19 July 2010:  A multi-state militia organization - the 2-4 MID ATLANTIC 

CITIZEN HOMELAND SECURITY ASSOCIATION (2-4 MACHSA or "Mountain Men"), 

active along the Mason-Dixon Line of Maryland and Pennsylvania - is holding its first 

Annual Patriot Training in Pennsylvania.  

17 July 2010:  A.N.S.W.E.R. (ACT NOW TO STOP WAR & END RACISM, 

https://secure2.convio.net/pep/site/SPageServer?JServSessionIdr004=lg54by2ms1

.app213b&pagename=ANSWERLA ) meeting in Philadelphia, at the William Way 

LGBT Center. (See details herein.) 

17 July 2010:  Environmental activist groups in Europe have called for an 

"International Stop the Tar Sands Day.”  The reference is to what they call the 

"climate crime" of tar sands oil extraction projects in Alberta, Canada.  ITRR 

analysts identified several specific banks funding the Alberta tar sands project that 

may become targets for eco-activist "direct action,” or worse, in Pennsylvania, 

including branches of financial institutions (see PAIB no. 107 for a detailed list).  

24 July 2010:  A Lesbian, Gay, Bi-sexual and Transgender (LGBT "Gay pride") 

parade and subsequent festival, PrideFest, are to take place in Harrisburg. The 

parade will progress down Front Street (between North and Walnut), with the 

festival in Riverfront Park. Law enforcement personnel will primarily be called upon 

to provide crowd control and manage possible counter-protests. Of note are recent 

focused anti-gay rhetoric and actions among White supremacists and some right-

wing militia supporters. 

29 July 2010:  Arizona's immigration law SB-1070 to be enacted. Anarchists and 

immigrants' rights activists are prepared to "escalate resistance" nationwide. 

6-9 August 2010:  An Anarchy Summer Camp in northern Virginia (the precise 

location kept confidential at the present time) "will help you prepare for the 

upcoming International Monetary Fund (IMF) demonstrations this fall.... [and] will 

http://www.riyaadah09.org/
https://secure2.convio.net/pep/site/SPageServer?JServSessionIdr004=lg54by2ms1.app213b&pagename=ANSWERLA
https://secure2.convio.net/pep/site/SPageServer?JServSessionIdr004=lg54by2ms1.app213b&pagename=ANSWERLA
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prepare participants for the demonstrations through workshops... as well as real life 

exercises, such as tactical simulations." The IMF is scheduled to meet in 

Washington, DC, 9-11 October 2010. Skills and lessons learned can be expected 

to be put into effect in anarchist actions throughout the northeast region in the 

following months, including in Pennsylvania. 

6-9 August 2010:  The Brandywine Peace Community is planning to hold two 

protests marking the World War II nuclear bomb attacks on Hiroshima and 

Nagasaki, Japan, in 1945. 

 On 6 August 2010 activists will gather outside the offices of defense 

contractor Lockheed Martin in Valley Forge for "civil disobedience and... 

arrest..." 

 

 On 9 August 2010, the activists will gather at Philadelphia's City Hall and 

march to SS Peter and Paul Roman Catholic Cathedral. 

9-12 August 2010:  Coal-Gen 20-Ten, the coal "industry's most dynamic event,” is 

to be held at the David L. Lawrence Convention Center in Pittsburgh. 

30 July-31 August 2010:  The anarchist organization, CRIMETHINC. 

http://www.crimethinc.com/  is planning what they have called "a decentralized 

convergence".  One specified rolling event is the Conspiracy Tour throughout 

several US states, from 25 July through 25 August 2010. Tentative Conspiracy Tour 

dates and locations in Pennsylvania include: 

 30-31 July 2010 in Pittsburgh 

 3 August 2010 in Philadelphia 

 

SECTOR-SPECIFIC THREATS, INDICATORS AND/OR WARNINGS 
 

SECTORS:  COMMERCIAL FACILITIES AND GOVERNMENT FACILITIES 
 

1.  A.N.S.W.E.R. Meeting in Philadelphia 
The radical anti-capitalist, anti-authoritarian A.N.S.W.E.R. organization is planning 

to hold a planning and analysis meeting in Philadelphia on 17 July 2010. The 
gathering is slated to take place in the William Way LGBT Center at 315 Spruce St. 
under the heading, "Fighting the right and defending immigrant rights.” 

 
Participants hope to discuss, "Who is behind recent right-wing demonstrations and 

legislation? What social and class forces do they represent? What can we do to 
organize and fight back?" Participants will also hear a report about protests over 

http://www.crimethinc.com/
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Arizona Governor Jan Brewer's attendance at the National Governors Association 

meeting in Boston on 10 July 2010.  
 

ANSWER is also planning to press for Philadelphia to become an illegal immigration 
"sanctuary city.” 

 
****** ANALYSIS ******  T/I/W Rating: LOW 
 

ITRR analysts do not foresee a security risk at the ANSWER gathering; however, the 
lessons learned and plans to "organize and fight back" under discussion can be 

expected to be incorporated in subsequent ANSWER actions in Pennsylvania.  
 
ITRR researchers are monitoring adversarial communications for indications of risk 

stemming from the ANSWER planning sessions. 
 

 

Sectors:  BANKING AND FINANCE, ENERGY AND GOVERNMENT FACILITIES 
 

2.  EPA Headquarters Sit-In 
Members of the RAINFOREST ACTION NETWORK (RAN), held a sit-in at the 

Washington, DC offices of the Environmental Protection Agency (EPA) on 8 July 
2010. 

 
Calling for an end to mountaintop removal (MTR) coal mining in West Virginia, the 
activists collectively sat down in the center of the EPA lobby and locked themselves 

together with metal "lock boxes,” while playing music interspersed with sounds of 
MTR explosives.  Another RAN member hung an anti-MTR banner from the EPA's 

front door. 
 
RAN is opposed to the new guidelines issued by the EPA regarding MTR mining. 

 
****** ANALYSIS ******  T/I/W Rating: LOW-to-MODERATE 

 
ITRR analysts reiterate that anti-coal mining activists and related organizations 

have recently been increasing training and actions targeting the coal industry and 
related facilities. Training sessions in West Virginia and Virginia have focused on 

"skills and knowledge" regarding tactics for "direct action,” while the EARTH FIRST! 
movement has taken a turn to advocating more aggressive civil disobedience and 
sabotage. In addition, eco-extremist and anti-capitalist communications of 8 

January 2010 and thereafter include explicit calls for sabotage of major facilities 
and even murder. 
 

Significantly, calls for assistance in putting pressure on the EPA from 
environmentalist militants have led to sympathetic actions in Pennsylvania. As 

noted in PAIB No. 50, anti-MTR activists decided to target the EPA offices in 
Philadelphia on 1 March 2010.  On that date, about 40 activists gathered at the 

building for a sit-in.  
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Regarding RAN, ITRR analysts note that the organization has declared its decision 

to specifically target JP Morgan Chase for its role on MTR mining. On 2 April 2010, 
for example, RAN activists participated in a flash-mob "street theater" at JP Morgan 

Chase's Chicago headquarters.  Other facilities targeted by RAN in previous 
campaigns have been the scene of illegal actions including trespassing, lock-downs 

and vandalism. 
 
In light of the recent anti-MTR action focused on the EPA, ITRR analysts believe 

that sympathetic protests are also possible at the Philadelphia EPA offices (1650 
Arch St.).  In addition, ITRR reiterates that branches of financial institutions such as 

JP Morgan Chase, Citi Bank, Goldman Sachs and Bank of America are potential 
targets of anti-coal mining activist protests, campaigning or more radical "direct 
action" activities. Other companies previously identified as targets of ecological 

activists were the coal companies directly involved in MTR coal operations, power 
companies that burn this coal and the offices of Duke Energy.  In addition, 

precautions are called for at businesses in proximity to the above-named 
institutions.  
 

 

Sector:  COMMERCIAL FACILITIES 
 

3.  Annual Muslim Sporting and Outdoor Event in Philadelphia 
Philadelphia will host the 28th Annual Riyaadah on 16-18 July 2010. Described as 
"one big Muslim family reunion," the Riyaadah includes outdoor games and sports 
competitions, vendors and craftspeople, as well as various religious "lectures, 

seminars and workshops on bringing the teachings of Islam into our lives." 
 

Events begin with a large communal prayer on Friday, to be held in the park at 61st 
St. and Cobbs Creek Parkway. An additional welcoming event is to take place in the 
evening at the African American Museum (701 Arch St.).  

 
On Saturday, primary Riyaadah events are slated to take place at the Temple 

University campus complex, as well as a pistol competition at the Double Action 
Inc. range at 611 Industrial Park Dr. in Yeadon.  

 
On Sunday the central Riyaadah event is a "citywide barbecue" in the park at 61st 
St. and Cobbs Creek Parkway. 

 
****** ANALYSIS ******  T/I/W Rating: LOW-to-MODERATE 

 
ITRR analysts do not foresee a significant security risk inherent to the Riyaadah; 
however, there is a possibility of local troublemakers taking advantage of the large 

urban gathering.  ITRR analysts observe that such a scenario has taken place at the 
Greek Picnic event in Fairmount Park (not far from Cobbs Creek). 

 
Additionally, there is a small risk of protesters targeting the Riyaadah for anti-
Islamic agitation. While no such indicators have yet been identified, ITRR analysts 
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are monitoring adversarial communications for indications of increased risk 

associated with the Riyaadah. 
 

 

Sectors:  COMMERCIAL FACILITIES AND ENERGY 
 

4.  Oil Executive Targeted in Parcel Bombing 
A woman suffered significant facial injuries Friday when a pipe bomb concealed in 
what appeared to be a gift package of chocolates exploded in her hands. 
 

The parcel was left on the front porch of the Houston home where she was staying. 
While open sources do not identify the owner of the property, saying only that it 

belongs to an "oil executive"; ITRR has confirmed that it is the property of Adams 
Resources and Energy executive James Moore. Of note is that anti-authoritarian 
speculation as to the property owner's identity, using open sources and cross-

checking methods, also identified Moore. 
 

According to authorities, the bomb was packed with thumb tacks and nails to 
increase physical damage to targeted individuals.  
 

In reaction to the bombing, for which no group has taken responsibility as of this 
writing, anti-capitalist and environmental militants expressed satisfaction:  

 
 "Do you think any other oil execs should start worrying about their personal 

well being just because BP has killed 11 workers, fucked up the gulf and its 
coastline, devastated an entire ecosystem and destroyed the lives of 
thousands of people, birds and aquatic creatures?... Sometimes when these 

things happen, reactionary responses take on a life of their own." 
 

 "But seriously, how else do people get the CEO's attention? They have no 
conscience and don't think twice about killing innocents for their greed. They 
see riches piling up and there is never enough to satisfy them... Let this be a 

lesson to the arrogant wankers running big corporations. If you have no 
conscience to guide you then you will have to learn the hard way. I'm sure 

the citizens who were forced to these extremes will be caught and made an 
example of, but hopefully the elitist who laugh all the way to the bank will 
learn a lesson." 

 
 "Americans finally recognize the enemy." 

 
 "Let the class war begin. This has been simmering for decades. Citizens have 

no recourse against hundred billion dollar transnational corporations, the 

president of the united states is freaking powerless against them. They are 
bigger than most countries in the world and more powerful; somehow they 

have colluded even with our coast guard who is protecting BP instead of our 
coast...." 



Pennsylvania Actionable Intelligence Bulletin No. 110 

 

 

Page 7 of 12 

 

 "The only thing these people listen to is huge sums of money, which citizens 

don’t have, or violence. Until we destroy enough of their property to make a 
financial splash or start killing their executives and decision makers and 

profiteers, nothing will change. Why should it. ...What can we do but 
violence????????" 

 
 "One oil executive dead is just a good beginning as far as I'm concerned but 

there are plenty of other corporations that deserve the same or worse... Let's 

start with Monsanto and Koch industries."  
 

 "Let the games begin!" 
 

 "I think we'll see a huge rise in incidents like the pipe bomb at the oil 

executives homes... since the laws dont govern the rich and powerful the 
same as the poor and disadvantaged then 'vigilante' justice will start big 

time."  
 

 "The destruction of our lives as a result of the energy industry goes far 

beyond Hayward. And none are held accountable. Has there been any 
charges levied against Massey, yet?" 

 
****** ANALYSIS ******  T/I/W Rating: MODERATE 
 

The above bombing, if confirmed to be the work of eco-terrorists, would confirm the 
environmentalist slide toward violence as identified by ITRR in January 2010.  

 
Eco-extremist, anti-coal mining and anti-capitalist communications of 2010 include 
explicit calls for everything from more aggressive civil disobedience through 

sabotage and even murder. Furthermore, the increasing combination and cross-
pollination of ecological militants and anarchists is expected to prove increasingly 

volatile, since, like their environmentalist militant allies, anarchist rhetoric has also 
seen a shift toward support for extremist action in the past year. In this context, 
ITRR analysts have observed general anarchist support or sympathy in some circles 

for the anti-civilization "Unabomber,” Ted Kaczinski. 
 

Specifically named in communications reacting to the Houston bombing were 
Monsanto, with offices in Manheim and York, Koch Industries, with offices in 
Pittsburgh and Schaefferstown, and Massey Energy.  In May 2010, it will be noted, 

Massey purchased the Mathies mine in Union, its first investment in Pennsylvania. 
 

 

Sector:  GOVERNMENT FACILITIES 
 

5.  Ugandan Bombing Follows Explicit Threats; PA Man Killed 
Two apparent suicide bombers struck the Ugandan capital of Kampala on 11 July 
2010. As of this writing, 64 people were reportedly killed in the attacks. The 
bombings were apparently timed to strike large crowds gathered at restaurants in 

the city to watch the final game of the FIFA World Cup on TV. 
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One American was killed and at least three others wounded in one of the bombings, 

at an Ethiopian restaurant.  The American casualties were all part of a church-based 
NGO from Pennsylvania. 

 
Current local assessments, as well as ITRR analysis, indicates that the Somali 

jihadists SHABAB AL-MUJAHIDEEN are behind the deadly bombings. The latest 

Shabab rhetoric has increasingly focused on Uganda as a preferred target, along 
with Burundi, but not just in the African continent. 

 
1. On 11 July 2010 the Shabab issued a new video recording called, "The African 

Crusaders: The War for the West." In the video, there are several scenes of what is 
claimed to be successful Shabab attacks on foreign forces in Somalia. 
 

A key statement in the video's audio track is: "The Ugandans invaded to our land.  
That is why we will kill their soldiers and generals; we'll destroy their weapons, and 

kill their politicians and diplomats." 
 
The threat concludes with a call to action: "We recommend that all jihad fighters 

put the Ugandans on the top of their list." 
 

2. Several days earlier, the purported leader of Shabab issued explicit threats 
against Uganda and Burundi for those countries' roles in the African Union forces in 

Somalia. He called on Somalis to "unite in their war against the enemies of Allah." 
 
The peoples of Uganda and Burundi can become a group target for Shabab, the 

communication warned, "as a response over the massacre of Somali women and 
children in Mogadishu by their soldiers." 

 
3. Around the same time, a senior Shabab spokesman publicly called on 
international jihadists to attack the embassies of Burundi and Uganda throughout 

the world. As the spokesman phrased it, "We call on Muslim youths and jihadists 
wherever they are in the Muslim world to attack, bomb and burn the global 

embassies of Burundi and Uganda." 
 
4. Also in recent days, ITRR researchers identified communications aimed for 

internal use of Shabab in which there is an express intent to increase operations 
against African Union troops within Somalia. The communication said that "the 

enemies of Allah met in Ethiopia few days ago and agreed to fight the great Koran." 
 
In response to the Kampala bombings, Yusuf Sheik Issa, a Shabab spokesman, told 

the Associated Press: "Uganda is one of our enemies. Whatever makes them cry 
makes us happy. May Allah's anger be upon those who are against us." He refused 

to confirm or deny Shabab involvement.  
 
In new communications intercepted today (12 July 2010) by ITRR, jihadists 

declare: "If there are martyrs in Mogadishu there will be martyrs in Addis Ababa 
[Ethiopia] and Kampala. This is not the end.  Don’t think that Kampala is the end. 

It's just the beginning." 
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****** ANALYSIS ****** T/I/W Rating: MODERATE-to-SEVERE 
 

ITRR analysts note that the jihadist strategy of openly threatening a given target 
even as plans to attack it are already underway is designed to increase the prestige 

of the organization. They earn a reputation for being able to "call their shots,” which 
would be seen as a sign of a force that the jihadists' enemies are unable to stop.  
 

Due to the clear, current evidence of the Shabab use of that strategy and the 
threats of more imminent attacks, ITRR analysts reiterate guidance (offered in PAIB 

No. 44) regarding explicit Shabab threats to Kenya.  
 
As noted at the time, Pennsylvania has had several links with Kenya in recent years, 

bringing Commonwealth-based delegations to the African country – from 
Pennsylvania State University student volunteers to representatives of the 

Pennsylvania Credit Union Association. Pennsylvanian organizations with current 
contacts with Kenya should be made aware of the increased risk of attack or 
abduction throughout the Horn of Africa.  

 
In addition, there is a continuing and increased potential of opportunistic terror 

attacks within Uganda, Burundi and Ethiopia at the current time. There is also a 
small risk of lone-wolf operations targeting Ugandan, Ethiopian or Burundian assets 
outside Africa.  
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No intelligence at this time for the following sectors:  
 

AGRICULTURE AND FOOD 
CHEMICAL 

COMMUNICATIONS 
CRITICAL MANUFACTURING 

DAMS 
DEFENSE INDUSTRIAL BASES 

EMERGENCY SERVICES 
HEALTHCARE AND PUBLIC HEALTH 

INFORMATION TECHNOLOGY 
NATIONAL MONUMENTS AND ICONS 

NUCLEAR REACTORS, MATERIALS AND WASTE 

POSTAL AND SHIPPING 
TRANSPORTATION SYSTEMS 

WATER 
 

 

 

Compiled by NR 
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THREAT / INDICATOR / WARNING 

RATING 
DESCRIPTION 

LOW (Level 4) 

Available intelligence and recent events 
indicate that hostile elements currently 

have little capability or intent to take 
action against the target.  It is assessed 
that, although it cannot be ruled out, an 

attack or action is unlikely to be mounted 
based on current available intelligence. 

MODERATE (Level 3) 

Available intelligence and recent events 

indicate that hostile elements have the 
capability to take action against the 

target and that such action is within the 
adversary's current intent.  It is assessed 
that an attack or action is likely to be a 

priority and might well be mounted. 

SEVERE (Level 2) 

Available intelligence and recent events 
indicate that hostile elements have an 

established capability and current intent 
to take action against the target and 

there is some additional information on 
the nature of the threat.  It is assessed 
that an attack or action on the target is a 

priority and is likely to be mounted. 

CRITICAL (Level 1) 

Available intelligence and recent events 

indicate that hostile elements with an 
established capability are actively 
planning to take action against the target 

within a matter of days (up to two 
weeks).  An attack or action is expected 

imminently. 
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END-CLASSIFIED-TAM-C-  

  

For additional information, please contact the TAM-C of the Institute 

of Terrorism Research and Response at: +1.215.922.1080 or 
info@itrrintel.org  

 

Working with organizations that refuse to surrender their domestic 

or international operations to terrorism   
 

Ensure that you always receive the latest information from The Institute of Terrorism 

Research and Response.  Add the e-mail address, "info@itrrintel.org" to your personal 

address book. 

 

This Intelligence report includes information from open and closed intelligence sources.  Not 

all information is able to be verified; however, the TAM-C is actively evaluating the reporting 

to establish its accuracy and to determine if it represents a possible link to terrorism.  If 

recipients have any additional or clarifying information, please contact the Targeted 

Actionable Monitoring Center (TAM-C) at +1.215.922.1080.   

  

Actionable Intelligence Weekly Briefing® A general overview of actionable intelligence 

(upcoming events) used by directors of security and law enforcement managers to pre-plan 

their future operations.  The Briefing is dispatched on Monday of each week by 1100 GMT to 

enable early planning of the upcoming weeks. 

 

Threat and Hazard Monitoring (THM) A custom service meeting the needs for each client.  

With the assistance of our international analysts, this service identifies specific threats, 

hazards, vulnerabilities, and assets our team of native language speakers researchers and 

ground resources, are to monitor and forward on to the client.  

 

For additional information regarding the Center's services or specialized customized 

research and analysis programs, feel free to contact us at: info@itrrintel.org 

 

mailto:info@itrrintel.org

