\l“"‘ﬂ..r’ OHIO DEPARTMENT
==, OF PUBLIC SAFETY

N\

QHIO

\ ‘ Homebond

vvvvvvvv

Strategic Analysis and Information Center
E-mail: SAIC@dps.state.oh.us Phone: 877-647-4683

The Ohio Homeland Security Strategic Analysis and Information Center will facilitate effective terrorism
related information and intelligence sharing, working with and supporting local, state, and federal
governmental agencies, public and private sectors, and the citizens of Ohio.
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(U//[FOUQ) Winter Clothing Challenges for Citizens and Law
Enforcement Officers

(U) Key Findings

(U//FOUO) During periods of colder weather, Ohio citizens and law enforcement officers
(LEO) encounter a variety of winter clothing—ski masks, toboggan hats, stocking caps,
scarves, head bands, hooded sweatshirts, and heavy coats—that can present challenges to
identifying individuals in public areas and public transportation.

(U//FOUO) Citizens and LEOs should be aware that many public areas and modes of public
transportation have few or no policies against full concealment of the face or identifying
features when wearing winter clothing. Examples of these public areas and public modes of
transportation include buses, airports, shopping malls, financial institutions, and gas stations.

(U//FOUO) (Analyst’'s Comment: It should be noted that there are policies requiring
individuals to identify themselves in public areas in certain situations, such as verifying an
identity to board a plane or while initiating a banking transaction. This bulletin does not
address issues where identification is required for a specific service or as part of a standard

policy.)
(U) Challenges and Recent Incidents

(U//FOUOQ) Historically and in particular, criminals and terrorists have worn head and neck
wear to conceal identities and create an element of surprise. Furthermore, winter head and
neck wear pose identification challenges for LEOs in highly traversed public areas and when
attempting to identify a suspect in a criminal incident. Criminals and terrorists may take
advantage of the colder weather to use winter head and neck wear for nefarious purposes
while blending in with the general populace.

(U//FOUO) In 2007, a rider of a Cleveland-area Regional Transit Authority public bus robbed
two passengers while wearing a full facial toboggan hat. Recent law enforcement and open
source reporting® in the past year indicates that ski masks, hooded sweatshirts, and dark
coats have been used for robberies and assaults at gas stations and banks in Ohio.

! “Akron Gas Station Robbed”, http://www.ohio.com; “Description of vehicle leads to arrests for bank
robberies”, http://www.theprogressortimes.com/; other open source reporting.
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(U) Current Policies

(U//FOUO) SAIC research which includes collaboration with partners and other resources?
indicates that few public areas—such as financial institutions, grocery stores, jewelry
stores—or modes of transportation have policies prohibiting the concealment of identities
with winter weather clothing (this does not include private businesses which can enact their
own policies). The Ohio Bureau of Motor Vehicles, for example, does have a policy that
requires the removal of headwear for identification in driver license and state ID photographs
(except for specified religious purposes or medical treatments). Some financial institutions
are exploring policies that would require individuals to remove all concealing headwear
before entering the lobby area prior to a transaction. The policy would give employees the
opportunity to verbally confront any violators of the policy.

(U//FOUOQO) Officials cite public transportation driver and passenger safety as the main
reason to implement a policy which would require an individual to remove head and neck
wear that conceals an identity before entering, boarding, or using public transportation
services. ldentified Ohio transportation authorities have previously discussed measures to
implement policies that would require individuals to remove winter weather clothing, such as
ski masks and toboggans, when boarding a public bus or utilizing public transportation. In the
past, legal and enforcement issues have impeded the implementation of these kinds of
policies, and discussions are ongoing at this time.

(U) Conclusion

(U//FOUO) Only a very small percentage of individuals use winter weather clothing for
criminal or terrorist purposes. Individuals who transit public areas and ride public
transportation may become alarmed or uneasy when they observe others with this type of
concealment because of preconceived notions and perceptions. As discussion continues
about the implementation of proposed policies, citizens and LEOs are reminded to remain
vigilant of the challenges winter clothing may pose in public areas and public transportation.

This information is being provided to our partners for safety and situational awareness. To report
suspicious incidents or activities, please contact the SAIC at (614) 799-3555 or saic@dps.state.oh.us.

% Please contact the SAIC to request a full list of agencies that provided input on this product.
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Consumer Feedback Survey

Product: Winter Clothing Challenges for Citizens and Law Enforcement Officers;
SAIC Bulletin 2008-124

In an effort to improve customer service and enhance the quality of our products, we
respectfully request that consumers of information and intelligence from the Strategic
Analysis and Information Center (SAIC) complete a feedback survey. Comprehensive
feedback and product suggestions help the SAIC and fusion center partners continuously
serve its consumers with greater attention and detail.

Please check the Strongly Strongly

appropriate box Agree Agree Neutral | Disagree Disagree
P ——§—§——$—$—$>@>__—»w—=~y_

This product provided
useful information.

This product is detailed
and accurate.

This product contained
unique, timely information.

This product was
well researched.

This product could be
used to assist policy
making and/or operations.

Overall, this product is
of high quality.

Comments:
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