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Situational Awareness Report

Attack on Afghan Resort Demonstrates Vulnerability of Hotels

26 June 2012
(U//FOUOQ) NJ Regional Operations Intelligence Center Analysis Element / Threat Analysis Program # AE201206-1079

Overview

(U//FOUO) A recent terrorist attack on a resort hotel in Afghanistan demonstrates the vulnerability of
hotels and other “soft” targets to these types of assaults. On June 22, 2012, Afghan forces retook a
lakeside hotel outside of Kabul from a Taliban suicide assault team that was holding dozens of civilian
hostages. The Taliban claimed credit for the attack, calling the hotel and others near it a “hub of
obscenity and vulgarity.”

(U//FOUO) The Taliban operatives were disguised as Muslim females wearing burgas — full-bodied
cloaks worn by some female Muslims — and were armed with suicide vests, assault rifles, and rocket-
propelled grenade launchers. Upon entering the Spoghmai Hotel, an upscale resort in Kabul frequented
by wealthy Afghans, the Taliban team killed two Afghan security guards at the hotel’s front gate, then
took nearly 40 Afghans hostage. At least 12 Afghan civilians were killed during the siege, as well as
the two security guards, a policeman, and the five attackers. *

Analysis

(U//FOUO) Complex attacks such as the one at the Spoghmai Hotel are difficult to organize and
execute, placing such efforts beyond the capability of some homegrown violent extremists (HVES).
However, hotels and other “soft” targets without stringent security measures are vulnerable to smaller-
scale attacks using tactics such as small-arms attacks and hostage taking. While burgas are not likely to
be used in an attack in the United States, the Kabul incident illustrates that terrorists may mask their
identities, thus making it easier for them to go unnoticed and to gain access to restricted areas. This
procedure could take the form of terrorists disguising themselves as hotel workers. They may also
check in as guests at the hotel, thus having full access to the premises.

(U//FOUO) HVEs or lone offenders remain the most likely element to launch an attack against the
hotel sector in the United States and New Jersey. A lone offender may become inspired to make an
impact with minimal resources or technical ability. Inspiration may come in the form of successful
attacks overseas or encouragement to action by radical clerics. Attacks are likely to resemble past lone
offender incidents, such as the shootings at a military recruiting center in Little Rock, Arkansas, and at
Fort Hood, Texas in 2009.

! (U) The Long War Journal, “Afghan Soldier Retake Kabul Hotel after Taliban Assault,” June 22, 2012. Available at:
http://www.longwarjournal.org/archives/2012/06/afghan_policemen_Kil.php.
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Implications for New Jersey

(U//FOUO) The threat to the hotel industry in New Jersey and the surrounding region is high because
of frequent attacks domestically and internationally, and the potential threat from HVEs to the
hospitality industry.> As military and government facilities continue to improve their security
measures, terrorists are likely to target hotels and other facilities that are easier to attack. While
numerous terrorist groups have expressed the intent to target the United States, the NJ ROIC is
unaware of any group that has specifically mentioned the hotel sector in New Jersey as a potential
target. Law enforcement and private-sector security personnel should remain vigilant for suspicious
activity that may be indicative of terrorist activity.

New Jersey Suspicious Activity Reports

(U//FOUO) A review of the New Jersey Suspicious Activity Reporting System (NJSARS) related to
the hotel sector for the past 12 months shows little activity reported. Bergen County reported the most
suspicious events with three SARS during this period, followed by Atlantic, Middlesex, and Ocean
counties with two SARS each respectively. In total, there were 16 suspicious incidents reported in a
12-month period.

Suspicious Activity Reporting

(U//FOUO) Any suspicious activity with a possible nexus to terrorism in New Jersey should be
reported immediately following existing protocols specific to respective counties. Activity can also be
reported to CT Watch located at the ROIC by dialing 2-1-1 or (866) 4SAFENJ (866-472-3365), or by
e-mailing Tips@NJHomelandSecurity.gov.

(U//FOUO) Any agency with information or comments/questions about this document should contact
the NJ ROIC Analysis Element - Threat Analysis Program at (609) 963-6900, ext. 6243, or
njroicanalysis@gw.njsp.org.

2 (U/IFOUO) DHS, Threat Assessment: Hotels. IA-0469-10. 13 September 2010.
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