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Course Introduction

Classification

Introduction

Objective of this
Course

Learning
Outcomes

Course Protocols

Practical Exercises

Information contained in this instruction is UNCLASSIFIED.
However, certain methodologies are Law Enforcement Sensitive.

NITRO is a three-week course consisting of 14 days of lessons,
incremental practical exams and a final practical exam.

NITRO is designed to introduce the officer to basic network
intrusion investigation techniques.

After completing this course the trained officer should be able to
successfully conduct a network intrusion investigation.

Information contained in each section of this student book is
presented in sequential order so that knowledge gained from later
lessons is built on a foundation of what was learned earlier. Other
course protocols include the following:

e Practical exercises — Instructors will provide directives and
handouts for practical exercises completed in the lab.

e Appendices — Include course related materials provided by the
instructors.

Practical exercises in NITRO are hands-on. Each exercise is
instructor-directed. In the exercises, students will:

Perform network wiring and connecting activities
Conduct manual log analysis

Use automated log analysis tools

Perform “Live” network gathering and analysis activities

In addition, every morning the students will have an opportunity to
ask questions and/or review materials discussed on the previous
day. This allows instruction to remain fresh and aids students with
building practical connections to the training.
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Module 7
Report Writing

Overview Investigations require comprehensive reporting that documents
actions and summarizes findings. The best reports are clear,
concise, accurate, and report only information relevant to the facts

of the case.

Purpose of this The purpose of this module is to introduce you to an acceptable

Module format and strategy for reporting. You will learn how to
summarize the steps and findings of an investigation involving
digital data.

Objectives After successfully completing this module, you will be able to:

e Discuss the importance of writing an organized, clear, concise
and accurate report

e Write an organized, clear, concise, and accurate report

e Discuss appropriate questions and interviewing techniques for
computer crimes

In this Module The following table lists the contents of this module.
Lesson See Page
Lesson 1 — General Report Writing Techniques 7-3
Lesson 2 — Cyber Crime Interviews 7-19
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Lesson 1 — General Report Writing Techniques

Introduction Forensic reports involving the analysis of digital evidence should
address the same basic information. No matter how well an
investigator conducts analysis, it is of little value if results cannot
be reported in an organized, clear, complete and concise manner.

Purpose of this The purpose of this lesson is to provide guidance for generating a
Lesson document to report the forensic analysis results of digital evidence.

Objectives After completing this lesson, you will be able to create a forensic
report that:

Discusses the purpose and need for forensic analysis
Explains what physical and/or logical evidence was analyzed
Defines programs, terms, and their relevance

Explains findings in an orderly manner

Associates relevant evidence with users

In this Lesson The following table lists the contents of this lesson.
Topic See Page
The Forensic Report 7-4
Examiner Notes 7-5
Forensic Reporting 7-6
Title Page 7-8
Items Analyzed 7-10
Relevant Software 7-11
Glossary 7-12
Details of Findings 7-13
Items Provided 7-16
Creating a Hyperlink in Microsoft Word 7-17
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The Forensic Report

Introduction

The forensic report is the culmination of a process often involving
intensive and painstaking work. It should reflect the time, effort
and professionalism involved in building the case and acquiring
the information. No matter how overwhelming conclusive the
evidence is in determining guilt or innocence, if the evidence is not
presented in an organized, clear and concise manner, it may be of
little use to its intended audience.

Ultimately you should consider the report a reflection of yourself,
your skills, attention to detail, experience and work ethic. In this
respect, the report is much like a resume. It deserves the same
attention that you would put into the development of your resume.
The report should be well organized, include only relevant
information, and be free of grammatical, punctuation and spelling
errors. The recipient should be able to read it one time and have a
very clear understanding of the message you are trying to convey.
If the reader cannot do that your forensic report may disregarded
or discarded.

The consequences of such a fate for a resume are obvious but the
impact is limited to the individual. The consequences of that
happening to a forensic report could be far more reaching. If the
evidence to convict a child predator was apparent but discarded for
lack of organization and presentation the consequences could be
felt by an innocent child or many children in the future.

Again, consider the report a reflection of your professionalism and
develop it as such. It is a professional document and could very
well be one of the most important reports you will ever write.
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Examiner Notes

Importance of
Documentation

Note Taking

The documentation that is created during the analysis process
provides the basis for the examiner to report the results of the case.
Remember, all written notes and documentation created during the
investigation should be preserved and may be discoverable in
court.

Examiner notes taken during the execution of a forensic
examination along with the final report of your findings are the
foundation on which many digital media-related cases are built.

Note taking is an essential part of a forensic examination. Your
notes help create a document that will provide a record of all of the
procedures and processes performed. The examination notes
should present a clear timeline of the actions taken and the results
of those actions. For example:

January 15t, 2008

0800 — Performed a signature check on the suspect media, Item
#1, Partition1, NTFS, 6.0GB. There were a total of 243 file
signature mismatches identified.

0835 — Reviewed signature mismatched files and found 23 files of
interest ...

0900 — Used Adobe Photoshop 8.5 to review image files for
existence of layered images. None were found.

Properly recorded notes provide a repeatable roadmap of your
examination. Another examiner should be able follow your notes
to reproduce the same results obtained in the original exam.

You should number, date, and initial all note pages using the [page
#] of [total # of pages] numbering schema to account for all note
pages. It is not uncommon for extensive periods of time to pass
between the time of the examination and prosecutorial action.

Thorough note taking will help ensure that you can accurately
testify to actions taken during the examination. When taking
examiner notes, always follow the rule, “If it wasn’t documented,
it didn’t happen.”

01/09
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Forensic Reporting

Introduction

Report Contents

A forensic analysis report should contain all of the relevant
evidence that you find during your examination. Your final report
must clearly identify persons related to the examination including
you, the requestor, suspects, and any other pertinent individuals.

Your report should:

e Provide details about the purpose for the forensic analysis
e Describe the physical and/or logical evidence analyzed
o Define related programs, terms and their relevance

Most importantly, the forensic report must clearly and concisely
explain the items of evidentiary value that were found on the
suspect media as a result of your analysis. It must also identify the
location and relevance of the items of evidentiary value as relating
to the reason for the analysis and/or the investigation.

Each completed forensic report should always contain the
following information, although the headings used within your
report may vary from organization to organization:

Report heading

Support requested, reason or purpose for analysis
Summary of findings

Digital media analyzed

Analysis/Suspect Software Listings

Glossary of Technical Terms

Detail of Findings

Items Provided

Your forensic report should define all technical terms using
common language that non-technical investigators and prosecutors
can understand. It should clearly indicate relevant items you
discovered, how they were discovered, where they were located,
and how the evidence relates to the case and/or investigation.

For Official Use Only — Law Enforcement Sensitive 01/09
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Forensic Reporting, continued

Note Taking
versus Reporting

It is important to distinguish between note taking and reporting.
The forensic report is the final result of your analysis and its focus
is to respond to the allegations or charges that led to the
investigation, defined by:

e The request or purpose for the analysis

¢ Information compiled as the case progressed including search
authorization documents

¢ Information provided by other sources, legal, victims, and
informants

e Your experience as a forensic examiner

The report should include those items that directly relate to and are
relevant to the allegations or charges in the request for analysis.

Notes, however, should include references to all steps taken by the
analyst during the examination with either positive or negative
results. The primary goal of note taking is to document all steps
taken as well as to serve as a chronicle of the examination. It may
be used as a reference later during prosecution.

01/09
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Title Page

Contents of the The title page provides an overview of the case, including:
Title Page
e Report Header
e Support Requested
e Current Case Status
e Summary of Findings
Description In the table below, you will find standard information that should
be included in the title page of all reports. A sample report follows
this chart.
Item Description

Title (To:) Indicates report’s recipient and date. This
information is usually directly related to the
charging document or request for service.

From Identifies report’s author, including name,
organization, and contact information.

Subject Indicates the type of work performed, as well as
any suspect and/or local case reference
information.

Support Concisely states what charges or allegations

Requested or | were addressed by the analysis, charging

Purpose for jurisdiction or entity, with regard to a specific

Analysis investigation.

Status Indicates the current case status, usually Open
or Closed. This may change the nature from a
report to a status update.

Summary of | A short narrative describing the type and nature

Findings of any evidentiary items located during analysis
with respect to the specific allegations or
charges. The failure to locate items that support
the allegations should also be indicated here, as
well as items that may exonerate.

Footer Includes author’s name, title/rank, and a
“Released” field for approval signature. Footer
may include a legal disclaimer. All pages of the
report should be numbered in the Page X of X
format.

7-8 For Official Use Only — Law Enforcement Sensitive 01/09
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Title Page, continued

Title Page Example

Computer Forensic Analysis Report
MEMORANDUM FOR Trooper William Barksdale, MD State Police January 30, 2008

FROM: Trooper Michael Ghaler, Forensic Examiner
MD State Police Forensics Laboratory
Pikesville, Maryland 21208-3899

SUBJECT: Forensic Media Analysis Report
Subject(s): John M. Smith
Born: October 11, 1960
Case Number: 2008-0123A

1. Support Requested

Trooper Barksdale, MD State Police requested the examination of the submitted digital media
seized as the result of an ongoing criminal investigation related to the theft and subsequent sale of
weapons from a U.S. Army facility in Baltimore, Maryland. The request asked that the submitted
media be examined for any evidence related to the theft and/or sale of explosives, particularly C4,
and the existence of possible co-conspirators who participated in, or facilitated the unlawful activity.

2. Status: Pending (or closed)
3. Summary of Findings

The examination of submitted media, which was conducted during the period of 2008/01/14 and
2008/01/18 resulted in the discovery of numerous image files depicting the type of explosives
indicated in the Request for Analysis. A number of the image files also showed the suspect,
SMITH, in possession of the materials. Additionally, a review of Internet activity resulted in the
discovery of a number of instances where the suspect’s computer was used to access Internet
auction sites in an attempt to sell explosive materials. While the suspect received numerous email
correspondences from individuals apparently responding to his auction advertisements and
participated in newsgroup conversations regarding the sale of explosives, little information was
found which indicates the existence of a conspiracy between the suspect and any other individuals
in this activity.

Trooper Michael Ghaler
Computer Forensic Analyst Released by:

01/09 For Official Use Only — Law Enforcement Sensitive 7-9
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Items Analyzed

Introduction

Physical Items

Logical Items

The Items Analyzed section of the report describes in detail the
analyzed physical and/or logical evidence. It should always
include the original and verified hash values of all evidence items.

The Items Analyzed section of the report may contain a reference
to the actual physical evidence. Give a detailed description,
including:

Manufacturer

Model, serial, and part number (when possible)
Item description

Any specific markings

The Items Analyzed section of the report details images sent to
you for analysis as well as any “original” evidence items you may
receive for examination. In addition to listing the physical
containers, you should also list the image files. Do this by original
file name and include any hash or other validation mechanism. An
example follows.

Items Analyzed Example

Items Analyzed

Tag#01  Western Digital Caviar 31600 Hard Drive
Serial #: WT2891586134
Size: 40GB
Hash Provided: 1234567890ABCDEF1234567890ABCDEF

Tag#02  One Memorex DVD-R disk containing image files derived from a Fuijitsu
M1636TAU Hard Drive, Serial #: 08613105, Size: 1226MB:

Suspect_dvd.e01
Suspect_dvd.e02
Suspect_dvd.e03
Suspect_dvd.e04

Hash Provided: ABCDEF1234567890ABCDEF 1234567890

Verified Hash: ABCDEF1234567890ABCDEF 1234567890

Hash values indicated above are for the entire device image. Individual file hash
values were not provided.

7-10
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Report Writing

Relevant Software

Introduction

Analysis Software

Suspect Software

This section of the report identifies the software found on the
evidence media that is relevant to the case as well as the identity of
forensic software used to perform the examination.

List all software applications used during the forensic examination
to process or analyze the suspect media, including the primary
analysis tool. Be sure that all applications in this listing include the
appropriate software version information and a brief description of
the software’s functionality or use.

Identifying the software on a suspect’s machine is a necessary
component of the case. Also include any software that may have
created and/or interacted with data of evidentiary value located
during the forensic examination. Include any software that you can
identify as being deleted from the suspect’s machine. Pay
particular attention to software which is commonly used to hide
data or securely erase data from the device. Each software listing
should include the:

e Software name and version

e The full path to where the application was located on the
suspect media

e A brief description of the program functionality and how it
relates to the Request for Analysis and/or investigation

e You should be prepared to further explain items in this listing
during prosecution

Relevant Software Example

Analysis Software:
Program Name/Version

LiveWire Investigator 2007
Sawmill Professional 7.2.14

Suspect Software:
Program Name/Version

Program Description
Live Forensic Analysis Suite
Forensic Log Analysis Tool

Program Description
Internet Chat Application

Directory Location

AOL Instant Messenger
Microsoft Internet Explorer

Microsoft Outlook Express

C:\Program Files\AIM
C:\Program Files\Internet Explorer

C:\Program Files\Outlook Express

Internet Browsing
Application
Email Application

01/09
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Glossary

Glossary The Glossary defines any technical terms, document formats, and
procedure details referenced within your report that may not be
readily understood by the average non-technical reader. Only
define the terms that are integral to the understanding of your
examination findings as presented in the report.

Glossary Example

Glossary
Term Definition
HTML (Hypertext Markup | One of the authoring languages used to create documents
Language) on the World Wide Web.

IRC (Internet Relay Chat) | A multi-user chat system, which is real-time
communication between two users via computer. Once a
chat has been initiated, either user can enter text by
typing on the keyboard and the entered text will appear
on the other user’s monitor. It is often used on the
Internet.

JPG (Joint Photographic A graphic image file format.

Experts Group)

7-12 For Official Use Only — Law Enforcement Sensitive 01/09
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Details of Findings

Introduction

Organization

The Details of Findings section provides detailed information
about any items of evidentiary value found on the suspect media
during the forensic examination. The information in this section
should be thorough, yet concise, and only contain details relevant
to the request for analysis and/or the investigation. It should not
contain information about processes executed that did not produce
relevant information, unless the negative result is relevant.
Information about these non-productive processes should be
included in your notes.

There are several different ways to organize your report. You may
find yourself using different organizational strategies on different
investigations. You might, for example, organize a report on a case
that contained many pieces of media by listing all of the items
found on each piece of media as one section.

In other cases it may be more effective to organize the data by date
and time. This approach works particularly well in cases where the
organization of data such as e-mail, chat and downloads is easier
to understand if organized in chronological order.

Another method of organizing your report would be to organize
evidence by its relationship to a particular criminal charge and
subject. This approach works well for criminal prosecution. It
allows the prosecutor to quickly see the evidence, which is
relevant to a particular charge and subject.

As shown in the following example, the evidence can also be
ordered or segregated by device. This would be a good
organizational choice for a case that has many pieces of media
such as a large quantity of CDs or DVDs. This organizational
strategy is not normally the best choice when all of the evidence is
located on one device.

If the evidence has multiple partitions, you should further
subdivide your results by individual partition. Make sure you
detail the partition’s file format and size. To further clarify
evidence, you may also want to divide your findings by each user
account or profile. You should detail important files, structure,
data, and discrepancies. Explain your technigques, methodology,
and the relevance of information in brief narrative statements
whenever possible.

01/09
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Details of Findings, continued

Organization, If the analysis of a particular item of evidence did not result in the

continued discovery of any items of evidentiary value, a simple statement
should be included stating the negative results to ensure that the
reader does not misinterpret an omission as the failure to analyze
evidence.

Include in the report the techniques you used to locate or extract
evidence. Later, you can refer to your report if asked in court how
you found a specific piece of evidence. For example, if you found
the file by manually inspecting the drive, then state this.
Remember, not every search has to be done with an automated
tool.

You should take time to develop an organized structure for your
report before writing it.

Hyperlinks If your report is included on a CD or other large media, use
hyperlinks where possible to illustrate items of evidentiary value.
Hyperlinks allow the reader to click on a description of the
document, or data, when viewing the electronic copy of the report
and display the actual file on the screen.

7-14 For Official Use Only — Law Enforcement Sensitive 01/09
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Details of Findings, continued

Details of Findings A skeletal example of the layout for the Details of Findings section
Example follows.

Details of Findings

A complete analysis of all computer media analyzed (listed above) revealed the following
information pertinent to the Request for Analysis and/or of evidential value to this investigation.

Analysis of the Tag #1, image files Suspect.E01 through E04 from 3.0262GB Maxtor hard drive
revealed:

Partition 0, NTFS 2.0GB

[Detail your findings in this section relative to the indicated partition located on
the hard drive specified. Use narratives, tables, lists, etc. to describe what you
found, where, and relevance to the case, etc.]

Partition 1, FAT32, 1.0GB
[Detail your findings in this section relative to the indicated partition located on
the hard drive specified. Use narratives, tables, lists, etc. to describe what you
found, where, and relevance to the case, etc.]

Disk Free Space, 0.0262GB
[Detail your findings in this section relative to the indicated disk area located on
the hard drive specified. Use narratives, tables, lists, etc. to describe what you

found, where, and relevance to the case, etc.]

Analysis of Tag #2, black Memorex floppy disk revealed:

[Detail your findings in this section relative to any items of evidentiary value
located on the floppy disk. Use narrative, tables, lists, etc. to describe what you
found, where, and relevance to the case, etc.]

Analysis of Tag #3, SONY CD-R media labeled “My Plan” revealed:

[Detail your findings in this section relative to information located on the CD. Use
narrative, tables, lists, etc. to describe what you found, where, and relevance to
the case, etc. In the event of multiple session CDs, it may be necessary to further
subdivide this information by specific session.]
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ltems Provided

Items Provided This section details all of the physical items returned to the
requestor with this report. It should include all of the items
specified in the Items Analyzed section. Be sure to include items
that were generated as a result of your analysis, such as a ZIP disk,
floppy disk, CD-Rs, and hard copy documents.

Example

Items Provided

1) Tag # 01 Western Digital Caviar 31600 Hard Drive
Serial #: WT2891586134
Size: 40GB

2) Tag # 02 One Memorex DVD-R disk containing the image files listed below
derived from a Fujitsu M1636TAU Hard Drive, Serial #: 08613105, Size: 1226MB:

Suspect dvd.e01
Suspect dvd.e02
Suspect dvd.e03
Suspect dvd.e04

3) One CD Labeled “Findings of Case Number: 2004-0123A”, which contains
information referred to in this document.

4) One printed document consisting of three pages, entitled “C4 — What's it good
for?” that explains the uses of C4 and methods to surreptitiously sell it using
publicly available Internet auction web sites.
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Creating a Hyperlink in Microsoft Word

Introduction

Procedure:
Create a
Hyperlink in
Microsoft Word

Hyperlinking is a good way to direct readers to items referred to in
a written report on electronic media. It is often not practical to
display certain items in the actual report. For example, the report
may reference an offensive, graphic image of child pornography.
Some readers may not have the need to view the image. Others
may be required to do so in order to confirm its existence. In this
scenario, a simple hyperlink would allow those with the need to
inspect the file while sparing others from having to view it.

Additionally, there may be so many items of interest that it would
be too cumbersome to include all of the actual images in the
written report. In this situation, a hyperlink could lead to an entire
directory that contains multiple files.

These are both excellent examples of when hyperlinking would

compliment your report.

Use the following procedure to create a hyperlink in Microsoft
Word.

Step Action
1 Use the mouse to highlight the reference item.
3 From Microsoft Word’s pull-down menu, select Insert
> Hyperlink.
4 In the Insert Hyperlink dialog box, traverse the

directory structure until you locate the file or directory
to which you want to establish a link.

5 Click OK. The reference item should change color to
indicate that it is now a hyperlink.
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Introduction

Purpose of this
Lesson

Objectives

In this Lesson

Lesson 2 — Cyber Crime Interviews

Interviews are an essential element of developing information that
is relevant to a criminal investigation. When conducting a cyber
crime investigation, investigators must prepare for the interview,
develop rapport with interview subjects, ask questions that
generate corroborative information and leads, and terminate the
interview in a way that leaves the door open for further questions.

In this lesson, you will learn guidelines that will assist you in
conducting interviews for cyber crime investigations.

After completing this lesson, you will be able to:

e Develop a plan to conduct interviews in a cyber investigation

e Explain the psychology and culture of the technology world
and ways to apply that knowledge to the interview process

e Ask questions that will provide you with information that will
assist the investigation

The following table shows the contents of this lesson.

Topic See Page
Cyber Crime Interviews 7-20
Interview Process 7-22
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Cyber Crime Interviews

Overview of Cyber When most investigators think about cyber crime investigations,

Crime Interviews

Accusatory versus
Non-Accusatory
Interviews

they think of the data stored on the digital media, volatile data
from the physical devices associated with the incident, and logs
from witness devices. All of these items contain information that is
valuable to the case and should not be overlooked by an
investigator.

However, none of this data completes the picture by itself because
machines do not act on their own free will. In order to complete
the puzzle that the investigator is trying to solve, he/she must
obtain information from all of the people who are involved with
the incident.

The witnesses and victims of a crime can help direct the
investigation and assist the investigator in understanding the nature
of the crime, locating more evidence, and identifying suspects. A
proper interview of a suspect may assist in revealing the true scope
of the investigation and provide the information needed to ensure
the conviction of a suspect.

Interviews are an integral part of any investigation because the
victims, witnesses, and perpetrators of a crime all have pieces of
the puzzle that the investigator is trying to put back together.
When confronted with an incident that involves complex technical
issues and multiple sources of evidence, an investigator must
skillfully navigate the human landscape to develop leads, confirm
events, and obtain a complete picture of the crime.

There is a difference between an interview and an interrogation.
The purpose of an interview is to gather information that will
confirm events, develop suspects and leads, and identify facts that
lead an investigator to identify the root causes of the incident being
investigated.

Interviews are not focused on getting an individual to confess, but
on developing information. In order to obtain the information he
needs, an investigator develops rapport with the subjects and
conducts interviews in a non-confrontational manner.

Interrogations focus on presenting the facts of the case to the
suspect and eliciting statements that confirm the suspect’s
involvement in the incident.
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Cyber Crime Interviews, continued

Accusatory versus
Non-Accusatory,
continued

Understanding the difference between an interview and an
interrogation is critical to the investigator’s success. If the
investigator takes an aggressive and accusatory approach to
communicating with interview subjects, there is a strong
possibility that this type of interaction will close the door for any
further effective communication.

The investigator must also take into account the perceptions of the
interviewees. Many of the people that you will encounter during
the initial interviews of a cyber crime investigation have little to no
exposure to law enforcement outside of what they have watched
on television. The subjects may also view any interaction with
government agents through the lens of their personal attitudes,
experiences, and beliefs about law enforcement.

In the hacker culture, law enforcement is often cast in a negative
light and government agents are seen as dimwitted and
overbearing. By taking these issues into account, an agent can
prepare for the interview process and maximize the amount of
information he can obtain.
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Interview Process

Interview Process  Interviews are often open-ended, free flowing conversations that
develop information and enhance an investigator’s understanding
of the case. Following a structured process that progresses from
basic to detailed questions provides more relevant results to the
case agent.

Interviews during a cyber crime investigation are the first and best
opportunity to determine what has happened and obtain
clarification. The crime scene and evidence are not visible to an
investigator during a computer incident. Therefore, investigators
need to gather information about the victim network and machines
from other people. The individuals who control the machines
understand the geography of the digital environment. An
investigator must obtain this information from these people.

The interview process has been broken down into the following
model which can be used to structure the approach taken when
interviewing subjects from a technical background.

¢ Planning/Research
Opening/Rapport
General Questioning

e Detailed Questioning

e Interview Termination
Planning and Prior to conducting an interview, it is a good idea to conduct
Research preliminary research on the interviewee and the organization that

he or she represents. Understanding a person’s training,
experience, area of expertise, the nature of his or her daily
business, and role within an organization can help the investigator
draft appropriate questions and an interviewing approach that will
be successful in a specific corporate culture.

Investigators who are knowledgeable and comprehend a technical
subject’s area of expertise present a professional and approachable
image to the interview subject. The knowledge gained through
planning and research also sets the stage for establishing a
situation where the interviewer can ask more intelligent questions.
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Interview Process. continued

Opening/Rapport  The initial contact with subjects in a cyber crime investigation is
critical to obtaining cooperation during an interview. Showing
respect for the needs of the individual and the organization and
explaining the importance of the interview questions are vital steps
in obtaining a subject’s cooperation. You should explain to the
interview subjects that you will need their assistance in
determining the facts of the case and understanding some of the
issues that are involved.

General Start with open-ended questions that allow the subject to relate to

Questioning you his or her knowledge of the events. These questions should
develop a general framework of the incident that is derived from
the subject’s personal knowledge of factual events. During a
technical investigation, it is important that an investigator obtain
the general outline of the events that transpired in order to
document information that is relevant to the case.

You should obtain the following information:

e Key incidents that brought the situation to light
e Hardware that was involved (routers, firewalls, IDS)

e Specific individuals who were involved in the incident and the
physical actions they took with any evidence

e Physical locations of effected machines and people

e Technology that will need clarification during the Detailed
Questioning phase
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Interview Process. continued

Detailed
Questioning

After obtaining a general picture of the incident, the investigator
can probe deeper into issues that are relevant to the case. The
investigator can ask the subjects to describe in more detail how
they became aware of the incident, what physical actions they
took, and how they came to any conclusions. These questions are
important to obtaining a complete picture for the investigator.

The following information should be pursued and collected at this
stage:

Software and hardware model numbers and versions
Network monitoring and logging setup

Collection of current logs

Network diagrams

User policies

List of people who had logical and physical access
Ownership and authorized access of systems

User account information

Statements of how the systems are used

Individual access to relevant systems and/or data

Specific commands or tools used during the discovery of the
incident

e Security video or proximity card logs
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Interview Process. continued

Interview
Termination

Interview
Psychology

It is not uncommon for the investigator to go back for more details
as his knowledge of the incident grows or if he needs assistance
explaining a complex technical subject to other people. The
investigator should ask the subject for contact information in case
the investigator needs to clarify or elaborate upon material
discussed during the interview. By terminating the interview in
this manner, the investigator has another opportunity to speak with
people that may become suspects at a later time.

Investigators should take into account the subject’s perspective
and culture. Many times people in the computer field are
distrustful of government agents and often have a skewed
perception of what sort of evidence an investigator may need or
want. System administrators from a college campus or library will
typically have very different values and perceptions than a system
administrator that has worked in a DoD environment. By
identifying the work place environment, professional experience
and culture, and common characteristics that influence the
interviewees, the case agent can determine the best approach to
building rapport with the individuals that hold insight to key
elements of the case.

Establishing the right tone for an interview is important in making
sure that the interviewer is obtaining all of the necessary
information that is available from the subject.

The approach an investigator takes to a case differs depending on
whether the investigator initiates contact with an organization for
information or whether the investigator is called in by the
organization who is a victim of the crime. This issue will
determine how the investigator structures his approach to the
interviews.

When an organization calls in an investigator, most of the
organization’s key players are already involved in the incident.
Upper management will typically support the initial stages of the
investigation. In this situation, you should obtain written
documentation from everyone involved in the incident and begin
working on controlling the investigation. It is important to
minimize the mishandling or destruction of evidence and the
spread of information about the investigation to keep potential
suspects in the dark.
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Interview Process. continued

Investigator
Initiated Contact

When an investigator is tracking down a cyber incident, the case
will often lead to an external organization that may have computer
logs or actual systems that are relevant to the case.

First the investigator must identify a point of contact within that
organization. This can be done by looking up registration
information for the company via an Internet search engine and
then identifying the legal counsel and network administrator.
There are also a wide variety of state, federal, and private registries
that contain this information and will provide it to law
enforcement agencies. You can also find several Internet service
provider lists that include contact information for major
communications providers such as AOL, Microsoft, Google,
Yahoo, and others.

Then investigators must decide how they will contact a complex
organization that they may know nothing about. These are some of
the considerations that an investigator should take into account:

e Is the system administrator or someone with root access
responsible for the activity?

e Do they know the suspect and are they relaying information
about the investigation to their associate?

e Are there any regulatory or legal barriers to the organization
giving information to the investigator (ECPA, PPA, FERPA,
HIPPA, Organizational Policy, etc.)

e How critical is the evidence held by the company to the case?
Is a life or national security at stake?

e Does the investigator have access to request the legal
instruments such as subpoenas, search warrants, FISA, or other
items in a timely manner?

e Does the investigator have the technical knowledge to handle
the systems or logs that will be obtained from the scene or will
he need additional assistance?

e Will the evidence be contained all at one physical location or
spread out over a national or global network infrastructure?

e Does the investigating agency have the manpower, technical
knowledge, and resources to obtain what they need from the
target organization?
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Interview Process. continued

Investigator When an investigator reaches out to an organization, it is best to
Initiated Contact,  identify the senior management, legal counsel, and technical heads
continued prior to making contact. If the investigation allows, you should

start at the top of the organization’s hierarchy and work down
towards individuals who are responsible for managing or using
various computer and network services. An investigator can
address legal issues, business impact, and concern for the
organization’s needs in order to gain more cooperation.

If an investigation could be compromised by reaching out to the
organization in this manner, the investigator should avoid “tipping
off” the organization or individuals. The investigator can then do
the research and case preparation to obtain the most effective legal
authority that will allow him to gather evidence and interviews in
the most effective and efficient manner possible.

Organization If the victim organization is reaching out to the investigator to

Initiated Contact  report an incident, the investigator will more than likely have
cooperation. At this point, the victim performed an internal
investigation that may or may not have been done properly. The
investigator will still need to follow up to ensure the accuracy of
any information provided by the victim organization. Again,
properly document any actions taken by people at the company.

It can be very important to work with the organization’s legal
counsel and network administrators. The legal counsel can assist
with collecting information that is governed by organizational
policies.
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Interview Process. continued

Organization Many organizations are ignorant of the investigation’s process and
Initiated Contact,  do not use proper evidence handling procedures. Common
continued practices used by organizations to minimize or repair damage

caused by an incident will often hamper the investigation. Some of
these issues are:

e When a machine has been compromised it is common practice
to just restore the machine from a base image.

e Many times untrained system administrators or management
will work on live systems and alter system artifacts and time
lines.

e There is more concern for system/network integrity compared
to retaining any evidence or identifying the cause of the
incident.

e Chain of custody issues are often not followed
e Lack of network maps and diagrams
¢ Incomplete knowledge of system functions and passwords

e Poor documentation of system builds, organizational policies,
or security controls

Investigators should address these issues in advance to minimize
problems with this type of situation.

Witness and These individuals often provide the investigator with the initial

Victims foundation of a case and the information needed to build the
framework for the investigation. A system administrator or a user
of an online database may be the first to notice strange system
behavior or altered data in a critical database. A relative or friend
may discover suspected child pornography images on a computer
and report it to the police. In either situation, the investigator will
need to elicit information from people to obtain facts that will lead
them to a suspect.
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Interview Process continued

Witness and
Victims, continued

Issues to be
Addressed During
Interviews

Investigators must keep in mind that anyone could be a suspect.
During the initial response and interviews, an investigator needs to
obtain clear and concise written documentation from the people
involved with the incident. This documentation should consist of
any actions taken by the witnesses and events observed by them
during the incident. Your documentation is an important part of
freezing the crime scene and creating a permanent record of events
that occurred during the discovery of the crime.

Investigators should keep in mind that the people who are being
interviewed may have had little contact with law enforcement and
may not recognize the type of evidence needed to further the
investigation. It is the investigator’s job to develop a rapport with
the interview subjects and guide the interview in a direction that
will obtain the most relevant and complete information possible.

There are various issues that should be addressed during
interviews with witnesses. Here are some important questions:

e Are system administrators or people with administrative
powers potential suspects? If so, the investigator must move
quickly and efficiently to build the case. If immediate action is
not an option, the investigator must ensure that the suspect’s
access to evidence or sensitive material is removed. Covert
tactics may become necessary if you have the proper
administrative approval, legal documents, and technical
capabilities in place.

e Obtaining witness statements about the suspect’s access to the
machine or data is also important. Investigators should
supplement any network logs and/or forensic analysis with as
much traditional detective work as possible.

e Do people share machines, use passwords, or share passwords?

e Have there been any strange phone calls or repairmen asking
for user accounts, passwords, or other sensitive technical
information? If so, these incidents may have been a suspect
trying to obtain information about the victim organization in
order to commit the crime.
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Interview Process. continued

Suspects Traditionally, investigators interview a victim and eventually a
suspect. However, in cyber crime cases, it can be unclear who is a
victim or who is a suspect. The investigator must use analytical
skills to determine who should be interviewed during an
investigation.
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Module 8
Legal Issues

Overview No matter how incriminating the evidence may be, all computer
crime investigations must adhere to established legal principles. If
legal standards are not met, the case could be jeopardized and even
dismissed, thus allowing a perpetrator to walk free.

Purpose of this The purpose of this module is to familiarize you with some basic
Module legal issues that must be considered when conducting an
investigation involving digital data.

Objectives After successfully completing this module, you will be able to:

e Explain some of the legal issues involved in a digital
investigation

e Employ practices during an investigation that that will pass
legal challenge

In this Module The following table shows the contents of this module.
Lesson See Page
Lesson 1 — Search Warrants 8-3
Lesson 2 — Internet Service Providers 8-19
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Lesson 1 - Search Warrants

Introduction The search of a person or a location requires either a search
warrant or a valid exception under the 4™ Amendment to the U.S.
Constitution.

Purpose of this The failure to comply with the provisions of the 4™ Amendment to

Lesson the U.S. Constitution may result in the exclusion of valuable
evidence at trial because the evidence was not legally seized.
Investigators must document their authority to search and seize
and be prepared to effectively articulate the probable cause that
justified the search. In this lesson, you will learn about search
authorities and how they are obtained.

Objectives After completing this lesson, you will be able to:

e Explain how the 4™ amendment of the United States
Constitution is applied by the government

e Recognize situations in which the investigators may search or
seize without a warrant

e Discuss the types of consent and their requirements

In this Lesson The following table shows the contents of this lesson.
Topic See Page
Search Warrants 8-4
Search Warrant Exceptions 8-10
Consent Searches 8-11
Search Incident to Arrest or Apprehension 8-14
Other Search Warrant Exceptions 8-16
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Search Warrants

Introduction

Relevance

Obtaining a
Search Warrant

The 4th Amendment to the United States Constitution reads:

“The right of the people to be secure in their persons, houses,
papers, and effects, against unreasonable searches and seizures,
shall not be violated, and no Warrants shall issue, but upon
probable cause, supported by Oath or affirmation, and
particularly describing the place to be searched, and the persons
or things to be seized.”

This amendment sets forth the foundation upon which all search
warrants are justified and the standard by which the legality of a
search warrant is judged.

Search warrants are a common tool used by prosecutors and
investigators in any criminal investigation. They establish the
authorization for the search and seizure of evidence with the court
or designated approval authority prior to any search or seizure.

Search warrants provide the most reliable means of obtaining
evidence in an investigation. Although search warrants are subject
to legal challenge, if properly crafted and executed, they are
difficult to overcome. The use of a Search Warrant is preferred by
the U.S. Supreme Court whenever investigators have probable
cause to believe a crime has been committed and are seeking
search authority.

Investigators seeking to obtain search warrants should become
familiar with Federal Rules of Criminal Procedure Rule 41,
“Search and Seizure.”

An investigator who requests a search warrant must establish by
sworn affidavit the following key pieces of information:

e Description of the place to be searched

e Concise description of the item(s) being sought

e Probable Cause or facts that support the belief that the items
being sought are located in the place described

Failure to establish any of these facts can result in the search
warrant being overturned or not issued in the first place.

For Official Use Only — Law Enforcement Sensitive 01/09



Network Intrusion Responder Program Legal Issues

Search Warrants, continued

Obtaining a
Search Warrant,
continued

A current federal search warrant template is found as an editable
PDF format at:

http://www.uscourts.gov/forms/AO093.pdf

The warrant is typically accompanied by an attached affidavit. The
affidavit will normally contain the following components:

e The affiant’s statement of probable cause
e Attachment A — Place To Be Searched
e Attachment B — Items To Be Seized

There is no formally required format for any of these documents,
although various agencies and jurisdictions may follow formats
that have been developed over time.

The warrant itself generally provides brief statements of these
three components and refers to the affidavit for greater detail. For
example, the warrant contains the text “In the Matter of the Search
of” in the upper left. If the location to be searched is a residence,
the warrant might read:

In the Matter of the Search of:

123 Patriot St, Foxboro, MA 02345, further described in
Attachment A

The United States Department of Justice, Computer Crime and
Intellectual Property Section (CCIPS), publishes a very useful
guide called Searching and Seizing Computers and Obtaining
Electronic Evidence in Criminal Investigations. This publication is
available in hardcopy, and online at:

http://www.cybercrime.gov/s&smanual2002.htm

Appendix F, “Sample Language for Search Warrants and
Accompanying Affidavits to Search and Seize Computers,” of this
publication is the de facto standard for warrant and affidavit
language in federal cyber investigations.
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Search Warrants, continued

Description of the
Place to be
Searched

The 4™ Amendment requires the investigator to concisely identify
and define the search location in physical terms. This is often
difficult to do in a cyber crime investigation as the physical and
virtual worlds may not share the same physical space.

The investigator should be as careful as possible when describing
the place to be searched. The goal is to define the boundaries of
the search location in such a manner that the area within those
boundaries may be searched, but the search is not overly broad.

The following would be considered an “overly broad” description
of a place to be searched:

All property owned by John Smith.
A better description may read:

The residence located at 2021 Colony Drive, Podunk, AFB,
MD described as a two-story wood-frame single family
residence located on the south-east corner of the
intersection of Colony Drive and Athens Way. The
residence is painted off-white with brown trim and is
distinguished by a brick mailbox in front with the numbers
“2120” on the front of the mailbox facing Colony Drive.
The location includes an attached single-car garage and
detached storage shed located behind the residence inside
a fenced back yard.
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Search Warrants, continued

Description of the
Item(s) to be
Seized

Investigators crafting a search warrant affidavit should carefully
consider the description of the items they wish to seize. In most
cyber crime cases, the item sought is basically information.

If investigators can describe the information they seek through the
search, they can more easily articulate the different forms the
information may take and the different storage media upon which
that information may reside. This type of approach helps clarify
the description of the items to be seized. A description of items to
seize in a search warrant for a intrusion case might resemble the
following:

...for the seizure of exploit tools, account information,
passwords related to XYZ Corporation. This information
may be stored in physical documents, notes, papers,
electronic storage media including but not limited to:
computer memory, hard disk drives, Flash memory cards,
floppy diskettes, smart cards, memory stick, secure digital
media or other removable electronic storage media,
cellular phone storage devices and personal digital
assistant devices, compact disks, DVD disks and similar
optical storage media as well as indicia of ownership.

The investigator must establish probable cause in a sworn affidavit
for each item to be seized in the search warrant.
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Search Warrants, continued

Probable Cause

The 4™ Amendment states ...and no Warrants shall issue, but

upon probable cause, supported by Oath or affirmation.... " This
means that there must be a specific reason why each item is related

to the investigation and that reason must be addressed in the
investigator’s affidavit in support of a search warrant.

The investigator can base his reason for seeking an item on a

variety of facts as well as personal experience and training. In the
affidavit, the investigator should explain his experience and list all
related training regarding his expertise in the field. Once expertise
is described, the investigator can articulate the probable cause for

the seizure of items listed in the search warrant.

Here is an example of a statement in an affidavit:

Based upon my experience and training in investigation of
computer network intrusion cases, | know that computer

network intrusion suspects typically keep notes and

background information related to victim systems and the
compromises of computer systems and networks. They also
typically use automated software called “exploit tools” on

computers to attack computer systems and networks.

Exploit tools often capture or return data concerning the
victim system and that data can be stored on a variety of
storage media accessible to the intruder. For this reason, |
believe that the location will likely contain storage media
as well as computer and telecommunications equipment
necessary to exploit computer systems. Additionally, many

computer and digital devices are purchased through

commercial sources and records of those purchases are

often kept by the owner for warranty and accounting

purposes indicating ownership of the device(s)...
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Search Warrants, continued

Execution of a Once a search warrant is signed by a judge, you can serve the

Search Warrant warrant, initiate the search, and collect evidence described in the
warrant. Most court jurisdictions require that the investigator
submit a Search Warrant Return document to the court describing
the items actually seized at the scene.

The search warrant gives the investigator the lawful authority to
enter the described premises and conduct the search irrespective of
the objections of the owner or occupant. It is not unusual for the
owner’s attorney to show up during the execution of the warrant
and demand the search be stopped. If this happens, you should
politely refer the attorney to your prosecutor for discussion and
continue the search. The owner or his attorney does not have the
right to obstruct or interfere with your execution of the warrant.

Surreptitious In some cases, such as those involving organized crime figures, or

Execution of a violent individuals, you may want to execute the warrant without

Search Warrant the knowledge of the individual and without public disclosure of
the warrant or affidavit until trial. In these cases, a surreptitious
entry warrant may be requested and issued.

The surreptitious entry warrant authorizes the investigator to enter
the premises and conduct the search without the individual’s
knowledge. Affidavits, search warrants, and the Search Warrant
Return are kept under seal and not made public.

A similar physical search authority can be issued under the FISA
provision in accordance with the USA PATRIOT Act.
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Search Warrant Exceptions

Introduction Through several rulings, the U.S. Supreme Court has interpreted
specific exceptions for the 4™ Amendment requirement to obtain a
search warrant.

Relevance Investigators need to understand the circumstances under which
they are authorized to search an individual or premises without a
warrant.

Warrant Within certain limitations, an investigator may search an

Exceptions individual or premises without a warrant in the following

circumstances:

Consent

Stop and Frisk

Search Incident to Arrest

Immediate threat to life or serious bodily injury
Immediate threat of the destruction of evidence
Fresh pursuit

Plain view

Vehicle searches

Custodial searches

Border searches

Of these, consent searches are the most common exceptions to the
warrant requirement.
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Consent Searches

Introduction

Relevance

Owner Consent

A person may waive his rights under the 4" Amendment and
consent to the search of his person or items under his control.

Consent is a powerful tool for obtaining search authority. Evidence
obtained during a consent search is admissible in court as long as
the investigator obtained the proper consent. Investigators should
understand how consent is granted and the limitations on consent
searches.

A property owner has the legal authority to authorize the search of
the premises as long as certain requirements are met:

Consent must be voluntary and not coerced
Consent must be informed

Consent can be withdrawn at any time
Consent can be limited

When a consent search is granted, the consent should be obtained
in writing, signed by the consenting party, and dated with a known
good local time and location. Most agencies have a consent search
form for this purpose.

01/09
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Consent Searches, continued

Voluntary Consent For a consent search to be valid, the owner must consent freely and

Informed Consent

Withdrawing
Consent

knowingly. The investigator may ask for consent to search. If this
permission is granted by the owner, the investigator may search
the property or premises legally. Some jurisdictions require that
the request for consent to search be predicated on definable
suspicion.

The investigator cannot coerce the owner by threats, intimidation,
or power of authority into consenting to a search.

Not everyone is capable of giving consent to search. Some are
legally and mentally incompetent and unfit to make such a
decision. Those with clinically diagnosed mental conditions and
severe health problems that affect their judgment are unable to
intelligently consent to a search of person or property.

Minors are also generally not trusted to give consent. Many
jurisdictions debate whether a juvenile can give consent without
parental approval. As an investigator, you should be familiar with
the court decisions in your area concerning informed consent to
search.

A person who waives his rights under the 4™ Amendment can
reassert those rights at any time by simply telling the investigator
to stop the search. Once told to stop, the investigator must stop the
search unless he possesses some other legal authority to continue
the search.

Evidence located before the consent to search is withdrawn is
admissible and can be retained by the investigator for further
analysis. For example, if an investigator made a forensic copy of
evidence during the consent search, he has the right to retain the
forensic copy and examine it even though consent is later revoked.

For these reasons, the investigator should prioritize the places to
search and items to seize when operating under a consent search.
This helps to maximize the effectiveness of the search in the event
consent is withdrawn. Forensic copies of computer evidence
should be made as soon as possible in consent cases.
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Consent Searches, continued

Third Party
Consent

You can obtain consent from a third party for areas which are
communal to the target and the third party. The third party must
have ownership or the right to access the search area.

The search area may apply to computers when there are multiple
users of a single account. However, when each user has a separate
account, a third party cannot give consent or access to the target’s
account or file storage area. In this circumstance, the third party
can only consent to a search of his or her account or any shared
storage space under his or her control.

Spouses can generally consent to the search of the other spouse’s
property. This is true as long as the target has not asserted
exclusive rights to the search area. Absent any evidence to the
contrary, investigators can rely upon the consenting spouse’s
assertion to authority in good faith, even if the consenting spouse
Is later deemed to not have the authority to grant consent.

Spouses or co-tenants consent cannot be used to overcome the
objections of the other tenant. The U.S. Supreme Court affirmed
their position on this issue in Georgia v Randolph (1996) by
holding that “If a potential defendant with self-interest in objecting
is in fact at the door and objects in this case, the cotenant’s
permission does not suffice for a reasonable search, whereas the
potential objector, nearby but not invited to take part in the
threshold colloquy, loses out.”

Parents can generally consent on behalf of juveniles living in
premises under the parent’s control.

Landlords generally do not have the authority to authorize a search
of a rented property unless such consent is authorized under a
rental agreement with the tenant.

Military commanders or magistrates can authorize the search of
military facilities under their command, including the search of
persons on those facilities.

System administrators may consent to the search of an entire
computer or network over which they have administrative
privileges.
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Search Incident to Arrest

Introduction

Relevance

Means, Motive,

When making an arrest or apprehending a suspect, you have the
authority to conduct a search of the area under that person’s
immediate control for weapons and evidence of the offense. This is
known as a search incident to arrest.

An investigator should understand the authority and limitations of
searches made incident to a lawful arrest or apprehension.
Although you can obtain valuable evidence, there are limitations
on the scope of the search.

There are times when the investigator may not be fully aware of

and Opportunity  the correlation between modern electronic crimes and classic

Mean, Motive, and Opportunity. Here is a brief explanation of the

modern definitions:

e Means: If the attacker has the tools (software) and the
knowledge of how those tools work, they have the means.

e Motive: The reason that attackers commit the crime varies. It
could be as simple as bragging rights, money, or political
reasons.

e Opportunity: With so many computers on the Internet and ease
of access through home networks and open wireless networks,
the opportunity to commit the crime is everywhere.
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Search Incident to Arrest, continued

Search Incidentto  Any time you arrest or apprehend an individual, you have the
Arrest authority to search his person and the area under his immediate
control for weapons and evidence of the crime.

The scope of this search is an expansion of the authority under the
Stop and Frisk Search in that the arresting or apprehending
investigator can search for evidence of the crime. Where you can
search and what you can seize are limited by the following:

e The size and possible hiding places for weapons that may
threaten your safety.

e The size and nature of the evidence related to the crime for
which the subject is being arrested or apprehended.

e The area under the suspect’s immediate control is limited to
the area in which he might reasonably reach to obtain a
weapon or destroy evidence. This area has generally been
limited to the room the individual is in or his surrounding area
for a reasonable distance in an open area.

e Any areas open to the public or items in plain sight can be
searched and seized without additional authority.
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Other Search Warrant Exceptions

Immediate Threat
to Life or Serious
Bodily Injury

Immediate Threat
of the Destruction
of Evidence

Fresh Pursuit

Plain View

Vehicle Searches

An investigator may enter and search a premise without a warrant
when there is an immediate threat to life or serious bodily injury.
This exception allows an investigator to come to the immediate
rescue of an individual in peril. While legally inside the premises,
the investigator can legally seize any evidence that may be
discovered during the rescue attempt. This exception could extend
to a computer or computer network if there was reason to believe
that information it contained could be used to avert the loss of life
or serious injury.

An investigator may enter a premise without a warrant to stop the
immediate destruction of evidence in a criminal investigation. The
threat must be immediate. A computer or network device that
contains evidence subject to being destroyed if not seized
immediately could justify seizure; however a warrant should be
obtained before the search occurs. Once the item is in a protected
place, the exigent circumstance is vacated.

An investigator in pursuit of an individual may follow the
individual into or through a premise. If evidence of a crime is
observed during the pursuit, the investigator may legally seize the
evidence. This exception is not one normally used in a digital
evidence case. However the possibility exists that an officer who is
lawfully in a protected place as a result of a fresh pursuit may
observe contraband displayed on a computer screen. The best
option in this instance would be to secure the premises and obtain
a warrant. However, the officer would not be prohibited from
seizing the contraband without delay.

Any time an investigator has the right be in a physical place, any
evidence of a crime visible to the investigator may be seized
without a warrant and is admissible in a court of law. As discussed
above, if the device seized is a computer, obtain a warrant before
searching the device.

Due to the mobile nature of motor vehicles, the U.S. Supreme
Court has ruled that an investigator may search a vehicle without a
warrant when the vehicle has been legally stopped and probable
cause to search exists.
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Other Search Warrant Exceptions, continued

Custodial Searches When a person is booked into a jail or detention facility, he/she is

Border Searches

subject to a complete search of his/her person for weapons or
contraband as well as for inventory of personal property. Evidence
located during a custodial search may be legally seized without a
search warrant. Storage media for digital data are becoming
smaller and smaller and should not be overlooked during this
search. Thumb drives and data storage cards may hold crucial
evidence in a case and can be easily concealed in many locations
on and in the human body.

Individuals and vehicles arriving from foreign countries are
subject to Customs inspections and search without a warrant at any
port of entry into the United States. Contraband discovered during
these searches may result in charges against the person attempting
to bring it into the country.
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Lesson 2 - Internet Service Providers

Introduction

Purpose of this
Lesson

Objectives

In this Lesson

Many crimes involve the use of commercial and private networks
and communications facilities. Some records associated with
communications over the Internet are usually maintained by
Internet Service Providers (ISPs). ISPs often maintain records of
accounts, billing, transactions, and content of the communications
and data that travel over their networks. At this time, ISP’s are not
required to keep records of traffic through their service. As an
added service, many ISP’s also offer data storage on their servers
and e-mail services.

During an investigation, you will need to gather some or all of this
pertinent information from ISPs. It is imperative that an
investigator understands the proper way to request these records in
order for the evidence to be admissible in a criminal proceeding.

This lesson discusses the authorities under which an investigator
may obtain ISP records in a criminal investigation.

After completing this lesson, you will be able to:

e Explain which laws apply to a given authority and know where
to find those laws

e Discuss the search authorities for gathering records
e Prepare requests for records

The following table shows the contents of this lesson.

Topic See Page
Legal Framework 8-20
Express Consent 8-24
Written Consent 8-26
Preservation Letters 8-29
Subpoena 8-30
Search Warrant 8-31
Available Data 8-32
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Legal Framework

United States Code U.S. Code is organized in the following hierarchy:

e Titles

e Parts

e Chapters
e Sections

Parts and Chapters are generally not referenced, as the numerical
sequence of the sections traverses an entire title. The section
number, together with the Title number, will uniquely identify the
section.

U.S. Code is normally referenced in the format:
[Title number] USC § [Section number]

The reference 18 USC § 2703 would therefore be a reference to
Section 2703 in Title 18.

The Official U.S. Code is published in hard copy every six years,
with annual updates being issued in between publications. The
online version of the U.S. Code is accessible at:

http://www.access.gpo.gov/uscode/index.html
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Legal Framework, continued

International
Cases

Resolution

Federal Assistance

With the Internet, a local agency may be faced with an
investigation with an international nexus. Most of the “419 scams”
or “Nigerian scams” originate in other countries. The prevalence
of individuals selling illicit material online from foreign locations
also poses the same challenge to local agencies.

Local agencies can charge an individual from another country with
a crime, but when the victim resides in the local agency’s
jurisdiction, the agency generally cannot take custody of the
individual and have them extradited to their jurisdiction for trail.
As a result local agencies must look to Federal agencies that have
the capacity to deal with such issues for relief.

Many federal agencies have significant experience in the area of
international crime. The FBI, because of the presence of their
Legal Attaches in U. S. Embassies, is most often used agency for
assistance. However, many other agencies such as the U.S. Secret
Service and ICE (Immigrations and Customs Enforcement) have
agents in place or contacts available which can assist in the
investigation.

Obviously, the amount of the loss in a financial crime must be
significant to meet the threshold minimum for these agencies.
Other non-economic crimes such as distribution of child
pornography have different factors which determine whether the
agency will pursue the investigation. If a local agency needs
assistance in investigating crimes with international nexus they
should contact their closest USSS Electronic Crimes Task Force or
FBI Regional Computer Forensics Lab for assistance.

Another avenue of support is INTERPOL. INTERPOL is the
world’s largest international member police organization that
provides support and assistance in international investigations.
Cyber crime is one of the topics of focus within INTERPOL as
well as a number of other crimes that often have an international
nexus. INTERPOL can be accessed by law enforcement agencies
through their Nlets communication network. The U.S. Department
of Justice is the INTERPOL National Central Bureau for the U. S.
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Legal Framework, continued

Electronic Access to stored wire and electronic communications and

Communications  transactional records is governed by Chapter 121 of the U.S. Code,

Privacy Act which is currently comprised by 18 USC 8§ 2701-2711. This

(ECPA) chapter was enacted in 1986 by the Electronic Communications
Privacy Act (ECPA).

The ECPA defines how the government can obtain stored account
information from third parties. The types of information that can
be obtained are broken down into three categories:

e Basic Subscriber Information - 18 U.S.C. § 2703(c)(2)
o Name
o Address
o Local and long distance telephone connection
records, or records of session times and durations
o Length of service (including start date) and types of
service utilized
o Telephone or instrument number or other subscriber
number or identity, including any temporarily
assigned network address; and
o Means and source of payment for such service
(including any credit card or bank account number)
e Records or Other Information Pertaining to a Customer or
Subscriber - 18 U.S.C. § 2703(c)(1)
o This is a catch-all for anything else that is not
content
e Contents
o “Contents,” when used with respect to any wire,
oral, or electronic communication, includes any
information concerning the substance, purport, or
meaning of that communication

The following table, reproduced from the U.S. DOJ publication,
Searching and Seizing Computers and Obtaining Electronic
Evidence in Criminal Investigations, summarizes the mechanisms
to compel disclosure of information:
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Legal Framework, continued

Item Voluntary Disclosure Allowed MEChaB'izLT(S):Srgompel
Public Provider Non-P.ubllc Public Provider Non-P_ubllc
Provider Provider
Not to
Basic government, Subpoena; Subpoena;
subscriber unless § Yes 2703(d) order; | 2703(d) order;
. ’ 2702(c) or search or search
session and exception warrant warrant
billing applies [§ 2702(a)(3)]
information
[§ 2703(c)(2)] | [§2703(c)(2)]
[§8 2702(a)(3)]
Not to
government, 2703(d) order | 2703(d) order
Other unless 8
. Yes or search or search
transactional 2702(c)
and account exception warrant warrant
records applies [8 2702(2)(3)]
[8 2703(c)(1)] | [8 2703(c)(1)]
[8 2702(a)(3)]
Accessed NO. unless § Subpoena with
communications 2762(b) notice; 2703(d) | Subpoena;
(opened e-mail . Yes order with ECPA doesn't
. . exception .
and voice mail) aoolies notice; or apply
left with PP [§ 2702(2)(2)] | search warrant
provider and [82711(2)]
stored files [8 2702(2)(2)] [§ 2703(b)]
Unretrieved No. unless § Subpoena with | Subpoena with
communication, ’ notice; 2703(d) | notice; 2703(d)
) : 2| 2702(b) : )
including e-mail excention Yes order with order with
and voice mail 3 Iil?es notice; or notice; or
(in electronic PP [§ 2702(a)(1)] | search warrant | search warrant
storage more
than 180 days) | 18 2702@)(1)] [8 2703(a,b)] | [§ 2703(a,b)]
Unretrieved
. No, unless §
communication, 2702(b)
including e-mail excention Yes Search warrant | Search warrant
and voice mail 3 Iil?as
(in electronic PP [8 2702(a)(1)] | [§ 2703(a)] [§ 2703(a)]
storage 180
days%r less) [8 2702(2)(1)]
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Express Consent

Express Consent
Doctrine

Relevance

Establishing
Authority and
Ownership

Express Consent is consent that is derived from an individual’s
actions as the result of documents and notices provided to that
individual before an incident occurs. This type of consent is
usually seen in logon banners or signs advising that use of the
system or entry onto government property “implies” consent to be
monitored or searched. The act of entry onto the system or
property constitutes informed, voluntary consent.

Whenever a cyber crime is committed that involves the
unauthorized use of a computer or network, the investigator should
establish whether or not authority to gather information exists
under the Express Consent. By doing this, the investigator can
establish the initial basis of authority for the monitoring of an
individual’s actions or the search of the individual and items under
his or her control.

During the initial investigation of a cyber crime, the investigator
should firmly establish the owner or Designated Authorization
Authority of any computer or network involved in the
investigation. This ownership or authority should be documented
in the investigation report and verified by supporting
documentation in the form of policies, orders, copies of ownership
records or written statements.
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Express Consent, continued

Establishing and
Documenting
Express Consent

When a user logs onto a computer or network, there should be an
initial warning banner that explains the authority to access the
computer or network as well as any implications such access may
have for the user. Here is an example of a common warning
banner:

THIS IS A STATE OF MARYLAND COMPUTER SYSTEM

This computer system including all related equipment networks and network
devices (specifically including Internet access) are provided only for
authorized State of Maryland use. State of Maryland computer systems may
be monitored for all lawful purposes to ensure that their use is authorized for
management of the system, to facilitate protection against unauthorized
access and to verify security procedures survivability and operational
security. Monitoring includes active attacks by authorized State of Maryland
entities to test or verify the security of the system. During monitoring,
information may be examined, recorded, copied and used for authorized
purposes. All information, including personal information, placed on or sent
over this system may be monitored. Use of this State of Maryland computer
system, authorized or unauthorized, constitutes consent to monitoring of this
system. Unauthorized use may subject you to criminal prosecution. Evidence
of unauthorized use collected during monitoring may be used for
administrative, criminal or adverse action.

The banner should require some type of action by the user to
acknowledge the presence of the banner. Banners that flash and
disappear without user interaction may not suffice to establish
express consent.

For example, anyone who logs onto a State of Maryland computer
system or network must click through a banner screen before
proceeding to the logon prompt. Once users click through, they
have consented to monitoring of their activity, and access to their
data on the network or individual computer.
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Written Consent

Introduction

Relevance

Fourth Amendment rights, like other constitutional rights, may be
waived, and a person may consent to a search of his person or
premises. The U.S. Supreme Court, however, has insisted that the
burden is on the prosecution to prove that the consent was
voluntary and the person was aware of the right of choice.

Investigators should understand how to obtain voluntary consent
and the limits of that consent. Although verbal consent to search is
valid, it is very important that the consent be documented in
writing to avoid issues later at trial. Written consent from the
account holder may be necessary to obtain records from banks,
hospitals, or similar businesses unless the investigator has some
other legal authority to obtain them like a subpoena or search
warrant.
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Written Consent, continued

Written Consent

Whenever an investigator establishes that an individual has
ownership or other legal authority over any item or area, the
investigator can request consent to search the individual and
property under his or her control. Whenever possible, you should
obtain this consent in writing and establish the following in the
consent document:

The person who gives the consent has ownership or authority
over the premises or, in the case of a cyber crime, the computer
system to be searched.

The consent must be freely given.

The consent must not have been coerced. Actual knowledge of
the right to refuse consent is not essential to the issue of
voluntary consent, and therefore police are not required to
acquaint a person with his rights, as through a Fourth
Amendment version of Article 31. Giving the individual a
warning about his or her rights concerning consent has been
taken by the courts as further indication of voluntary consent.
Consent will not be regarded as voluntary when the officer
asserts his official status and the individual yields to that
authority rather than make his or her own determination.

Consent may be withdrawn by the person giving consent at any
time.

The scope of the consent search can be limited by the person
giving consent

The investigator should document all of the conditions under
which the consent is being given, particularly those listed
above and obtain the signature of the person giving consent on
the document.
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Written Consent, continued

Undercover
Deception

Third Party
Consent

Juveniles

When consent is obtained through the deception of an undercover
officer or an informer gaining admission without advising an
individual who he is, the U.S. Supreme Court has held that the
individual has simply assumed the risk that an invitee would
betray him, and evidence obtained through the deception is
admissible.

This exception rarely applies to the production of records unless
the individual is a business entity in possession of the records and
the records are obtained within the course of an undercover
investigation.

In these cases, obtaining written consent may not be possible. The
investigator must carefully document his or her search authority
through written reports or other means such as undercover
recordings.

Additional issues arise in determining the validity of consent to
search when consent is given not by the individual suspected of the
offense, but by a third party. In the earlier cases, third party
consent was considered sufficient if that party possessed common
authority over or other sufficient relationship to the premises or
effects sought to be inspected.

For example, spouses are presumed to have authority to consent to
the search of the other spouse’s property unless there is evidence
to the contrary. The best policy is to establish spousal control and
access in writing.

The law concerning the authority of a juvenile or minor to
intelligently give consent varies from jurisdiction to jurisdiction. It
is generally accepted that the parent retains the consent authority
for a juvenile and that consent should not be obtained from minors.
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Preservation Letters

Introduction

Relevance

Issuing a
Preservation
Request

18 USC § 2703(f)

Storage and destruction of electronic logs and records is much
more dynamic than traditional methods of recordkeeping. It takes
time to obtain court orders (up to and including warrants), but
there are no federal laws that require companies to preserve
electronic records for any amount of time. Some companies
maintain records and logs for many months; some maintain no
records at all. This can present a problem for an investigator.

What if pertinent records for your investigation exist at an Internet
Service Provider company today, but you cannot get a subpoena
for three days? Will the records you need still be there?

The answer is that it depends on the age of the data and the
company’s retention practices. The data may not be there when
you need it.

Part of the ECPA is designed to ensure that available data is not
lost during the time it takes to obtain the necessary order.

The benefit of the preservation request is that an investigator can
issue it quickly and directly to preserve information for 90 days.
Preservation requests are designed to ensure that the specified
information will still be there when the appropriate legal process is
served to obtain it.

18 USC § 2703(f)(1) states:

A provider of wire or electronic communication service or a
remote computing service, upon the request of a governmental
entity, shall take all necessary steps to preserve records and other
evidence in its possession pending the issuance of a court order or
other process.

There is no required format for § 2703(f) requests, but most
agencies have developed their own preferred format over time, and
it is usually in the form of a letter. Technically, the request can be
verbal.
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Subpoena

Introduction

Relevance

Obtaining a
Subpoena

The subpoena is a court order requiring a person or business entity
to produce records or testimony. Failure to comply with a
subpoena may result in penalties or criminal charges.

The subpoena is commonly used by investigators and prosecutors
to require an individual or business to produce records or
testimony. Subpoenas are used to obtain stored transactional
records (basic subscriber information) and in some circumstances,
may even be used to obtain stored wire and electronic
communications (content).

In a cyber crime investigation, the investigator can request that the
prosecutor issue a subpoena for records that are under the control
of an individual or business. The prosecutor has the authority to
issue the subpoena and have the person or business served with the
document. Once served, the individual or business has the right to
argue before a competent court of jurisdiction why the records
should not be produced.

Subpoenas are generally used to obtain records from individuals or
businesses that are not the target of the investigation. In cases
where the individual or business is the target of the investigation,
the search warrant is preferred to prevent the destruction or
alteration of the records being sought.
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Search Warrant

Introduction

Relevance

Obtaining a
Search Warrant

While most information stored by an ISP can be retrieved with a
subpoena or a “D” order which is discussed next, at least one type
of information requires a search warrant under [§ 2703(a)].

A search warrant is required to seize unretrieved communication,
including e-mail and voice mail (in electronic storage 180 days or
less) from an Internet Service Provider. Until 2006 opened mail or
mail that had been accessed by the user, but still stored at the ISP
over 180 days could be obtained without a search warrant. In
Warshak v U.S. the 6" Circuit Court of Appeals ruled that the
provisions of 18 U.S.C. § 2703, part of the Stored
Communications Act, which allowed law enforcement to seize
stored communications over 180 days old without a warrant and
without notifying the subscriber and allowing them to bring their
objections before the court violated the 4™ amendment of the U.S.
Constitution.

Search warrants issued under 2703(a) for information held by an
Internet Service Provider require the same standard of probable
cause discussed earlier. Generally this is accomplished by the
applicant preparing an affidavit which contains the facts known to
him which lead him to believe that the ISP holds relevant evidence
in the case. The affiant must swear to the contents of the affidavit
before the court will, if persuaded by the affidavit, sign the
warrant.
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Available Data

Introduction

Timeliness

Available Data

No current U. S. law requires that Internet Service Providers
maintain information of traffic through their service. All of the

U. S.-based major ISP’s do maintain logs of information on traffic
as well as connection logs, however the length of time this
information is are kept and what is kept varies.

When you need information from an ISP that is critical to your
case, it is very important that you send them a preservation letter
as outlined in a previous lesson. Failure to do so may result in the
information not being there when you get the appropriate legal
authority to obtain the information.

Be aware that some small ISP’s do not store any logs pertaining to
traffic through their offices. They generally will have some sort of
subscriber information because someone is paying the bill and they
need a way of tracking the payments. Even if the subscriber
information is bogus, the credit card number that is paying the bill
may lead you back to the real subscriber.

Data that you may be able to obtain from an ISP include:

Subscriber information to include payment information
IP’s addresses used and date and times used

Session lengths (Connection Logs)

Email- opened and unopened

Stored Files (a service offered by some ISP’s)

Related account information (has multiple accounts)
Phone numbers used to access using dial up connections
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Module 9
Fundamentals of Log Analysis

Overview The analysis of computer network intrusions is a difficult task. The
Scientific Method provides a general framework that can be used
to effectively guide the investigation.

Purpose of this This module provides a review of computer intrusion methods and

Module a description of the Scientific Method as it applies to intrusion
investigation. This description is focused on the discovery and
analysis of log-based artifacts.

Objectives After completing this module, you will be able to:

e Describe the main steps of the Scientific Method

e Explain how the Scientific Method can be applied to digital
forensic analysis

e Use the initial observations in a case to determine the most
likely location of additional, related artifacts

e Apply the analysis techniques learned in the previous modules
to analyze log files that contain evidence of an intrusion

In this Module The following table shows the contents of this module.
Topic See Page

Lesson 1 — Understanding Network Traffic 9-3

Lesson 2 — The Scientific Method and Intrusion 9-9

Analysis

Lesson 3 — Observing Intrusion-related Activity 9-15
and Generating a Hypothesis

Lesson 4 — Predicting the Nature and Location of 9-25
Intrusion Artifacts

Lesson 5 — Using Log Analysis to Evaluate an 9-37
Intrusion Hypothesis
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Lesson 1 - Understanding Network Traffic

Introduction

Purpose of this
Lesson

Objectives

In this Lesson

The first step in learning how to analyze log files is to look at the
types of data traffic you will typically see on a network. How these
protocols pass from system to system is important to the
investigative and analytical process.

The purpose of this lesson is to describe the network traffic and to
discuss how it can be used to guide an intrusion investigation.

After completing this lesson, you will be able to:
e Define the different types of network traffic

e Recognize which types of traffic are of interest in intrusion
investigations.

The following table shows the contents of this lesson.

Topic See Page
Overview of Network Traffic 9-4
Investigation Techniques 9-5
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Overview of Network Traffic

The Internet

Getting from One
Place to Another

When you look at the Internet or any network that connects two or
more computers you will see common communications types.
TCP/IP is the language of the network and there are a number of
services which use TCP/IP to communicate.

For example, we will look at a basic example of the service
HyperText Transfer Protocol (HTTP) and see how it actually
works.

For HTTP or any other service that generates network traffic to
work there must be one system that is serving or hosting
information and another system that is requesting the service data.
In the case of HTTP, there is both a Web server and a Web client
connected to a network. The network traffic that exists when the
client or browser requests a Web page from the server proceeds in
this manner:

1) SYN: The client sends a Synchronize packet to the server,
beginning the three-way handshake which starts the
conversation.

2) SYN-ACK: The server sends a Synchronization
Acknowledgement, acknowledging the start of the
conversation.

3) ACK: The client then sends an acknowledgement to the
server completing the three-way handshake. The
conversation is started at this point.

4) GET: The client requests a page from the server. If this is a
general request to a web site like www.somewhere.com
then the GET request is for the web root document
indicated with a backslash / after the get command.
Otherwise the name of the page will be part of the get
request, such as fag.html.

5) 200 OK: The server will send a response that includes the
status code for the page requested. Usually the code 200
OK is sent, meaning that the page was found and will
immediately follow:

e If the specific page requested is not recognized by
the server the now famous 404 Page not found is
displayed in the browser.

The page will now be transferred to the browser program and the
page will be displayed on the client system.

9-4
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Overview of Network Traffic, continued

Ports in a Data
Storm

Types of Ports

Common Ports
and Assigned
Traffic

There is an additional bit of information that follows every IP
address used on the network: the port number. There are 65535
port numbers available on most computer systems. The Internet
Assigned Numbers Authority (IANA) has the role of assigning the
types of traffic to each of these port numbers. This is done so that
programmers can agree on which ports are used for specific types
of network traffic. HTTP traffic is assigned port 80.

There are three types of port numbers, Well Known Ports,
Registered Ports and Dynamic Ports.

Well Known Ports are the numbers ranging from 0 to 1023.
Registered Ports are the numbers ranging from 1024 to 49151
Dynamic Ports are the numbers ranging from 49152 to 65535

Documentation on the current assignment of these numbers can be
viewed by going to www.iana.org/assignment/port-numbers

Below are some of the most commonly used ports and the traffic
types assigned to them in the Well Known Port range:

(20) File Transfer Protocol (FTP)

(21) File Transfer Control (FTP)

(22) Secure Shell Remote Login

(23) Telnet

(25) Simple Mail Transfer Protocol (SMTP E-mail)
(53) Domain Name Service (DNS)

(80) HTTP (Web)

(443) Secure Socket Layer (HTTPS)

Below are some of the common assigned ports in the Registered
Port Number range:

(1025) Network Blackjack
(1080) SOCKS

(1169) Tripwire

(1214) KAZAA

(1433) Microsoft SQL Server
(1689) Firefox

The Dynamic Ports can be used by any service or protocol at any
time depending on the random assignment used by the operating
system for a given computer.

01/09
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Investigation Techniques

Introduction

Types of Traffic to
Watch For

When investigating network traffic, one of the first things to look
for is traffic types that are on the wrong assigned ports. For
example, when most government agencies realized that employees
were using AOL Instant Messenger at work, the network
administrators closed the AOL IM port 531. Users quickly
discovered this and changed their clients to use the unblocked
HTTP port 80.

Looking at a packet capture file and seeing instant message traffic
on port 80 is an indication of the sophistication of the end user.
They are technologically aware enough to know that changing the
port number used by a service or program will circumvent the
network security profile.

Here are some of the types of traffic you will probably see during
your network investigations and the potential issues you might
look for.

HTTP (port 80) — Because most firewalls and routers will pass
traffic on port 80, it is a popular port for malicious code transfer or
for communication of other protocols that have been blocked. In
some cases, you will see programs that have opened backdoors on
systems transferring information on this port. Advanced attackers
will embed malicious information in HTTP packets hoping that
firewalls and intrusion detection systems will pass the information.

E-mail (port 25) — Although not as common a port for non-e-mail
traffic, this port is one worth watching simply because so many
attacks originate in e-mail messages.

USENET/NNTP (port 119) — This is an important protocol for law
enforcement to watch since many newsgroups are used for
distribution of pornography in all forms. This protocol is still used
as a way to transfer bootleg software, movies, music and other
copyrighted material.
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Investigation Techniques, continued

Types of Traffic to
Watch For,
continued

Baselines

Internet Relay Chat (ports 6666-6669) — IRC is another protocol
that is used heavily for Peer-to-Peer transfer of copyrighted and
illicit materials. Malware and Botnet traffic is seen on these ports
as well.

File Transfer Protocol (port 21) — FTP is used for transferring files
therefore if your case may involve transfers of illicit information
of any kind it would make sense to monitor FTP traffic. There are
a number of malware attacks against FTP ports as well.

Peer-to-Peer (Any ports) — P2P protocols are some of the hardest
to monitor and investigate because of the nature of the protocol.
The two systems that are transferring information can use any port
they agree on and the transfer of a file may actually take place
between multiple systems at once. This can make the reassembly
of transferred files extremely difficult. Tools like Wireshark will
typically indicate that P2P traffic is taking place.

One popular way to make network traffic analysis easier is the
baseline method. By taking packet capture snapshots of normal
network traffic and then comparing suspicious traffic captures to
that baseline you can more quickly determine where the
investigation should focus.
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Lesson 2 — The Scientific Method and Intrusion
Analysis

Introduction The Scientific Method is used as a guide for investigating any
problem, including a network intrusion. It is a simple but effective
process by which you generate a hypothesis based upon observed
events, then design and select analysis tasks to help you evaluate

that hypothesis.
Purpose of this The purpose of this lesson is to describe the Scientific Method and
Lesson to discuss how it can be used to guide an intrusion investigation.
Objectives After completing this lesson, you will be able to:

e Define the Scientific Method

e Explain how the Scientific Method can guide an intrusion
investigation

In this Lesson The following table shows the contents of this lesson.
Topic See Page
Overview of the Scientific Method 9-10
Digital Forensic Analysis and the Scientific 9-12
Method
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Overview of the Scientific Method

Definition The Scientific Method is a process for investigating a set of
observations. The method is conducted by formulating a
hypothesis about observed events that are of interest, then using
deductive/inductive logic to formulate processes for evaluating
that hypothesis. The developed processes are then carried out and
their results are used to support, contradict, or modify the
hypothesis.

Steps The following steps comprise the Scientific Method as it is used in
this course:

1. Observation: Observing one or more events or sets
of events. Observation establishes the facts
surrounding these events to identify their cause and
consequences.

2. Hypothesis: A hypothesis is generated that explains
the observed events, including their root cause,
interrelationship, and consequences.

3. Prediction: Predictions are made as to the possible
nature and location of artifacts in the evidence that
will either support or contradict the hypothesis.

4. Evaluation: Performing procedures that test for the
presence of artifacts that support, falsify, or modify
the hypothesis.

5. Conclusion: Formation of a conclusion, based upon
the results of tests performed during the Evaluation
step. The conclusion states one of the following:

e The hypothesis is supported by the facts

e The hypothesis is contradicted by the facts

e The facts indicate that a new or modified
hypothesis should be constructed due to new
observations or lack of relevant results.
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Overview of the Scientific Method, continued

Additional
Characteristics

Variances in the
Use of the
Scientific Method

The Scientific Method has principles that are not specific steps in
the method, but factors vital to ensuring the Scientific Method is
carried out properly.

Repeatable: All evaluations and tests conducted during an
iteration of the method should be repeatable. This is to ensure
that results can be verified by others who want to test them for
mistakes, confounding variables, spurious relationships, etc.
Cyclic: The Scientific Method is cyclic, meaning that a
scientist may need to perform many iterations of the method,
test and resting a hypothesis, or generate additional hypothesis
to finally gain a clear understanding of the originally observed
events.

Empirical: All evidence used in the hypothesis must be based
on or derived from observation rather than pure reasoning,
faith, common sense, etc.

Falsifiable: A hypothesis that is established and tested using
the Scientific Method should be falsifiable. In other words,
there should be a way to test for contradicting evidence as well
as supporting evidence.

Obijectivity: Observations and the results of any evaluations
must be interpreted as objectively as possible.

Not all fields of inquiry use the same steps for the Scientific
Method and the names of the steps can differ. So when researching
the method you will sometimes encounter different formats within
different reference sources. An implementation of the Scientific
Method is valid so long as it follows the principles outlined above.

01/09
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Digital Forensic Analysis and the Scientific Method

The Use of the
Scientific Method
During Digital
Forensic Analysis

Example

The Scientific Method provides a useful guide when attempting to
locate items of interest within digital media, or copies of digital
media. It is also useful for the incident responder when he/she
attempts to identify devices that may contain information related to
a series of events.

As an example, an incident responder investigates the appearance
of several IDS alerts indicating an attack against a Web server.
These alerts would be the initial observations. The incident
responder might then form a hypothesis that the Web server had
been attacked and compromised by the method indicated in the
alerts.

To test this hypothesis, the analyst would then deduce (predict) the
most probable location of artifacts that would support or contradict
the hypothesis that the system had been successfully attacked.
Supporting artifacts might include unauthorized Registry entries,
the presence of malicious code, additional IDS alerts, unauthorized
user accounts, and so forth.

Contradicting artifacts could be other log entries that show that the
observed events are part of normal activity for an application. The
analyst would gather data from devices that contain these artifacts,
and evaluate that data for their presence.

The examiner finds artifacts that support the hypothesis that the
system was successfully attacked. The examiner may then
conclude that the hypothesis was correct, and proceed to write a
report.

As an alternative, the hypothesis may have been falsified due to
the discovery of artifacts indicating a legitimate technical reason
for the IDS alerts occurrence such as a standard false positive. In
addition, the investigator may not find sufficient evidence to make
any conclusion about the hypothesis, in which case he/she may
create a new hypothesis.
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Digital Forensic Analysis and the Scientific Method

The Use of the Computer network intrusions can be complex and difficult to track
Scientific Method  down. In an enterprise environment, an attack can span multiple
for Computer networks that include thousands of computer systems. One danger
Intrusion for the investigative team is that they will spend too much time
Investigations acquiring and analyzing data from unrelated systems.

The Scientific Method helps avoid this pitfall by encouraging you
to follow a logical process to determine how to conduct an
investigation. The key element is the link between observed events
and subsequent investigative tasks.

By creating hypotheses based on real events, you are more likely
to perform analysis tasks that produce results, and less likely to
follow unproductive tangents. Subsequent lessons in this module
show you how to apply the method to intrusion analysis.
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Lesson 3 — Observing Intrusion-related Activity and
Forming a Hypothesis

Introduction The first step of the Scientific Method applied to an intrusion is to
identify the current set of observations and form a hypothesis
based upon those observations.

Purpose of this The purpose of this lesson is to learn the common types of

Lesson intrusion-related observations and how to form a hypothesis based
upon them.

Objectives After completing this lesson, you will be able to:

e Describe common intrusion-related observations
e Form a hypothesis
e Describe common incident classifications

In this Lesson The following table shows the contents of this lesson.
Topic See Page
Common Observations 9-16
Hypothesis Formation 9-19
Incident Classification 9-21
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Common Observations

Observationsand  Network intrusion investigations should normally begin with one
Network or more specific observations. These observations guide the
Intrusions formation of a hypothesis as to what may have occurred.

Common Primary  Many different events can spark an intrusion investigation. Some
Observations examples include:

e Antivirus alerts: AV systems will sometimes notice the
presence of one or more malicious files. This isa common
intrusion indicator, especially when trojans, backdoors, and
rootkits are detected.

o IDS/IPS alerts: Intrusion detection system alerts are messages
specific to attack-related activity and are common first warning
events.

e System/applications errors: Compromised systems will
sometimes experience errors due to problems caused by attack-
related activity. Attacks against applications can cause those
applications to crash. If administrators are unable to find
legitimate reasons for crashes during their initial
troubleshooting, then those crashes may be indicators of an
intrusion.

e Abnormal authentication patterns: Repeated failed
authentication attempts, unusual login times or attempts to
authenticate as a non-existent user account are indicators of an
attempted attack.

e Access control list violations: Failed attempts to communicate
through a barrier system such as a firewall or proxy server that
is logged can be an indicator that an attempt is being made to
breach a network.

e Generic unusual activity: Sometimes the initial observation is
simply something that a user or system administrator noticed
as being abnormal and reported to the designated security
contact. A common abnormality is activity occurring at an
unusual time that would otherwise appear legitimate, such as
file transfers.
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Common Observations, continued

Supplementary The incident responder should make supplementary observations

Observations before creating a hypothesis. These are not directly observed
events, but rather sets of data that the responder should collect in
any security incident. Examples of this type of data includes:

e Network diagrams: Logical and physical diagrams of the
networks where the event occurred.

e Device documentation: Lists of device names and
configuration data. This information is especially vital for
devices directly involved in observed events.

e Contact information: Names, phone numbers, e-mail addresses,
etc. for witnesses and people responsible for the affected
networks and systems.

e Other data: Any other details regarding the affected devices
and networks that may seem pertinent.
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Common Observations, continued

Common
Observation
Attributes

Recording
Observations

Observations made during network intrusions will have attributes
that should be recorded. These attributes should be gathered
correctly from the incident responder or the network administrator
on site. These attributes include, but are not limited to the
following:

Date/time: Record when the event occurred, as well as its
duration.

IP addresses: If the event is a log entry that includes an IP
address, or if it involves a system with an IP address, then that
IP address should be recorded.

Port numbers: If the event is a log entry that includes port
numbers, or it involves an application that engages in network
communication over a specific port, then that port should be
recorded.

Accounts and aliases: If the event involves a specific user
account or alias, then that name should be recorded, as well as
the name of the specific individual that uses that account or
alias, if that information is known.

Host names and aliases: The host names and aliases for any
system involved in an event should be recorded.

Files: At a minimum, the name and full path for any files
involved in an event should be recorded. If available, other
useful attributes that can be recorded about a file include hash
value and file system date/time stamps (created, modified, etc.)
General description: A general description as to the nature of
each event should also be recorded.

Observations can be recorded in many different forms including
written notes, office documents, and databases. You should use the
approved and tested method used by your organization. This
course uses a spreadsheet template for recording this data.
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Hypothesis Formation

Hypothesis
Formation

Example
Hypothesis

The initial set of observations from an incident will enable you to
form a hypothesis regarding the incident. This hypothesis should
include a statement regarding each of the following:

e “What/How:” Basic description of the main event(s). This may
include a common incident classification

e “Where:” List the known and probable physical locations and
network segment locations of the incident.

e “When:” List the known and probable timeframe of the

incident.

e “Who:” List identifying information for the
individual(s)/computer(s) known to be involved or likely
involved in the incident.

e  “Why:” List the most likely motive(s).

At the start of an investigation, many details are still unknown.

Therefore the initial hypothesis may be broad. As the investigation

proceeds and more facts are discovered, multiple cycles through

the Scientific Method may yield more specific hypothesis.

A hypothesis statement can be recorded easily in table form as

noted below.

Category

Statement

What

A <incident classification> occurred against
<Victim System(s)>, resulting in <Resultant
access, theft or damage>.

Where

ABC Corp., Reston VA
<Address>

When

First Related Event: 8/16/07 0715 EST
Last Related Event: 8/19/07 1611 EST

Who

Attacker(s) Name/Alias: <Name or Handle>
Attacker System(s) Hostname: <Hostname>
Attacker System(s) IP: <IP>

Victim System Hostname(s): <Hostname>
Victim System IP(s): <IP>

Why

Possible reasons for the <incident
classification> to have taken place.
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Hypothesis Formation, continued

Multiple
Hypotheses

At some point in the investigation, you may decide that the
incident is too large and complex for a single hypothesis. You may
then need to establish multiple hypotheses to account for different
parts of the incident.

For instance, a large enterprise intrusion may have signs that the
attacker entered through a public Web server and through several
compromised workstations. To effectively pursue each possibility,
you might create one hypothesis to pursue each potential method
of entry.

If you are a manager or lead investigator, you may assign different
investigators to separately investigate each hypothesized method
of entry. You could even create a third hypothesis to account for
how the attacker(s) are extracting stolen data from the network.

There is no rule for determining how many hypothesis to create or
how detailed they should be. Hypotheses should reflect the size
and complexity of the incident.
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Incident Classification

Incident
Classifications

Denial of Service

Malicious Code

You should implement an incident classification schema to ensure
a common vocabulary between you and the organization
requesting assistance. The classification should be broad enough to
capture the major types of incidents you might encounter. Here are
the recommended incident classifications:

Denial of Service
Malicious Code
Unauthorized Access
Inappropriate usage
Suspicious activity
Multiple Component
Other

A further description of each of these is provided below, including
lists of common observations that may lead to you to include the
classification in your hypothesis.

Denial of service is an attack that prevents or impairs the
authorized use of networks, systems, or applications. Observations
that could lead to this classification include:

e A network service is unavailable for an unknown reason

e A computer network is saturated with an excessive amount of
network traffic

e An application is saturated with authentication or service
requests

e A application or operating system is not functioning for an
unknown reason

Malicious code is any computer program or group of programs
that perform undesirable activity on a system. Observations that
could lead to this classification include:

Antivirus alerts

IDS alerts that indicate malicious code

A higher than normal volume of network traffic

Computer systems crash or malfunction for an unknown reason

Egress communication not initiated by a user or an authorized
application
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Incident Classification. continued

Unauthorized
Access

Inappropriate
Usage

Suspicious Activity

With unauthorized access, a person gains logical or physical
access without permission to a network, system, application, data,
or other resource. Observations that may lead to this classification
include:

e User account authentication at abnormal times, or at times
where the user to which the account was assigned denies
having been on the subject system

e Presence of unauthorized user accounts

e Missing data

e Logged data access at abnormal times or by a user account not
normally used for such access

e Presence of unauthorized computer programs

e Presence of large archives (TAR, RAR, Zip, etc.) of data files
for which there is no explanation

e Common observations from any other type of intrusion-related
activity

With inappropriate usage, a person violates acceptable computing
use policies. Observations that may lead to this classification
include:

e Web browsing sessions to websites containing unauthorized
workplace viewing material

e Inappropriate e-mails sent to coworkers or from a work
account

e Recorded network traffic that indicates the presence of an
unauthorized application, such as a peer-to-peer file sharing
application

With suspicious activity, the security operations personnel notice
unusual activity not specifically related to a known threat, but in
their experience with the current environment is unexplainable.
Observations that may lead to this classification include:

e Increase network activity
e Increase CPU activity on a system
e Unexplained network activity
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Incident Classifications, continued

Multiple The multiple component classification has a single incident that
Component encompasses two or more incidents. For example, a malicious
code infection leads to unauthorized access to a host, which is then
used to gain unauthorized access to additional hosts. Examples
include the following:
e Workstation affected by a virus and scanning the network
e Server relaying IRC traffic
Other The category “Other” serves as a catch all group for newly
identified Exploits that do not fit in any of the previously listed
categories. Examples include the following:
e Penetration Testing
¢ Innovative ways to attack a system
e Zero-day Exploits
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Lesson 4 - Predicting the Nature and Location of

Introduction

Purpose of this
Lesson

Objectives

In this Lesson

Intrusion Artifacts

Once you develop a hypothesis, you can use it along with the
observed events to determine the most likely location(s) of any
supporting or contradicting artifacts.

The purpose of this lesson is to teach you how to determine
potential locations of artifacts related to your hypothesis.

After completing this lesson, you will be able to:

e Determine the applications and network traffic types that were
involved in observed events

e Determine the flow of network traffic related to observed
events

e Predict artifact location based upon the network architecture,
probably traffic flow and related applications

The following table shows the contents of this lesson.

Topic See Page

Predicting the Nature and Location of Intrusion 9-26
Artifacts

Relating Observed Events to Network Services 9-27
and Traffic Types

Mapping Observed Activity to Traffic Flow 9-29
Using Traffic Flow and Service Type to Predict 9-33
Artifact Location
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Predicting the Nature and Location of Intrusion
Artifacts

Finding Intrusion  Finding artifacts related to a network intrusion can be a difficult

Artifacts process due to the vast amount of data in which these artifacts may
reside. To stay focused, use the current hypotheses for the
investigation to guide your search. This is done by:

1) Mapping observed events to related applications and traffic
types.

2) Map observed activity to traffic flow (preferably using an
accurate network diagram) so that you know which
network path related to network traffic may have taken.

3) Using the probable traffic flow, involved applications and
traffic types, determine which specific devices may have
artifacts of the observed and hypothesized events.

4) Establish a plan for gathering data from the identified
devices, and for identifying any relevant artifacts within
those data sets.

The following sections of this lesson will cover these tasks in more
detail.
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Relating Observed Events to Applications and Network
Traffic Types

Relating Observed You need to correlate all observed events to the applications

Events to involved. This will help you to locate potential artifacts. For

Applications instance, if the observed event was a buffer overflow IDS alert
with a destination port of 80, you could surmise that the target
application of that attack may be a Web server such as 1S or
Apache. Recognizing this, you would place this application on
your list of potential artifact sources and gather and analyze the
logs from that application.

At a minimum, you should perform the following tasks to help
identify involved applications:

e Identify network traffic types that correspond to observed
TCP/UDP ports. For instance, observed TCP port 25 traffic
indicates that SMTP is most likely involved.

o Identify applications related to observed and/or extrapolated
network traffic types. From the example above, if SMTP were
the likely protocol, then that would indicate that an e-mail
server and client application were probably also involved.

The image below illustrates the concept of profiling an event.

Mar 1 14:24:53 bastion snort: [1:648:7] SHELLCODE x86 NOOP [Classification:
Executable code was detected] [Priority: 1]: {TCP} 4.152.207.238:4771 ->

11.11.79.90§80 |

& Profile of Observed Activity

Port 80

Related Protocol: HTTP
Related Applications:

- Web Browser

- Web Server
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Relating Observed Events to Applications and Network
Traffic Types, continued

Additional Also list applications that meet the following criteria:
Applications
o Identify applications that have the capability of logging
activity related to network traffic types and applications you
have already singled out. For instance, SMTP gateways would
have the capability of logging data about traffic between e-mail
servers and clients.
¢ Identify applications directly involved in the generation of
observed events. This also includes security
devices/applications that produced log files that contained
initial observations. Following the example from the previous
page, the Snort IDS that generated the alert would be added to
the list of applications that may contain relevant artifacts.

Mar 1 14:24:53 bastior snort:| [1:648:7] SHELLCODE x86 NOOP [Classification:
Executable code was detect/pd] [Priority: 1]: {TCP} 4.152.207.238:4771 ->

11.11.79.90:80

Profile of Observed Activity

Port 80

Related Protocol: HTTP
Related Applications:

- Web Browser

- Web Server

- Snort IDS

Recording The data produced here can be kept in any form with which you
Applicationsand  are comfortable. You could keep a list of potentially involved
Network Traffic applications and network protocols in your notes, a database, or
Types spreadsheet.
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Mapping Observed Activity to Network Traffic Flow

Network Traffic One simple way to identify devices that may contain relevant data

Flow and is to locate all devices that related traffic may have passed through.

Intrusion Artifacts For instance, if the investigator believes that intrusion-related
traffic passed through a specific point of ingress/egress for the
network, you can surmise that the devices at that point (firewalls,
routers, IDS sensors, etc.) could potentially contain important
artifacts.

Mapping Enterprise networks can be very large and complex. Observe
Observed Activity events to determine probable routes for related traffic. You will
to Network Traffic need the following items to map traffic flow:
Flow
e Alogical or physical network diagram, and/or access to a
network administrator that has working knowledge of the
current topology. This diagram should be broad enough to
include all points of ingress/egress from the affected network
segments, including paths to the Internet.

e |P addresses for devices potentially involved in the incident
e Ports and protocols corresponding to related network protocols

With these items, identify all routes between the affected devices
and between those devices and the Internet. Record these routes in
your notes, or mark them on working copies of any network
diagrams you were able to obtain.
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Mapping Observed Activity to Network Traffic Flow,

continued

Other Routes of

In addition to the main routes of network traffic between affected

Interest devices and the Internet, the following routes may also be of
interest:

Alternate points of network traffic ingress/egress from the
network segment on which each device is resident.

Identify any routes to major service network segments that are
not inline with the default gateway (network segments with
directory servers, e-mail servers, file and print servers, backup
servers etc.).

Routes used by incoming traffic to the affected network
segment, if not the same as the default outbound route (routes
used by public service requests to the segment, internal service
requests, VPN pathways, etc.).

In the network, check specific protocols sent through alternate
routes to reach proxy servers. If some are found, identify the
routes between the affected network segment and those proxy
Servers.

The devices along the routes identified in the questions above are
all potentially in scope. Use the additional criteria listed on the
following page for determining how to prioritize devices for
acquisition.
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Mapping Observed Activity to Network Traffic Flow,

continued

Example: Adding  You can use the current observations from the investigation to add
Source and source and destination systems to your profile of activity. This is
Destination illustrated below, following the example from the previous topic.

Mar 1 14:24:53 bastion snort: [1:648:7] SHELLCODE x86 NOOP [Classification:
Executable code was detected] [Priority: 1]: {TCP} 4 ->

Profile of Observed Actuvnty
Port 80 Source: 4.152.207.238
Related Protocol: HTTP Destination: 11.11.79.90

Related Applications:
- Web Browser

- Web Server

- Snort IDS
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Mapping Observed Activity to Network Traffic Flow,

continued

Example: Use a network diagram and the IP addresses of involved devices to
Mapping Traffic map relevant routes. The basic example below uses the IP

Routes addresses added to the profile of observed activity on the previous

page. In the example, a bold line was used to mark the route
between the victim system and the attacker who is assumed to be
on the Internet. The only point of ingress/egress from the involved

network segment was also marked.
DMZ SEGMENT
&0 S S

11.11.79.90 — 95 11.11.79.100 - 104
DS Sensar IIS Servers MSSQL Servers

Internet

Firewall
Outside
11.11.791

Workstation Segments
192.168.1.0 -
192.168.3.254

Visitor Network

10.0.1.0/24 %

3" Floor

E-mail File/Print Domain Controllers
192,168.5.15 192,168.5.5- 10 192.168.5.1-2
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Predicting Artifact Location

Predicting Artifact
Location: Devices

Answer the following questions to determine which devices and/or
media may contain data regarding any related applications you
have identified:

e On what host system is the application located?

e Does the application use local or remote (SAN, NAS, etc.)
storage? If remote, identify the associated storage devices.

e Is the host system backed up on a regular basis? Is data backed
up to local media, or to a remote system? If local, where are
the tapes or other backup media stored after use? If remote,
identify the remote backup server.

e Isthe application part of a distributed application system (such
as a Web server with a database backend)? If so, identify the
other applications in the system, and the hosts on which they
reside.

e Are there multiple systems that host this application as part of
a load-balancing configuration? If so, identify all systems
hosting copies of this application.

e Isthe application configured to use a proxy device when
communicating on a network? If so, identify all associated
proxy devices.
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Predicting Artifact Location, continued

Predicting Artifact Based upon the map of traffic flow and profile of observed events

Location: Devices  created previously, devices can be selected which will most likely

Example contain relevant artifacts. The diagram below is provided as a
basic example, continuing with the scenario from the previous

95 11.11.79.100 - 104
MSSQL Servers

pages.

Internet

Firewall
Qutside
11.11.791

Visitor Network
10.0.1.0/24

E-mail FilefPrint Domain Controllers
192,168.5.15 192,168.5.5- 10 192.168.5.1-2
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Predicting Artifact Location, continued

Predicting Artifact Answer the following questions to determine which files and
Location: Files directories may contain data about the related application:
and Directories
e Does the application keep logs? If so, what is the full path to
the log storage location?

e Isthe application or host system configured to send logs to a
remote repository? If so, identify that system.

e What is the full path and name of the files in which the
application stores configuration information?

e What is the name and full path of the files in which the
application stores persistent and temporary data?

e Does the application require authentication? If so, does it use
its own authentication mechanism, or does it forward
authentication data to an outside application (such as Active
Directory)?

The answers to these questions will vary between different
applications and operating systems. Research is required.

Predicting Artifact Following the same example scenario, the potential victim in the

Location: Files attack could be an 11S Web server that contains certain log files to
and Directories be analyzed. Here are examples of log files that could be extracted
Example from this system:

e Windows Event Logs: The Windows operating system logs
(11S runs on Windows), typically found in C:\[winnt or
windows]\system32\config. They will have a “.evt” extension
on recent server versions of the Windows OS.

e IS logs: The log files for the web server application, typically
located at c:\[winnt or windows]\system32\logfiles\w3svcl,
and will usually have a name of ex*.log.

e Dr. Watson log: A debugging log created by the Windows OS
after some program malfunctions, named drwtsn32.log will
sometimes contain data if a process was crashed when it was
attacked.

Following this example, log files would have to be collected from
the other devices identified on the diagram (IDS, firewall, etc.).
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Lesson 5 — Using Log Analysis to Evaluate an

Introduction

Purpose of this
Lesson

Objectives

In this Lesson

Intrusion Hypothesis

Once you determine the most likely locations for related artifacts,
you can use the techniques presented in this course to analyze
collected evidence and evaluate the hypothesis.

The purpose of this lesson is to describe how log analysis
techniques are used to evaluate an intrusion hypothesis.

After completing this lesson, you will be able to:

e Determine the format of log files

e Use search, filter, and extraction techniques to evaluate a
hypothesis
e Record findings and keep track of new leads

The following table shows the contents of this lesson.

Topic See Page

Hypothesis Evaluation 9-38
Acquiring Target Log Files 9-39
Reviewing Target Log Formats 9-40
Establishing Search/Extraction Criteria 9-41
Searching Target Logs and Extracting Relevant 9-42
Data

Recording and Correlating Findings 9-43
Keeping Track of New Leads 9-45
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Hypothesis Evaluation

Hypothesis A hypothesis is evaluated using digital forensic data acquisition
Evaluation and analysis techniques. A general process for this is listed below,
and will be described in further detail in the following pages.

1. Acquire target log files

2. Review the format of collected logs

3. Establish search/extraction criteria based upon predicted
artifacts and log format

4. Search log files and extract relevant data

5. Record and correlate findings

6. Document unexpected findings related to the case (“leads”)

Procedure There are many technical procedures you can implement to

Selection accomplish each of the tasks listed above. For instance there are
multiple methods of searching and filtering log files presented in
this text. Applied procedures should meet the following criteria:

e The procedure can locate specific potential artifacts identified
in the previous step in the Scientific Method.

e The procedure should have been tested and peer reviewed

e The procedure should be repeatable

e The procedure should be as objective as possible
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Acquiring Target Log Files

Acquiring Log You will most likely acquire log files through one of the following
Files methods:

e Log files may be provided directly to you by an incident
responder or network administrator who collected them from
the original source media.

e You may obtain a physical or logical image of the original
storage media containing the log files, and then extract the logs
from that image.

e You may logically copy log files from the source system or
device using a live forensic tool such as LiveWire Investigator.

Regardless of the method, ensure that the logs are collected in a
sound manner in accordance with maintaining the integrity of the
evidence to the best of your ability. This includes hashing any log
files you receive and comparing those hashes against those
provided by the responder.
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Previewing Log Formats

Previewing Log
Formats

Determining File
Type

Determining Data
Format within a
Log

Before analyzing collected logs, you should first preview the
format of those logs to ensure that you know how to read them
properly and use the correct methods for searching them. Search
techniques are significantly different between text and binary logs.
Furthermore, information may be presented in different forms in
text logs. There may be different field formats and field and record
separators. For example, time may be represented in a 24-hour
format, or in a 12-hour format with AM or PM specified.

The first step in previewing log format is to determine the file
type. This can be done by:

e Viewing the file extension, and correlating it to a file type. For
instance a file with a “.EVT” extension is a Windows Event
Log file and should be viewed in the Microsoft Event Viewer
application. If unfamiliar with the extension, research it online.

e Using the GNU “file” command on a Linux, Unix, or OS X
based computer. This does not rely on file extensions, so it is
most useful if the log file does not include an extension. Usage
example:

[prompt]# file evidence.log

e Attempting to view the file with a text log viewer, such as
notepad.exe, or a GNU command such as “cat”, “more”, “tail”,
etc. If successful you will have determined that the file is a text
log and viewable as such.

e The File — Open dialog in Wireshark will display the format of
binary capture files that it recognizes when you highlight the

file.

Once you know the file type for each log, you should identify the
format of the data within. For network traffic capture logs, this is
relatively uniform. Text logs will vary. When presented with a text
log, you should:

e Determine if the records include one line or multiple lines.

e Identify the field and record separators.

e Determine where common data types (IP addresses, port
numbers, date/time, etc.) are located in each record, if
anywhere. Also determine if these locations are always the
same, or variable.
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Establishing Search/Extraction Criteria

Search/Extraction  Your general goal will be to search for and extract log entries, or

Criteria portions of log entries that support or contradict your hypothesis.
To do this, you find entries that include either observed or
predicted artifacts. Typical criteria for finding these entries
include:

e The known or estimated time frame

e Observed or predicted source or destination IP addresses

e Messages that correlate with observed or predicted activity

e Observed user name or alias

e Observed or predicted network protocols or traffic types

e Any combination of the criteria mentioned in the items above

These examples are guides. There is no hard and fast rule for
choosing specific search and extraction criteria. Rather the criteria
must be selected based upon the potential for resulting data to
further the investigation of the hypothesis.
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Searching Log Files and Extracting Relevant Data

Searching Log At this point, you will use the search and extraction techniques

Files and presented earlier to obtain the target data. When performing these

Extracting Data tasks, maintain focus on the search/extraction criteria you have
established. Investigative tangents based on your intuition can be
beneficial, but should be kept to a minimum when attempting to
process large amounts of data.

9-42 For Official Use Only — Law Enforcement Sensitive 01/09



Network Intrusion Responder Program Fundamentals of Log Analysis

Recording and Correlating Findings

Recording
Findings

Correlation:

Timeline
Unification

As noted earlier, your method for recording findings will vary
depending upon the approved data repositories used by your
organization. This course will use a spreadsheet document
provided by your instructor.

The main task of correlation is the establishment of a unified
timeline. This is accomplished by one of the these methods:

1) Normalizing all log files to a synchronized time and time
notation. This involves changing the actual date/time
stamps in a log file and should only be performed on
working copies of a log. Investigators must ensure that they
do not perform this step on original evidence as the
information will be permanently altered, which could
prevent it from being admissible in court.

2) Record all events identified during initial observation and
subsequent testing/evaluation into a single timeline,
adjusting the time on each event as necessary as it is
recorded.

If you perform these tasks, the resulting timeline can be read
sequentially, providing a top-level view of events from all sources.
The first option should only be used if you have access to a tool
that can reliably interpret and skew the date/time stamps from all
log formats, or if you can script this action yourself. Otherwise,
use the second option.

Note: Sawmill can skew log file date/time stamps in 1 hour
increments.
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Recording and Correlating Findings, continued

Correlation: Event Verify events by checking each log entry for another recording of
Verification the same event from other sources. Some useful techniques for
correlation include:

e Any network event can be correlated with the data in a full
network traffic capture, if it is available.

o Verify Web browser history with proxy server logs. Both will
record URL access and the associated times.

o Verify IDS scan alerts with firewall logs. A firewall will often
block and log some of the scan packets.

o Verify IDS password attacks alerts with authentication logs,
such as the Windows Security Event Log or /var/log/secure,
etc.

e Verify e-mail header date/time stamps with e-mail gateway or
e-mail server logs.

Correlation: Using The dates/times for events verified against multiple sources can

Event Verification also be compared to see if there is a time skew between the data

to Synchronize sources. For instance, the IE history for a user may show access to

Times Web mail occurring at 2105, but the Web proxy shows that access
occurring at 2135. The analyst could use these two events to
determine that the proxy server clock was most likely set 30
minutes behind the clock on the subject system.

Ideally, there would be multiple events verification that could be
used to confirm time skew. More verified events produced
increased confidence in the time skew established by the
investigator. Additional methods for date/time correlation include:

e Compare date/time stamps embedded in files with the file
system date/time stamps.

o Compare the date/time stamp of the last entry in a log with the
file system last accessed time.

e If an event involved access to one or more files, check the
appropriate file system date/time stamps for that file. For
instance, if an IDS alert indicated the traversal of a Windows
command shell banner over the network, check the NTFS/FAT
last accessed time for cmd.exe, or for the prefetch file
corresponding to cmd.exe.
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Keeping Track of New Leads

Unexpected
Findings

Lead Tracking

You will often discover information that was not directly predicted
during the initial analysis of your hypothesis. This information can
be called a “lead.” This information is sometimes related to your
hypothesis, and other times be important, but outside the current
path of your investigation. In either case, such information should
be recorded so that it can be followed up as needed.

New leads should be documented. In addition to your investigative
notes, leads should be recorded in your Attribute List spreadsheet
along with other relevant data. However entries representing leads
should be marked as to whether or not they are relevant to a
current working hypothesis.

Marking these entries makes it easier for you to review your
results at a later time to determine if you need to modify your
current hypothesis or create a new one. Methods for annotating an
attribute entry as a lead include:

e Highlighting the entry in a different color
e Listing lead entries on a separate page, tab, table, etc.
e Using a column in a table to mark entries as leads
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Module 10
Log Sources

Overview Knowing where the logs of interest reside on a system is a key
piece of information when starting a network investigation. In this
module, you will see some of the typical locations of logs for
select applications and systems.

Purpose of this You will learn where to look in Windows, Linux, Solaris and

Module general IDS systems for logs of interest. In some cases, you will
look at the typical contents of these logs to give you a better
understanding of them.

Objectives After completing this module, you will be able to:

e Describe the storage locations of typical log files
e Discuss some of the log file formats
e Recognize IDS logs and their contents

In this Module The following table shows the contents of this module.
Topic See Page
Lesson 1 — Windows Log Sources 10-3
Lesson 2 — Linux Log Sources 10-9
Lesson 3 — Solaris Log Sources 10-13
Lesson 4 — Log Searching 10-15
Lesson 5 — IDS Logs 10-19
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Lesson 1 — Windows Log Sources

Introduction This lesson will cover the most common logs found in a Windows
environment.

Purpose of this The purpose of this lesson is to list the locations of log files for the
Lesson operating system and several standard applications in a Windows
environment.

Objectives After completing this lesson, you will be able to:

e Explain where Windows Logs are stored
e Recognize naming conventions of log files
e Identify some of the file formats for these files

In this Lesson The following table shows the contents of this lesson.
Topic See Page
Windows Logs 10-4
Windows Services Logs 10-6
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Windows Logs

Mail

Microsoft SQL
Databases

Windows comes with a version of Outlook or Outlook Express
mail client. The default location for these log files in Windows
2000, Server 2003 and XP is inside each user’s profile.

The log concerning Outlook’s MAPI accounts, typically used by
most users, is found at: C:\Documents and
Settings\username\Local Settings\Temp\Opmlog.log

If a user has established a Hotmail account in Outlook, these
events will be logged in:

C:\Documents and Settings\username\Local
Settings\Temp\Outlook Logging\Hotmail\httpO0.log.

Microsoft SQL Server, one of the most popular database services
used in businesses, stores its log files in the directory:

C:\MSSQL\LOG
In this directory, you will find the following log files:

e ERRORLOG — MS SQL’s default error log file. If logging is
configured to create new files on a routine basis, or if the file
grows too large, additional error logs will be created with a
sequential number appended to the end.

e SQLAGENT.OUT - Can contain information generated by
the SQL programmer or messages generated by default in the
administrative panel. These files can have version numbers at
the end as well. The file with the OUT suffix is the current log.

e SQLDump9999.txt and SQLDuUmMp9999.mdmp — These are
special dump files that can be generated if the SQL Server
crashes or terminates unexpectedly. The information in these
files generally contains memory and data pointers at the time of
the failure. It is also possible for the administrator, or attacker
to force the generation of these files under special
circumstances.

Note: If the server is running, you may not be able to copy or
open the current log files.
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Windows LOQS, continued

MySQL MySQL is free, open source database application that is also
popular on many Windows systems. The default location for
installation of MySQL in Windows is:

C:\Program Files\MySQL\MySQL Server X.X

In this folder name, X.X is the software’s version number. Under
this folder are the following directories and logs:

e bin: Contains the client programs and server program
e data: Holds the log files and the actual databases
e share: Has the error message files

The error filename will typically start with the network host name
of the system MySQL is running on and end with the .err suffix.
For example, enron.err.

Microsoft Access Microsoft stores any errors generated by Access in the Windows
Event logs. For information on how to retrieve these logs, refer to
the System Logs section below.
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Windows Services Logs

Internet I1S is a service used by millions of Windows-based servers to host
Information Web, FTP, and e-mail services. Depending on the version of I1S in
Server (11S) use, these logs can be found in different locations. While 11S will
normally store its logs into a default folder, this location can be
easily changed in the administration control panel.
For 1IS versions 4 and 5, found on Windows NT 4.0 and Windows
2000, log files will be stored in: C:\winnt\system32\logfiles
For 11S version 6 and 7, found on Windows XP and newer
systems, log files will be stored in: C:\windows\system32\logfiles
Log file names will be named “W3SVC” followed by the Site
Instance ID, which is numbered sequentially for each service. For
example, the first web site log files will start with W3SVC1, and
the second will be W3SVC2.
Because all Web enabled services originate in the I1S service, FTP
and DNS messages will be mingled in this same file if their
services are active.
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Windows Services Logs, continued

System Logs

Directory Services

Remote Logs

Almost all other services that originate in the Windows
environment will log entries into one or all of the standard Event
Logs for the system.

These logs are divided into the Application, Security, and System
logs. If you want to use or view these logs, you must use the Event
Viewer that is available from the Administrative Tools Control
Panel.

Unless you use a specialized tool like the Event Viewer, the native
log files are stored in a mixed binary format, making standard text
based tools ineffective. You can choose the log file you are
interested in from the menu in Event Viewer and then choose
Export List from the Actions drop down menu to export the log as:

Tab Delimited text

Comma Delimited text

Tab Delimited Unicode text
Comma Delimited Unicode text

Once exported, these files can be filtered and searching using tools
like Grep and Findstr.

If Directory Services is configured for diagnostic logging events
that generate a log event, these events will be found in the Event
Viewer with the System, Application and Security logs in a
separate table called Directory Services.

Looking at mounted share locations and names may give you an
indication that logs are being stored remotely. Examination of
these remote shares may give you folder and file names which will
indicate what types of logs are being stored remotely.
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Lesson 2 - Linux Log Sources

Introduction This lesson will cover the common and most used logs found in a
Linux environment.

Purpose of this The purpose of this lesson is to list the locations of log files for the
Lesson operating system and several standard applications in a Linux
environment.

Objectives After completing this lesson, you will be able to:
e Explain where Linux logs are stored

¢ Identify naming conventions of log files
e Recognize some of the file formats for these files

In this Lesson The following table shows the contents of this lesson.

Topic See Page

Linux Logs 10-10
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Linux Logs

Mail Logs

Database

Services

Directory
Management

Because Linux is based on the Unix style kernel, mail services are
provided by sendmail processes. Logs for these services can
usually be found in the file:

Ivar/log/maillog

MySQL is the most popular database program within the Linux
community. MySQL logs can typically be found in the
Ivar/log/mysqld.log file.

Linux services are usually found in the following directories and
files:

e /var/log/message: General messages and system related errors
e /var/log/auth.log: Remote Login Authentication logs

e /var/log/secure: Remove Login Authentication log

o /var/log/kern.log: Kernel logs

e /var/log/cron.log: Crond logs, for services that start
automatically

o /var/log/httpd/: Apache web server access and error logs
directory

e /var/log/boot.log : System boot log
e /var/log/utmp or /var/log/wtmp : Binary Login history file

e /var/log/lyum.log: Yum log files to track installed and
uninstalled applications

Linux doesn’t support Microsoft Active Directory directly, but
there are many third party add-on tools available providing this
service. You will need to seek out documentation for the specific
AD tool and determine the location of logs for each tool.
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Linux Logs, continued

System Logs Most Linux system log entries are located in the /var/log/message
file.
Remote Logs Looking at mounted share locations and names can give you an

indication that logs are being stored remotely. Examination of
these remote shares can give you folder and file names which will
indicate what types of logs are being stored remotely.
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Lesson 3 — Solaris Log Sources

Introduction This lesson covers the common and most used logs found in a
Solaris environment.

Purpose of this The purpose of this lesson is to list the locations of log files for the
Lesson operating system and several standard applications in a Solaris
environment.

Objectives After completing this lesson, you will be able to:
e Explain now where Solaris logs are stored

e Recognize naming conventions of log files
e Identify some of the file formats for these files

In this Lesson The following table shows the contents of this lesson.

Topic See Page

Solaris Logs 10-14
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Solaris Logs

Mail

Databases

Services
Directory

Management

System

Remote Logs

Depending on the version of Solaris you are examining, you may
find a file in the /etc directory called syslog.conf, and it may have
the location of sendmail logs listed inside.

Many ISP’s have gone to custom mail software and you may have
to seek documentation on the software to determine the log file
location.

If MySQL is installed on the Solaris system you will find the logs
in the default locations of either /usr/local/mysql/data or
lopt/mysgl/mysql/data.

Oracle is a popular database for Solaris systems. You will need to
determine the version and release level of Oracle software and
then search for the default installation location of log files.

In Solaris, most services put log messages in the
/var/fadm/messages log file. It is the general catch all file for log
entries in a Solaris environment.

Solaris doesn’t natively support Microsoft Active Directory
directly, but there are numerous third party add-on tools available
providing this service. You will need to seek out documentation
for the specific AD tool and determine the location of logs for each
tool.

Traditionally all system log files will be located in the /var
directory in a Solaris environment. You will not be able to open
files that are in use. There usually are several nested directories of
log files under the /var directory and your investigation may show
that some or all of these files may have information of evidentiary
value.

You may have to search for pipes and hard links to mounted
volumes to discover whether logs are being stored remotely on a
Solaris system. In this environment, you may want to locate a
certified Solaris administrator to discover some of the obfuscated
links.

10-14
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Lesson 4 — Log Searching

Introduction This lesson presents several ways to manually search through a log
file.

Purpose of this The purpose of this lesson is to show ways in which you can use

Lesson commonly available tools to search log files.

Objectives After completing this lesson, you will be able to:

e Explain how to use the findstr command
e Describe how to use Grep/Egrep
e Explain the basics of regular expressions

In this Lesson The following table shows the contents of this lesson.
Topic See Page
Log Searching 10-16
Regular Expressions 10-17
Regular Expressions: Literal Characters 10-18
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Log Searching

Overview

GREP

FINDSTR

Flexibility is the most important feature for log file searching
tools. You will encounter a wide variety of log files that will
require you to search for different types of values. Your tools and
techniques must be usable regardless of the log type and the value
for which you are searching.

One of the primary applications used for searching and filtering
text logs is GREP (Global Regular Expressions Print), and its
newer version EGREP (“Extended”GREP). These applications use
regular expressions to define search parameters. These
applications are used because regular expressions are the most
common method for defining search parameters and they are used
in many other popular applications, such as PERL, Snort, and
EnCase.

While GREP is typically found in Unix, Linux, and OS X
environments, there are versions available for the Windows
operating systems.

While Windows does not natively ship with GREP, it does include
a similar command line utility called Findstr that can help find
specific strings of text in a log file or other type of text file. Typing
“findstr /?”” at the command prompt will display the quick help
screen of options and the command format.

Options that may be of interest are:

/1 to disable case sensitivity

/S to search all files in the current directory and subdirectories
IR to allow the use of regular expressions

/N to print line numbers

/G:filename to use a file of key strings to search for

10-16
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Regular Expressions

Introduction Regular expressions are patterns used for executing searches and
filters. This is accomplished by combining literal text and special
characters, called metacharacters, to create a pattern used to
search files.

Examples of items that have a set pattern and can be identified
with regular expressions include:

IP addresses

Dates and time

Phone numbers

URLs

Credit card numbers

e Social Security numbers

For example, an investigation may require that all IP addresses be
extracted from a set of logs and put together in a central list. You
would not search for a specific IP address because that search
would miss IP addresses with different values. The search would
have to be for any number that matches the decimal representation
of an IP address, which consists of 4 numbers, 1-255, that are
separated from each other by periods. Regular expressions can be
used to accomplish this and other similar tasks.

You need to understand regular expressions and how to use them
effectively to search or filter the wide range of text logs. Many
tools incorporate regular expression engines into their standard
functionality. Some GNU command line tools, such as grep/egrep,
sed and awk, as well as many text editors, allow searching and/or
replacement of text through the use of regular expressions. Regular
Expression engines and syntax may vary slightly from product to
product.

The basic syntax for egrep is:

[prompt]# egrep “<expression>” <target log file>
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Regular Expressions: Literal Characters

Literal Character
Searches

The simplest type of regular expression is the literal representation
of the target value. For example, you could search for the word
“jsmith” in the file log.txt by simply telling egrep to search for the
string “jsmith”:

[prompt]# egrep “jsmith” log.txt

Most programs search a file one line at a time. This means that the
command line above will return each line in a file that contains the
string “jsmith” to whatever output is specified.

An example of a search for a literal string is shown below. In the
example, a log file is searched for the string “jsmith” using egrep,
and the results are displayed. Notice that any line that included the
string “jsmith” was matched, even the one that begins with
“jjsmith.” In a search for a literal string, it does not matter what is
before or after the target, only that the target exists within the line.
This means that the target “jsmith” could be a stand-alone word, or
just part of a word, such as “jsmithsonian.”

Command: [prompt]# egrep “jsmith” log.txt

Wy

jsmith logged on
jdoe logged on
smith logged off

CoOERe: jismith logged on
asmith logged on
fiones logged off

Results: jsmith logged on

jijsmith logged on

10-18
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Lesson 5 -IDS Logs

Introduction This lesson will cover Intrusion Detection System logs.
Purpose of this The purpose of this lesson is to increase your understanding of
Lesson typical IDS logs and to introduce the Snort tool.

Objectives After completing this lesson, you will be able to:

e Recognize the importance of IDS logs
e Explain how Snort is used

In this Lesson The following table shows the contents of this lesson.

Topic See Page

IDS Logs 10-20
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IDS Logs

Intrusion Intrusion Detection Systems (IDS) have become prolific and are

Detection Systems  found in many networked environments. You will probably find
that most of the logs generated by these systems are binary rather
than text files. When you find these files, you may have to use a
proprietary program to view or convert the file to text. Some of
these IDS will save logs in the libpcap format. This format enables
you to use packet sniffer tools like Wireshark to open, view, and
export the files as needed.

Snort Snort is a popular IDS and intrusion reporting tool. Along with
being a popular free application, Snort allows administrators to
flag alerts on both live traffic and traffic captured with a packet
sniffer. After parsing through traffic, Snort will generate a text log
displaying all of the alerts of suspicious traffic it encountered. An
example of such an alert is displayed below:

[**] [1:2001689:5] BLEEDING-EDGE WORM Potential MySQL
bot scanning for SQL server [**]

[Classification: A Network Trojan was detected] [Priority: 1]
08/18-12:21:55.172252 <remote IP>:49812 -> <local IP>:3306
TCP TTL:93 TOS:0x20 ID:256 IpLen:20 DgmLen:40

FHxxAXS* Seq: 0xBE7728D2 Ack: 0x0 Win: 0x4000 TcplLen: 20
[Xref => http://isc.sans.org/diary.php?date=2005-01-27]

Be aware that Snort requires a complex set of steps to configure it
properly, and this configuration will change with each type of log
or capture you feed it. By default, all of Snort’s log files on a
Linux, Unix, or OS X system will be found in: /var/log/snort
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Module 11
Log Analysis

Overview When identified, log data must properly formatted and assembled
into reports. Log entries can be used directly as items of evidence,
or assembled into other forms of data, such as statistics, charts,
graphs, and other representations.

Purpose of this You will be introduced to methods for manipulating log data into
Module formats that can be easily analyzed for pertinent information.
Objectives After completing this module, you will be able to:

e Generate statistics from log data
e Format log data into report-friendly formats
e Form visual charts and graphs with log data

In this Module The following table shows the contents of this module.
Topic See Page
Lesson 1 — Binary Traffic Analysis 11-3
Lesson 2 — Manual Log Analysis 11-23
Lesson 3 — Automated Log Analysis Tools 11-29
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Introduction

Purpose of this
Lesson

Objectives

In this Lesson

Lesson 1 - Binary Traffic Analysis

Binary logs require different filtering and searching techniques
than those that are used with text logs. Due to the size of binary
logs and their required processing power, it is often more efficient
to filter binary network captures with command line tools.

You will learn techniques for filtering and searching binary logs of
network traffic using command line tools.

After completing this lesson, you will be able to:

e Describe the types of criteria that can be used to filter binary
logs
e Convert binary logs to text files

e Demonstrate how to filter and search binary logs with
Wireshark

The following table shows the contents of this lesson.

Topic See Page
Introduction to Wireshark 11-4
Converting Binary Logs to Text Format 11-5
Filtering and Searching in Wireshark 11-6
Filtering Data during Capture with Wireshark 11-7
Filtering Displayed Data in Wireshark 11-8
Colorizing Data Using Filters in Wireshark 11-14
Searching in Wireshark 11-16
Generating Statistics with Wireshark 11-17
Exporting Data from Wireshark 11-22
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Introduction to Wireshark

Wireshark

Procedure:
Importing Logs
into Wireshark

Viewing Binary
Logs in Wireshark

Wireshark is a powerful, open source protocol analyzer that can be
used to view full network traffic capture logs. Wireshark can:

Open a variety of binary log formats

Act as a sniffer

Translate, or decode, known protocols within a binary log to
human readable format

Display highly detailed information on a frame-by-frame basis
Search through a capture log for frames that match specific
criteria

Automatically reconstruct TCP sessions

These steps show how to import a binary log file into Wireshark
for analysis.

Note: This procedure and all others in this lesson use Wireshark

0.99 version. Be aware that new versions are released
frequently and can have menu options in different

locations.
Step Action
1 Open Wireshark.
2 Click File on the menu bar and select Open.
3 In the Open Capture File dialog box, browse to the
location of the capture file.
4 Left click the file name one time to highlight it.
5 Click Open.

Wireshark displays binary logs in a window with three panes
which contain the following information:

Top Pane: Summary of captured frames, including frame
number, date and time, source IP, destination IP, protocol and
basic description

Middle Pane: Decoded protocol header information, organized
inversely to the order of each protocol within the OSI model

Bottom Pane: Full frame contents in hexadecimal on the left
side with any included clear text displayed on the right

11-4
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Converting Binary Logs to Text Format

Binary vs. Text
Format

The following lessons of this module will provide instructions for
searching and filtering logs in binary format. However, it is
sometimes more efficient to change binary logs to text format. By
doing so, the logs can be manipulated using text log filtering
techniques to quickly find target data.

You can change binary logs to text format with tcpdump. The
default output of tcpdump is text format. Therefore, it can be used
to read a binary capture and redirect the output to a text file instead
of the screen. Here is an example:

[prompt]# tcpdump —r log.cap > log.txt

In the command line above, tcpdump read the file log.cap, and
placed a text interpretation of the contents into the text file log.txt.
Note that by default tcpdump does not print the full contents of
each packet, just some summary data.

This is not always necessary when performing quick searches and
filters on network protocol data. It will sometimes be useful to
modify the default output format of tcpdump. Options for doing
this include:

Command Option Description
-A Print the content of each packet in hex,
except for the Data Link Layer
-n Do not convert numbers to names, such

as port numbers to service names, or IP
addresses to hostnames

-ttt Print the date as the first field of the
packet before the time
-V, -V, -VWV Print more verbose output, progressively

increasing with more v’s

01/09
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Filtering and Searching with Wireshark

Filtering Binary Wireshark offers several filtering and searching options:

Logs with

Wireshark e Capture filters: Interface used to filter data while it is being
captured from a network; uses the tcpdump syntax.

e Display filters: Interface used to filter traffic that is currently
being displayed by Wireshark.

e Color filters: Interface used to apply colors to certain packets
based upon a filter expression.

e Find menu: Standard find menu that allows packet to be
searched by hex value or string. Display filters can also be
entered here.
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Filtering Data during Capture with Wireshark

Procedure: Wireshark can filter data while it is being captured. This filter
Setting Up a menu uses standard tcpdump syntax. Data filtered out through this
Capture Filter method never gets stored.
Step Action
1 Select Capture from the menu bar and select
“Options” from the drop-down menu.
2 A window will appear titled “Wireshark: Capture
Options.” Enter the desired expression into the dialog
box next to the “Capture Filter” button. Make sure
that the expression is in tcpdump format.
3 Modify other capture options as necessary.
4 Click the Start button to begin capturing.
=10l x|

Capture

Interface: lMawel@oab( Ethernat Controller (Microsoft’s Packet Scheduler) : \Device\NPF {3 l

1P address: 10.76.23,68

Capture Filter Dialog Box
(Contains TCPDump format

SN RS e s .qu,m:’,_ﬂmow”(,) filter expression “host

[V [Copture packets in promiscuous mode| 192,168.31.144")
[~ Limk each packet to | l:lbytas ______’____—-——""_- -

QWOF*«:I [host 192.168.31.144 “— - Ll

Capture Fie(s) Display Options

Fle: | &owsel ¥ Update list of packats in real time

™ Use mukiple files

= N I: [: g - [~ Automatic scroling in kve capture

ey i Y1 tade capturs info dskog

Stop Caphure ... [™ Enable MAC name resokution

Fote [ Hosie - =

[ ... after I) :] eg ~

[ ... after I: [:] mirns - [~ Enabds transport name resohtion
L‘ Rt I Cancel
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Filtering Displayed Data in Wireshark

Procedure: Follow these steps to create and apply a display filter in
Creating a Display Wireshark. This filter is used for data that is being displayed in
Filter in Wireshark. Only the displayed data is changed, not the contents of
Wireshark the log.
Step Action
1 Click on the Filter button, towards the upper left

corner of the Wireshark window.
Button to enter display filter
' wizard
{@ The Ethereal Network Analyzer
| Eile gqu View Go Capture Analyze Statist

Di/6ieioial B>

Filter:

IOpen the “Display Filter" dialog, to edit/apply filters I

2 A new window will appear titled “Wireshark:
Display Filter.” Click the Expression button.

{@ Ethereal: Display Filter - |EI|5|
rEdit Filter
[ew
Delste |
rPropetties
Filker name: I
Filter string: I Expression. .. |
Help [o]4 Apply Save | Close |
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Filtering Displayed Data in Wireshark continued

Procedure: Creating a Display Filter in Wireshark, continued

Step Action

3 A window will appear titled “Wireshark: Filter
Expression.” Scroll down in the “Field Name” pane
until you see the protocol that is targeted for filtering.

4 Left click the arrow beside the protocol name one
time to expand the menu of options.
5 Scroll down further and locate the protocol option on

which a filter is desired and left click on it. The
middle and right panes may change to reflect options
available for that protocol option.

6 In the Relation pane of this window, select the
desired option by left clicking on it one time.

7 If needed, enter a value into the “Value” dialog box.
Click OK.

8 You will be returned to the Display Filter window

shown in Step 2. Enter a name for the new filter in
the Filter Name dialog box.

9 Click the New button.
10 Click OK to complete the procedure.

Specific value for which
to filter (53 in this

Options available for an example)
individual protocol (In this

Operation to be used in

case UDP) ‘the ﬁltfar (In th"is case
/ equals")
(@ Ethereal: Filter Expression i / -10] x|
/'.I‘ ‘I'vl ("’
Field name \Relation value (nsigned, 2 bytes)
= |uor i ;I s present [531 Y
udp.srcport - Source Port £ = pred
¥ udp.dstport - Destination Port =
. Q=—="" udp.port - Source or Destination Port >
List %f pr?:?col? Sthat c:n bg T p— "
lL‘JSSP I[I”)I;Erilcsgnualf). udp.checksum_bad - Bad Checksum >=
' ' udp.checksum - Checksum <=
UDPENCAP J
HumMa
. kil I
| OK I Cancel
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Filtering Displayed Data in Wireshark continued

Creating a Display A display filter can be created for a keyword. Unlike a keyword

Filter for a search shown later in this lesson, a keyword filter will change the

Keyword display so that it only shows packets that contain the search term.
This is done with the “frame contains” display filter, which can be
used to filter for the presence of a keyword anywhere in a packet.

The “frame contains” filter can be found through the normal
display filter wizard. An example of the Filter Expression window
from the wizard is shown below. It displays the creation of the
“frame contains” filter by choosing “Frame” in the left pane and
“contains” in the center pane. The target keyword is placed in the

“Value” field.
A search term is typed into the Value
Frane"svgnghiedin_Tho Coninsoponis el Theword pseuerd i veed
the Field Name pane highlighted in the Relation pane P
{@ Ethereal: Filter Expression / =10] x|
/,' ‘II v/“
/ \
Field name / Rplation Yalue (protocol)
=B ¥ = AW A Ipasswo?d
[# Frame T
@ FRSAPI X
i FRSRPC > \
[H FTAM i \
@ FTP ==\
FTP-DATA 5=
fset:length
[ FTSERVER 18| Hange (offsek:lecathi
e _'_' matches | l

OK Cancel

Creating a Display The “frame contains” expression syntax can also be used to filter

Filter for a Hex for hexadecimal values. For instance, the following expression
Value could be used to display packets containing the hex value
0x6d73646f.

frame contains 6d:73:64:6f

The hex value is entered in place of a keyword, with colons used
to separate the value into pairs.
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Filtering Displayed Data in Wireshark continued

Directly Entering  When a filter expression is created using the Display Filter wizard,
Display Filter

Expressions

the text for the filter is entered into the Display Filter field in the
main window of Wireshark. Filter expressions can also be entered
as text into that field instead of using the wizard. The screen below
shows the Display Filter field with a single filter expression
displayed. When entering a display filter, if the filter has a valid
syntax, the background color of the display filter field will be
green, otherwise it will be red.

A filter expression for all

traffic to or from the IP
address 10.12.16.105

Display Filter field

[
|

{@ flash.cap - Ethereal

‘Flle §d|t \_fgew Go (_;apture Analyze Stat ftICS Help

lﬁ@ﬂﬁ Ib/x RO Qe

Eilter: Ip addr =10.12.16.105 v IExpress:
No. - Time Source Destination Protocol
2 0.468711 10.12.16.105 146.82.218.135 TCP
3 0.486239 146.82.218.135 10.12.16.105 TCP
4 0.486269 10.12.16.105 146.82.218.135 TCP

A AmrsaAnn MA Am Aars aAr AAF M mAmTAm P o r———
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Filtering Displayed Data in Wireshark continued

Syntax of Display
Filters

Wireshark display filters use a different syntax than tcpdump. The
available protocols and filtering options are extensive and cannot
all be listed in this text. Here are some common examples.

Operation Syntax _ Example

Source or Destination | ip.addr == <address> ip.addr == 192.168.0.1

IP Address ip.addr == o ee. )
20ab:5183:4383: ::2ff:fee2:759
6

Source IP ip.src == <address> ip.src == 192.168.0.1
ip.src ==
20ab:5183:4383:::2ff:fee2:759
6

Destination IP ip.dst == <address> 1P-SSE == 192.168.0.1
ip.dst ==
20ab:5183:4383:::2ff:fee2:759
6

Source or Destination | tcp.port == <number> tcp.port == 80

Port Number udp.port == <number> udp.port == 53

Source Port tcp.srcport == <number> tcp.srcport == 80

udp.srcport == <number> | udp-srcport == 53
Destination Port tcp.dstport == <number> tcp.dstport == 80
udp.dstport == <number> ‘fdp'dStport == 53
Protocol <protocol> 1cmp

11-12
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Filtering Displayed Data in Wireshark, continued

Altering and Expressions can be combined in the Display Filter Field and
Combining logical operations can be performed on them. Allowed grouping
Expressions and logic operators include the following.
Operation Syntax _ Example
Combine Two <Filter 1> and <Filter 2> ip.addr == 192.168.0.1

Expressions

and tcp

Negate an Expression

I <Filter 1>

I ip.addr == 10.0.0.4

Alternate Expressions

<Filter 1> or <Filter 2>

ip.addr == 10.0.0.4 or

ip.addr

10.0.0.5

Compare to Value
with “Lesser Than”

<Filter 1> < <Value>

tcp.port < 1024

with Parenthesis

Compare to Value <Filter 1> <= <Value> tcp.port <= 1024
with “Lesser Than or

Equal To”

Compare to Value <Filter 1> > <Value> tcp.port > 1024
with “Greater Than”

Compare to Value <Filter 1> >= <Value> tcp.port >= 1024
with “Greater Than

or Equal To”

Compare to Value <Filter 1> = <Value> tcp.port == 1024
with “Equal To”

Group Expressions (<Filter 1> <Operator> <Filter 2>) gﬁpégggt 80 or (icmp

01/09

For Official Use Only — Law Enforcement Sensitive

11-13




Network Intrusion Responder Program

Log Analysis

Colorizing Data Using Filters in Wireshark

Wireshark can create a filter that does not remove data from the
log display, but instead colorizes frames based on the selected

Action

Select View on the menu bar, and then select
Coloring Rules.

When a new window appears titled Coloring Rules,
click New.

{@ Ethereal: Coloring Rules — | |:||5|
Edit Filker Order
B [List is processed in order until match is Found]
Edit,., Mame |String | (U |
Delete
Manage Move
selected filber
Expart... up or down

Import...

Do

PR

Clear

[4]4 Apply ‘ Save ‘ Close |

Procedure:

Creating a Color

Filter with criteria.

Wireshark

Step

1
2
3

When a new window displays titled Edit Color Filter,
click on Expression and the Filtering Expression
window displays.

{& Ethereal: Edit Color Filter

Filker

=10l %]

Marme: | Nnarme

Skring: |ﬁ|ter

Display Calars

Foreground Calar, .. | Background Calar, .. |

Ik | Cancel |
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Colorizing Data Using Filters in Wireshark, continued

Procedure: Creating a Color Filter with Wireshark, continued

Step Action

4 This Filtering Expression window is the same one
used when creating a display filter (see the previous
procedure). Create the necessary filter here in the
same way and then click OK.

5 You will be returned to the Edit Color Filter window.
Enter a name for the new filter in the Name dialog
box.

6 Click Background Color. A new window displays

titled “Wireshark: Choose background color.”

Click inside the triangle to Click in the ring to change the
select a color color options within the triangle

=10 x]

Hue: |0 H Red: |255 ;]
Saturation: |o [:I Green: |2ss I:]‘
Yalue: |100 [:]‘ Blue: |zss I;]

i Color Name: |#FFFFFF

(@ Ethereal: Choose background color for?*}
\ e

Cancel | | OK I
7 Choose a color by left clicking on the color palette
and click OK.
8 You will be returned to the Edit Color Filter window
shown in Step 3. Click OK.
9 You will be returned to the Coloring Rules window

shown in Step 2. Click OK.
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Searching in Wireshark

Procedure: A standard search for text or hex data can be conducted within
Searching in Wireshark. This function will not remove frames from the display
Wireshark in Wireshark like display filters do. Instead, the search will scan

through the frames and highlight the first frame that matches the
search criteria.

Step Action
1 Select Edit in the menu bar and then select Find
Packet from the drop-down menu.
2 A new window will appear titled Wireshark: Find

Packet. Select the data type for the search from the
radio buttons along the top of the window. Options
include:

o Display filter: Enter a standard display filter
e Hex value: Enter a hex value as the search target
e String value: Enter a string value as the search

target
3 Enter a target value in the field next to the Filter
button.
4 Click the Find button and the display will change

back to the main Wireshark window. The first
matching frame will be highlighted.

Radio buttons that
indicate the data type
of the search target,

Field where the
search expression
can be entered

’ ;

(@ Ethereal: Find Packet ' - Inyﬂ f

Find = 4 7
By: C Display filter  Hex value {® String :

filter: ||| V

Search In String Options Direction
(" Packet list [T Case sensitive C Up
(" Packet details | Character set: (¢ Down

ASCII Unicode & Non-Unicodes, v
(¢ Packet bytes I | I

Find | Cancel l

1l

|
Drop-down menu ),
where character sets
can be selected for a
string search
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Generating Statistics with Wireshark

Wireshark
Statistics Menu

Endpoints List

@ Endpoints: smb4-image.cap

Ethemet 15 | Fioc Crorel | 0001 | 1Pea: 7] 174

Wireshark has a “Statistics” menu in the menu bar for generating
various statistics about log data. Some useful statistics options are
described in the following sections.

The “Endpoints” option in the Statistics menu provides lists of
statistics that revolve around addresses and TCP/UDP ports. By
selecting the Endpoints option, a separate window will appear to
display the statistics. This window is useful to see what IP
addresses and ports are seen in a given binary capture. An example
is shown below with an explanation of some of the features.

TCP

@

JXTh TCP: 3| foken fina | uor: 2 | Wik | REve]

ull Port ! Packets | Bytes I Tx Pack§§ ‘I Tx ég(es | Rx Packets | Rx Bytes

10.76.2388 139 172
10.7.20.233 1533 165
10.7.20.233 1538 7

4

50701 86
50223 82
478 4

86 17791
83 32728
3 182

Tabs can be selected to change the statistics displayed by the
window. This example shows stats based upon TCP ports.
There is one line per unique TCP port seen in this log.

Copy

[~ Name resolution

bGrey text in a tab means that the element presented by that tab
was not present in the log. For instance in this example, there
were no IPX addresses, so that tab is not available.

/ ;ﬂl

The Copy button can be used to copy the contents of whatever
tab is being displayed to a text file in comma delimited format.

PThis box is checked by default. Leaving it selected will cause
Ethereal to attempt to resolve addresses to names. For instance
it may try to resolve an IP address to a NetBIOS name.

01/09
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Generating Statistics with Wireshark, continued

Protocol The “Protocol Hierarchy Statistics” option in the Statistics menu
Hierarchy provides a list of protocols that were seen in a given capture and
Statistics the volume of protocol activity by each one.

The applications being used on the network can be quickly derived
from this information and provide a good snapshot of activity.

However, remember that Wireshark does not recognize all
protocols. It may miss a protocol that is used over a non-standard
port. An example of this window is shown below.

@ Ethereal: Protocol Hierarchy Statistics ™ [=] 3
0
= Ethemet 100.00% 210 5333 0.020 0 0 0000
Address Resohaion Protocol 1333% 28 1662 0001 28 1862 oo
Internet Protocol 85.24% 179 51804 0020 0 0 0.000
3 User Datagram Protocol 333% 7 1103 0000 0 0 0.000
& NetBIOS Datagram Service 1.43% 3 735 0000 0 0 0.000
1 SMB (Setver Message Block Protocol) 1.43% 3 735 0000 0 0 0.000
3 SMB MailSiot Protocol 1.43% 3 735 0000 0 0 0.000
Microsoft Windows Browser Protocol 1.43% 3 735 0000 3 735 0.000
NetBIOS Name Sesvice 1.90% 4 368 0000 4 363 0.000
i Tranemission Control Protocol 81.90% 172 5070 0019 45 22968 0.008
i NetBIOS Session Service 60.48% 127 27733 oo 4 372 0.000
SMB (Server Message Block Protocol) S857% 123 27361 0010 16 18145 0007
! Logcaklink Control 1.43% 3 497 0000 0 0 0.000
Dynamec Trunking Protocol 0.95% 2 120 0000 2 120 0.000
Cisco Discovety Protocol 0.48% 1 377 0000 1 37 0000
The “%Packets”, “Packets” and “Bytes” columns indicate the
levels of activity seen by each protocol listed.

Higrarchy of protocols seen in the binary capture. The box by
each protocol name can be expanded or contracted to change
the view.

11-18 For Official Use Only — Law Enforcement Sensitive 01/09



Log Analysis

Network Intrusion Responder Program

Generating Statistics with Wireshark, continued

Conversations List The “Conversations” option in the Statistics menu offers lists of
source/destination address combinations. Wireshark presents
source and destination address combinations that were seen
communicating in the capture and the number of packets seen
between each pair. Packet volume is even shown for each direction
of communication between the pair.

Q Conversations: flash Lap HE]E
Ethetnet: 3|r Ir:,vm IPyv4: w»] Lars | ;:,w[rc& 7] Tahen ?1;',_'_I‘_V',““"‘-."u'—"‘ |-u,.:- |,|
|Pv4 Conversations
AddessA  [AddessB  [Packets [Bes™packetsass  [Byesass  [Packesace | Byesac
101216105 2162393339 4 234 1 54 180
101216101 101216105 28 5106 13 15 3381
101216105 6323611150 33 5446 18 15 243
101216105 14682218135 2790 2829604 942 1848 2773974
Tabs can be selected to change the statistics displayed by the
window. This example shows stats based upon IP address
source and destination combinations are shown.
<
Copy Grey text in a tab means that the element presented by that tab
£ was not present in the log. For instance in this example, there
[ Name resoki were no IPX addresses, so that tab is not available.
[
o

The Copy button can be used to copy the contents of whatever
tab is being displayed to a text file in comma delimited format.

bThls box is checked by default. Leaving it selected will cause
Ethereal to attempt to resolve addresses to names. For instance
it may try to resolve an IP address to a NetBIOS name.

01/09
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Generating Statistics with Wireshark, continued

HTTP Requests Wireshark can create a custom list of HT TP get requests based
Stats Tree upon a specified display filter. For example, if you supply a
display filter for a specific IP address, Wireshark shows all get

requests for that IP. Creating this statistic requires several steps.

Here is the procedure:

window will appear:

{& Ethereal: HTTP,/Requests 5

=10l x|

Creake Skakt

Filter: “ IEthereaI: HTTP/Reques

Cancel

Step Action
1 Select “HTTP” from the “Statistics” menu in the menu
bar.
2 When a menu displays, select “Requests...” A new

3 Enter a display filter in the only field. The Filter button
can be selected to access Wireshark’s display filter
wizard if the desired filter is unknown.

4 Click Create Stat. The statistics window will display.
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Generating Statistics with Wireshark, continued

HTTP Requests Here is an example of an HTTP Requests Statistics list. The list

Statistics Example includes domain names which were found in the traffic. You can
also see the percentage of traffic going to each domain name. The
example is the result of filtering for all traffic from a single IP
address.

{& HTTP/Requests with filter: ip.addr = - O] x|

Topic | Ikem |Cn:n_|nt |Rate |F‘ercent |
[ HTTP Requests by HTTP Hosk 14 0.000140

[H v, somyericsson, com 11 0.000110 78.57%

H statse.webtrendslive.com 3 0000030 21.43%

Close

HTTP Requests You can click the plus sign by each domain name to expand a full
Stats Tree list of resources accessed from that domain name. In the following
Example example, the plus sign by www.sonyericsson.com was clicked.
Expanded You can see that multiple URLSs at that domain name were
accessed by the computer that was the subject of the filter.

{& HTTP/Requests with filter: ip.addr = - O] x|
Topic | Ikem |C|:u_|nt |Rate ﬂ
EH wienw, sonyericsson, com 11 0.00C

IproductkFoa) 1 0.00c
Jproduct k700 skyles, css 1 0.00C
Iwebpublishingservicestatscripts/statscript.js 1 I:I.I:II:IIZﬂ
| 2
Close
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Exporting Data from Wireshark

Exporting You have the option within some Wireshark statistics windows to
Statistics from send a copy of any generated statistics to a file. Statistics windows
Wireshark that are capable of exporting data will have a “Copy” button on the
window, as illustrated in the following screen.
@ conversations: gmail2.cap Hl’ﬂ!ﬂ
et 2] - [0 BB o 7 | e o fwseaa | i |
1Pv4 Corvversabons
Addiess A [mma [Padux _[a,m [Pmms Is,mms IPedqu(G [
101216103 20169 7 1250 4 300 3
101216103 64233171107 2477 3 137 5
101216103 64.233161.147 47 17310 25 5158 2
101216103 8423317183 53 16824 26 5534 2
101216103 8423317118 232 154731 108 42630 124 :‘
< | 2
Copy |
M Name tosoksion
Pressing the copy button only puts the data into the copy buffer of
the computer with Wireshark. To save the data, it has to be pasted
into a file. Use a typical text file application such as Notepad. The
data should not be pasted directly into a spreadsheet, because it
will all be placed into a single cell.
When pasted into a text file, the data is in comma-delimited
format, and includes column headings. However, only the tab
currently displayed in the statistic window is actually copied.
For example, the statistic window above is output as:
Address A,Address B,Packets,Bytes,Packets A->B,Bytes A->B,Packets A<-B,Bytes A<-B,
10.12.16.103,20.1.6.9,7,1250,4,300,3,950,
10.12.16.103,64.233.171.107,11,2477,6,1137,5,1340,
10.12.16.103,64.233.161.147,47,17310,25,6198,22,11112,
10.12.16.103,64.233.171.83,53,16204,26,6984,27 9220,
10.12.16.103,64.233.171.18,232,154731,108,42680,124,112051,
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Lesson 2 — Manual Log Analysis

Introduction When automated tools for log analysis are not readily available,
this lesson explains how to manually examine and search log files
for evidentiary information.

Purpose of this The purpose of this lesson is to introduce you to ways in which
Lesson you can search log files manually.
Objectives After successfully completing this lesson, you will be able to:

e Explain how to build keyword lists for searching
e Execute simple searches using EGREP
e Discuss the basic concept of correlation of data

In this Lesson The following table shows the contents of this lesson.
Topic See Page
Filtering and Searching Text Logs 11-24
Deciding What to Search For 11-25
Example Log 11-26
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Filtering and Searching Text Logs

Filtering and
Searching Text
Logs

Filtering and
Searching Toolset

Filtering and searching text logs requires the following
capabilities:

o Identify all log entries with a specific value or range of values
e Modify the view of one or more log files based upon the
existence of an arbitrarily defined parameter

Flexibility is the most important feature for any tool used to
perform filtering and searching. This is because over time you will
encounter a wide variety of log files that will require you to search
for different types of values. Your tools and techniques must be
usable regardless of the log type and the value for which you are
searching.

The primary application used in this course for searching and
filtering text logs is GREP (Global Regular Expressions Print), and
its newer version EGREP (Extended Global Regular Expressions
Print). These applications use regular expressions to define search
parameters. Regular expressions are the most common method for
defining search parameters, and are used in many other popular
applications, such as PERL, Snort, and EnCase.

11-24
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Deciding What to Search For

Keywords

Sample Keywords

WordPad is not

Before searching for data in a log file, you first need to have is a
clear understanding of what you are searching for. Rarely will a
“shotgun” or broad focused search turn up useable data. If you
decide on keywords that might be available in the log and would
be a possible artifact of the intrusion you are investigating.

If you are investigating a person that has attacked a Web server
and gained access to the administration area, some of the things
you might search for in the Microsoft Internet Information System
(11S) log files might include;

“Error” or “err”
“Overflow”
“Password” or “Pass”
“Admin”
“Unauthorized”

IP addresses of interest

Knowing how Microsoft structures error messages in I1S logs will
be a help in deciding the keywords to look for.

A tool like WordPad or Notepad can be used for these types of

Your Friend searches; however, you will find that the data returned is not easily
useable and does not allow you to filter the information for clarity
or further use.
You can obtain different versions of the Grep command for
Windows operating systems from several sites. One GUI version
of Grep, WinGrep, is available at http://www.wingrep.com.
In the following examples we will be using the Unix version of the
Grep command.
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Example Log

First Look In this example, you review logs from a Web server that was
exploited. The logs are from the IS server on the day of the attack.

#Software: Microszoft Internet Information Services 6.8

#¥ersion: 1.8

#ote: 2086-A5-31 15:51:51

#ields: date time s-sitenome s-ip cs-method ces-uri-stem cs-uri-query s-port cs-usernome c-ip cs(User-Agent) sc-stotus sc-su
bstatus sc-win3Z-status

28A6-95-31 15:51:51 W3SYCEA3294276 10.5.1.39 GET Aindex.html - 88 - 18.5.5.128 Mozilla 5.8+ (Macintosh s+l j+PPC+Hac+ 05+ E+Mach-
0j+en-U35+ryil.8.08.3)+Gecko,/ 20060426+F irefox/1.5.8.3 206 @ @
| #5oftware: Microsoft Internet Information Services 6.8
| #ersion: 1.8

#ote: 2AA6-A5-31 19:53:31

#ields: date time s-sitenome s-ip cz-method cs-uri-stem cs-uri-query s-port cs-usernome c-ip cs{User-agent) sc-stotus sc-su
| betatus sc-win32-status

20A6-A5-31 19:58:31 W3SYCEA3294276 10.5.1.39 GET / - 80 - 18.8.1.1 Mozillasd . Be{compotible j+NSIE+E B W indows+NT+5 . 1545 5+,
MET+CLR+1.1.4322% 483 14 §

28A6-85-31 19:58:42 W3SYCEA3294276 10.5.1.39 GET Aindex.html - 88 - 18.5.1.1 Mozillasd.B+{compatible ;+MSIE+E .0 +Windows+NT+5
| 134515+ NET+CLR+1.1.4322) 266 B @

2886-B5-31 19:59:83 W3SYCEA3294276 1A.5.1.39 GET Aindex.html/admin.pl - 88 - 18.8.1.1 Mozilla 4.8+ {compatible ;+MSIE+6.8 ;+Win
dows+NT+5.1 54591 j+ NET+CLR+1.1.4322) 484 @ 3

2AA6-A5-31 19:59:A5 W3SYCEA3294276 1A.5.1.39 GET Aindex.html/backend.pl - 88 - 18.8.1.1 Mozilla/4 .6+ compatib e j+MSIE+G B 5+
indows+NT+5.15+51 5+ . NET+CLR+1.1.4322) 484 @ 3
| 2ABR-B5-31 19:59:65 WISVCEASZ24276 18.5.1.39 GET /index.html backup.pl - 58 - 18.5.1.1 Hozilla 4.8+ {compatible ;+MSIE+6.05+W1
'ndows+NT+5.1;+SUl;+.NET+CLR+1.1.4322) 484 B 3

2896-B5-31 19:59:86 W3SYCEA3294276 1A.5.1.39 GET /index.html/noteverthere.pl - 88 - 18.8.1.1 Mozillo/4.B+(compatible;+MSIE+E
A5+ indows+NT+5 .1 3+5YL s+ HET+CLR+1.1.4322) 484 @ 3
| 2BAG-BE-31 19:59:06 WISWCEESZ04276 18.8.1.39 GET Aindex.htmlsomd.pl - 88 - 18.8.1.1 Mozilla 4.0+ (conpatible j+MSIE+E .8+ Windo
ws+NT+5.1 ;4591 ;4 MET+CLR+1.1.4322) 404 @ 3

Looking at the first few lines of the log file, you can determine the
program and version that created the file and the start and end
dates of the file. This can be helpful if we know the approximate
time that the attack occurred.

If we know the attack happened on a Monday and the log is from
the previous Wednesday, it may have little if any evidence value.

IP Search Since this log is from the server that was attacked, searching for
the server’s IP address would not be useful since each entry should
have that IP address in it.

If you know the IP address of the attacker, search for that, but in a
NAT environment the IP could have been used or reused by
another user in this same log.

It would be better to save IP searches to the end so that you can
search for specific IP and times together.
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Example Log, continued

String Search

Searching for

We know that the attacker used an administrative account to log
into the server. In order to do this, they would have entered a
username and password. Let’s start there.

Thinking about our keywords, we will start with the possibility that

Password Password is a good clue. We can perform a search by typing

grep ‘pass’ I1S5211_6.txt

This will search for the string of characters pass in every line of the

log file 11S5211_6.txt. This query should return approximately 73

lines of found text.

At the top of the return you should see something like the image

below. You may have to widen your command window to get the

lines to look the same.
2APE-A5-31 19:59:19 W3SYCEAS294276 10.8.1.39 GET Aindex.html/possword.pl - 8@ - 1
2AB6-A5-31 19:59:21 W3sVCEAS294:2Ye 18.5.1.39 GET Aindex.html paszswords.pl - 88 -
2AA6-AE-31 19:59:45 W3SVCEASZ294:270 18.5.1.39 GET Aindex.himl password.php - 88 -
2AA6-AE-31 19:59:46 W3SVYCEASZ94:276 18.5.1.39 GET Aindex.html/passwords.php - 88 -
ZAA6-E5-31 ZA:88:18 W3SVYCEAS294:276 18.5.1.39 GET Aindex.html/password.zh - 88 - 1
2AR5-A5-31 ZA:88:18 W3SVCEASZ94:270 18.5.1.39 GET Aindex.himl/pazswords.sh - 88 -
2A86-A5-31 28:88:34 WISVYCEAS294276 18.5.1.39 GET Aindex.html /password.py - 88 - 1
2AB6-B5-31 2A:00:36 WISVCEAS294276 10.5.1.39 GET /index.html/posswords.py - 88 -
2ABE-A5-31 2A:080:59 W3ISVCEAS294276 10.5.1.39 GET /index.html/possword.tgz - 88 -
2AA6-B5-31 2@:81:81 W3SVYCEASZ294:27e 18.5.1.39 GET Aindex.html passwords.tgz - 88 -
2AR6-AE-31 28:81:24 WISVCREASZ294:270 18.5.1.39 GET Aindex.hitml password.tar - &8 -
ZAA6-EE-31 28:81:26 WISVYCEASZ294:276 18.5.1.39 GET Aindex.html/passwords.tar - 88 -
ZAA6-A5-31 28:81:49 W3SVCEASZ294:276 18.5.1.39 GET Aindex.html/password.tar.gz - &6
2806-AR-31 2A:81:51 W3ISVCEES2 94276 10.5.1.39 GET Aindex.html/passwords.tar.gz - 8
2AR6-A5-31 28:82:15 WASVCRAS294270 18.5.1.39 GET Aindex.himl/pazsword.asp - 88 -
2A80-A5-31 2A:82:15 W3ISVCRAGZ294270 18.5.1.39 GET Aindex.html/passwords.asp - 68 -
2A86-A5-31 2A:82:48 W3SVYCREASZ94:276 18.5.1.39 GET Aindex.html password.aspx - 88 -
2AB6-A5-31 28:82:48 W3SVCEAS294:2Ye 18.5.1.39 GET Aindex.himl pazswords.aspx - S0
2AR6-AE-31 28:85:85 W3SVCRASZ294:2Y0 18.5.1.39 GET Aindex.himl password.doc - 88 -
ZAA6-EE-31 28:85:86 WISVYCEASZ94:276 18.5.1.39 GET Aindex.html/passwords.doc - 88 -
2A86-A5-31 28:83:38 W3SVCRASZ294:2Y0 18.5.1.39 GET Aindex.himl/pazsword.exe - 88 -
2B86-A5-31 28:83:38 W3SVYChAS294276 18.5.1.39 GET Aindex.html/passwords.exe - 88 -
2AR6-A5-31 2A:83:56 WASVCRASZ94270 18.5.1.39 GET Aindex.himl/pazsword.cmd - 88 -
2AP6-B5-31 2A:A3:56 WISYCEAS294276 10.5.1.39 GET Aindex.html/posswords.cmd - 88 -
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Example Log, continued

Searching for What we notice when looking at this view is a series of attempts to

Password, guess the password file for the system. This is not normal network

continued traffic and is the first clue of one of the methods attempted by an
attacker.

Farther down the list we find an attempt on the login page in the
admin directory.

ZBA6-B5-31 20:46:89 WISYCEAE294276 18.5.1.39 GET Aadmin/login.asp username=asdasdipassword
Z2B86-BE-31 28147139 WISYCEAE294276 18.5.1.39 GET Aadmin login.asp username=testipassword=t
2BA6-A5-31 Z0:49:52 W3SVCEASZ94276 18.5.1.39 GET Aadmindlogin.asp username=testFUZZCRTLEDS
20A6-A5-31 Z0:49:54 W3SVCEASZ94276 18.5.1.39 GET Aadmindlogin.asp username=testToXAdectyvp

The attacker is trying different account names and password
combinations.

Suspicious Text As you look through some of the next lines that were returned, you
may find a line with this information in the line:

2006-05-31 20:49:52 W3SV (508294276 10.8.1.39 GET
/admin/login.asp username=testFUZZCRT L&password=testpass
80

The text FUZZCTRL should be suspicious to you. It might be a
legitimate username or password or it might not. If you search the
Internet for FUZZCTRL you can find reference to a vulnerability
scanning Web proxy called Suru. The manual for Suru is a free
PDF download and, if viewed, you will see examples of a server
attack that match the lines shown in this log.

Response You can now correlate a known tool with an IP address and a time
frame, allowing you to now proceed with a plan to contact the ISP
for the domain that the attacker is coming from. You can then
follow your agencies policy for contacting, serving preservation
letters and obtaining warrants for information on the attacker if
needed.
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Lesson 3 — Automated Log Analysis Tools

Introduction There are not many automated tools that allow you to search log
files. Most require complex programming and setup prior to use
with every case. We will now look at Sawmill which is one of the
better tools on the market.

Purpose of this The purpose of this lesson is to introduce the automated log
Lesson analysis tool Sawmill.
Objectives After completing this lesson, you will be able to:

¢ Install and configure the Sawmill program
e Describe the function and use of the Sawmill program

In this Lesson The following table shows the contents of this lesson.
Topic See Page
What is Sawmill? 14-30
Installing Sawmill 14-31
Network Log Analysis Using Sawmill 14-38
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What is Sawmill?

Introduction

Capabilities of
Sawmill

When analyzing network text logs for signs of an intrusion, a
network intrusion analyst must quickly parse those logs to locate
the data that correlates to the intrusion. Sawmill is a tool that will
assist the analyst in parsing network text logs and organizing the
logs into an easy-to-read report.

Sawmill can process various text logs generated by a variety of
network security devices. Sawmill also converts the text log to a
cross-linked report that allows an analyst to customize the report
according to the output requirements.

Download Sawmill can be purchased and downloaded from the following
Information website:
http://www.sawmill.net
The initial download and installation comes with a 30 day,
unlimited profile license.
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Installing Sawmill

Procedure: Use the following procedure to install and configure Sawmill in a
Installing and Windows environment.
Configuring
Sawmill
Step Action
1 From the system desktop, double-click on the My
Computer icon.
2 In the My Computer window, navigate to the location of
the sawmill setup executable and double click on the
Sawmill (7.2.11_x86_win32) icon.
B C:\Student CD CEX
Fle Edt ‘iew Favorites Tools Help L
Qe - ) [T O seach [ Folders | [FTH)- | (i) Folder sy
Address |25 C\Student CD v| G0
File and Folder Tasks g B 0 o)
£ Make a new folder ; Fowmerfee
=] i\lf_lé)gsh this Falder to the
k=2 Share this folder
Other Places
age Local Disk (C:)
() My Documents
[0 Shared Documents
i My Computsr
& My Nsbwork Places
Details
3 If you receive the Unknown Publisher warning, click on
Run.
Open File - Security Warning b__<|
The publisher could not be verfied. Are you sure you want to
run this software?
Mame: sawmil?.2,10_x86_win3Z exe
Publisher: Unknown Publisher
Tppe: Application
From: C:\Student CD
Alwaypz ask before opening this file
Thiz file does not have a valid digital signature that verifies its
@ publisher. You should only run software from publishers pou trust
How can | decide what software to nr?
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Installing and Configuring Sawmill, continued

Procedure: Installing and Configuring Sawmill, continued

Step Action
4 At the InstallShield Wizard, click Next to install
Sawmill.

& Sawmill 7 - InstaliShield Wizard X
Welcome to the InstallShield Wizard for

Sawmill 7

The Installshield{R) Wizard will install Sawmill 7 on your
computer. To conkinue, click Mext,

WARMING: This program is protected by copyright law and
inkernational treaties.

| Mext= [ Canicel ]

5 Read the End User License Agreement and accept the
license. Click Next.

iz Sawmill 7 - InstallShield Wizard

License Agreement

Please read the Following license agreement carefully,

FLOWERFIRE END USER LICENSE AGREEMENT FOR SAWMILL ~

THIS IS A LEGAL AGREEMENT BETWEEN Y OU EITHER AN INDIVIDUAL
DR AM ENTITY ("LICENSEE") AMD FLOWERFIRE, INC. ('FLOWERFIRE".
BY INSTALLING OR USING THE LICENSED PRODUCT LICEMNSEE AGREES
TO BE BOUND BY THE TERMS AND COMDITIONS OF THIS FLOWERFIRE
END USER LICEMSE AGREEMENT FOR SAWMILL ("AGREEMENT"). IF
LICEMSEE DOES MOT AGREE TO ALL OF THE TERMS AND COMDITIONS
OF THIS AGREEMENT DO MOT CONTINUE THE INSTALLATION PROCESS,
IMWEDIATELY DELETE ALL DOWNLOADED FILES OF THE

A EORAN A R ©OET NS EOOe | E RS EEe cOh A TEM o eTer

(91 accept the terms in the license agre
(1 do not accept the kerms in the license agreement

< Back ” [ext = ] [ Cancel
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Installing and Configuring Sawmill, continued

Procedure: Installing and Configuring Sawmill, continued

Step

Action

6

At the Release Notes window, click Next.

i Sawmill 7 - InstallShield Wizard

Readme Information

Flease read the Following readme infarmation carefully.

SAWNMNILL 7 RELEASE NOTES

Thank you for using Sawmilll If vou have any questions, comments or
suggestions about Sawmill, please send email to support@sawrmill net, or

call us at +1-831-425-1758.
This file contains the following sections:

INSTALLATION
USING SAWNMILL ON WINDOWS 98

[ = Back || et =

] [

Cancel ]

At the Customer Information window, enter your
personal details, ensure “Anyone who uses this

i Sawmill 7 - InstallShield Wizard

Customer Information

Please enter your information.

User Mame:

|Investigator

Qrganization:
aTa

Install this application For:

() canly For me (Investigakar)

computer (all users)” is selected, and then click Next.

< Back. ” Mext =

J

Cancel
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Installing Sawmill, continued

Procedure: Installing and Configuring Sawmill, continued

Step Action

8 At the Destination Folder window, click Next to install
Sawmill in the C:\Program Files\Sawmill 7 folder.

15 Sawmill 7 - InstallShield Wizard

Destination Folder L 4

s
Click, Mext to install to this Folder, or click Change to install ko a different Folder, "’
G Install Savwmill 7 to:
C:\Program Files\Sawmill 7y

[ zgack [ Mewt= | [ Cancel ]

9 At the Ready to Install the Program window, click
Install to install Sawmill.

15 Sawmill 7 - InstallShield Wizard

Ready to Install the Program ‘.l
The wizard is ready to begin installation. “

IF ywou want ko review or change any of your installation settings, click Back, Click Cancel ta
exit the wizard,

Current Settings:

Setup Type:
Typical

Destination Folder:
C:\Program Files\Sawmill 74
User Information:

Mame: Investigakor

Campany: ATA

[ <Back || Install | [ Cancel
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Installing Sawmill, continued

Procedure: Installing and Configuring Sawmill, continued

Step

Action

10

The Sawmill setup Web interface will appear. Click
Next to proceed.

o

11

On the Sawmill Licensing setup screen, click Next. Use
the 30 day trial license or enter your purchased license
number.
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Installing Sawmill continued

Procedure: Installing and Configuring Sawmill, continued

Step

Action

12

On the Administrative User setup screen, type the
Username and Password and then click Next.

13

On the Trial Selection Screen, select Professional and
then click Next.

i =
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Installing Sawmill, continued

Procedure: Installing and Configuring Sawmill, continued

Step Action
14 On the Automated Feedback Agent screen, un-check the
checkbox and then click Next.
15 On the Complete Setup screen, click Finish to complete

the setup.
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Network Log Analysis using Sawmill

The Below is a screenshot of Sawmill’s Administrative interface.

Administrative
Interface

@ Sawmill Admin - Mozl Firsfox Y (e

File  Edit Wiew History Bookmarks IHH Help
@ - @ (X | /IJ} |% http:/F127.0.0.1:8987/7dp +templates.adm |Y| P] "|Google |k\l

P Getting Started [ Latest Headlines

™~ . . . . )
HE\SGWMH Professional Logged in as ‘admin’| Logout | Help | About

Admin

» Profiles
Scheduler Profiles Create New Profile

Users

~ Preferences Mo profiles exist.

General Preferences
Server Preferences » Start here
Security Preferences to create a new profile and view reports

Tasks
Licensing

N0 Cles e

Support

Dane
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Network Log Analysis using Sawmill, continued

Procedure: In this procedure, you create a report profile and use it to parse and
Creating a Report  sort the selected text log for requested information:
Profile

Step Action
1 From the Administrative screen, select “Create New
Profile.”
& Sawmill Admin - Mozilla Firefox [E=EE X
File Edit View Histary Bookmarks Tools Help
@ - - @ 2% | % nttpusy127.0.0.2:0087/7p +templates.admin indexswal | v | B | [Cl+|Googre =9

B Getting Started G Latest Headlines

%.Sawmh‘l Professional Logged in as ‘admin’| Logout | Help | About

Admin

« Profiles Sl
Scheduler Profiles Create New Profile
Users

No profiles exist.

+Preferences

I::;i"g » Start here 1
Support to create a new profile and view reporis.
© 2008 Flowerfire b
2 In the New Profile Wizard, select Log Source: Local

Disk. For Pathname, click Browse. Navigate to the log
file location and select the log file. Click Next.

@ http://127.0.0.1:8387 - Sawmill - Mozilla Firefox ﬁ l_‘_‘g‘:' g |
New Profile Wizard Bk Next

Log source

Please specify where youwould like Sawrmnill to getyour log data from. More information

Log source: | Local disk E

e.9.1 Crllogstaccess.log, Crilogsh*.log, \hostisharehdiriex¥. log

Pathname; |CtempilogsWVAN_idsialert

[7] Process subfolders (ocal Tolders only)

[] Pattern is a regular exprassion

Show Watching Files

Done
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Network Log Analysis using Sawmill, continued

Procedure: Creating a Report Profile continued

Step

Action

3

Sawmill automatically attempts to detect the log format
and display the results for user selection. Select the log
format. At the bottom of the display ensure that
“Continue with the above detected log formats” is
selected. Click Next.

& hitp:i7127.00.1:8987 - Sawmil - Mozilla Firefox = | )

New Profile YWizard Back | [ mMed | [ cancel |

Multiple log formats detected
Sawmill detected syslog data and dewvice data; please select a syslog or device. More information

W/DO-HH MM 33 Timestamp
Snort 2 Log Format (syslog required
Snaort Log Farmat (5 ane, mm/d
Snort Log Format (syslog required)

falane, mm/dd dates)

@ Continug with ong of the above detected log formats (recommended).

() Choose a different log format on the nexd wizard page.

Use this option ifvou wantto manually choose a log format. Ifyou believe that a different log format should have
been detected then click here for instructions.

Done
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Network Log Analysis using Sawmill, continued

Procedure: Creating a Report Profile continued

Step

Action

4

In the “Profile name” type the desired name of the
profile. Ensure the “Show reports upon finish” checkbox

is selected. Click Finish.

@ http://127.0.0.1:8987 - Sawmill - Mozilla Firefox

=Hae X

New Profile Wizard

Profile name

Profile narme: Snort Alet

Show reports upon finish

Please define a name for the new profile and click the Finish button

Back ][ Finigh ] [ Cancel ]

Dane

The profile is saved in th

e final screen of the New

Profile wizard. Select Close.

The profile has been saved.

.
@ http://127.0.0.1:8987 - Sawmill - Mozilla Firefax =HACEC X"
New Profile Wizard Back ]

Done
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Network Log Analysis using Sawmill, continued

The Report Once a report profile has been generated, you can load the selected
Environment report by selecting “View Reports” from the Administrative
screen.

File  Edit View History Bookmarks Tools  Help

(:‘f:‘ - - @ (A} ﬁ} |% http: /127,00, 18987/ 7dp +templates.admin.indes |‘l'| P] "|Goog|e |'~\]

i Getting Started @ Latest Headlines

™ 1
%Sawmn'f Professional Logged in as "admin’| Logout | Help | About

Admin

* Profiles i

Scheduler Profiles Create New Profile
Users

¥ Preferences

SnortAlert  GERNEERNGE  View Config Delete
Tasks

Licensing

Supsont 2008 Flowerfire

4 3
hittpifF127.0.0.1:8987 /7dp +termplates. profile.index+p +snort_alert
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Network Log Analysis using Sawmill, continued

Report Header The header of the report contains the following information:

e Profile name — The name of the active profile which is being
displayed

e Admin link — Link to the administrative functions, such as
profile lists

e Logout — A link to log out of Sawmill

e Help — Help documentation

&) Sawmill Reports | Snart Alert -

File Edit “iew History Bookmarks Tools Help

- @ () D nepy127.00. 18997 7dp “templates.profile.ndex +p +snort_slert [~[ &) G| coc e %]

4 Getting Started [ Latest Headlines

~ N . . 1 ) N

SenSawmill Professional  |EeilE=lalelg WA lSTg Logged in as 'admin'] Admin | Logout | Help
Reports Config

¥ -]
I Calendar  Date Range  Filter  Printer Friend|

»
»

s Overview =

» Date and time

Source hosts

[T] Statistics for 17/Decf2008 - 20/Dec/2008, 4 days

Destination hosts

Source ports

Destination ports All days  Average per day
Events L Events 270 92.50
Protocols

Classifications
Priorities
Types )
© 2008 Flowertire
Codes
Xrefs

TTLs

Type of services
IDs
ACKs

] . 3 < »

Done
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Network Log Analysis using Sawmill, continued

Report Toolbar Below the report’s header is the report’s toolbar. This toolbar
contains the following links:

e Reports - Used to access other loaded reports from the current
reports view
e Config — Allows you to change profile options

e Calendar — Date/time filter can be set to view a single day,
month or year

e Date Range — A range of days can be selected to use as the
date/time filter

e Filter — Used to configure global filter options for any of the
report fields. These filters dynamically affect all reports.

& Sawmill Reports | Snort Alert - M

File  Edit \fiew History Bookmarks Tools Help

- @ 0 (|3 rtpur127.00.183877dp stemplates profile index-p <snert_alert [~[ ] [C=[s00g= =Y

B Getting Started [0 Latest Headlines
N y X o
v Sawmill  Professional  Profile: Snort Alert

« Qverview =

» Date and time
Source hosts Statistics for 17/Deci2008 - 20/Dec/2008, 4 days
Destination hosts
Source ports
Destination ports Alldays Average per day

Events L Events 370 92.50

Protocols

Classifications

Priorities

Types

© 2008 Flowerfire
Codes

Xrefs

TTLs

Type of services
IDs

ACKs

1 [ » 4 »

Done
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Network Log Analysis using Sawmill, continued

Report Menu

At the left of the selected report is the report’s menu which lets
you select different attributes of the report to view. Clicking on a
report category expands or collapses the category and allows the
report to zoom in on and display the selected category.

& Sawmill Reports | Snort Alert - Mozilla Fireiox)

File Edit “iew Histony Bookmarks Tools Help

G- @ G R nwrianen1esstrap stemplstes. profiledndex-p +snort_alert [~ ] [Gl+] 5c0g1e %]

| Qverview

»Date and time
Source hosts
Destination hosts
Source ports

Destination ports

M Getting Started B Latest Headlines
~ " . e
ShSawmill Professional  Profle: Snort Alert

.
Protocols
Classifications
Priorities
Types
Codes
Xrefs
TTLs
Type of services
IDs
ACKs

. [ »

mn

N ]
Calendar  Date Range  Filter  Printer Friend|

>

[T] Statistics for 17/Dec/2008 - 20/Decf2008, 4 days

Dane

Events | Row MNumbers ‘ Zoom Options | Export | Table Options
Row 1- 10 of 14 11-14 = Start row: |1 Number of rows |ZI
Event v Events 0-100%

1 [http_inspect] DOUBLE DECODIMG ATTACK 95 257 % mm
2 ORIGINAL DATAGRAN DUMP 76 205 % mm
3 ICMP Destination Unreachable Port Unreachable 51 138% m

4 DMNS SPOOF query response with TTL of 1 min. and no authority 37 100% m

5 [hitp_inspect] OVERSIZE REQUEST-URI DIRECTORY 32 6% m

6 ICMP Destination Unreachable Communication with Destination Host 22 59%

is Administratively Prohibited
]

Note:

In the above example, the Events attribute was selected to display
all events.
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Network Log Analysis using Sawmill, continued

Zoom To Filters

Once a report attribute is selected from the report’s menu, the

report display can be filtered using the Zoom to Report feature.

& sawmill Reports | Snort Alert - Mozillz Firefox

File Edit Wiew History Bookmarks Tools Help

G @ [ reprinnesensdp stemplates profileindexepesnort_alert

[-[B] [G]se0q- %)

P Getting Started [0 Latest Headlines

sl Profile: Snort Alart

Overview
} Date and time

Source hosts

Protocols

Classifications
Prioritias

Types

Codes

xrefs

TS

Type of sarvices
1Ds

ACKs

Windows

Froms

Tos

single-page Summary
Log detail

< .

Calendar  Date Range

Logged in a5 "admin’| Admin | Logout | Help | About

Update Database | Rebuild Database

Overview

E Statistics for 17/Dec/2008 - 20Deci2008, 4 days

X Reeport is zoomed and shows data for

Event: [hitp_inspect] DOUBLE DECODING ATTACK

Zoom to repart >
Classiications
Codes

Diay of wesks
Ev L2

Destination ports:

Froms
Hou of daps
1Dz

Log detail

21 Overview
Pricrities
Protocols
Single-page Summary
Source hosts
Source ports
Tos

age per day
2375

Dane

Note:

In the above example, the “Destination host” zoom filter is
selected. Continuously selecting Zoom to Report filters would
narrow the intended search.
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Network Log Analysis using Sawmill, continued

Final Output Once all filters have been applied to the report, a final log detail
Report can be generated to display all of the set attributes. To do this,
(Log Detail) click on “Log Detail” from the Zoom To Report filter box.

%) Sawmill Reports | Snort Alert - Mozilla Firefox

File Edit ‘fiew History Bookmarks Tools Help

@-=-@& (31 B nepuy127.0.0.00907/7dp +templstes. profileindex «p +snort_alert [=[B] [Cl-[50031e

P Getting Started 5 Latest Headlines

™ "
\E\Sawmu” Professional  Profile; Si Logged in as 'admin’| Admin | Logout | Help | About

Reports Config
1] i@ =
Calendar Date Range Filter Printer Friendly Update Database | Rebuild Database

Overview Statistics for 17.Dec/2008 - 20Mecr2008, 4 days

»

» Date and time
Q Report is zoomed and showes data for

Event: [hitp_inspect] DOUBLE DECODING ATTACK

Source hosts

Destination hosts

Source ports L=
— Zoom to report >> -
Destinati ts
estination poi ACKs
® Events Classifications
Protocols Log! ggﬁ ks Rouw Numlsers Export | Table Options
tlassifications Days
R Rove| Diestination hosts Start rowe: |1 Humber of rows [ |
iorbes Destination ports =
Types Events
Froms Destination Source Destination
todes EJUW of days hast port port Event Protocol From To
&3
Kot [l Loo detail 0 64.156.13.20 1718 a0 [http_inspect] Tcp 10320 801716 £4.156.13.20:80
TTLs Qwerview DOUBLE
Priorities W DECODING
Type of services ;'_mtTcnls 5 ATTACK
o5 ingle-page Summary
g |Souce hosts 0 642362063 1212 80 [htip_inspect]  TCP 10320801212 64.236.2963:80
ACKs Source ports DOUBLE
Windows Tos DECODING
ATTACK
Froms
Tos 3 17Dec/2008 10.3 2080 B4 23628 B3 1521 80 [http_inspect] TCP 10320801521 B4 236 29 63:80
130730 DOUBLE
Single-page Summary DECODING
Log detail ATTACK
4 ATDec/2008 10.3.20.80 128.241.21 163 1209 an [hittp_inspect] TCR 10.3.20.80:1209 128241 21 163
16:04:34 DOUBLE
DECODING
ATTACK -
< | m (] . »
Done
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Network Log Analysis using Sawmill, continued

Final Output Here is the screen of the final sorted output.
Report, continued

wmill Reports | Snort Alert -

File Edit Wiew History Bookmarks Tools  Help

E-o-@ (10 & htpu/127.0.0.1:8987/5dp +templates.profile index+p «snort_slert [~[ ] [Q[00qr &)

M Getting Started ) Latest Headlines
Y )
%Sﬂwm-h‘ Professional  Profile: $nort Alert Logged in as "admin’| Admin | Logout | Help | About

Reports Config

a2

Calendar  Date Range Printer Friendly Update Database | Rebuild Database
Overview Statistics for 17/Dec/2008 - 20Deci2008, 4 days -

» Date and time
2 Report is zoomed and shows data for

Evert [htp_inspect] DOUBLE DECODING ATTACK

Source hosts
Destination hosts
Source ports Zoomtorepot >y [w)
Destination ports

s Events

Protocols Log detail Rowy Numbers Export | Tabls Options

Classifications

L

Row 1 -100f85 M-20> === Start row: |1
Priorities
Types
Source Destination Source Destination
Codes Dateftime host host port port Event Protocol From To
B 1 17 Deci2008 10.3.20.80 B4.1568.13.20 1716 80 [Http_inspect] TCP 10320801716 B4.156.13.20:80
s 105322 DOUBLE
Type of services DECODING
ATTACK
1Ds
2 17 Deci2008 10.3 20 80 B4 236 29 63 1212 80 [Http_inspect] TCP 103 20801212 B4 236 29 6380
AlKs 13:55:11 DOLBLE
Windows DECODING
ATTACK
Froms
Tos 3 17Deci20086 103 2060 64 236 28 63 1521 80 [Http_inspect] TCP 103206011521 64 236 28 6380
15:07:30 DOUBLE
single-page Summary DECODING
Lag detail ATTACK
4 17Deci2008 10.3.20.60 126241 21163 1209 a0 [Http_inspect] TCP 10.3.20.60:1209 126241 21 .163:60
16:04:34 DOUBLE
DECODING
ATTACK -
< . K m r
Done
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Network Log Analysis using Sawmill, continued

Single Page You can generate a single page summary containing all log
Summary attributes using the “Single Page Summary” category located in
the report’s menu. Here is an example of a single page summary.

¥ Sawmill Reports | Snort Alert - Mozilla Firefox

File  Edit ‘iew Histary Bookmarks Tools  Help

GE- o - @ 08 [R hepurtannn. 18997 +templates profile indlexsp-snart_alert [~[#] [Clz500q1e (<]

® Getting Started @ Latest Headlines

[} Mokia - ShowPressRelease %] [ % Sawmill Reports | Snort Alert a8 [ =
™ q
%Sawmnﬂ Professional  Profile: Snort Alert Logged in as 'admin’| Admin | Logout | Help | About

Reports Config

2

calendar Date Range Filter Printer Friendly Update Database | Rebuild Database

Overview

» Date and time Single-page Summary

Source hosts

If‘ Statistics for 17/Deci200§ - 20Deci2008, 4 days

Destination hosts
Source ports
Destination ports Overview
Events

Protocols

Classifications Alldays  Average per day
Priorities Events arn 92.50
Types

Codes

Krefs

TTLs Years/months/days

Type of services

IDs Events

ACKs 400 = 1081 %
Windows 200 m = 841 %
o 0%

Froms |

Tos

Lisingle -page Summai

Log detail

Years/months/days Rove Mumbers Zoom Options Export | Takle Options

Fow 1-10f1 1 Mumber of rows &7
] 1 (3] *

Jawascriph:
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Module 12
LiveWire Investigations

Introduction This module will introduce you to the Wetstone LiveWire
Investigator tool, commonly referred to as LiveWire. The tool is
used to conduct live digital investigations. Other tools used in this
module include additional Wetstone tools and open source tools
that can be used during live investigations.

Purpose of this The purpose of this module is to show you how to setup your
Module workstation. You will learn how to install and use tools used in
live digital investigations.

Objectives After successfully completing this module, you will be able to:

e Properly prepare for a live digital investigation
e Use live digital investigation tools

In this Module The following table shows the contents of this module.
Topic See Page
Lesson 1 — Data Collection 12-3
Lesson 2 — Introduction to LiveWire 12-9
Lesson 3 — LiveDiscover 12-31
Lesson 4 —Volatile Data Analysis 12-39
Lesson 5 — Evidence Collection 12-73
Lesson 6 — Malicious Code Analysis 12-93
Lesson 7 — Alternate Data Collection Tools 12-99
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Introduction

Purpose of this
Lesson

Objectives

In this Lesson

Lesson 1 — Data Collection

When collecting data for any investigation it is vital that the data
collection is conducted correctly. This information may contain the
only source of evidence in an investigation and should be collected
accurately and correctly to be admissible in court.

This lesson will discuss the importance of collecting data in the
proper manner.

After completing this lesson, you will be able to:

e Discuss locating physical devices in a network environment
e Explain how to collect data to forensically clean media

The following table shows the contents of this lesson.

Topic See Page
Locating Physical Devices 12-4
Attaching Storage Equipment 12-6

01/09
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Locating Physical Devices

Network When trying to locate a particular server, the logical topology map

Architecture shows how things are connected logically, but not necessarily
physically. A logical map details how data flows across a network,
but not how it is physically wired. Network architecture indicates
where devices are physically located.

Network devices that provide a possible path for the incident are
considered to be “in-line” to the investigation. As these devices
have carried traffic relating to the incident, they may hold crucial
information and should be properly located and analyzed.

Logical Logical assessment involves obtaining any network topologies to

Assessment get a rough estimate of where sensors can be placed for an
investigation. The network topologies may not exist or be severely
outdated. An investigator can update the topology through
interviews or by performing a physical assessment.

Physical Physical assessment includes tracing wire and cable to physical

Assessment components on the network to create a wiring diagram. A wiring
diagram shows the physical connections between devices onsite
and can help determine the accuracy of the logical assessment. An
investigator can use several cable testing devices, like a tone
generator, to verify cable locations.

In large network environments, servers and network devices are
assigned some form of inventory control, such as a bar code or
unique name. It may be necessary to search through rows of server
racks to locate an identification tag on the server of interest.

Performing a You need to examine the physical site to determine the physical
Physical Site data paths and their relationship to the overall physical
Examination environment. Understanding these relationships provides a basis

for determining what is or is not physically possible on the
network. A physical site examination includes the following tasks:

e Physically locate the target host

e Physically locate the device to which the target host is
connected

e Physically locate devices that fall into the path of the
investigation

e Verify the network documentation (if available)
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Locating Physical Devices, continued

Verifying the
Network
Configuration

Physically
Locating the
Target Host

Physically
Locating the
Nearest Device

When encountering an unfamiliar network, an investigator needs a
starting point to verify the network setup and the actual location of
network devices. Almost every network has a connection to the
Internet or some external network. This external link is typically
the best starting point to begin tracing wire.

Tracing wire is a technique used to determine how devices are
physically connected to each other. If a wire cannot be traced
because it is tightly bound to other cables or travels into a wall,
other devices like a network tone generator can be used to
determine its termination location. However, the use of some of
these devices could require unplugging the cable and severing any
existing connections, which could alert the suspect(s) of your
presence.

To physically locate the target host, you must collect all
identifying information regarding the device from your review of
the network documentation and interview with the system
administrator. Use this information and your physical assessment
of the network to locate the device.

Locate the hub or switch to which the target host is connected.
This can be found by:

e Using the identifying information that you obtained during
your review of the network documentation

e Recording the termination location for each network-capable
cable connected to the machine. This could be an RJ45 or
RJ11 socket on the nearest wall, a hub or switch, or some other
device. If the cable terminates at a wall socket, record that
socket’s ID number and locate it on the patch panel that
aggregates cables for that area of the facility.

01/09
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Attaching Storage Equipment

Data Storage

Wiping and
Verification

Why Wipe Disks?

Many investigations result in large evidence files that must be
collected to the investigator’s computer. Sufficient data storage to
copy and preserve evidence files is imperative to a successful
investigation.

Whenever data is retrieved from the suspect machine, the data
should always be redirected to a forensically clean evidence
collection drive. The investigator must be sure to never save the
output of an investigation to the local system’s hard drive, as it
may compromise the evidence as well as potentially fill the
computer’s disk space.

The storage equipment can connect to the collection machine by
many different connection types. Some of the most common types
are: USB, FireWire, and eSATA. External hard drives with these
configurations come in many different capacities, and the general
rule is to allocate as much disk space as possible for each
investigation.

When collecting evidence from any system, the data should be
stored on a forensically clean drive. In order to be forensically
clean, the evidence storage drive must be thoroughly wiped.
Wiping is the process of overwriting every bit on the drive using a
known character or set of characters. Once the storage drive is
completely overwritten the process should be verified to ensure its
success. Failure to properly complete this process can result in
claims of contaminated evidence, which may jeopardize the
credibility of your evidence.

Wiping utilities allow you to wipe an entire hard drive so that no
data is left on the drive. Wiping does not simply delete the data; it
overwrites every sector on your drive with a hex character. This
eliminates any possibility of previous data from another case
contaminating the current case.

12-6
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Attaching Storage Equipment, continued

Wiping Guidelines

Regardless of the tool used, always adhere to the following

guidelines:

1. Clearly identify media to be wiped and segregate it from other
media.

2. Have only essential media in the system during wiping
operations.

3. Ensure the correct media has been selected before executing
any wipe utility.

4. Remove wiped media from the machine immediately after
wiping and store separately.

5. Annotate in your case notes that you wiped the media prior to
its use.

6. Label media with software version and command line used

(with all options).

01/09
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Introduction

Purpose of this
Lesson

Objectives

In this Lesson

Lesson 2 - Introduction to LiveWire

Unlike traditional dead box investigations, live digital
investigations blur the line between network intrusions and
evidence collection.

The purpose of this lesson is to prepare you for a live
investigation. You will learn the terms and concepts associated
with a live investigation and prepare a system to conduct live
investigations of a networked system.

After successfully completing this lesson, you will be able to:
e Explain the basic concepts of a live digital investigation
e Install, update, and setup LiveWire Investigator

e Install and update LiveDiscover

The following table shows the contents of this lesson.

Topic See Page
Live Digital Investigations 12-10
LiveWire Installation 12-13
LiveDiscover Installation 12-14
Updating LiveWire 12-16
Updating LiveDiscover 12-17
LiveWire Initial Setup 12-19

01/09
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Live Digital Investigations

Definition When performing traditional computer seizures and then
examining the media from a system that has had power removed,
you are investigating only the data at rest on the media prior to the
power being removed. This is also known as dead box forensics.

Live digital investigations are performed on running systems prior
to the removal of power.

Why Live? An increasing amount of memory resident programs and utilities
revert to an obfuscated or encrypted state at power off. Therefore,
it is sometimes necessary to seize information from the volatile
areas of a computer before the plug is pulled.

If you are dealing with a time-sensitive case, you may also want to
perform a live digital investigation in order to gather information
and evidence as quickly as possible.

If you can connect to the system via a network and have sufficient
access to the system in question, it is possible that you can capture
the memory contents, process list, and other volatile resources
before pulling the plug

Here are some possible reasons for choosing to perform a live
investigation:

Rapid response requires remote investigation
Network size limits flexibility

Encrypted file system requires live capture
System of interest is mobile

Commercial system cannot be shutdown
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Live Digital Investigations, continued

How It Works

Risks

LiveWire is a complex series of scripts, programs and tools that
combine to give you insight into a network and the various
machines on that network.

At a deeper level, LiveWire uses a customized version of Apache
Web server on your investigation system to provide you menus,
displays and reports in a graphic user interface.

Additionally, LiveWire includes an embedded version of Gargoyle
malware detection software, also a product of Wetstone.

Note: The use of LiveWire requires an account on a target system
with administrative privileges to access and retrieve data.

LiveWire uses a Connect-Act-Disconnect model for
communicating with a host on the network. For example, if you
want to view all running processes on the system, LiveWire will
use the administrative account and password you supplied by a
local administrator when starting the investigation. The software
will log into the system, obtain a list of the running processes and
log out of the system.

If you are trying to access a system covertly, you should be aware
that some tasks performed by LiveWire can be resource intensive
and thereby noticed if a user is on the system at the time.

In some cases, the user may think that the network is slow and
ignore the change in machine behavior, or if the user is fairly
computer literate, he or she may be able to detect the activity by
monitoring the Task Manager. Some users react negatively to such
activity and may pull the network connector and start hiding
evidence.

It is often said that if you are investigating a live machine
clandestinely you should wait until the suspect is away from the
system before running most queries in order for your activities to
remain unnoticed.

01/09
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Live Digital Investigations, continued

Workstation Setup You will want a reasonable quality system for performing live
investigations. As with any forensic examination, ensure that any
media onto which you save evidence is forensically wiped prior to
use.

The minimum system requirements for LiveWire are:

Microsoft Windows XP

100 MB of free disk space

128 MB RAM

Pentium 300 Mhz

Network Interface Card
CD-ROM Dirive for installation
VGA Resolution Monitor
Mouse

Choosing For a computer system used for investigative purposes, bigger and

Hardware faster is almost always the best choice. You should try to
determine the scope of the investigation and allocate storage and
processor space that will meet or exceed the expected results.
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LiveWire Installation

Installation Before an application can be used on any system, it must first be
Overview successfully installed.
Procedure: Use the following steps to install LiveWire onto a system running
LiveWire the Windows XP operating system.
Installation

Step Action

1 Insert the LiveWire Investigator CD into the CD/DVD
tray. Browse to its designated drive letter to view the
contents of the CD.

2 Double click the livewireinstaller.exe file to execute the
file, and click Next.

3 Read the EULA carefully and select “I accept the terms
of the license agreement.” Click Next to continue.

LiveWire Investigator - InstaliShield Wizard

License Agreement

pad the fobowing icenss agreement carehdly

LiveWire Investigator™
End User License Agreement
{EULA)

THIS AGREEMENT, is effective upon the opening of the software
package andlor mnstaling the software, iz made by and berween
WetStone Techmologies, Inc. (LICENSOR"), which has its pnncipal
office at 17 Man Street, Sute 237, Cortland, NY 13045, USA, and you
("LICENSEE").

WHEREAS, LICENSOR has developed the certan software and
related documentation (together the "PRODUCTY) known as Live Wire
Investigator™, WHEREAS the PRODUCT, embodies both copynghted

" AFT TORNISOT

4 Click Install to begin installation.

5 Click Finish to complete the installation process.
6 Remove the LiveWire Investigator Install CD from the
CD/DVD drive tray.
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LiveDiscover Installation

Procedure: Use the following steps to install LiveDiscover onto a system
Installation of running the Windows XP operating system.

LiveDiscover

Step

Action

1

Insert the LiveDiscover CD into the CD/DVD tray.
Browse to its designated drive letter to view the contents
of the CD.

Double click the setup.exe file to execute the file. A
EULA for the .NET Framework 2.0 and Microsoft
Primary Interoperability Assemblies 2005 will be
displayed. Carefully read the agreement, and then click
Accept to continue.

¥ LiveDiscover Setup

For the following components;

-MET Framework 2.0
Microsoft Primary Interoperability Azsemblies 2005

Fleaze read the following licenze agreement. Prezs the page down key to
zee the rest of the agreement.

MICROSOFT SOFTWARE SUPPLEMEMTAL LICEMSE TERMS #
MICROSOFT MET FRAMEWORE 2.0

MICROSOFT WwWINDOWS INSTALLER 2.0

MICROSOFT WwWINDOWS INSTALLER 3.1

ticrogzoft Corparation [or based on where you live, one of its affiliates)
licenzes this supplement to wou, |f pou are licensed to uze Microzaft
WWindows operating syztem software [the “software"], you may Lze

this supplement. *rou may not uze it if you do not have a license for

the software. vou may uze a copy of thiz supplement with each

walidly licenzed copy of the software. "

@ Yiew ELILA far printing

Do you accept the terms of the pending License Agreement?

[f pou chooze Don't Accept, install will cloge. To install you must accept
this agreement.
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LiveDiscover Installation, continued

Procedure: Installation of LiveDiscover, continued

Step Action

3 Next, the Microsoft .NET Framework 2.0 will be
installed. The process will continue after the installation
is complete.

4 After the .NET Framework is completed, the
LiveDiscover setup wizard will be displayed. Click
Next.

Welcome to the LiveDiscover Setup Wizard ¥/ WetStone

The installer will guide pou through the steps required to nstall LiveDiscover on your computer.

WARNING: This computer program is protected by copyright law and intemational treaties
Unauthorized duplication or distribution of this program, or any pottion of &, may result in severe civi
of crimingl penaties, and will be prosecited to the manmum extent possible under the law.

Cancel I

5 Read the license agreement carefully. Select “I Agree”
and click Next to continue.

6 Next, you will have the opportunity to select an
installation directory. Click Next to accept the default
settings.

7 Confirm Installation Page. Click Next to begin
installation.

8 Once installation has completed, click Close to exit
installer.

9 Remove the LiveDiscover media from the CD/DVD
drive tray.
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Updating LiveWire

Procedure: Use the following steps to update the LiveWire application.
Updating
LiveWire
Step Action
1 Obtain the LiveWire update files on CD or other source.
Click the Livewireintaller.exe to begin the update.
2 You will be prompted to repair or remove. Choose
Repair, and click Next to begin the update.
3 Once the update has completed, click Finish to exit
installation wizard.
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Updating LiveDiscover

Procedure: Use the following steps to update the LiveDiscover application.
Updating
LiveDiscover
Step Action
1 Obtain the LiveWire update files on CD or other source.

Click the Setup.exe.

2 When the Welcome screen is displayed, click Next to
continue.

{2 LiveDiscover r_] ﬁ
Welcome to the LiveDiscover Setup Wizard v, wetstone

W Biwishen of Kiles Corperailen

The instaber will guide vou through the steps required to install LiveDiscover on pour computer.

WARNING: Thiz computer program is protected by copyright law and intemational reaties,
Unautharized duplication or distibutian of this program, of ary portion of i, may result in severe civi
or coiminal penakies, and wil be prosecuted o the makmum extent possible under the law,

Cancel
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Updating LiveDiscover, continued

Procedure: Updating LiveDiscover, continued

Step Action

3 Review the licensing agreement, and select “I Agree.”
Click Next to continue.

4 Verify that the installation directory is the current
location of the LiveDiscover install directory. Click
Next.

{2 LiveDiscover Q - @
Select Installation Folder

¥/ WetStone

The instaler will install LiveDiscover to the folloving folder.

To nstall in this folder. click "Next". To install to a different foldesr, erter it below or click "Browse™.

Folder:
[C'\Prograrn Files\WetStore Technologies\LiveDiscovers Browse..
Disk Cost..
Install LiveDiscover for yourself, or for anyone who uses this computer:
* Everyone
" Just me

5 Confirm Installation Page. Click Next to begin
installation.

6 Once installation has completed, click Close to exit
installer.
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LiveWire Initial Setup

Introduction Before an investigation can be performed with LiveWire
Investigator, it must be properly setup. This includes setting up the
Administrator account and creating an Investigator account. The
Administrator account is used to manage the investigator accounts.
The investigator accounts are used to conduct the actual
investigation.

Procedure: Use the following steps to prepare LiveWire Investigator.
LiveWire Setup

Step Action

1 To start the LiveWire services choose: Start > All
Programs > LiveWire > Launch LiveWire. A box will
pop up to verify that the services are starting.

LiveWire Launcher §|

jr) Livetire is currently running.

Your web browser will be starked shortly,
You can also use <https:flocalhost) = to access the login page.

Diouble-click Stop_LiveMvire ko end wour session,
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LiveWire Initial Setup, continued

Procedure: LiveWire Setup, continued

Step Action

2 Once the services are started a new browser window will
be opened to the address https://localhost/. This may
cause a Security Alert box to be displayed. Click Yes to
proceed.

Security Alert El

rﬂ Information you exchange with thiz site cannot be viewed or
?. changed by athers. However, there iz a problem with the site's
; zecunty certificate.

The zecunty certificate was issued by a company you have
not chosen to trust. Yiew the certificate to determine whether
wou want bo bugt the certifping authority.

g The zecunty certificate date iz valid.

The zecurty certificate haz a valid name matching the name
of the page you are tiving to visw.

Do wou want to proceed?

Yes ] | Mo | [ Wiew Certificate
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LiveWire Initial Setup. continued

Procedure: LiveWire Setup, continued

Step Action

3 The first page to open will be the license agreement
page. Read the agreement and click “l Agree” to
continue.

D LiveWire: Licanse Agrasmant - Microssft Intarmat Explarar

Bie  [dt  dew FPagvorkes ook peip o
N [N A L y
4 ) - [n (2] €| P Jrreers @) (- o 5
sckivess ] et Bocaestf v B s ™

LiveWire =t
et

Invastigator R

License Agreement
LiveWire End-User License Agreement

Irnportant: Fleace read thie License Agreement carefully before making the Program operable. By making the
Frogram cperable wou show your Agreement to the terms of thiz License

LiveWire Imvestigmtor (km)

End Uzee License Agresment

(EULA)

THIS AGREEMENT, ia effective upon che opening of che software package and/for
installing the softwmre, is made by apd between: WecBtone Technologies, Ina.
("LICENSOE™), which bas its principal office at 17 MAain Street, Suite 237,
Cortlmnd, WY 13045, 05L, and you |[*LICERSEEY|.

WHERELS, LICENIOR has developsd the ce#crain Softuscs and rélated dociEdnCartion W
Fleage chick oo the Tagres' button below to agres to all of the above end user license agresment

| agree

] Done ) % Locsl ntraret
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LiveWire Initial Setup, continued

Procedure: LiveWire Setup, continued

Step Action

4 The default LiveWire Investigator Login screen will be
displayed. An investigator user account must be created
the first time LiveWire is run. To create the account,

click on Administrative Functions at the bottom of the

page.
A LiveWire: Login - Microsoft Infernet Explorer
Fle Edt Wew Favoites Took  Help o
onnrk v » i‘l E' ; y Seach 1. Farvertes @" - g ’T_- “i
acdress | ] hitpsiflocalhast/login.pl v s ks *
LiveWire = _ A

Investigator =
Ll 1
LiveWire Investigator Login
Enter your user ID) and password below to log m

Inwestigator user I

Password:

To change your passward, log in then click "[account mgmt]” on the statusz bar at the bottom of the page

After you log in, your seesen will be autormatcally logeed out o left 1dle for longer than 30 mermtes

Adminigtyative Funcrions add or remove weers, confgure nebwork parameters, adjust clock, ete

Absoat [iws Wirs

- retse 5 I g
Evewirs@wetstonstech com Live#ire bwestigator 5.5.] P e E—

& S & Local reraret
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LiveWire Initial Setup. continued

Procedure: LiveWire Setup, continued

Step

Action

5

The next screen will be the Administrator Login page.
Login with the default setting:

Administrative user ID: admin
Password: wetstone

A LiveWire Investigator; Administrater Lagin - Micresoft Internet Explorer

Fie  Edt isw Fgeorkes  Jook el

QM-J ii’l;jswm__mm@l_'-#. 13
] Fetps:jflocathost fadminlogn. o v o s *

LiveWire .=’
Investigator | = ‘=
Y

LiveWire ADMINISTRATION

LiveWire Administrator Login

Enter an admsrastratos's user ID and pasaword below to logm

Administrator user ID

Password

Log In

To change your password, log i then chole “[account memt]” on the status bar at the bettom of the page.

After you log in, your session will be automatcally logged ous £ left adle for longer than 15 memates,

<< Retum to the wreshgator Jogm screen

] pona 8 % Local rtrarws
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LiveWire Initial Setup, continued

Procedure: LiveWire Setup, continued

Step Action

6 The first time the administrator logs in, the password
must be changed. The password must meet certain
criteria. It must contain letters and numbers or other
symbols. Input the current password of “wetstone” and
then enter a new password. Then click on Change
Password.

-l LiveWire: Changing Password for admin - Microsoft Internet [xplorer

Eie  Edt Yew Fgoorkes Jook  Help W
03"“‘“ - i" (2] . ) search Favortes {%) - i = by %

4] Hetps: [ilocathost{ admin/acctmgmtichangepesswd, plinewuser=yes i G

LiveWire [a=t
Investigator J8=
.
Liveivire Investigeto LiveWire ADMINISTRATION

Changing Password for admin

W admestrate

¢ to LiveWire Investigaror Adminismration. s

DENZE FOur passia vd fromn the Emp-oTaAry Oné BVen Lo Wou by !:'|—| ErSon Who & Iiy
account Enter your temiporary passwoerd, followed by the new password you create. Chck 'Change
Password' to make the change

Pasewords moust be at least & characters long and contam both letters and menbers.

Current (teqporasy) password for adoen
Wew pagsword:
Enter the new password again, for confirmation

Changa Password

i8] Done S % Local intrarmt
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LiveWire Initial Setup. continued

Procedure: LiveWire Setup, continued

Step

Action

7

Once a successful password has been set, a success
verification page will be displayed. Click Continue to

LiveWire Administration.

A LiveWire: Password Changed - Microsoft Internet Explorer Q@I@

3
'I‘

Fle Edt Vew Favorites Tools Help

Oaack - & &j Q p) | - Search , Favorites {‘_?

Lirks

»

»

Address | @] https: fflocalhost{admin/acctmgmt/changepasswd.pl ¥ [gd Go

-~

. . =T
LiveWire e\
2 \
Investigator ==

LiveWire ADMINISTRATION

Password Changed
Your password has been successfully changed.

Continue to LiveWire Administration >>

& %4 Local intranet

&] pone
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LiveWire Initial Setup. continued

Procedure: LiveWire Setup, continued

Step

Action

8

The Management Options page will be displayed. Click
“User Management” to continue.

Ous- O BB G P drronn @ 3 5E B

LiveWire = _
Investigator ==

-
LiveWire ADMINISTRATION

Management Options

LiveWire Administration and Maintenance:
User Management: add and remove user accounts, reset passwords
Inquiry Management: delete and restore inquines

Reser to Factory State: delete data and remove all user accounts

LiveWire Computer Settings:
Network Configuration optons for configunng the Live Wire machine's network settngs
Date Time Settings optons for configamg the Live Wire machine's current date and time

Log out of LiveWire Administy ation
Logged m admunstrator: admin Jaccount mamt] Main adininistrative page
View Live\Wire andit log | View meirged logs

Page genwestad on: Tha Jan 03 140453 EST 2008

3 LiveWire: Management Options - Microsoft internet Explorer =] L.3)
Bl ES Wew Fmokes Iods e i

Fodress ] Mtps: jocainos {sdminynain, pl g
~

Y ‘IL«A rhraret

&
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LiveWire Initial Setup. continued

Procedure: LiveWire Setup, continued

Step Action
9 The User Management page can be used to Add/Remove
users or reset passwords. Click “Add New User”.

D LiveWire: User Managemant - Microseft Internet Explorer

B LM Mew Foootes Took  Heb
gan:- Q- % & ¢ S seh Sloraotes ) | (- 15 TH B

adress | ] Rttps: focshost fadmmiuser Lser ol L=

LiveWire |om
Investigator P =
e -

LiveWire ADMINISTRATION

User Management

T add & new wter account for an investigator or an admonistrates, chek on the "Add Mew Teer® button below. To
remmowe an existing user account, select the radio batten pext to the User ID, then click on the "Eemoe Selected
Tser" button below. To reset 2 user's password to a wahe wou spectfy, chck on the *Change User’s Password”
bugton after eelecting the rado bulton adjacent to the Tzer ID

Selection  User I Fuoll Name User Type Last Logm Tane
L} astmin Diefault LiveWre Admuustrater Acdtmunstrator Thu Jan 0F 13:57:51 EST 2008

Add Mew User | [ Remove Selected User ] I Change User's Passward ]

Log out of LiveWire Adiiniematien

Mai = =
View LiveWire audit log | View merged logs
Iﬂ 5 % Locsl reranst

Lagged n administrater admin [account mamt]
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LiveWire Initial Setup, continued

Procedure: LiveWire Setup, continued

Step Action

10 To be able to use LiveWire for an investigation, there
must be at least one investigator account. Fill in the
appropriate user information, verify the account type as
“Investigator” and click “Create User Account.”

‘B LiveWire: Add a User - Microsoft Internet Explorer
Ble Ek Wem Fpodes ek Help -?

Gm > R ‘ g Seach Favoes ) -BES

vess | 48] biotpes Bocaiost {adrnUsar fsdd ear w BEY60 Links ™
L .

Add a User

Fill in the new uzer's sifocmation, then chick "Create Teer Avcount” to add the uzer to LiveWire

TTser IDr
The wser 1D identifies the user daning the
login process. Althouagh i say be of any o .
lengiby, a sheet ussr ID facditetes bypang, The User's full nasne (optiond
wser's full name is an optronal field in which.
woumay enber ibe waer's cesd pame and Wleor
sontact information Instial passwrord

Bafors altsmpling b log in 1o LiveWirs, the oAl passwrord
ugsr shoubd be given the indtial password (ngain, to confem)
wehiirh o aet beeee The st b thi user

loge m, he or she willl be cequired 1o changs

the initial passwosd.

The aper mast chinge tue pesaward wihen they
First bog on

& Inwestigator
bwvestigators may crests, parform, and review

o e . Bevresti HApgeoumnt type = Cln._mef:min'zsuga’.icns and enslyses.
eanrsol pecforn sdmesstealive fnctions » Adeninasteatos
traiors may only log mio ihe Can chiange Liva%Wire sedlings
adminigtrative (management) intecface, arsd
can add and emove ssers, configas
Larelaire, and perfonm othes LiveWire
Sy L [ Create UserAccourn | [ Reset Fiekds | r

] Dore S % Locsl nbranst
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LiveWire Initial Setup. continued

Procedure: LiveWire Setup, continued

Step Action

11 Now the user that was created can log into LiveWire and
begin performing investigations.

2 LiveWire: Added User - Microsoft Internet Explorer r._UE &l
Bl Edt Vew Favortes Took Help ¥
Qe - D x] B 0 Tsewch Slrraoness &) 03- im 1D

Aeddress | ] hitkps: [ocabostadminfuser Jadduser pl vy B s ®

LiveWire '
Investigator -:-

LiveWire ADMINISTRATION
Added User

User user has been added as an Investigator

Add another uger to Live Wige >

Retun to the uger management page >

Log out of LiveWire Admuustration

Logged in admumstrator: admin [account mgmt Main admimistyative page
View LiveWire audit log | View merged logs
0] S & Local intranet
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Lesson 3 - LiveDiscover

Introduction In live network investigations, it is important to be able to
effectively scan and identify the network for devices.
LiveDiscover is a tool that you can use to do this.

Purpose of this The purpose of this lesson is to introduce you to the LiveDiscover
Lesson tools.
Objectives After successfully completing this lesson, you will be able to:

e Discuss important functions of LiveDiscover
e Scan a network
o Identify devices found on the network

In this Lesson The following table shows the contents of this lesson.
Topic See Page
LiveDiscover Network Scanning 12-32
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LiveDiscover Network Scanning

Introduction

LiveDiscover
Interface

LiveDiscover is a tool used to rapidly identify and assess resources
on the network. With the information you gather from
LiveDiscover, you can use LiveWire tools to perform a live
analysis of a machine across the network.

LiveDiscover is able to quickly scan a range of IP addresses. You
can perform an in-depth scan that reports the vulnerabilities
systems. Each individual scan is stored and saved in its own
database. These scans can be single targets or a whole range of IP
addresses.

All information contained in LiveDiscover is stored within a
database. When LiveDiscover is first started, the user can open an
existing database or create a new one. To create a new database,
the user simply has to provide a name that does not already exist.

LiveDiscover provides a tabbed interface for navigation. The
primary tabs are displayed horizontally across the top of the page.
Each page displays information or options pertaining to the
specific details or configurations.

R Discovery
The Discover tab is where the investigator enters the addresses he
plans to scan. Up to four different network ranges can be scanned
at the same time.

% Netwark

In the Network tab, a tree structure will be created showing the
different devices that were discovered for that subnet as well as
detailed information gathered about each of those devices.

' @ Responses

The Responses tab displays the discovered data grouped together.
Selecting any of the options will display all the items found
matching that criteria.

12-32
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LiveDiscover Network Scanning, continued

LiveDiscover ll. Reports
Interface,

; The Reports tab allows for the generation of many different report
continued

display formats. Individual types of information can be viewed in
several ways. Reports can contain text as well as colored graphs.

Windows
IP Address NAME o5
10,154,121 ODP-SALESL Windows
10.15. 4,156 ODP-TECHL Windows
10.15.4,.200 LIVEWIRE Windows ¥P
10.15. 4,210 SPIDER Windows ¥P

=0 Seript
The Script tab is where all the different pre-built discovery scripts
are stored in the database. Customized scripts can be added to the
database at any time.

Settings
The Settings tab contains the configurations to use during the live
discovery process. The username and password used in this tab
should be an account that has administrative rights to that device.
You can also configure the SMTP setting and e-mail address to
automatically have an e-mail sent once the scan is completed.

X Utilities
The Utilities tab offers options for scripts and results from other
scans to be imported into the current database. Scripts can also be
exported to be used in other scans.
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LiveDiscover Network Scanning, continued

Procedure:
Performing a
LiveDiscover

In this section, you will scan a subnet to determine information

needed to assist with the LiveWire investigation.

Network Scan
Step Action

1 Open the LiveDiscover application by navigating to:
Start > All Programs > LiveDiscover > LiveDiscover.

2 You will be prompted to open a current database, or
create a new database by typing in a file name. Type a
name for the new database, such as
“LiveDiscoverDatabase.” Then click Open.

Database EJ@
Lock i | I My LiveDiscover Diata - il
3y My Recent Documents
3 (B} Desktep
—2:} L} My Documents
My Recent S My LiveDizcover Dat:
Documents § My Computer
r= K4 3% Floppy [4:]
| "} e Local Disk [T
Desklop o DVD-FV Diive D)
1 Shared Documants
3 My Documents
‘_.___)i ‘J My Mebwaik Places
My Docunments
My Computes
‘:j File name: LiveDizcoverD atabase Opean
fdy Metwork,  Files of fypec Lrvelizcover Datsbazes [* 1dd)
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LiveDiscover Network Scanning, continued

Procedure: Performing a LiveDiscover Network Scan, continued

Step Action

3 Because the new database name does not already exist,
the user will be prompted to verify the creation of a new
database. Select Yes to create the new database.

o CADoruymants snd 5 sting ' Sicent’sl p D ooumenty'ddp Lvelimc oo Dyl sl sooress Dslsbiaos kid dosr rok seast o pou senl o cosste &7
=

i [ Ko ” Cancel

4 LiveDiscover comes with many scripts to identify
devices and resources on the network. Highlight “01 —
Full Discovery.scp” and click OK.

LiveDiscover - Script Selection

Fie Name: Description ad
01 « Bl Doy scp Ful discovery for mined ernronments

02 - Standard Services.scp Common Intemet Services

03 - Web.scp Common Web Services

04 « Wirdows.scp MS Windows Reldated Ports andd Services

05 - M and News.scp Common Mal and Newsgroup Services

05 - Remote Fle Services.scp NFS, FTP, AFS etc,

07 - Remate Access.scp Remote Termingl, Remote Control ard Logn Serices v

Selact the scipt for the new database. You can modify $his corpt of meige weth other
sofipts o any e

LiveDiscover

v | [S Biowse | [X Carcel | v, wQ Stone

Vot o1 iLbe Conpurdiing
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LiveDiscover Network Scanning, continued

Procedure: Performing a LiveDiscover Network Scan, continued

Step Action

5 The standard LiveDiscover page is displayed. Change
the network setting to Fast LAN. Then enter in the upper
box the IP address range to scan. This information will
be provided by your instructor, but it will normally be
an entire network range, such as the values below:

Start 1P: 10.15.4.1 End IP: 10.15.4.254

Beside Full Discovery, click on Range to activate
scanning the desired network range.

.l Ivaliscover f:i'ﬁl.ﬁl
Fia Hap

R Oiscovery | @8 Natwork | @ Rasponses | W Repors | 70 Script| £ Satings | 36 Utiitas

Sad! 18) 18: 4% 1 D Network | Fast LAN » Responses (Datsbase) Current
End 10 15 « 5 Thead: 512 v
Toect 320 v
End o X
e AemeyAeponded X
owt 0 0. 0 0 J
Aequsy Mosarg x
. 0 0 0 0
£l x Quey NorrResgondng X
Stas 0 0 0 0 m Flesohve Naees v
End 0. 0. 0, 0 X SsleyCheck x
= b Dvscoves l Full Dcovey, . Daabase X
o QukkDN s | [d 2 1 g Rwge Nore Low (] gl Thveads  Feguests

Raady: C:lDoomerts snd Settngs | Shudert My DocumentsiMy LiveCucover Det sl aDiscover-Dit sbase bid
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LiveDiscover Network Scanning, continued

Procedure: Performing a LiveDiscover Network Scan, continued

Step Action

6 Click on the Settings tab and enter the following
information:

<User>: admin
<PWD>: password

& 1 ivebiscover f:iﬁlﬁl

Fin Halp
R Oiscovery P8 Natwork | @ Fosponses |l Repors | *0 Scrip &1 Setings | 98 Utiites

Sound v Use the edit box bakrw to anter & k2t of
addrasses 1o De sxcludad from qusnas
Show Tacltps v
55255255258
Auto OS Aralysis v

Usa Lnks in Reports v

The bolowiny oetings wl teglaca the
1ags n requets

<USER> edmin

R —

SMTP Use Check Addrass X

<TO> me@hare com
FROM> e ki b ‘
<SNMP  pubilc

I Nasko Datshase Aload oy I

Faady: C:ionmants and Settngs|Shudent|My DocumentsiMy UveOwcoreer Datall reeDisoovar-Dit sbase bid

7 Go back to the Discovery tab and click Full Discovery.
Click Yes to verify the information entered is correct
and to begin the discovery scan.

P Livelizcover iz about to perform a full discovery of:

-

""‘J‘) 101541 through  10.15.4.254
Range 2 dizabled.
Fange 3 dizabled.
Fange 4 dizabled.

whindoves U zermame: admin
Wwiindows Pazswaord Length: 8
SMTP Server:

SMTP Sender. mei@here.com
SKMTP Addrezs: me@here. com

Continue?

| Tes I | [ [a]
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LiveDiscover Network Scanning, continued

Procedure: Performing a LiveDiscover Network Scan, continued

Step Action

8 Once the scan has successfully completed, click on the
Network tab. Expand the network tree until the details of
the computer Spider is displayed. The information on
the right verifies the operating system is a Windows XP
machine.

Fin Hap
R Oiscovery P8 Natwork | @ Rasponses | W Repors | 0 Script| ©) Satings | 8 Utiltas
P
A 10.15.4.210 - SPIDER - Windaws X9
Wost Informatsen
Itam Vs
ScanTirne 3/1/2008 10/ 24112 80
MACAZdrats 00:0C139:00100: 41
08 Windows %P
Work station Y
Sarver v
NY Y
Pothr ’
4z
ForcelogOHTime
Peddistian
Windows Audit Settings
Path
ADMING spadal CAWINDOWS
cs Teadal c
pct Share
Users
Usner Name tnabled Prow PwdNotiegd
admin . ADMIN "
Adminustrater ¥ AORIN L]
ot N GUEST
< N t‘q(pﬂ)) sant “ :,n-_clgfr N @
Facty: C:\Conamants and SettngsiShudentitty Documents My LveOucover Dokl aDmsover-Ditsbase kid
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Lesson 4 - Volatile Data Analysis

Introduction Volatile data on a system can be very valuable to an investigation.
This information typically holds information regarding activity
that is occurring during the investigation, but can be completely
lost when the system is powered off.

Purpose of this The purpose of this lesson is to introduce you to the functionality
Lesson of LiveWire Investigator.
Objectives After successfully completing this lesson, you will be able to:
e Conduct an initial inquiry of a system
e View the current open files on a system
e View the current network connections and configurations
e Image RAM over the network
In this Lesson The following table shows the contents of this lesson.
Topic See Page
LiveWire Initial Inquiry 12-40
System State 12-49
Current User Activity 12-55
Active Network State 12-68
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LiveWire Initial Inquiry

Initial Inquiry When performing an investigation or analysis of a system using
LiveWire the first part of the process is the initial inquiry. This
will retrieve information from the remote computer that is
available at the current time. It must be noted that all live systems
are dynamic; therefore, if information is gathered at a later time it
may be very different. If an individual workstation is being
monitored for illicit activities, the initial inquiry must be
performed as those activities are occurring.

The initial inquiry and other intensive analyses do have the
potential to degrade the performance of the suspect machine.
Therefore, it may be possible for the user to become alerted of
suspicious activity that affects his or her machine. An advanced
user with authenticated credentials to the local machine may be
able to determine that the analysis is taking place. These concerns
must be addressed depending on the circumstances of each
individual investigation.
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LiveWire Initial Inquiry, continued

Procedure: Follow these steps to begin an initial inquiry of a Windows XP
LiveWire — Initial  machine using LiveWire.
Inquiry

Step Action

1 Open LiveWire from the Windows Start Menu by
selecting: “Start > All Programs > LiveWire > Launch
LiveWire.” Login with the Investigator ID and password
created in a previous lesson.

2 To begin an investigation an Inquiry must be created.
On the Select Inquiry page click Create a New Inquiry.
If other inquiries already exist on the system, you would
have the option to go to an existing inquiry.

A LiveWire: Select Inquiry - Microsoft Internet Explorer

Fle Edt Vew Favorites Took Hep I
OI:ed - x] (&) @ | O seerch Faortes ) 30 2 B 33
iccress | ) hetps: [flocabiost festnfi ol v B s »

LiveWire '
Investigator = -
-
\ P
Select Inquiry
Select one of the followmg mauines, or create a new one
No existing inquiry 1s currentiyavailable for selection.
You may create a neve ong, or insert a disk containing inguirtes and [refrech ] tins Bst,

| Craate a New Inquiry |

To update the inquary list after attackang an external disk to the Live Wire machine, click [refresh]

Log out of Live\Wne
Logged m user user [account megmt] Select Create mquiry
View LiveWure andit log | View merged logs

Page generated on Tus Jan 01 232730 EST 2008

&l 8 S iocalintranet
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LiveWire Initial Inquiry, continued

Procedure: LiveWire — Initial Inquiry, continued

Step Action

3 Complete the inquiry information as needed, and then
click Submit Inquiry Information.

Notice that for these lessons we will be saving the data
to the default data location. If data needs to be
preserved as evidence, it’s always best practice to save
it to a forensically clean location, such as an external
wiped drive.

A LiveWire: Create a New Inquiry - Microsoft Internet Explorer

fle £dt Yew Favortes Jooks belp s

GP-:D -3 | fj ;] : - Seach 7 Favortes {_‘" }~ . ‘.S

s | @) hetps:fdocabostjnevindl. ol v B o >
Create a New Inquiry A

Fill 1n thes form and chek the *Submet Inquiry Informatron” button to start a new mequery. The new inquiry
may be associated with an exsting case by selecting from the drop-dowm menu or by typing the case
manber manually Entenng a new (unused) case number creates a new case to contam thes inquiry
Except for *Additional information,” all fields are requered

Case number: 123145
Case titie: | Test Case

Principal investgator.  |User

Inquery name or mnemonsc. | Volatde Data

Location for dataand | C\LmeWwr¥Online\OF S\data ¥
evidence

Tane zone for datefime | LiveWire machee's curent time zone (EST) v
reporting;

Addnonal mformation: |This space for addivional comments.

[___Submit Inguiry Information ] [ Reset Fields |

&1 Done 8 S wocal intranat
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LiveWire Initial Inquiry, continued

Procedure: LiveWire — Initial Inquiry, continued

Step Action

4 Next, the target OS must be specified. Select Windows
XP Professional from the drop-down list. Then click
Submit Target OS Information. This information was
gathered from the earlier LiveDiscover lesson.

2 LiveWire; Target OS Information - Microsoft Internet Explorer E\@‘@
Fle Edt View Faworites Tools Help "/
0 Back = > x| :": ; P Search S 7 Favorkes Q}\v o b = E :‘
Auddress | ) Wrps:/flocahost{rewefa. v B ks ®

LiveWire e’
Investigator =
B S

Target OS Information

Please specify the operating system for the target machine of this inquary (case number:
123145, inquiry: Volatile Data)

Operating system: | Windows XP Professional (32-bit) v

| Submit Target OS Information |

Log ont of LiveWire
Logged m user: user [account Select/Create inquiry
mgmt] View LiveWire andit log | View merged
logs
= _ i S v
£l 8 4 Local inranet
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LiveWire Initial Inquiry, continued

Procedure: LiveWire — Initial Inquiry, continued

Step Action

5 The Target machine Information page is displayed.
Using data gathered in the Discovery lesson, enter the
following information into the boxes and click Submit
Target Information.

For classroom purposes, the IP address will be provided
by your instructor.

For the Administrative user to run commands as use:

Admin
2 LiveWire; Target Machine Information - Microsoft Internet Explorer E@E
Fle Edt View Favorites Tools Help w
onk . x‘] 2'1 ; - search ¢ Favorites e“- v S 3
Address | @] hittps:]flocalhostjnewmfi2.pl viBJeo ks ?
Target Machine Information A

Please describe the target machine for the new mquiry (case number. 123145, inquiry:
Volatile Data). Except for *Addstional information about the machine," all fields are
required

Host name or |10.15.4.210
IP address

Admnstrative | Admin

USErLO MUR  This yger must have A dministrativefroot privilege on the target machine

commands as (See special instructions for Windows XP below)

Account & Local machine account, or
location' ) Account m the Windows domain
Access [V Windows Management Instrumentation (WMI)

methodsto [V SMB/CIFS Gincludes administrative file shaning and service manages)
use

Addional
mformation
about the
machine

| Submit Target Information | [ Reset Fields ]

"~
v

& 8 St
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LiveWire Initial Inquiry, continued

Procedure: LiveWire — Initial Inquiry, continued

Step Action

6 The next page you to review the information entered
before creating the new inquiry. Check the data and
click Confirm Information and begin the inquiry to
continue. Once the information has been confirmed, it
can not be edited. If the information is incorrect, a new
inquiry must be created with the correct information.

3 LiveWire: Confirm New Inquiry Information - Microsoft Internet Explorer

Fle Edt Vew Favortes Took Hep g
A pock - ) (A < ) 3 %
Qe ) %) 2 D seath i ravontes ) A= B §

£] https:jflocahostinewré (3.0l v Go

Confirm New Inquiry Information

Please double-check and confirm the new mquery and target nformation below. If you find any ervors, chick
*Go Back and Edit’ to retum to the forms
Case rumber: 123145
Case titie:  Test Case
Principal mvestigator  User
Inqury name or mnemonec:  Volatile Data

Locaton for data and
4 C:\LiveWire\UnLine\DFS\data\123145 VolatileData Naxpglbu
evidence = -

Tine zone for dateftime  Live\Wire machine's curvent time zone (EST)
reporting

Addmonal wformaton This space for additional comments

Target machune. 10154210
Admeustrative user 10.15.4.210' Admin
OF Windows XP Professional (32-bit)
Access Methods: wina smb

Other Info

£] 0one S 4 Local rhranet

01/09 For Official Use Only — Law Enforcement Sensitive 12-45



LiveWire Investigations Network Intrusion Responder Program

LiveWire Initial Inquiry, continued

Procedure: LiveWire — Initial Inquiry, continued

Step Action

7 Enter the password for the user on the machine that has
administrative rights to the victim/suspect machine and
click Use This Password.

For classroom purposes, use the password: password

A LiveWire: Targe! Machine Password - Microsoft Internet Explorer

Fle Edt Wew Favorkes Took  Hep o
¢ N (AN A P

Qus~ O W @G P drrens @ 3- 533

Agdress | i) Mips: Jlocabost jost pwd ool v Go tris *

Target Machine Password

Please enter the password for admunsstrative user 10.15.4.210'Adinum on machune 10.15.4.210 below
The password s requered to acquere data from the target machine

- Passwords are cached imtil yon log out or retwum to the mquuy selection screen. -

To protect the mtegnty of the target machune, be sure o log out when you are firnshed

Password for 10154210 Admin@10.15.4 210 sessssse Use This Password
The Live Wire machme’s curvent tume when this page was generated, for venficaton purposes

Tue Jan 01 23:46:46 EST 2008
(Thas tame is in the tme zone selected for the inquiry.)

Logged mn user nser [account meme]

L { LiveWi
Cass F133145 Select/Create inm“‘ g
Ingquiry: Volatile Data [detals] View inquity lo
Inguiry target 10.15.4.210 [log in to target ""‘—m“‘! 1 :
Target admeustrative user: 10.15.4.210' Admin A by ropsit| Nicw ropest
Target network login user: 10,154,210 Admin e

&) Doew S S tocal intranst
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LiveWire Initial Inquiry, continued

Procedure: LiveWire — Initial Inquiry, continued

Step Action

8 The next phase is to begin the initial acquisition. This
phase allows you to select all the data you wish to
retrieve for analysis. Verify that all boxes are checked
and click Acquire Data.

2 LiveWire: Initial Acquisition - Microsoft Internet Explorer

Ble Edt Vew Faoites Jook Help 4

O - @ [ @ @ P Grroenss @ 3 5 E B

Sdcvess @] hitps:{flocalhostfacqritfenker.pl v Bso
Acquire Data Data -
Disk Data Analysis Display

Initial Acquisition

Select the instial acquisition operations to be performed

1. [FSecunty event log 16, [MLogged in user(s)

2. [V System event log 17 SME connection list

3. [¥ Applicanon event log 18 [ Open network shares

4. [“IEthemet statistics 19, []IP mterface configuration

5. [@ Network protocol statistics 20. [“]Ethernet ARP table

6. [ Current tme and date 21, [Z All network connections/isteners
7. [¥ General system information 22. [V]IP routing table

8. [“ Environment vanable defiranons 23 [¥Local NMB network

9. [“Running process information 24, [“|Files open by remote machnes
10. @] Process thread mformation 25, [¥NetBIOS local name table

11. [E Regstered services 26. [9User account list

12. FRegstered dnvers 27. [MUser account groups

13 [ Open handles 28 [ Startupflogm iters m registry
14. [lLoaded DLLs 29, [@Startupilogin items in profile

15. [P Process/port associations directonies

Select All | Select None

@tmestampCheck@
.

< >
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LiveWire Initial Inquiry, continued

Procedure: LiveWire — Initial Inquiry, continued

Step Action

9 Once the acquisition has completed, a page similar to
the following will be displayed. This will allow you to
verify that the information was retrieved from the
suspect machine successfully.

3 LiveWire: Acquisition Results - Microsoft Internet Explorer g
Ele Edt Wew Fawodites Tooks Help i
Qe - 2] [B] 0 POseach Siprevotes & (- 05 A B

ﬁ hitps:flocahostfacgni fdoacy. pf v . Go Lrks *®
Acquisition Results £
Inihal acquesstion progress
o Setup connections .. done. (Cormectad via smb ward)
1. Secunty event log b
2. System event log .. done v
3. Applicaton event log
4. Ethemet statistics . done v
5 Network protocol statstics stk
6. Current time and date .. done
7. General system information ... do
8 Enwronment vanable defintions . ¢
9. Runnng process informaton ... dor
10. Process thread mnformation
11, Registered services ... de
12. Regstered dnvers .
13,  Open handles ... do
14, Loaded DLLs
15. Processiport associations ... done via smb
16. Logged inuser(s)... done wmas
17, SMB connection hst ... 4
18. Opennetwork shares .. done
19, IP mterface configuraton
20, Ethemet ARP table . done wia sm
21. Al network connections/listeners ... done wa smb.
22 IP routing table ... done v
23, Local NMB network ., done ma sx
24. Files open by remote machines
25 NetBIOS local name table ... dor a
&) bene & N4 Local rtranst
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System State

Overview The previous section explained how to conduct the LiveWire
initial inquiry on the system for analysis. This section will
continue to explain how to capture volatile data on a system in
order for the data to be analyzed.

Procedure: Use these steps to view the acquired system state summary. This
LiveWire — section continues from the previous section.

Display Acquired

System State

Summary

Step Action

1 Click the Data Display tab.

2 Scroll down the Inquiry Summaries section. Click the
System state information link.

2 LiveWire: Data Display - Microsoft Internet Explorer

File Edit View Favorites TIools Help "

Q- Q XN RAG ) search 2 Favaries ) - & 3

Address | ] hitpsi/localhost/delspla/enter ol B> EL
T5ata to display [SElEeTone. ] [ TSPy SERTET ST T =

Registry information:

Display raw registry information in XML format, including modification times and ACLs

Display Entire Registry

Ezport raw registry information in Microzoft Windows . reg format (which does not include modification times and

ACLg)
Extport Entire Registry

Raw disk & memory images:

Select an itern from the drop-down menu to display an acquired disk imags o memory dump

Disk image to display: | [None has been acquired] ¥ | Display Selected Disk Image ]

Memory dump to display: | [Select ane.. ] v [ Display Selected Memory Dump ]

Tnquiry summayies:

o System state information
A cquired files and directe

¢ Acguired taw disk and memery images
¢ Remote file and disk searches

¢ View all annotations

o Incuiry information summary

€] 2 % Lacalintranst
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System State, continued

Procedure: LiveWire — Display Acquired System State Summary, continued

Step Action

3 The acquired system state summary page will be
displayed. Links for details about each item is available
for all items. You may analyze information gathered by
selecting the [display] link next to each item.

2 LiveWire: Acquired System State Summary - Microsoft Internet Explorer,

Fle Edt View Favorites Tooks Help

A = . . N 25
OBack - Q Iﬂ \EL‘ W O search Favorites {2} - & =8

address | €] hitps:flocalhostiddisplaysummary plztype=state v EBco ks ™

~

Acquired System State Summary

Each acquired piece of system state information 1s bisted below. Click on an mdividual entry's [display] link to view its
raw contents, as well as more detailed metadata. D35 checlsums are those caleulated when the data was acquired

It may be useful to print this page to corroborate file integnty checks at a later date
This page was generated on Mon Mar 10 13:30:20 EST 2008

Total number of items: 29
All network connections/listeners  (raw data file: a11conn) [display
Acauired at: Fri Mar 07 14:19:46 EST 2008 by user from localhost
Size: 3324 bytes MD5: 63db1fezas5£7933a830157datceaadnd
Ethernet ARP table (raw data file: arpranle) [display
Acquired ab: Fri Mar 07 14:19:45 EST 2008 by user from localhost
Size: 108 bytes MD35: 52829¢9593305649963£6007193 41dbE
Loaded DLLs  (raw data file: a11s) [display
Acquired ab: Fri Mar 07 14:19:34 EST 2008 by user from localhost
Size: 75564 bytes  MD5: d3e422db55897d2d95b618b1a67d0405
Registered drivers  (raw datafile driviist) [display
Acquired at: Fri Mar 07 14:19:31 EST 2008 by user from localhost
Size: 21158 bytes  MD5: 40eb84c0eees3£6001462a5270339220
Environment variable defmitions (raw data file: environ) [display
Acouired at Fri Mar 07 14:19:25 EST 2008 by  user from localhost
Size: 670 bytes  MD35: 7occcb185£a4050b10580902 7E7hT80khE
Fthermnet statistics  (raw data file: etherstat) [display
Acquired ab: Fri Mar 07 14:19:17 EST 2008 by user from localhost
Size: 191 bytes  MD35: 957c32£c2b2814221£3a12383 7haso1d

&) 2 % Local intranet
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System State, continued

Procedure: Follow these steps to use LiveWire Investigator to acquire a
LiveWire — snapshot of the RAM and acquire entire system registry. It is
Acquire Physical always best practice to acquire the most volatile data prior to
RAM and the collecting other less volatile types of data.

Registry
This section continues from the previous section.

Step Action
1 In the tab area at the top, click the Acquire State tab.

2 LiveWire: Acquire State Information - Microsoft Internet Explorer

File Edt View Favorites Tooks Help o
. \ Al @ < i =y
Qe - © \ﬂ E’I () ) ssarch 5 Favoritss {2 Y=
address | €] hitps:fiocalhost/acastatefenter.pl 1=
Messenger

LiveWire e\

—

i Rty
Investigator == '

Acquire Acquire Disk

State Data

Acquire State Information
‘Windows Registry:
o Browse the registry on the target machine
o Acquire entire registry (selecting this link initiates the acquisition process)

Memory:
o Obtamn a snapshot of physical EAN (selecting this link mnftiates the physical memory dump acquisition process)

Logged in user: user [account

Log out of LiveWire
CaSE. bt I Select/Create inquiry
Ungpicy 115 [[dieile] T e s
e Add annotation
Target administrative user: 10.15.4. 210" Adimin (password cached) Add to re mm
Target network logm user: 10.15.4.210'Adinin (password cached) e e

Page generated on: Fri Mar 07 15:16.44 E3T 2002

&) 5 % Local intranst
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System State, continued

Procedure: LiveWire — Acquire Registry and Physical RAM, continued

Step Action
2 Click Obtain a snapshot of physical RAM. This may

take a few minutes depending on the size of RAM and
current load on the system.

A LiveWire: Memory Dump Started - Microsoft Internet Explorer E”Elg‘
File Edt Yiew Favorites Tooks Help 14
Qe - @ ¥ @ @& ) search ¢ Favortes {2 A=

e | ] hips:fflocalhostjacastate/dunprem gl VB ks ?

LiveWire =’
Investigator “:‘; h—

Acquire Disk

Data

Memory Dump Started
The memory durp has been started as a background task,
Return to the Acquire State page

View the status of the memory dump (including other background tasks in this mquiry)

Logged in user: user [account momt

Log out of LivelWire
CaSE. bt I Select/Create inquiry
Ungpicy 115 [[dieile] T e s
e Add annotation
Target administrative user: 10.15.4. 210" Adimin (password cached) Add to re mm
Target network logm user: 10.15.4.210'Adinin (password cached) e e

Page generated on: Fri Mar 07 13:26:27 EST 2008

&) Opening page hitps:jflocalhostjacgstate/dumpmenm.pl. . (0 | ) % Local intranet
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LiveWire Investigations

System State, continued

Procedure: LiveWire — Acquire Registry and Physical RAM, continued

Step

Action

4

Because it may take a few minutes to complete, the
Investigator can click Status of the memory dump to
view the physical memory dump status as it is being

captured.

2} LiveWire: Status of Background Jobs for, Inquiry 15 (Case 123) - Microsoft Internet Ex... E][Elg‘
#

Eile Edit view Favorites Tools Help
N A E
b Y ) [~ L = 28
& >} \ﬂ |§‘ O, Search 5. Favorkes \l =) E ._\“

Address ﬁj https:fflocahostfviewiobs  plzmfikey=5 v . GO Links

LiveWire " _
i o
Investigator ‘Lw‘“ e
Status of Background Jobs for Inquiry 15 (Case 123)
There are currently no background jobs actively running in this inquiry

Job: Dump physical memory (RAM), Cormpleted
Btarted: Fri Mar 07 15:28:33 E3T 2003

Logged in user: user [account mapmt Close this window to return.
Page generated on: Fri Mar 07 15:20:37 EST 2003

é ‘-J Local intranet

@'] Done
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System State, continued

Procedure: LiveWire — Acquire Registry and Physical RAM, continued

Step Action
4 Click the Acquire Tab, and then click Acquire Entire
Registry. This process may take a few minutes to

complete.
A LiveWire: Acquire Entire Registry - Microsoft Internet Explorer E”Elg‘
Fle Edt View Favortes Tools Help &

Qe - © \ﬂ @ ;\J /-‘ISearch ‘iﬂt(Favuntes & - \77 3

e ] hisps:filocalhostacastate/alres ol

VB ks ?

LiveWire et -
Investigator #==

Acquire Disk

Data

Acquire Entire Registry

Accuiring the entire registry from the target machine (this may take a few minutes) ... done.

Tou may view the registry durap in the Data Display tab.

Logged in user: user [account momt

Case #1123 Select/Create inquiry
Inguiry. 15 [detals] View inquiry log
Ineuiry target: 10.15.4.210 ol i
Target administrative user: 10.15.4.210'Admin (password cached) Add to re "m
Target network logm user: 10.15.4.210'Adinin (password cached) e e

Page generated on: Fri Mar 07 15:21.49 E3T 2002

& Done ) % Local intranet
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LiveWire Investigations

Current User Activity

Overview

Procedure:
LiveWire —
Current User
Activity

The previous section explained how to gather the current
information about the system. This section will continue to explain
how to examine the gathered data to see what the current user’s
activities are by looking at what is currently open and running on
the system.

Follow these steps to conduct an analysis of the current user
activities on the system using LiveWire. This section continues
from the previous section.

Step

Action

1

Click on the Data Analysis tab to display the following
page. This page contains links to view the various types
of information previously gathered.

A LiveWire: Data Analysis - Microsoft Internet Explorer El@gl
I

Elle Edt View Favorites Tooks Help o
»

083‘* o ‘1 ;': ; - Search ¢ Favorites e) 3 = 2

Adiress | @] https:flocalhostjanslysisjenter. pl v B o

Data Analysis

Port and process mformation:
o Running processes
o Open network ports and associated processes (with host name lookups)
o Open network ports and associated processes (without host name lookups)

Event log analysis:
o Security events
o System events
o Application events

Account information:
o Local user accounts
o Local group informaton

NetBIOS mformation:
o Local NetBIOS names
o Shared network resources
o Network resources connected or in use
o Local NetBIOS network

TCPTIP network mformation:
o Routing table

Acquured file analysis:
o Acquired file search

Malicious file detection: v

&] Done & S Local ntranst
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LiveWire Investigations

Network Intrusion Responder Program

Current User Activity, continued

Procedure: LiveWire — Current User Activity, continued

Step

Action

2

Click the Running Processes link to view the active
process currently running on the machine. Notice that
some of the process running is TrueCrypt.exe,
soffice.exe and soffice.bin. This tells us a little bit about
what the current user is doing on the system at this time.

2 1iveWire: Rening Processes - Micrasolt iaternet Lxplorer

S L Sew Fyortes  Joch  teb >
Qe - = Y s Serens € L0- 5B
) Yoo (et oalarmhssionoctstie of v B =
Running Processes s
Clack ueres bevling e sort by that cotume. The curent soet colisen 5 matated i beld and by ascesding!descendog bars, to severse the
dree he scet, chek that column's headeg
More D'uuiut maho na' W a particular process vn_\H by chckng on that process's name o the first coburn. Tenes are gwen in
biubosenn 55 sasec foemnat, and start tmes are comrected to LaeWire's clock
Procesves remaing durimg nitisl acquire
#of | #of [Memery|] User | Kernel Flapyed
Priority Threads{andlesflse (KBY Time ‘ Time Time
System e Frogess | 0 0 1 0 16 0000 14236750
Systees L} 8 57 2 217 @000 0010.547 -
sevied exe 268 8 1 5 385 o001 00016 000375 Tue Jas 01 235307 EST 2008
oaploerr e 456 8 10 393 15514 000304 204313 3‘243‘69 Tee Jaa 01
mss evs 504 1 4 2 393 00016 000234 14321922 TueJam 012
witny.ene 528 8 1 & 17‘30 Q0016 00047 )42422‘97 Tueln o1
Vidwure Tray ene 548 8 1 23 96 Q0031 000141 14241 734 Tue Janu 01 22
VitwieeUser exe 556 8 1 ) 2576 Q0063 o042 ldtdl ns MJ;O!.ZW.IGBT"MB
213 rxe 632 13 1 4 1584 002719 002328 2116 Tue Ja= 01 220946 EST 2000
wrlogon, e 556 13 18 453 257 000453 Tle T 01 220947 551'2008
sEraces exe 700 9 16 3875 000 1
tsa0s. exe nz ] 21 001!13
sathoit exe (173 3 21 235 4829 00016 000238
wthot exn L ) 1 255 3998 00047 000469
wefire mym 24 R 1 121692 0n016 00031 ¥
&

All the items under the Process Name are currently
running on the system. Click on soffice.bin to see what
is associated with that active process.
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Network Intrusion Responder Program

LiveWire Investigations

Current User Activity, continued

Procedure: LiveWire — Current User Activity, continued

Step

Action

4

Scroll down to see what .doc file is currently opened by
the soffice.bin process. Click on the link
M:\anarchycookbook — credit card fraud.doc.

2 LiveWire: Detafled Process Information - Microsaft Internet Explorer B
»r

Be Ede Wew  Favortes  Jooks  tel

O © [ @G P Srrouns @ (3-
] Ptz focshostiansystslrocdetal. pipkd=1002 v B

Sbe Fie C:\DOCUNE~1} Srudent) LOCALE~Y 2un. g\ Vo . a

5c0 | Event

Sc4 Event

5¢8 | Event

Soc Event

540 | Event

544 Fie Ci\P, e 21080 13\ program reso! ¥630en-U3, res

543 | Fie Ci\Program Files\OpenOffice.ory 2.3\program) rescurce) =vx680en-Us.ras

Sdc Event

Se0  Event

Sed Fie E:\anarchycookbook - credit card fraud.doe

5e8 | Event

Sec Event

5f0 | Fie \Device\NanedPipe\ 081 PIPE $-1-5-21-662003330-448539723-1801674531-1003 %

5f4 Event

5f8 | Event

Sic Event

600 | Token

604 Port

608 | Port

60c Key

610  Key

614 Key

618 | Thread

6lc Key =5-23- - = 7 &

620 | Event

624 Event v

AREGISTRY\ USER\ S~1~5-21-662003330-448539723+1601674531~4003 CLASSES

APEGISTRY\ D3ER\8+31-5~21-6682003330-448539723-1601674531-3003 CLAS3ES

AREGISTRY\USER S~1-5.23-6B2003330-448539723 1601674531 -3003 CLAS3E3

-

& S S ok viraont
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LiveWire Investigations

Network Intrusion Responder Program

Current User Activity, continued

Procedure: LiveWire — Current User Activity, continued

Step

Action

5

The location of that file opens and you can view details
about the file. This also allows you to view what other
files are stored in that directory. Click on
anarchycookbook — credit card fraud.doc to acquire
the file.

3 LiveWire: Browse Files for Acquire - Microsoft Internet Explorer i
Fle fk Yeow Foorkes Jook rep b

Q- © RNEAG Poe foreens @ 3- BB

&) tetps: idocabatinooflesitambrowss phmpdr s snarchycockbook 20-Ha0credt N 2cardh2tirad de. | g &0

Browse Files for Acquire

Chek on a drwe or folder to enter that directory. Click on a fe or its comespanding acquire scon () to acquire
that file from the target machine Click on a directory's acquire iwon (C@aP) to acquire that directory and all its
contents (acqunng large drectones may be Sow). [f you know the full path to a directory you'd Bee to explore,
enter & a the bottom of the page

Files and directones that bave akeady been completely acquered are highlighted tn green (). For acquired Ses &
directones, clickmg on the magrefying glass won (Q) displays the comresponding acqured file or drectory
properties

Chek on a colurmm headmg to soet the drectory's Bles by that cobumn, chck on 1t agan to reverse the drection of the
sont

Cuvent divectory M-\

Q (tom N A entring
i

& M:\ [xed] 2entnes Modified: Mon Dec 31 235957 EST 1979

Modification Time

)OOK,_VERSION 2006 - ToC

doe

5 ANARCHY €00 P 1552 bytes  Tueden01 203105 EST 2008

N anazchwgookbook - credat card frand.doc W bytes  Tue JanOl 202729 EST 2008
Enter a full path bere to punp to that drectory. Go to Diractory |
v
2] 8 83 Locd it
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Network Intrusion Responder Program LiveWire Investigations

Current User Activity, continued

Procedure: LiveWire — Current User Activity, continued

Step
6

Action
Now the file has been successfully acquired. To view
the file in the hex viewer, click view the acquired file.

LiveWire: Acquiring Files - Microsoft Internet Explorer

Fie Edt Vew Favorites Tods Hep

N N » 3 -
Qe - ) [x] B €@ Psewch Sirrmorss &) 3~ L GF B
Sdess | ) Nitps:iflocahast | scafilesigatfles. pitype=Tie;name=tt:ians dhycoolbooke20- 20 edk % 20card el ¥ | [ G0 ks

LiveWire ="
Investigator =

Acquire Disk
Data

Acquiring Files

File acqusition progress

H:\anarchycookbook -

credit card fraud.doc = (MDS febds1128d3063eefc3S1cd84er3b1B, St 86526 bytes)

1 file/dir acquired successfully

The selected file acquisition is done. You can

e go back to the file browser to acquire additional fles

e go to Data Display to view the acqured file B:\anarchycookbook - credit card fraud.dec

D S Locd ntranet

01/09 For Official Use Only — Law Enforcement Sensitive 12-59



LiveWire Investigations Network Intrusion Responder Program

Current User Activity, continued

Procedure: LiveWire — Current User Activity, continued

‘) LiveWire: Acquired File Display - Microsoft Internet Explorer
Flle Edt View Favorites Tools  Help e
Oﬁatk -Q ﬂ \E‘ ;‘, /.V:SEar(h Favartes (%) - & E j“
address @] https:/localhostiddisplayjfile. plzpsth=F:\anarchycookbook#20-420credi % 20card®s 20Fraud.doc v B s ?
. . . ~
Acquired File Display
F:\anarchycookbook - credit card fraud.doc
The Hex Viewer is being used. This wiewer was selected based on the data's contents. Alternatively, you can
== display as text => yiew mmages and other media in your web browser
== extract test strings from raw data => download raw data to your disk
Each line shows 16 bytes of data beginning at the hexadecimal offset in the first column. The 16 bytes are in both
hezadecimal and ASCTI, unprintable characters are shown as = in the ASCII colunn. To search for raw hex values, use
the regular expression search and precede each byte by  x; for example, to search for the pattern 20 00 03, use a regular
expression of | xa0y x00Y x09. Search results are highlighted
Search for | exact string {including Unicode) v
Jump to First Match
HEX VIEWER: Displaying Bytes 0-799 of 86528
next page (2) >
0 last page (109) >>
Ox0: a0 of 11 =0 al bl la el 00 00 00 00 OO 00 OO OO0
0x10: 00 00 00 00 00 00 00 00 3k 00 03 00 fe £I 09 00
0x20: 06 00 00 00 OO0 00 00 00 00 00 00 00 02 00 00 00
0x30: af 00 00 00 00 00 00 00 00 10 00 00 0z 00 00 00
0x40: 01 00 00 00 fe £f £f £f 00 00 00 00 00 00 0O 00
0x50: 80 00 00 00 ££f ££f ££f £f £f £f ££f £f £f £f £f ff
0x60: £f £f £f ff £f £f £f £f f£f £f ff £f £f £f £f £f
ox70: ff £f £f ££f £f £f ££f £f £f £f £f £f £f £f £f ff
0x30: £f £f £f ff £f £f £f £f f£f £f ff £f £f £f £f £f
0xS0: ff £f £ff ff £f ff ff £ff £f £f ff £ff £ff ff £f ff e
& 2 84 Local intranet

12-60 For Official Use Only — Law Enforcement Sensitive 01/09



Network Intrusion Responder Program LiveWire Investigations

Current User Activity, continued

Procedure: LiveWire — Current User Activity, continued

Step Action

8 In the Search for pull-down menu, select case
insensitive exact string (include Unicode). Then input
the word credit as the string. Click Jump to First
Match.

How many matches where found?
The first match was on what page?

‘) LiveWire: Acquired File Display - Microsoft Internet Explorer

Flle Edt View Favorites Tools  Help e
O Back (L) ﬂ \E‘ ;‘, /.' ) search /' Favorites & A=
Address (@] hetps:{flocabhostjddisplayyfile.pl v B ks
~
Each line shows 16 bytes of data beginning at the hexadecimal offset in the first column. The 16 bytes are in both
hezxadecimal and ASCI; unprintable characters are shown as = in the ASCII colummn, To search for raw hex values, use
the regular expression search and precede each byte by 4 x; for example, to search for the pattern a0 00 03, use a regular
expression of | xa0t k001 x09. Search results are highlighted
Search for | case insensitive exact string (incl Unicode) v credn|
Jurnp to First Match
Matches found: 24 .
< prev page matching next page matching (85) >
=< first page matching (24) (page contains matches 1 - 3 of 24) last page matching (104) >=
hide search results
HEX VIEWER: Displaying Bytes 66400-67199 of 86528
next page (85) >
last page (109) >>
0x10360:
O0x10370:
0x10380:
O0x10350:
0x103a0:
0x103b0:
0x103c0:
0x103d0:
O0x103e0:
0x103£0:
0x10400: Credit
0x10410: CHarrHde HFHE
O0x10420: asuscd Crohrarp
0x10430: tHeurd H2H HfHr
Ox10440: =R trohee &
O0x10450: neia‘recshoyicio o
& 2 84 Local intranet
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LiveWire Investigations Network Intrusion Responder Program

Current User Activity, continued

Procedure: LiveWire — Current User Activity, continued

Step Action

9 Now let’s change over to another useful view mode, the
text view mode. At the top of the page, click the link
text beside display as.

LiveWire: Acquired File Display - Microsoft Internet Explarer

Ele Edit Wew Favorites Tools  Help
Qs - © ¥ [B @b O seach Fprovaries € - =8
Address | hrtps:/flncalhost ddisplay file.pl v a Go Links ™
£
Credit Cranpad Farsasusd
Cohsgsprteesrs aZn AEAr tehres sasnsasracrheyicaosn orosks sfsosusnEds 5@
DEGREEpE A AuE R, 18 R 3R T —n R - Le i nE e s, HorrEge/ HernEeR reEhE yEeRo R0 kebro R0R ke , AhEtEm
z el didie Crarradd “Frrsaiuid
Brys wTahrgs #Jwoslsliys “Repigiesrs sFAQRCH “mA0sgits Houfs Hysodwd soEutt
THhFENEren, n AmEoRnAerys ningn nhRgfrsds RLAQn mpmonmeer by UmnERiElE mnEoEwR:A RUALRTRR
TENMER HYEeCEEANALA EaAdsVEERNACE SOEER HPAlARRSAEiECH ApEosnsesys f («ONTHEMQEINEY =crasredsss)
ints siess fefmESAys StEos FusSAEd ASfosmEesosnies seslisses!sss solEleld ity scrasrads stio
ospadegrrs stahees AiftEesmAs AysoAus sheasvAes sadlivsasyrss sdiesseisrsesds sifns sliisfres.
Tahses Hestiadkierss dasries Mhaisgahi, s AbEWALE StihEes ApHarysosfAfs MixsH HwAOMCMtahi HiNtH,
SHbHeRpH KOADHEH : Grertrtrinnigs stihies JGUENENENEN Forairads @iMnsERORTimd At E Liosn
FriMragHts HOUELNER,H MydoMus MmEuRskti HodkRLEaRiind ApRhEeR HoHCHUCHiaRli HiNgHesmA:
sRosmEEEoEnses ' ngn SEUEMENENANEY sciasreds sneusmehEesra. s aTehees FREERSSLE SWAGAYE GLAO0 RgREST
credit crasrad nEURHE R e e S ins teo trankae tohoe boloure L s o]
usssesds sisns sas S@UEMENEIIEY] orrrids SLAERAENESHEACATAIFOSNE GRALH SyEORuSEd @ lapmesasl
drEspARRERLAMAEANALA ASAtAprrAed.s sTihiesgaes Aoradnd swsgruseslaloys sbres sfsoswsnsds sisn
trheer HgHadrdbHadgaer HoHaMnd SnHeHKEtd HpHoH HtEhEesd SpHesgeidsHtHesrrH, QHCH HEHQHEH HtHhde:
megECHEs SdRRRCHiNDEgE, s Ciend stihied geascibrargies sdeusmeprettie bresheisnsds stehie
SnumQRERen.n XBAWACH,r Adnunes npEon AtnhEen HlESNrRgREn MaEMAORUANECR HORfr -DNENENONINGE cnarrm
£REERAURdE, @ FWAGRRSYE SSEURORCAEESH ShEGEVEEH SOEPHTHEHE AUEQE AUSSRER Had SCSGRrARE0Ans LEessHs
tersasnesrascitsifosns sscheesests,s sweaskeisnsge steherifnegess smeusesh mEosrre
deisfafrineruslate, s sTaheings aisgs swihegsrses sys0susrs ApsheOfmfes ACrOAMIERSH Aisn
heesnEdiys .5 AFALREASHEE, H ALHOMORKA Huspd MSHORmieXoAnses Miknd dtihiesd sprhroindes shroroki,
asneds HoRbEtHERiAnd KadsH AmAMMCHhE HiXndEHOArAmTadtHinosnn Fadsd Aprodsissishilied darbionusit
trhHesm, 2 HTohaexns, % SdiusCRisnigs Hh¥ussHisntersiss HREQRUMIESH, R MeHaRlElE Ridns Hax EvHeRrCHy
CHOERAVEIENECHINnMGE EVEORiRGHER H-% EMEHEEHlAlRGH, ¥ HCHhRiNSE Hisgs HJHOHhEDE HDHQHEH LETHOMM!
trohoe Veinssa Credit Crasr=d Farsasusd IrneyeesSataiagrant s inornes
DeEspHRRrETImAEA N Wees shegsvees shresesns sisnsfrosramsesds steohegsts sysosusrs sEUEdeldd
crasrads smemsys cheasvees chresesnd susseesds AEAOATA AfAEAasusdAulLREMncts SpAUACApAOASiERse,
sHoR AwRikldld Aysodud HpHlieraMsied Sriededds HoREAfR stihAer snAusmedbderrisd HedpHpHeraFrsifndg
OHDE HyHORUMIH HVAiMEH@H HCH@MCMGE HEROMCH MvHERCHiMEHINCHaHURINOHNH, "M KOMLH HCHOMWACESHEH,
URSFEN AYEONUALA MifmEaTgR iNRRENCRinOnsin nBAerlilrenveen HiNTE GORLR RRRQATE, X SHARTHAY
pHEEgEpElEes HWyAimlElE HfsaslMle SfHOErE MCHRALiNSE HPHIEOAYH HeEnAde MGRiEVEES HOHUMCH AUEhEEHiEL
oirie d ity sisnefrosramactrisosn Megrus, s sasssssusmeisn tehsasts sysosus sheasvie -
< >
&] Done B & Localinkranet
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Network Intrusion Responder Program

LiveWire Investigations

Current User Activity, continued

Procedure:
Viewing Acquired
Files on the Local

LiveWire only supports viewing image type files that are acquired.
The acquired files do not retain the file extension in the local file
system. The following procedure is used to rename acquired files

File System in order to view them with their native application.
Step Action
1 Open Windows Explorer and browse to the data
directory at: C:\LiveWire\OnLine\DFS\data.
This folder is where data for each case is stored.
2 Each folder under the data directory is a different case.
Directory names contain the Case Number then Inquiry
Name followed by random characters. Select the current
case folder for the previous lessons and open it.
Example: 12345 VolatileData_Naxpg8Bu
3 Now navigate into the rawdata\files folder.
4 Search through the randomly named folders for the file
that was previously downloaded.
5 Rename the file with the .doc extension.
Note: Renaming a file does not alter its hash value.
6 Double click the file to open it in MS Word or
WordPad.
01/09 For Official Use Only — Law Enforcement Sensitive 12-63




LiveWire Investigations

Network Intrusion Responder Program

Current User Activity, continued

Procedure: Follow these steps to conduct an analysis of the current user
LiveWire — activities on the system using LiveWire. This section continues
Display Registry from the previous section.

Information

Step

Action

1

The registry captured in the previous section can also be
examined. Click on Data Display tab, scroll down and
click on Display Entire Registry.

<2} LiveWire: Data Display - Microsoft Internet Explorer:

File Edt View Favorites Tools Help I
; A 7) < . A oY
9 Back O ﬂ @ | Search f,-\f/ Favotites -G‘f = .“‘
Address | @] https: fflocalhostjddisplay fenter.pl v|Bso tnks >
A

Select an itemn from the drop-dewn tmenu to display the raw output of an initial acquisition task or
state aceuisition (except memory dumps)

Data to display: | Current time and date v [ Display Selected State Info ]

Regstry information:

aw registry information it 3T forfi
[ Display Entire Registry ]

, including modification times and ACLs:

Export raw registrmnformation
medification times and ACLs)

Export Entire Registry

frerosoft Windows . reg format (which does not include

Raw disk & memory images:

Select an ttemn from the drop-down menu to display an acquired disk image or memory dump.

Disk image to display: | [None has been acquired] v [ Display Selected Disk Image ]

Mermory dummp to display: | [Select one ] "3 =
g bd

&] Done 2 % Local intranst
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Network Intrusion Responder Program

LiveWire Investigations

Current User Activity, continued

Procedure: LiveWire — Display Registry Information, continued

Step

Action

2

This process may take some time. A screen similar to
the one below will be displayed once completed. The
registry can be searched the same way as previous
exercises.

2} LiveWire: Acquired State Data Display - Microsoft Internet Explorer. E‘@‘E‘
'J'r

Fle Edt Wew Favortes Tools Help

2 A ;
@Eack | \ﬂ @ ,l\J /.JSearch ‘i_‘\'(Favorites ‘;{ - g = ‘i‘i

Address \@ https: flocalhost {ddisplay /st ate. pl v| Go | Links

A

LiveWire et

Investigator ‘l‘:; b—

Acquire Disk Data

Data Display

Acquired State Data Display
Entire registry

Finding text page boundaries; please wait .. 4.0% 7.7% 11.3% 15.0% 18.4% 22.0% 26.3% 30.4% 34.5%
38.1% 41.8% 44.7% 47.9% 54.0% 60.9% 65 2% 70.8% 76.1% 81.8% 86.5% 92.9% done.

The Text Viewer 1s being used. This viewer was selected based on the data's contents. Alternatively, you
cafy

> display as raw hex data > wiew images and other media in your web browser

== extract text strings from raw data == download raw data to your disk

Long lines of the file may be wrapped, the darker grey horizontal lines show where line breaks occur i the
original file. Unprintable characters are shown as =, even i they would show as white space in many text
editors. 3earch results are lnghhghted.

£ bd

& 2 % Local intranst
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LiveWire Investigations Network Intrusion Responder Program

Current User Activity, continued

Procedure: The physical RAM dump can contain some of the most critical
Display Physical evidence in any case. This section will explain how to open and
RAM Dump view the physical RAM dump in LiveWire Investigator.

Step Action

1 Click on Data Display tab, scroll down to the Memory
dump to display pull-down menu and select Physical
memory (RAM). Click on Display Selected memory
Dump.

2l LiveWire: Data Display - Microsoft Internet Explorer

Fle Edt View Favorites Tooks Help U

OBack - Iﬂ \EL‘ ;] /_75earch ‘f\'{Favnrites & - & 3

Address | ] https: flacalhostddisplayfenter . pl v B ks »

Registry imformation:

Display raw registry information in 3L format, including modification titnes and ACLs:

Dizplay Entire Registry

Export raw registry information in Microsoft Windows . reg format (which does not inchude modification
times and ACLs)

Export Entire Registry

Raw disk & memory images:

Select an itern from the drop-down menu to display an acquired disk image or memeory dump

Disk inage to display: | [Mone has been acquired] v [ Dizplay Selected Disk Image ]

Memory dump to display: [Select one. .| v [ Display Selected Memory Dump ]
froe! 0

Seleciune..
[Physical memory (RAM) ]
* System state information

o Acouired files and directories

o Acouired raw disk and memory images

« Remote file and disk searches

+ View all annotations

o Incuiry information summaty

Inquiry summaries:

< b3
& Done 2 % Local intranet
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Network Intrusion Responder Program LiveWire Investigations

Current User Activity, continued

Procedure: Display Physical RAM Dump, continued

Step Action

2 The physical RAM dump can be viewed and searched
like any other piece of evidence.

A LiveWire: Acquired Memory Dump Display - Microsoft Internet Explorer.

Ele Edt Miew Favorites Tools  Help

Qr - © - d E" N /-"Eeamh _\ Favorites {04} =

= &

Address | &] https:/flocalhost, i o lumpform_submit=Display 203 elected®20Memory%200un ¥ | [ Go  Links

TEXT VIEWER: Displaying Lines 1-50 of 263655

HeRE A~ Qu==H v O=00
[} H PuPr) 6Fuwal o 5 0'osl
(L5 { x D | o-0 a
op 10 oo ooo O+>+00 o
P o o B i} og==0
o
ans | uls sfs s sle e =OTE08, © cmEcnt aEla RS R Jn B
~nn L RE T
(B >uplat et e aOte v Orgas§? Casic Buugy
wHrH9F sl | €N e Ve QOENE = # e Vs p T A 64 T 0 b 30 IO JO 3% 500 g1 61 OaasOot. 2
O=ra==Invalid particion ta r loading operating systewm=Missing operating
system ,DEEAT 2uEHD:
it
v
< >
€] B % Local ntranet
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LiveWire Investigations Network Intrusion Responder Program

Active Network State

Overview LiveWire Investigator has the ability to save and display the
current state of the network connections and configurations.

Procedure: This section will explain how to view the different options
Display Captured  available for viewing network details.
Network Details

Step Action

1 Click on the Data Analysis tab. Then click Open
network ports and associated processes. It should be
known that ports 3334 and 3335 will be included due to
LiveWire connecting to the system to retrieve data.

2l LiveWire: Open Network Ports and Associated Processes - Microsoft Internet Explorer

Fle Edt Wew Favortes Tools Help o
G Back * ) lﬂ lELI l] pe ) search ‘:\7‘ Favorites {‘? " &8 E ‘ii
Address @1 hittps:/flocalhostanalysisiporttable pl v Go | Links

Acquire Disk Data

Data Analysis

Open Network Ports and Associated Processes

Click on a columm heading to sort by that column. The current sort column is indicated in bold and by
ascending/descending bars; to reverse the direction of the sort, click that column's heading,

More detaled mformation about a particular process is available by clicking on that process's name.
IF ports open ding mutial acquive:

Humber of open ports: 58; number of established TCF connections: 1

Local [Process|Process Active Connections
Port Protocol Name and Listeners
|

123 (ntp) 1016 | svchost | hstening onnterface 127.0.0.1
123 (ntp) 1016 | svchost hstening oninterface 10.15.4.210
135 (epmap) TCP 900 svchost | hstening on all interfaces
137 (nethios-ns) | UDP 4 System  listening on interface 10.154.210
138 (netbios-dgmy |UDEP |4 System | listening on mterface 10.15.4.210
liste; on mterface 10.15.4.210
139 (aetbios-sen) | TCP 4 System | rupsrE 10 15,4 900) port 1401 TIME_WAIT
445 (microsoft-ds) | TCP 4 Systermn | hstening on all interfaces
445 (microsoft-ds) TCP |4 System | LIVEWIRE (10.15.4 200) port 1416: ESTABLISHED
445 (microsoft-ds) |UDEP |4 System  listening on all interfaces
500 (isakomp) TDP 684 Isass listerung on all interfaces
1025 TCP 1880 | alg listerung on mterface 127.0.0.1
124N T e TTUTTHTLT A0 15 A 900 wnsak 2224 TTRAT TIFATT ¥
&] bone 2 & Local intranet

12-68 For Official Use Only — Law Enforcement Sensitive 01/09




Network Intrusion Responder Program LiveWire Investigations

Active Network State, continued

Procedure: Display Captured Network Details, continued

Step Action

2 Click on the Data Analysis tab. Then click Routing
table.

A LiveWire: Routing Table - Microsoft Internet Explorer

File Edt Wew Favortes Tools Help "
eﬁack - |ﬂ @ A /T]Search ‘{:(Favnrites £ Q- :, 3
address | &] https:/flocalhost fanalysisfroutetbl.pl v B0 ks >
Acquire Disk Data &
Data Analysis
Routing Table

Click on & column heading to sort by that column. The current sort column is indicated in bold and by
ascending/descending bars; to reverse the direction of the sort, click that column's heading

IP Routing Table:

Humber of active routes: 6

Destination Netmask Gateway Interface [Metric/Costf Age Type | Source of
Network (Seconds) Entry
~annlll

Generated
10.15.4.0 255.255.255.0 10.15.4.210  10.154.210 10 72022 | direct Eziiie
network
staclk
Generated
10.15.4.210 255255255255 1127.00.1 127.0.0.1 10 72022 direct iiie
network
staclk
Generated
10.255.255.255 | 255.255.255.255 10.154.210 10.15.4.210 10 72022 | direct Eziiie
network
staclk
Generated
by the
127.0.0.0 255000 127.0.0.1 127.0.0.1 1 72022 direct
network
staclk &

&) 5 % Local intranst
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Active Network State, continued

Procedure: Display Captured Network Details, continued

Step Action

3 Click on the Data Analysis tab. Then click Shared
network resources.

2} LiveWire: Shared Network Resources - Microsoft Internat Explorer

File Edt Wew Favortes Tools Help "

@rac - () Iﬂ &"I ﬂ /j]Search ‘:;n‘\'(Favnrites %) (- :; 3

Adivess [{€] https: flocalhastfanalysisinetshare. ol v @

Links >

3

LiveWire '

=

t A\ =
Investigator ‘t':: g

Acquire Disk Data

Data Analysis

Shared Network Resources

Click on & column heading to sort by that column. The current sort column is indicated in bold and by
ascending/descending bars; to reverse the direction of the sort, click that column's heading

Clicking on a shared path will bring you to the file acquisiion page, starting at the particular shared directery.
Shared network resources during initial acquire:

Humber of network shares: 3

anill

ADMINE | c:\ UINDOUS Eemote Admin
C$ c:y Default share
IPCE Remote IPC

Data source: Open network shares (netshare), acquired at Fri Mar 07 14:19:43 EST 2008

Logged in user: user [account mamt

S
o 2 éi]ec:;"lgl[;ii:‘i’::‘?;z
i nselect/reate mguny
Inquiry: 15 [details] e ~
&) 5 % Local intranst
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Active Network State, continued

Procedure: Display Captured Network Details, continued

Step Action

4 Another way to display network information is in the
data pulled during the initial acquire. Click the Data
Display tab. Under the Raw state information, in the
drop-down menu, select IP interface configuration.

Notice: This is another way to view the same data in
other places.

Example: Click the Data Display tab, and then click
System State Information at the bottom of the page.
This will display this data on a single page.

-2 LiveWire: Data Display - Microsoft Internet Explorer E
Fle Edt Wew Favortes Tooks Help o
Q- © [« @ & ) search ¢ Favortes {7) A S
address | &] https:/localhost ddisplay/enter.pl ~ .GD Links

S ane...| &
wiork connections/listeners Pnta
Display
Current time and date
Environment variable definitions
Ethernet ARP table
Ethernet statistics
y . ) Files open by remote machines
Acquired files: General system infarmation
IP interface configuration
Enter the path of IP routing table [ou can browse the list of acquired files by
clicking "Brovws Loaded DLLs
Local NME netwark
Logged in user(s)
Enter the fill pafi NetBIOS local nare table
Display Sel{MNetwork protocol statistics
Open handles
Open network shares
Or, BrowsePracess thread information
Process/port associations
Registered drivers F
Body file to dis Registered senices isplay Selected Body Fils
Running process information
Raw state informatj Security event log
Startup/login items in profile directaries
Select an item f| glanupﬂugm items in regisiry output of an mitial acquisition task or state
" ystem event log
acquisition (£%6§ ser account groups
User account list
Diata to display User account list - [ Display Selected State Info ]
Registry information:
Display raw registry mformation in XML format, meluding modification times and ACLs &
< >
&) ) % Local intranet
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Active Network State, continued

Procedure: Display Captured Network Details, continued

Step Action

5 Then click Display Selected State Info to view a
display similar to the one below.

3 LiveWire: Acquired State Data Display - Microsoft Internet Explorer

File  Edt Yew Favortes Tools Help o
Al @ o " 3 - Bt
Q Back * () Iﬂ IELI W ) search 57 Favertes 2 =R
ficdress | €] hitps: flocalhostddisplay/state. pl v| B ks ?
Unprintable characters are shown as =, even f they would show as white space m many tezt editors. Search results -
are highlighted.
Search for | exact string (including Unicode) v

TEXT VIEWER: Displaying Lines 1-18 of 18

Host: HELLRAISER
idapter Local Area Connection

ID: {7F5E46BE-F755-4C65-8ECF-DDEZ 6ESESFE3}

HAC address: 00-0C-29-2A-FC-17

Description: VHware Accelerated AMD PCNet Adapter
Adapter mode: Directed Multicast Broadcast

Connection-specific DNS Suffix:
Dhep Ensbled: No

Autoconfiguration Enabled: Yes

Lutoconfiguration Aetive: No

IP Address: 10.15.4.210

Subnet wask: 255.255.255.0

Default Gateway:

DHCF Server: 255.255.255.255

DNS Servers:

Priwary WINS Server:

Lease obtained: 1204840252 => Thu Mar 06 15:50:52 2008
Lease expires: 1204543552 => Thu Mar 06 16:50:52 2008

Search for | exact string (including Unicode) v

Jurnp to First Match

&] Dane 5 % Local intranst

6 Click the Back button or Display Data tab and take a
few minutes to browse around other available options,
such as:

Ethernet ARP table
Ethernet statistics

Local NMB network
NetBIOS local name table
Network protocol statistics
Open network shares
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Lesson 5 - Evidence Collection

Introduction Gathering evidence and creating disk images are critical to every
investigation. LiveWire allows you to conduct an investigation of
a remote system.

Purpose of this The purpose of this lesson is to explain how to use LiveWire
Lesson Investigator to collect evidence from a suspect system.
Objectives After successfully completing this lesson, you will be able to:

e Determine the status of the file system
e Generate a disk image
e Collect file evidence from the remote system

In this Lesson The following table shows the contents of this lesson.
Topic See Page
File System Status 12-74
Physical vs. Logical 12-78
Collection and Preservation 12-84
Hashing 12-88
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Network Intrusion Responder Program

File System Status

Overview

Physical Disk Size

In this lesson, you will learn how to examine physical and logical
disk structure. This information can be valuable to the overall
investigation and should be included in the documentation.

The physical size of the suspect system is a critical part of any
investigation. The investigator must have forensically clean
storage larger than the suspect system to be able to image the drive
and conduct other valuable analysis.

Procedure: Follow the procedure below to retrieve information about the disk
Retrieving Disk drives located on a remote target.
Information
Step Action
1 Click on the Data Display tab.
2 Beside Data to Display, use the pull-down menu to
select General system information. Then click Display
Selected State Info.
2} LiveWire: Data Display - Microsoft Internet Explorer El@lgl
File Edt Wew Favorites Tools  Help |’,’
e Back ~ <) Iﬂ \ELI _.I\J /-\' Search ‘:-:1\'/ Favorites ‘3 - u,’, E fi
Address :Ejhttps:;’)’Iocalhostiddlsnlayienter‘pl v| Go | Links ¥
Initial Acquire Acquire Disk Data Data ~
Acguire State Data Analysis Display
Data Display
Acquired files:
Enter the path of an acquired file to examine its contents. You can browse the list of acquired files by clicking
"Browse Accuired Files "
Enter the full path drectly: |
[ Display Selected File ]
Or, [ Browse Acquired Files ]
EBody file to display: ‘ [Mone has been acguired) v| [ Display Selected Sody File ]
Raw state information:
Select an item from the drop-down menu to display the raw output of an initial acquisition task or state
acquisition (except memety durape)
Data to display: ‘ General system information v| )] Display Selected State Infa |
Registry mformation:
Dusplay raw registry mformation m XL format, mcluding modification tmes and ACLs:
[ Display Entire Registry ]
@I] Done é J Local intranet
12-74 For Official Use Only — Law Enforcement Sensitive 01/09




Network Intrusion Responder Program LiveWire Investigations

File System Status, continued

Procedure: Retrieving Disk Information, continued

Step Action

3 Scroll down to view disk information. You can see that
DiskO0 is 8589934952 bytes in size. To convert that into
a recognizable formation, you can use the following
equation:

8589934952 bytes / 1024 / 1024 = 8192 MB

Therefore, disk0 on 10.15.4.210 is 8 GB. Also, notice
the logical disk information and RAM size are recorded.
This information can be used to help determine the next
course of action. Because imaging the entire drive will
take a considerable more amount of time, the
investigator may choose to only retrieve the logical
partition, single files, etc. depending on the details of the
investigation.

2 LiveWire: Acquired State Data Display - Microsoft Internet Explorer,

Eile Edit ¥ew Favorites Tools Help qﬂ'
g Al O y 5
O Back ~ () Iﬂ IELI gl ) search ¢ Favorites L 5 = ‘;f.
fddress | @] https: flacalhost jddisplay jstate. pl v B Lnks
Uptime: 0 days, 20 hours, 0 mwinutes, 22 seconds ~

Kernel: Microsoft Windows XP, Uniprocessor Free
Jervice pack: 2

System root: C:%TINDOWS

Build nuwber: 2600

Registered organization: U3S3

Registered owner: Admwin

Processor #1: 2400 MHz

Physical memory: 134217725 bytes (123.00 ME)
Drive information:

L:% Removahle - - UNKNOUN (UNENOWN MB) UNKMOWN |{UNKNOUN
ME) UNKNOUN (UNENOWN MB) extents:O

Ciy Fixed - NTFS 4363329536 (4161MB) 4363329536 (4161MB)
8578932736 (8151MB) extents:l disk:D offser:32256 lengrh:S575934784

Dz CD-RON - - UNENOWM (UNENOUN ME] UNENOWN [UNENOWN
ME) UNKNOUN (UNENOWN MB) extents:O

F:y Fixed - NTF3 48705536 (46MB) 45705536 (46ME)

55573504 (52ME) extents:0
411 Partitions:

Disk:0 MER Partition Count:4 Disk Size:B8589934592

0 - Partition #:1 = MER e Brove FECOOnized # of
Hidden Sectors:63 Offset:32Z56 Length:i§575934754

1 - Partition #:0 Unknown MBR Unused Non-Boot Non-Recognized #
of Hidden Sectors:0 Offset:0 Length:0

Z - Partition #:0 Unknown MER Unused MNon-Eoot Non-Recognized #
of Hidden Sectors:0 Offset:0 Length:d

3 - Partition #:0 Unknown MER Unused MNon-Eoot Non-Recognized #
of Hidden Sectors:0 Offset:0 Length:0
Unallocated Gaps: 2

QOffser:0 Length:32Z256

Offset 8578967040 Length: 10967552

T e v
&] Dane 5y S 1ol intranet
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File System Status, continued

Procedure: This section explains how to use LiveWire to retrieve information
Body File about files stored on the remote system. The body file acquisition
Acquisition gathers data about the files stored on the system, such as file

modify and access times, ownership, permissions, etc. The output
in this section is not easy to read, but could prove to be very
valuable in the investigation and for archive purposes.

Step Action

1 Click the Acquire Disk Data tab at the top of LiveWire
Investigator.

2 Click Acquire a body file.

3 Input C:\Documents and Settings\Student\My
Documents in the input area.

Even though there are spaces in the path, no quotes are
necessary.

2 LiveWire: Body File Acquisition - Microsoft Internet Explorer

Ele Edit Wew Favorites Tools Help H

< A =) < " 3 24
Qo - ) ] [&] (i DO seeen Flprmoes €3 e B3

Address | @] https: localhost/acafiles/bodyfile. ol - aGu Links >

~

Body File Acquisition

The body file consists of file and subdirectory properties such as modify and access times, ownership, and file access
permissions. File and directory wnformation is acquired recursively, with the path specified being the first (topmost) entry i
the body file. Network drnves or remete mount-pomts are not meluded m the body file.

Each line m the body file consists of |-separated columns. A header line at the top describes the format. Lines beginning
with '#' are comments or error messages resulting from an unreadable file or directory. This format is similar to that of The
Sleuth Kit and The Coroner's Toolkit,

Ezample paths for which to generate body files
e oy

¢ CiyWindows

o A blank path generates the body file for all meunted non-networle drives.

Acquire body file for |C\Documents and SettingsiStudentihly Documents|
éj, ‘ ’ ’ 2 8J Lacal intranet
4 Once the acquisition is successfully completed, click
view the body file.
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File System Status, continued

Procedure: Body File Acquisition, continued

Step Action

5 A screen similar to the one below should be displayed.

A LiveWire: Acquired Body File Display - Microsoft Internet Explorer,

File Edit “iew Favorites Tools Help |:'

G Back - > Iﬂ IEL‘ ."_ /- ) Search _. [ Favorites € - i“

fiddress | @] hitps: jlocalhost{ddisplay fbodyfile.pl v B ks
C:\Documents and Settings\Student\My Documents L

The Text Viewer is being used. Alternatively, you can
=>> display as raw hex data => yiew inages and other media in your web browser
> extract text strings frotn raw data > download raw data to your disk

Long lines of the file may be wrapped, the darker grey horizontal lines show where line breaks occur i the original file
Tnprintable characters are shown as =, even if they would shew as white space in matyy text editors. Search results are
highlighted

Search for | Bxact string (including Unicods) A Jump to First Match

TEXT VIEWER: Displaying Lines 51-62 of 62
< prev page (1) PAGE 2

<< first page 5 -

|CihvDocuments and Settingsh3tudent) My Documents\ My

Pictures\untitledsf.bmp|£file| |121770] | 12048350584 | 12048358084 | 1204838084 | | HELLRAISER) Student | S-1-5-

725345543-1606980548-839522115-1002 | HELLRATSER Mone | 5-1-5-21-725345543-1606980345-839522115-513| (4L

CUDWOSDFA; ;; (User) HELLRAISER\Ztudent) (A;;RCWDWOSDFA;;: (User) NT AUTHORITYYSYSTEM) (A;;:RCWDUWOSDFA; :

{ilias) BUILTIMY hdministrators) |

|C:\Documents and SertingshStudentch My Documencs’ nmap-4.52-

setup.exe|file| | 13062162 || 1205249932 | 1205249682 | 1205249654 | | | HELLRAIZER) Student | 3

-1-5-21-725345543-1606980845-839522115-1002 | HELLRAISER\None | $-1-5-21-725345543-1606580548-83952211

13| (A; ;RCWDWOSDFA; ; ; (User) HELLRAISER\Student) (A::RCWDWOSDFA::: (User) MT AUTHORITY\SYSTEM)

[4; ;RCUDWOSDFA; ;i (Aliss) BUILTINY Adwinistrators)|

|C:\Documents and SettingshStudent)iMy DocumentshOUSD CWi

WEAPONS.doc | file| |963072| | 1205249170 12045839440| 1204539447 | | | HELLRAISER) Student | 5-1-5-21-725345543- +»
< *

&] Done 5| &3 Local intranet
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Physical vs. Logical

Introduction A physical image, which is used in forensic analysis, is a bit-for-
bit duplicate of the hard drive in a system. In the event that a
physical image cannot be obtained, the investigator collects a
logical image, which only contains data from the active file
system.

Physical Images From a forensics standpoint, a physical image is preferable to a
logical image because it may contain more evidence. Physical
images:

e Contain information from the entire physical device or
designated portion of it
e Are not file system-specific

e Capture all sectors within a designated area of a device, both in
the system and data areas (including all files, unallocated
space, swap space, etc.)

e Are typically placed in an Image file (a logical file that
contains the bit-for-bit copy)

Examples of Both FTK Imager and the dcfldd utility, which are found on the
Physical Image Helix response CD, create physical images. These tools enable
Utilities you to recover for analysis any deleted data or information that

resided in slack space on the original drive. When a file is deleted
and a smaller file is allocated to the same space, file slack may
result. File slack can contain information from whatever
previously occupied that space.

12-78 For Official Use Only — Law Enforcement Sensitive 01/09



Network Intrusion Responder Program LiveWire Investigations

PhYSiCﬂl VS. Logical, continued

Logical Images

Example of
Logical Image
Utilities

On-site Imaging
Guidelines

In some cases, it may be necessary to collect a logical image
instead of a physical one. You should be aware of limitations of
logical images:

e Only contain information from the active file system

e Only contain enough information to reproduce logical volumes
or parts of them

e Are file system-specific

Allow registry and other system files to be backed up, but only

if specifically requested

Do not capture slack space, free space, or partition information

Do not capture files that are open at the time of the image

Do not capture any files that you do not have access to read

Do not capture temporary files, such as pagefile.sys,

win386.swp, etc.

Microsoft’s Windows Backup creates image files of an entire
active file system. Because a logical image only contains active
files, it is not possible to recover and analyze deleted files or slack
space.

When imaging on a crime scene, the same general principles for
collecting evidence apply. However, you may face considerable
time and material constraints. To add to that, you must also
perform these actions correctly in a strange environment with
unknown equipment.

There will be challenges to accomplishing even simple actions,
such as finding the appropriate settings in the BIOS or gaining
access to the inside of the machine. Good preparation will help
mitigate some of these problems. If you have to deviate from the
general procedures for any reason, document the reasons why in
your notes so that you can later explain in court.

01/09
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Physical VS. Logical, continued

Procedure: LiveWire has the ability to image an entire physical disk or an
Physical Disk individual partition on that disk. This section will explain how to
Imaging collect a physical disk image with LiveWire.
Step Action
1 Click the Acquire Disk Data tab at the top of LiveWire.
2 Under the Raw Partition Data section, click Image a
Physical Disk or Partition.
3 Click the Physical DiskO link to begin imaging the disk.

2N LiveWire: Select Physical Disk to Image - Microsoft Internet Explorer E@g|
e
L

File Edit ‘ew Favorites Tools Help

p A =y s q Yy =1,
OBack v & \ﬂ \ELI | Seatch 7. Favorites 6’2! = .“‘

Address @jhttps:,l',l’Iocalhost,l'achiIes,l’imagediskselect.pI A a Go Links

-

Select Physical Disk to Image

The table below shows each disk and its associated partitions on the target machine. "Tmage disk”
links start the imaging process for an entire physical disk, while "Tmage partition" links image a specific
physical partition on the disk (regardless of whether it's currently mounted as a drive). "Status” links
show the progress of a running imaging task, "resume inaging” restarts a stopped imaging task from
where it left off, and "display acquired image" shows the results of a completed image in the Data
Display tab. Disk imagmng takes place in the background, as immaging large disks may take hours.

Select a disk or partition from the lists below to start the imaging process:

» Plhysical Disk 0 Partitions:

8.0 GB (2529934592
hytes)

image entire disk

unaliveated space 31.5 (offsets 0-32255)
KB

) Partition 1, mounted as T GE (offsets 32256 - 8578967039)
C:

inage partition

& 5 J Localintranet
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Physical VS. Logical, continued

Procedure: Physical Disk Imaging, continued

Step
4

Action
The imaging process could potentially take a very long
time. Therefore, LiveWire runs this process in the
background to allow the investigator to carry out other
tasks. To view the status, click the status of the
imaging process link.

2 LiveWire: Disk Imaging Started - Microsoft Internet Explorer

Ele Edit ‘“ew Favorites Tools Help

eBack > | \j m lj /. ) Search “3':\ Favorites {3 < - k,,_ - 3

Address @ hittps: fflocalhostfacgfilesfimage, plrdisk=0 V| . Go

Links **

Acquire
Disk Data

Disk Imaging Started

Tnaging of pliysical disk 0 has been started as a background taslk.

Wiew the status of the wnaging process {(including other background tasks in this mepuiry).

Logged m user: user [account momt

Clase #: 123 Log out of LiveWire

Incquiry: Disk Image 2 [details Select/Create inquny

Tir ransismer bmasrmeme 100 TE A 3110 Viawr maninr laa
&

[:] é ‘:g Local intranet
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Physical VS. Logical, continued

Procedure: Physical Disk Imaging, continued

Step Action

5 A new window opens which displays the progress of the
imaging process with the option to end the job. This
page will automatically refresh and can be closed.

< LiveWire: Status of Background Jobs for. Inquiry Disk Image 2 {Case 123) - Microsoft Internet E... E]E|E|

File Edit Wiew Favorites Tools  Help 1

2 i ;
\ Y ) L= o i r - 5
- x ,g: () | g search ¢ Favorkes ) = E ._\‘i

Address g‘]https:,l’,l’localhost,l’viewjobs.pl?mFikey=? hd .Go Links **

S

~

LiveWire e’

Investigator &= i
Status of Background Jobs for Inquiry Disk Image 2 (Case 123)

There iz currently 1 background job actively nunning i this ineuiry.

Tob: Miarror physical disk 0, (pid 3772 with 1.5 GB of 8.0 GB (19.56%) transferred [End JTob]
Started: Wed MWlar 12 10:19:03 EST 2008

Logged in user: user [account momt Close this window to retmn.
Page generated o Wed Mar 12 10:30:17 EST 2008
v

@'] Done é ‘-‘J Local intranet
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Physical VS. Logical, continued

Procedure: Physical Disk Imaging, continued

Step Action

6 To view the disk image, click on the Data Display tab.

7 Scroll down to the “Raw Disk & Memory images”
section. In the pull-down menu, select Physical disk 0
and click Display Selected Disk Image.

8 The disk image will be displayed in the Hex Viewer
with the same search capabilities.

2 LiveWire: Acquired Disk Image Display - Microsoft Internet Explorer,

File Edit Wew Favorites Tools Help y

QBack M > | \ﬂ ﬂ ..‘J 7 ) Search = { Favarites 6;‘* - iz = ‘:“i

Address @j https: fflocalhost /ddisplay/fimage. pl w a Go Links **

Acquired Disk Image Display
Physical disk 0

The Hex Viewer 15 being used. This wiewer was selected based on the data's contents. Alternatively, you
cat

== display as text > yiew images and other media in your web browser

=> extract text strings from raw data == download raw data to your disk

Each line shows 16 bytes of data beginning at the hexadecimal offzet in the first column. The 16 bytes are
both hexadecimal and AZCTT, unprintable characters are shown as = i the A3CT column. To search for
raw hex values, use the regular expression search and precede each byte by 4 x; for example, to search for
the pattern a0 00 09, use a regular expression of 4 xa0h x004 x09. Search results are laghhghted.

Search for | exact string (including Unicode) v
[ Jurnp to First Match ]

HEX VIEWER: Displaying Bytes 0-799 of 8589934592

next page (2) >

last page (10737419) >>

Oxi0: hf 1b 06 50 57 b9 e5 01 f£3 a4 cb bd be 07 bl 04 PU

Oxa0: 38 62 00 7c 09 75 13 83 o5 10 e2 £4 cd 18 &b £5 SnH | = 3

Ox30: §3 c6 10 49 74 19 38 Zec 74 f6 a0 b5 07 b4 07 &b Itad, o <

Ox40: f0 ac 3c 00 74 fo bb 07 00 kb4 Os cd 10 eb f2 58 <HT

Ox50: 4e 10 8 46 00 73 2a fe 46 10 30 7= 04 Ok 74 Ob NooFos¥oFodu~ant

Oxe0: S0 7e 04 Oc 74 05 al he 07 75 d2 80 46 02 06 53 ~EHT ussF

Ox70: 46 05 06 83 56 Oa 00 e 21 00 73 05 a0 be 07 eb F W las

OxE0: he 81 3e fe 7d 55 aa 74 Ob 50 Ve 10 00 74 c8 a0 FH}UELAE~AAL b

@1 5 & Local intranet
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Collection and Preservation

Overview

Preservation

Procedure:
Collecting Files

Every investigator knows the value of potential evidence and
should be familiar with ways to preserve potential evidence at the
scene. This section will explain how to use LiveWire to collect
files from the remote system.

You should alter the system as little as possible during your
investigation by following sound first response principles.

Once on site, you should identify other devices that may have
witnessed or captured information related to your investigation.
Obtain any sniffer, router, firewall, and IDS (or similar) logs that
may have captured traffic to or from the victim machine around
the time of the incident.

Follow these steps to use LiveWire to collect files from the remote
system. This section continues from the previous section.

Step Action
1 Click on the Acquire Disk Data tab at the top.
2 Click Browse and acquire files.
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Collection and Preservation, continued

Procedure: Collecting Files, continued

Step Action

3 This screen allows you to browse through the directory
structure. Click the F:\ link.

If you know the full path of the directory you want to
view, the path can be entered in the area below the
directory list.

2 LiveWire: Browse Files for Acquire - Microsoft Internet Explorer ['._|['E|[$__<|
File Edit View Favorites Tools Help f
e Back = Q - |£| @ _l\J /'. ) Search i'\'/ Favorites {‘3 = \'?_ — ﬁ
Address |§1 https: fflocalhostfacqfiles, rembrowse, plrnpdir=;sort=0-a v| Go Links

acquired files & directones, chclung on the magmiying glass icon () displays the correspondmg ~
acquired file or directory properties.

Click on a column heading to sort the directory's files by that columr, click on it again to reverse the
direction of the sort.

Cwrent divectory:

ﬁ (top) @@ 4 entries

Modification Time

2] Ay The dewice 12 not ready.

&= Crhy [fived) C"’E 14 entries Sun Mar 09 18:23:.45 EST 2008
2] D:v The device 12 not ready.

@ Py [fived] e 9entries  ThuMar06 18:40:19 EST 2008

Enter a full path here to jump to that directory: |

Go to Directory

@ =] ‘-3 Local intranet
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Collection and Preservation, continued

Procedure: Collecting Files, continued

Step Action

4 This view will show you the contents of the folder.
Click the file Anarchist CookBook IV.doc to acquire
the file.

2 LiveWire: Browse Files for Acquire - Microsoft Internet Explorer,

File Edit \‘iew Favorites Tools Help

o —_ il 3
. Y j 1"' \ ) < i i ]
@ Back <’ ® | (0| 5 Search c'/'\':/ Favorites {‘3 = ‘i

Address @https:,l',l'localhost,l'acql’iles,l'rembrowse.pl?npdir=F:'l, V| Go | Links
A
Ei (top) @"E 4 entries
= Fih [fioed] C"’E D entries Mlodified: Thu Mar 06 12:40:19 EST 2002

Modification Time

£ ACOOK.DOC =4 539310 Thu Mar 06 16:34:51 EST 2002
bytes
2] acvz00Z.doc = 1706496 Thu Mar 06 16:36:15 EST 2008
bytes
=| Anarchist CookBook IV.doco 2”@ 1528 bytes  Thu Mar 06 16:35:19 EST 2003
=] Anarchistisch kookboek.doo 2—)@ 1563136 Thu Idar 06 16:33:15 EST 2008
hytes
) ANARCHY COOKBOOK VERSTON 2006 - =MW 87552 bytes ThuMar 06 16:25:38 EST 2008
ToC.doo
g anarchycookbook - credit card 2—}@ 26528 bytes  ThuMdar 06 16:25:38 E3T 2002
fraud.doc
Ei Recycled E}’@ 1 entry Thua Mar 06 16:46:36 EST 2008
ﬁ RECYCLER E}’E 1 entry Thu Iar 06 16:46:36 EST 2008
Ei System Volume Information tﬁ"@l entry Thua Mar 06 12:40:19 EST 2008

Enter a full path here to jump to that directory: |

Goto Directory

:§| é ‘-J Local intranet
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Collection and Preservation, continued

Procedure: Collecting Files, continued

Step Action

5 The next screen will show the acquisition progress and
automatically hash the file before and after this process.
Two options are provided from this screen.

1. Go back and acquire another file: Click file
browser to return to the previous screen.
2. View the file: Click view the acquired file.

2 LiveWire: Acquiring, Files - Microsoft Internet Explorer El@ws__cl
File Edit Wiew Favorites Tools  Help :,'
y — a T\
e Back = () lﬂ lg _l\J y, ) Search ‘:t( Favorites Q‘) == 3
Address |g‘| https: !flocalhostacgfiles/getfiles . pltbvpe=File; name=F \Anar chist % 20CookBook %201V, doc w ‘ Go Links **

LiveWire =\
x e SN =
Investigator B

-

Acquire Disk

Data

Acquiring Files
File acqusition progress

F:4hnarchist CookBook IV.doco .. dene (MD5: 59afdalbf55add?964076010e3639d42, Size: 1526 bytes)

1 file/hr acquired successfully.

The selected file acquisition is done. Tou can |

s go back to the file browser to acquire additional files.
s goto Data Display to wiew the acquired file F:% Anarchist CookBook IV.doo

(MWD 5 checksums listed above are caleulated both before and after copying to venty the mtegnty of the copied files)

ﬁj =] ‘j Local intranet
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Hashing

LiveWire Hashing  LiveWire uses MD5 (Message Digest 5) for hashing. MD5 creates
a 128-bit message digest that is “unique” to the message. MDS5 is
currently the accepted standard for verification by the majority of
the computer forensic community.

What is a Hash? A hash (or message digest) is a numerical value generated by
applying a mathematical algorithm against a data set. Hashing
algorithms will take variable length input and always output a
“unique” fixed-length result. Essentially, it is analogous to
fingerprinting an individual file.

Once created, a hash value can be used to identify a file no matter
where the file is found. As long as the file’s data does not change
in any way, the same algorithm can be applied an infinite number
of times and the resulting alphanumeric values will never change.
If the hash value does change, it can be assumed that the file has
been modified. Comparing hash values is an excellent way to
check the integrity of files.

Hashing algorithms are “one-way.” This means that a hash can be
created from file or device data, but you cannot recreate the data
from the hash. Most importantly, it is nearly impossible to find two
different data sets that naturally have the same hash value.
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Hashing, continued

Procedure: Follow these steps to generate a hash for the inquiry.
Generating Hashes

for the Inquiry

Step Action

1 At the bottom of the page beside the Inquiry, click the
details link.

A LiveWire: Acquire State Information - Microsoft Internet Explorer |Z||E|rg|
File Edit Wiew Favorites Tools Help ,’
@Back > \ﬂ @ ._lﬁ P ) sgarch ‘i'\'( Favorites Q‘} - '3
Address |5§| https: localhost)acqstatejenter.pl Vl Ed Go  Llinks *

H Rt R— ~
Investigator == 8

Acquire
State

Acquire
Disk Data

Acquire State Information

Windows Registry:
o Browse the registry on the target machine
o Acquire entire regisiry (selecting this link mitiates the acquisition process)

Memory:

o Obtain a snapshot of physical E AW {(selecting this link mutiates the physical memory
dump acquisition process)

Logged in user: user [account mgrmt
Case # 123

Inguiry: Disk Imfige 2 [details
Tnouiry target: 10,15

Log out of LiveWire
Select/Create inquiry
View mquuy log

Target admitistrative user: 4.210\Admin (password Add annotation
cached) Add to report | View
Target network logm user; 10.15.4.2 10" Adonn (password report
cached)
Page generated on: Wed Mar 12 13:49:01 E3T 20028 S
v
@ é \:g Local inkranet
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Hashing, continued

Procedure: Generating Hashes for the Inquiry, continued

Step Action
2 Scroll to the bottom of the Inquiry Information page.
Click Calculate MD?5 to create hashes for all acquired
data.

A LiveWire: Inquiry Information - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help :,'
1 A ™) ‘\J"-_ " ) T
€] =) \ﬂ \ELI p) - search ¢ Favorites 6:‘? - &3 E ._\‘i
fddress | @] https:jflacalhost fmfinfa.pl v B lnks
Addibonal mformation: -

Created by:  user from localhost on Tue Mar 11 16:03:29 EST 2008
Last modified time: Wed Mar 12 13:33:23 EST 2008

State of mauiry:  Current stage: Data Display
Stages worked on: Imtial Acquire, Acquire Disk Data

Target machine: 10.15.4.210
Admiristrative user: 10.15.4.210' A dwin
Metwork uger: 10.15.4. 2100 Admin
O35 Wimdows XP Professional (32-bit)
Access Methods: wind, sib
Other Info:

MNumber of page annotations: 0
Incuiry-specific audit log:  View inquiry log

Background jobs: 3k itz backaround jobs

MDS checksum for acopured

Logged i user: user [account mgmt Close this window to retmm.
Page generated o Wed Mar 12 133727 E3T 2008

@I] 5 &J Lacal intranet
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Hashing, continued

Procedure: Generating Hashes for the Inquiry, continued

Step Action

3 The size of the dataset will have a large impact on the
amount of time it takes to complete the calculation.
Once the hashing has completed, the hashes for both the
acquired data and inquiry log will be displayed.

<2} LiveWire: Inguiry Information - Microsoft Internet Explorer, EI[E|E|
;{;

File Edit Wew Favorites Tools Help

QBack M > ) \ﬂ \g ;\J /..-‘: Search ‘glfl\'f:’Favorites Q-‘? - \._,’_ — ‘i‘i

Address | &] https: flacalhost{mfinfa.pl v .Go Links **

L
State of incuiry:  Current stage: Data Display
Stages worked on Inttial Acquire, Acquire State, Acquire
Disk Data

Target machine: 10.15.4.210
A dmintstrative user: 1001542100 Admin
Metwork user: 10.15.4. 2100 Adiin
COE Wmdows XP Professional (32-bit)
Aceess Methods: wind, sib
Crther Infi:

MNumber of page annotations: 0
Inquiry-specific auditlog:  View inouiry log

Background jobs  View status of inquiry background jobs

WD checlsum for acquired data:  calculating

SE. 9e7c9255c7d0bdea72d7ae0aalc5979h

WD3 checlesum for mquiry log:  calculating .. doag; 01888b8383349b5do5ac679663E£7702d

Logged in user: user [account mgrmt Close tlus window to retwn.
The me e eeed e d oL TEITL AR L7 A ALENLND TR0 AN b
&] S S Local intranet
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Hashing, continued

Procedure: Follow these steps to view the hashes for the files that have been
Viewing Acquired acquired. These hash values can be compared to the hash values of
File Hashes the acquired files in the evidence drive to confirm the evidence is

forensically sound.

Step

Action

1

Click the Data Display tab.

2

Click Acquired Files and Directories towards the
bottom of the page.

This will display all the files that have been acquired
from the target system along with their MD5 hash
values.
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Introduction

Purpose of this
Lesson

Objectives

In this Lesson

Lesson 6 — Malicious Code Analysis

Windows systems are extremely vulnerable to attacks from
malicious software known as malware. While some programs may
not have a direct negative impact on the system, the applications
present on a system could provide valuable information about the
role and functionality of a suspect computer.

The purpose of this lesson is to introduce the malware discovery
function that is built into LiveWire.

After successfully completing this lesson, you will be able to:

e Explain the malware search functions in LiveWire
e Conduct a malware analysis of a remote system

The following table shows the contents of this lesson.

Topic See Page

Malicious Program Search 12-94
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Malicious Program Search

Overview

Types of Malicious
Programs

This lesson explains how to search for applications that could be
categorized as malicious.

There are many different types of malicious programs that may fall
into any number of categories. Many of these programs may not
necessarily show that the suspect machine was compromised but it
could hint about the interests or the intentions of the user. Finding
out the types of programs a user has on the machine could uncover
what type of user owns the machine. Certain types of applications
could tell the investigator how advanced the user may be which
could guide the investigators search. For instance, if the person
had an encryption program, such as TrueCrypt, that should raise
the concern that there are encrypted volumes that may be hiding
critical evidence.

LiveWire performs malicious software scans by comparing hash
signatures of files on the system against the National Software
Reference Library (NSRL) database. The NSRL is a free database
released by the National Institute of Standards and Technology
(NIST). Using this information, LiveWire has the ability to search
many different categories of malicious code. Some of the these
are:

Anti Forensics
Encryption

Key Loggers

P2P Tools
Password crackers
Rootkits
Steganography
Wireless
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Malicious Program Search, continued

Procedure: Follow these steps to conduct a malicious program search of the
Conducting a remote machine. This lesson continues from previous lessons.
Malicious

Program Search

Step Action

1 Open the correct inquiry and click on the Acquire Disk
Data tab.

Note: Ensure you click the correct tab and do not get
this confused with the very similar option under
the Data Analysis tab.

2 Click on Malware Discovery towards the bottom of the
page.
2 LiveWire: Acquire Files and Disk Images - Microsoft Internet Explorer
Fle Edit Wew Favartes Tools Help :,'
Gﬁa:k A > | liLI lEL‘ _.l\J /-\‘Search ‘51'\? Favortes  {f<) | E '_'fi
Address ‘g] https:/flocalhost/acfilesjenter.pl v| Go  Links
-~
Initial Acquire Acquive Disk Data Data
Acquire State Data Analysis Display

Acquire Files and Disk Images

Files and File Information:
o Browse and acquire files from the target machine
o Accuire a body file containing the names and properties of all files on a partition or in a directory.

Raw Partition Data:
o Image a Logical Drive
o Image a Physical Disk or Partition

Remote Disk Operations:
o Search for files without acquiring them from the target machine
o Remote disk search to find data on raw partitions, including in deleted files and unallocated space
o Accuire file hashes advanced search functions, including file hash acquisitions
o MWalware Discovery search target machine for malicious software

&] Done 2 &4 Local intranet
=
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Malicious Program Search, continued

Procedure: Conducting a Malicious Program Search, continued

Step Action

3 Scroll down to the “located on” section. Select the C:
drive only option. Notice the other options that are
available. Then click Search for Malware on Target.

3 LiveWire: Malicious Program Search - Microsoft Internet Explorer

File Edit Vew Favortes Tools Help "
Q Back - </ |ﬂ @ ;\J /.7\1 Search ‘\"1’( Favorites <) == E '::i
fddress |g‘| https:jflocalhostfacofilesigargoyle.pl v\ Go | Links @
A
MD5 checksum: | ‘(32 hex digits)
File types: [¥] Directories [ Offline files
[¥] All files [JRead-only files
[ Archived files [JNTFS reparse points

OWindows compressed flles [JNTFS sparse files
OWindows encrypted files [ Windows system files
[ Hidden files [ Temporary files

Located on: drive (Fixe

Starting path: | ‘

[ Search for Malware on Target ] [ Reset Fields ]

@1 Done =] % Localintranet

4 A page similar to the one below will be displayed.

<A LiveWire: Malicious Program Search Progress - Microsoft Internet Explorer;

Fle Edit W¥iew Favortes Tools  Help :a'

. ~ A
GBack M > |ﬂ @ ,l\l P ) Search ::\L/ Favarites ‘3 = E i’i

Address |@:| https: [ flocalhostfacafiles/dogargovlescan.pl?dat aset=antiforensics; dataset=BotMets; date V| Go Links **
~

Malicious Program Search Progress

Performing the remote malware search, restricted by file type, on one filesystem, starting from C
Currently searching

\
LE2090d9:F70527262254d51025d822 .. ...
\Documents and Settings .

\Decuments and Serving=iall Users.

AAnnn

WDecuments and Setting=hAll UserslBpplication Dala. . .o..oo o e et ee i

\Documents and Sevvings=hall Users\Deskoop. ..
WDocuments and Setting=hAll UrezshDooumerhs ..o oottt e .

\Decuments and Settingsiall Users\DRM...........

AaAana el

\Documents and Setvvings=tall Users\Favorites.
WDocuments and Setting=hAll UsezshBEamt BATUd. ...ttt e

\Documents and Sattingst i1l Users),Templates
\Decuments and Betting=iDefault Uraz .
\Documents and Sevtings\Default Userldpplication Data............

\Documents and SetcingsiDefanlt Tser)Cookies

Aannanl

\Documents and BettingsiDefault Vraz\Desktop .

@j Remate Malware search is running, please wait,.. |W8H é \-3 Local intrangt
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Malicious Program Search, continued

Procedure: Conducting a Malicious Program Search, continued

Step Action

5 Once the scan has completed, the Malware Scan
Summary will be displayed. Click the View Gargoyle
Report at the bottom of the summary.

2 LiveWire: Malicious Program Search Progress - Microsoft Internet Explorer,

Eile Edit “iew Favorites Tools Help 'l','

A - A - o
. j ﬂ ) 8 y % ay

@ s </ *| (= _lj 2T & J R {‘1 5 &

Address ‘@ https: filocalhest/acafilesidogargoylescan. pl?dataset=antiforensics; dataset=Bathets;dataset=cardf V‘ Go  Links *

Malware Scan Summary =

Programs

[y Found

Anti Fovensic Programs o

BotHets

Credit Card Frand Programs

Denial of Service Programs

Encryption Programs

Exploit Scanner Programs

Fill Splitting Programs

Key Logging Taols

F2F Tools

Password Cracking Taols

o
ul

o

o

il

1

Gamming Programs 2
3

ul

o

FRemote Access 1
ul

Roothits
< | >

Gatgoyle scan is complete Q ‘j Local intranet

6 View the report to see what details it provides. Note
these options can be de-selected on the previous page.

7 If you would like to run the scan again with a different
set of options, click the Data Analysis tab and select
Malware Discovery. This option is only functional after
an initial scan has been completed using the above steps.
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Lesson 7 - Alternate Data Collection Tools

Introduction Investigators need to be aware of other software that is acceptable
to use during their investigations. In this lesson, you will learn
about alternate data collection tools.

Purpose of this This lesson introduces alternative tools that could be useful to
Lesson gathering information during an investigation.
Objectives After successfully completing this lesson, you will be able to:

e Discuss the functions of alternate tools
e Explain the functions of the Helix Live CD

In this Lesson The following table shows the contents of this lesson.
Topic See Page
Windows Forensic Toolkit 12-100
Helix 12-103
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Windows Forensic Toolkit

Overview This section will introduce alternative tools that could prove to be
a valuable addition to the investigator’s toolkit.

Sysinternals - The Sysinternals utilities, which were developed by Mark

PsTools Russinovich, are capable of performing many different analysis
functions on local or remote systems. The latest version of this
collection can be downloaded from Microsoft.com.

psinfo.exe Psinfo.exe will retrieve system information of the target system.
Some of the data displayed is:

Uptime

Kernel version
Product type

Service pack

Kernel build number
Registered organization
Register owner
Install date

IE version

System root
Processors
Processor speed
Processor type
Physical memory
Video driver

psinfo \\10.15.4.210 —u admin —p password
The output of all these commands can be redirected to a file by
using the “>” string. To redirect the output of the psinfo command

to a psinfo.txt file on the local machine:

psinfo \\10.15.4.210 —u admin —p password > psinfo.txt
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Windows Forensic Toolkit continued

pslist.exe

psloggedon.exe

psexec.exe

psfile.exe

psgetsid.exe

Pslist.exe will list the process currently running on the remote
system.

pslist W10.15.4.210 —u admin —p password

Psloggedon.exe will display a list of currently logged on users on
the remote system for both local and remote users.

psloggedon \\10.15.4.210

Psexec.exe is an advanced utility used to execute commands on a
remote system. It also has the ability to copy a program from the
local system to the remote target and then execute that program
interactively.

This command will connect to 10.15.4.210 using the username
“admin” and the password “password” and then run the “cmd”
command. This connects to the remote system with a terminal
session which will allow you to execute all commands on the
remote system from your local console.

psexec \\10.15.4.210 —u admin —p password cmd

Psfile.exe is used to view files that are opened remotely on the
target system. This command will not display files that are locally
opened on the target system.

psfile \\10.15.4.210 —u admin —p password

Psgetside.exe will retrieve the SID of the target system.

psgetsid \\10.15.4.210 —u admin —p password

01/09
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Windows Forensic Toolkit continued

psloglist.exe Psloglist.exe will retrieve the logs from the target system. By
default psloglist.exe will show the contents of the system event
log. The application, security, or other log can be retrieved if
specified.
psloglist \\10.15.4.210 —u admin —p password
psloglist \10.15.4.210 —u admin —p password application
psloglist \10.15.4.210 —u admin —p password security
psservice.exe Psservice.exe will retrieve a list of running services on target

system.

psservice \\10.15.4.210 —u admin —p password
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Helix
Introduction to Helix, a customized distribution of Knoppix created and
Helix maintained by e-fense, Inc., is geared toward forensics and

incident response. First released to the public in November 2003,
Helix was first created to be used as an internal tool for incident
response and forensics to create forensically sound images.

The customizations of Helix have been made to forensically
prevent the CD from altering data on the host computer.

Helix has been created with two different operating modes. There
is a Windows mode and a Linux mode.

The latest version of Helix can be downloaded at:
www.e-fense.com/helix/downloads.php

Helix - Windows The Helix Windows mode is created with Windows executables

Mode and contains many tools for incident response on a Windows
machine. In this mode, the CD runs standard Windows
applications to gather information from a ‘Live” running system.
This can be useful where systems cannot be shut down or where
potential evidence would be destroyed by taking the system
offline.

Note:  When a system is up and running it is constantly
changing. Running Helix in the live environment will
make changes to the system. It is important to be aware
of this known fact and that it is documented and
understood. When Helix is first opened, the following
warning message will be displayed. You must click
accept to continue.
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Helix, continued

Helix - Windows T — -

Mode, continued

You areé running this appication in & LIVE Windows
environment. There is ABSOLUTELY NO WAY to protect
thig live environment from changing.

Thie application WILL make changes to the running

systemn. This is an accepted risk you must be wiling to
take.

If you are not willing to accept this risk or do not
understand what you are doing then exit now, otherwise
agree and procesd at your own risk_

Brought to you by:

e Choose Your Language: TN
hitp:ffwrww e-fense com
helix@e-fense.com

The next screen is the first default screen that is displayed to the
user. There are many tools located on the CD that can be used to
gather volatile and non-volatile information.

{ =ir x|
Ry QuckLanch Pogt Bo

mu"“ ~ . e
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HE"X, continued

Helix - Windows The Windows mode on the Helix Live CD has the ability to

Mode, continued acquire images of a live system. This can be done using the Live
Acquisition feature of the CD. It is possible to image the physical
memory, physical drive, or logical partitions. The images can be
saved to an attached device, network share or to an evidence
capture machine using NetCat.

i QuckLysch Poge Bio
PN T AN RN ORISR ¢ CCAE IO ENSC OV EIEY = CONINS T I P ORI

; “Live Acqgulsition

FTK Imager is also available on the CD for creating forensic disk
images as well as saving them in different formats, such as raw dd
images and EO1 (EnCase) images. It is located on the menu bar
under Quick launch > FTK Imager. FTK Imager also allows for
imaging physical and logical drives.

List of Some Available Tools in Windows Mode
Command Shell FTK Imager Sys Info Viewer
Drive Manager Win Audit Zero View
Per-Search WFT NetCat
VNC Server PuttySSH File Recovery
Rootkit Revealer | Screen Capture Password Viewers
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HE"X, continued

Helix - Linux Live
CD Mode

Helix — Linux Live
CD Disk Mounting
and Imaging

The Linux mode of Helix is a pure Live CD that allows for the
“dead box” forensics. This allows the user to investigate a
computer system without forensically changing any data on the
hard drive. Many tasks can be carried out with Helix, such as the
ability to forensically duplicate disks as well as analyze those
forensic disk images.

To start Helix in Linux mode, the system will need to be booted to
the bootable Helix CD. The BIOS on the motherboard must be
correctly configured.

When Helix is booted into Linux mode, it will automatically
mount all storage devices in read-only mode. It will also mount
devices with the noatime option, which will prevent any change to
the access times of files stored on the disk. Although Helix will
mount drives as read-only by default, Helix can be forced to mount
devices as read-write by typing:

mount -rw <device> <mount point>

Once Helix has fully booted, the screen will appear similar to the
image below. It will show a list of all storage media mounted on
the left side of the screen. The taskbar is located at the bottom of
the screen and the “Start” menu is an icon on the Helix CD cover.

|

09 # -[1]:2PH @&

e mam Nes N e 0 BB 2w B
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Helix, continued

Helix — Linux Live Several GUI utilities, such as Adepto, Air, and Linen, are included
CD Disk Mounting on the disk for creating forensically sound images.

and Imaging,

continued 0 T T B ey £ i e

These tools can be used to create and store those images in various
locations, such as a network share, locally attached storage drives,
and even across the network to an evidence collection machine.
This provides many options for data collection. In order to ensure
you do not overwrite your evidence media, always be aware of
exactly what drives are being imaged and where they are being
imaged to.
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Helix, continued

Helix — Linux Live Helix also provides tools for investigating collected disk images.

CD Forensic Tools  Autopsy, as shown in the image below, is a popular Linux tool for
viewing and searching images. Autopsy is the GUI interface to a
suite of command line forensic tools named The Sleuth Kit.
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Helix, continued

Helix — Linux Live
CD Forensic
Tools, continued

Live CD Benefits

PyFlag, a forensic and log analysis application created by the
Australian Department of Defense, is also available on the Helix
disk. PyFlag uses a backend database to assist managing large
amounts of data. This tool is Web driven and can be deployed on a
central server, which allows several users to use the tool at the
same time.

PyFlag is able to examine forensic evidence from disk images,
logs, and network captures.

|| [FLAG = FOrEneiclog Analy £ie GUI N0 B0 =807l 8 i = 5Y X}
| Ble Edit Vew Go Hookmarks Tools Help

f;‘ \;\ “, http:ilocalhost: 8000/ j @ Go {\,,
| [efanse™ ® Helix™ forengcs ds | _Jwireless pen test crypto sniffers firowalls

Case Mansgement Lood Data | Disk Foressics | Keyweed Indexing Log Analysis

Case pyfiag - PyFlag

PyFlag - Forensic and Log Analysis GUI

PyFlag Is a GPL Project maintained at httpuipyllagsourceforge.net/ .
This is 0.80,1

Case pyvilag - PyFlag

'[Donc

Live CDs can be very useful for testing, evaluating, or learning
without the need of dedicated hardware. Many Linux distributions
are available as Live CDs and can be freely downloaded from the
Internet. Each is designed with a specific task in mind.

Helix is just one great example of a feature-rich Live CD created
for forensics and incident response. Helix provides multiple
options for investigations whether the suspect machine is turned
off or is up and running.
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Appendix A - Intrusion Report Template

Introduction

Purpose of this
Appendix

Objectives

In this Appendix

Responding to a network incident is usually a very complex and
intricate experience. For even the smallest of incidents, there is a
large amount of information that needs to be collected and
documented to successfully analyze the incident. The United
States Secret Service has released a standardized network incident
report template to expedite the collection of network intrusion
information.

The purpose of this appendix is to introduce you to the United
States Secret Service’s Network Intrusion Report template which
can be used to document an ongoing network intrusion response.
You will learn about the benefits of using this template as well as
where to find it.

After completing this appendix, you will be able to:
e Explain the usefulness and need for an intrusion report

e Download the States Secret Service’s Network Intrusion
Report template

The following table shows the contents for this appendix.

Topic See Page

USSS Electronic Crimes Network Incident Report A-2
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USSS Electronic Crimes Network Incident Report

Overview

Filling Out Report

Many inexperienced responders simply do not know the full extent
of information to collect or to request from witnesses on the scene.
To alleviate many of these problems, the United States Secret
Service has released a standardized network incident report
template.

This template can be found at the Forward Edge 11 Web site,
http://www.forwardedge2.com. More specifically, the actual form
can be downloaded at:

http://www.forwardedge2.com/pdf/form-in.pdf

The Network Incident Report is used to request assistance in a
network incident from a local USSS Electronic Crimes Task Force
(ECTF). By filling out the report in completion, a responder can
frame the full extent of a network crime to ensure that the proper
support is provided.

However, the use of this form does not obligate the responder to
request for assistance. The standardized approach to the Network
Incident Report allows for it to be used as a guideline for current
and future incidents. It acts as an aid to the incident responder to
ensure that all information is collected and filled out accordingly.

A-2
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Appendix B - Volatile Data Collection

Introduction

Purpose of this
Appendix

Objectives

In this Appendix

This appendix introduces the collection of volatile data and
focuses specifically on the collection of data from a Windows
system. Not all forensic tools will work exactly the same on all
versions of Windows. Service packs, updates and security features
may impact how tools interact with the system. However, the
forensic methodology will remain the same no matter what system
you are examining.

The purpose of this lesson is to provide investigators with the
ability to retrieve volatile data before shutting down a live system.

After completing this lesson, you will be able to:

e Explain the importance of the collection of volatile data
e Use the Helix disk to collect information

The following table shows the contents of this appendix.

Topic See Page
Overview of Volatile and Non-Volatile Data B-2
Introduction to Helix Live CD B-3
Collecting Volatile Information B-5
Imaging Encrypted VVolumes B-12
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Overview of Volatile and Non-Volatile Data

Introduction Before pulling the plug and imaging physical drives, there are
times when it might be beneficial to gather data from a live system.
This data includes:

e V/olatile data: Data that would be otherwise lost when the
system is shut down

e Non-volatile data: Data such as the size and number of
volumes in the system.

What is Volatile Volatile information is data that will be gone once power is
Data? removed from the system. Among other things data can include:

e Current network sessions
e Current ports and services open on the system
e Current processes running on the system

What is Non- There is some information that you might want to collect and view
Volatile Data? onsite to help determine the best way to image the system. This
information is non-volatile and can include:

e Size of the victim hard drives, hence helping you decide if you
need to image a disk drive per partition or the whole drive at
once

e Number of disk drives on the victim machine to ensure that all
are imaged
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Introduction to Helix Live CD

Introduction to Helix is a customized distribution of Knoppix geared toward

Helix forensics and incident response. Created and maintained by
e-fense, Inc., Helix was first created to be used as an internal tool
for incident response and forensics to create forensically sound
images. Helix was first released to the public in November 2003.

The customizations of Helix have been made to prevent the CD
from altering data on the host computer.

Helix has been created with two different operating modes: a
Windows mode and a Linux mode.

Helix - Windows The Helix Windows mode is created with Windows executables

Mode and contains many tools for incident response on a Windows
machine. In this mode, the CD runs standard Windows
applications to gather information from a “live” running system.
This can be useful where systems cannot be shut down or where
potential evidence would be destroyed by taking the system
offline.

Note:  When a system is up and running it is constantly
changing. Running Helix in the live environment will
make changes to the system. It is important to be aware
of this fact and that it is documented and understood.
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Introduction to the Helix Live CD, continued

Helix - Windows To use Helix, place the disk in the target system. The first screen
Mode, continued that will appear will be the Warning screen as depicted below. You
must click accept to continue.

You areé running this appication in & LIVE Windows
environment. There is ABSOLUTELY NO WAY to protect
thig live environment from changing.

Thie application WILL make changes to the running
systemn. This is an accepted risk you must be wiling to
take.

If you are not willing to accept this risk or do not
understand what you are doing then exit now, otherwise
agree and procesd at your own risk__

Brought to you by:

e Choose Your Language: TN

hitp:ffwrww e-fense com
helkx@e-fense.com

The next screen displays a number of options in the form of icons
on the left side of the screen from which the user may choose.
There are also options available on the toolbar.
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Collecting Volatile Information

Imaging RAM

Procedure:
Imaging RAM

While many volatile data collection commands will retrieve
obvious bits of information, they only grab small portions of what
is available from within the computer’s memory. They will not
grab other evidentiary items that may be in memory, such as
information found on open Web pages and running within open
applications.

You should image the RAM of a computer early in the volatile
data collection process. As additional commands and processes are
run later, the data from these commands and processes can
overwrite critical information contained in RAM. Imaging the
RAM beforehand ensures that the information collected is the
same as its original state.

Using a variety of methods, it is possible to image the complete
contents of a system’s memory for later analysis. There is no best
way to imaging RAM; every method has issues. One of the ways
to completely grab all memory is to initiate a system crash, which
dumps all of the RAM’s contents into a local dump file.
Obviously, as this method actually crashes the computer, it is not a
preferred method for responders. Instead, you can use the dd utility
to image the physical memory. The only negative aspect to this
method is that RAM will be continually changing and updating
during the imaging process.

Following the steps below to image the system’s physical memory
using the dd command found within Helix.

Step Action

1 From the Helix main menu, use the pull-down menus to
select Quick Launch > Command Shell.

2 From the newly opened command line terminal, image
the RAM by typing the following command line in one
line, replacing “D:\” with the drive and folder of your
evidence repository:

dd if=\\.\PhysicalMemory of=D:\RAM.dd
conv=nhoerror

3 The process will take a number of minutes to completely
image all of the memory. You will occasionally see
error messages stating that physical memory ranges
could not be read. These refer to memory ranges that are
locked, and can be disregarded.
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Collecting Volatile Information, continued

Helix - Windows
Mode, continued

To acquire information on a Windows system in a quick and easy
manner while limiting the impact on the target system, select the
Quick Launch option on the toolbar. From the drop-down menu
select Win Audit. The following window will display.

Notice x|

oy “iou are abouk ko run:
x_‘:r) Windudit, exe
IS THIS CkF

Mo |

Click Yes to execute the program. The following screen will be
displayed.

2 winAudit Freeware ¥2.15 1O x|
File Edit iew Help
san ®
Audit Options Save Email Frint Help

WinAudit :: Auditing For Windows® Based Computers

[ Imeentory - Compliance - Administration - Security - Support]

To audit your computer click

Here

winaudit@nxsener.com

hitbp e pecseryer, com J JEJCDmputer: WFEILOOKTEST J

Click on the Here link to start acquiring data.
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Collecting Volatile Information, continued

Helix - Windows The program should take just a few moments to query the target
Mode, continued system for information. Once it completes a screen similar to the
following will be displayed.

E winAudit Freeware v2.15 (=] 3]
file  Edit  wew Help
L. e (=] O = - X
audit Cptioris Save Email Frink Help
Categories x|l ﬁ!
System Dverview &, s A
B2 Installed Software
E Operating Spstem
(RAIEED Computer Audit :: 3/20/2008 10:56:59 AM
8 Secuty
@ Groups and Users -
Scheduled Tasks &3ystem Overview
‘ Uptime Statistics
L ErorLogs H tem Value
indaws Network, :
etwark TCP/IP i Computer Name WFEILOOKTEST
4| Metwork BIOS |
B Hadware Devices | [: Metwark Domain MURYA
@ Display Capabilties | |
2 Insaled Ptz | Site Hame
BIDS Version Computer Role Wwiorkstation, Server, Potential Browser, Master Browser
System Manageme;
& Processors Computer Description
W Memory
% Physical Disks Operating System Micrasoft(R) Windows XP Profassional
Diives
= Communication Porf— Manufacturer
& Staitup Programs P
roduct Mame
& Sewvices - Ad|
1| L < | 3
hittp: s, pxserver .com Jﬂ JEJ(umputEr: WFEILOOKTEST J

Two clearly distinguishable panes will be evident. The left pane is
labeled “Categories.” In that pane will be a number of options that
when selected will display corresponding information in the right
pane. For instance, the first option in the left pane is System
Overview. By default, it is selected when the window is first
displayed. As can be seen in the screenshot above, the
corresponding information is available for scrutiny in the right
pane.

Information acquired during the audit will be placed in one of the

categories depending on to what it pertains and from where it was
obtained.
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Collecting Volatile Information, continued

Helix - Windows The following screenshot depicts the categories created from
Mode, continued running Win Audit.

Many of the categories in the left pane can be expanded to provide
access to additional information. As seen in the example below,
the Error Logs option, when expanded, will display three
additional options, one each for the System, Application and
Security event logs.

Categories X
&) System Overview

#3 Installed Software
BB 0Operating System
Peripherals

8 Securty

@ Groups and Users

Scheduled Tasks

Uptime Statistics
B (¥ e

Application Errors
Security Errars
System Ermors
m% ‘Windows Network
Network TCP/IP
74 Network BIOS
#¢  Hardware Devices
Display Capabilties
&3 Installed Printers
_ﬁ BIOS Version
@2 System Management
B # Processors
#f Processor #1
#f Processor #2
M Memory
% Physical Disks
Drives
Communication Ports
4
%

[»

Startup Programs
Services
Running Programs bt

R i

Again, when a category is selected in the left pane the
corresponding information will be displayed in the right pane.
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Collecting Volatile Information, continued

Helix - Windows The application acquires some of the most commonly sought
Mode, continued information during an initial or first response. Among other

information, this includes:

e Current network sessions
e Open files

e Open ports

e Active processes

¢ Running programs

The following screenshots illustrate some of these categories as

displayed in Helix.

Current network sessions

Z winAudit Freeware v2.15 -10) x|
x
Audic Cptians s Email Print Help
Categories X 2|
B system Dverview
8 Installed Scftware EiNetwork Files
BB Operating System
EE Peripherale
No information found.
£ Network Sessions
o
Metwork TCR/IP N Client Name User Name Connected Idle
1
Network BIDS f 127.0.0.1 14 Minutes 14 Winutes
Hardvare Devices i
lay . ilities H
ﬁ H
£ BIOS Ver i
B ElNetwork Shares
4
Share Name Share Type  Connections Share Path
ADMING Special share 0 CMIND OIS
=3 Special share 0 c
F§ Special share 0 Fa
& Running Programs 13 Special share 0 <X
H§ Special share 0 Ha
1 I— L IPCE Linknown 1 =
ek fJusn. picserver com [ [ | computer: wrenookTEST ] .:;
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Collecting Volatile Information, continued

Helix - Windows
Mode, continued

Open ports

ol
Fl=  Edt  View Help
w, ; / O & &) L3
Audit Options Save Email Print Help
Categaries %= |41
System Overview
# Installed Software “0pen Ports
BB Operating System
Peiipherals
] g‘ Smpmty TCP 0.0.0.0:135
@ sppications =
B ftem Value
TCP 0.0.0.0:135
TCP 00.0.0:445 Port Protocol TCP
TCF 000072174
TCP 0.0.0.0:38292 Local Address 0000
TCP10.4.39.7:139
TCP 127.00.1:1025 Local Port 138
TCP127.0.01:1027 Senice Name epmap
TCF 127.0.0.1:445
TCR127.001:1301 Remate Address 0000
UDP 0.0.0.0:500 4
UDP 0.0.0.0:445 Remote Pon o
UDF 00001028 .
UDP 0.0.0.0:4500 Connection State Listening (LISTEM)
UDPOANEEETE Process Mame CUWINDOWS\eystemn 32isvchost exe
UDP 0.0.0.0:38233
UDP 0.0.0.0:1026 Process ID 1104
UDF 00001054
UDP 104337137 Process Descrigtion  Generic Host Process for Win32 Services
UDP10.4.39.7:122
UDP10.4.39.7138 Frocess Manufacturer  Microsoft Corporation
1 — D -
ke fuans. peserver.com Jﬂ JEJcomnuter: WFEILOOKTEST J

Active processes

udit Freeware v2.15 -10) x|
Edt  View Help
x
| Fa O [ -
Audic Cptians Save Email Print Help

Categories
£ - UUser Frivileges
B2 windows Firewal
OE twindows Updates
@ Groups and Users Name

Processes

Service Type  State  Startup
Scheduled Tasks
Uplime Stalistics AccessData PRTK B Database Own Frocess  Stopped  Manual
Error Logs
5 windows Netwark ActessData PRTK B Supervisor Cwn Frocess  Stopped  Manual
D) Network Fiies AccessData PRTK B worker Cwn Process  Stopped Manual
€ Metwork Sessions
2 Metwork Shares 4 Alerter Shared Process Stapped Disabled
#% Network TCPAP
Metwork BIOS Application Layer Gateway Service  Own Process Started  Manual
Hardware Devices §
Display Capabilties Application Management Shared Process  Stopped Manual
&4 Inslalled Prirters ASP.MNET State Service Own Process  Stopped  Manual
4% BIOS Version B
B @2 System Managemert q Ati Hotikey Poller Onwn Process Started  Automatic
§ Processors
W Memory Bilsmart Own Process  Stapped Automatic
& Physical Disks
Diives Automatic Updates Shared Process Started  Automatic
= Communication Ports Background Intelligent Transfer Shated Process Stared  Automatic
F Statup Programs amise
= @ Services
@ Drivers ClipBook Own Process Stopped Disabled
5| 2
A Running Programs COM+ Event System Shared Process Started  Manual =
1 GOM+ Systern Application Own Process Started  Manual -

hitko: s, pecserver, com

[ [ [ computer: wrenookTEST ]
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Collecting Volatile Information, continued

Helix - Windows
Mode, continued

Once acquired, the information can be saved to whatever location
is desired for the storage of evidential items. In order to do so,
click on the File option on the toolbar, go to a storage directory
and save the output.

By default, Helix saves the output in HTML format. It creates
three HTML files. One of the files contains information from both
panes of the main Win Audit screen. The other two HTML files
contain only information relating to either the categories (left)
pane, or the information displayed in the main display (right) pane
of the Win Audit window. This affords the examiner three
different options for analyzing the output. The examiner can select
whichever option is most convenient or appropriate depending on
requirements.

Output can be saved in other formats, including PDF, text and as a
database file. Additionally, there is also an option available
through the File option on the toolbar for sending the output to
another location via e-mail. This could be extremely advantageous.
For instance, suppose the situation is one in which an intrusion is
suspected but it has not yet been confirmed. An initial responder
who is not experienced with intrusion detection could respond and
use Helix to collect data. It could then be e-mailed to an
experienced examiner who could make a decision as to whether or
not it would be beneficial to image the entire system. This could
save time and resources.

Helix provides automated tools that require little experience or
expertise to run. As you become more familiar with forensic
methodologies, you may choose to create your own forensic tool
kits and use less intrusive methods to acquire volatile data. The
primary goal is to acquire the desired data in the least intrusive
manner.
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Imaging Encrypted Volumes

Overview

Procedure:
Imaging a Logical
Volume

In recent years, the frequency of encrypted volumes has grown in
both the consumer and corporate environments. Numerous user-
friendly applications are available to create an encrypted volume
for mounting at any time. One such program is TrueCrypt.
TrueCrypt allows users to create a large, encrypted image file
which can be mounted to store files.

When in use, the encrypted file is mounted as a new drive letter
accessible by all users. A password must first be entered to open
the image file, but afterwards it is completely open to the entire
system for access. When the encrypted file is not in use, then all of
the data remains secure within the encrypted volume.

When responding to a live machine and performing volatile data
analysis, it is important to determine if a volume encryption
application is active and running on the system. If so, care should
be taken to identify if any encrypted volumes are open on the
system.

If encrypted volumes are open on the system, the logical volume
should be imaged to your evidence repository. Failure to do so will
prevent an investigator from ever being able to access the file
without the volume’s password.

Follow the steps below to image a logical volume of the local
system to your evidence repository.

Step Action
1 From the Helix main menu, use the pull-down menu to
select Quick Launch > Command Shell.
2 From the newly opened command line terminal, image

the RAM by typing the following command line,
replacing “G:” with the drive letter of the logical volume
and “D:\” with the drive and folder of your evidence
repository:

dd if=\\.\G: of=D:\VolumeG.dd conv=noerror
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Overview

Purpose of this
Module

Appendix C

Understanding Computer Hardware

This module explains the procedures necessary for safe handling
of computers. Students will learn the primary hardware
components that power the data processing and storage functions
of every computer. An understanding of motherboards, CPUs,
memory, and bus is essential to knowing how a computer system
works.

The purpose of this module is to provide students with an
understanding of primary computer hardware components.

Objectives After successfully completing this module, you will be able to:
e Practice safety procedures when handling computer equipment
e Identify major computer components
o Identify and explain motherboard types
e Recognize individual motherboard components including
chipsets, jumpers and switches, power supply and connections
e Define Basic Input/Output System (BIOS)
e Recall CPU functions and memory
In this Module The following table shows the contents of this module.
Topic See Page
Lesson 1 — Safety Briefing C-3
Lesson 2 — Overview of Computers C-5
Lesson 3 — Motherboards and Components C-17
Lesson 4 — CPU and Memory C-39
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Lesson 1 - Safety Briefing

Introduction To ensure the well being of each student, a safety briefing is given
before students begin using the classroom computers.

Purpose of this You will learn the procedures necessary for safe handling of
Lesson computers.
Objectives After successfully completing this lesson, you will be able to:

o Identify the steps to take to protect yourself from injury when
using a computer
e Explain how to protect computer components and stored data

In this Lesson The following table shows the contents of this lesson:

Topic See Page

Safety Briefing C-4
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Safety Briefing

The Need for
Safety Procedures

Step-by-Step
Safety Procedures

During the NITRO course, you will perform several practical
exercises involving the disassembly and reassembly of computer
components. Therefore, it is imperative that you follow the safety
procedures presented here. You will be given a wrist grounding
strap and electrostatic mat to use in the classroom.

Warning  All electrical devices contain components that may
injure or kill people who do not take proper safety
precautions.

Step 1: Turn off power and disconnect main power cables.

Before opening a computer or handling any component, always
ensure that all computer devices are turned off and the main power
cables are disconnected.

Warning To avoid death or serious injury, never open a power
supply or monitor chassis. Capacitors inside a
monitor hold electrical charges even when the
monitor is unplugged. Therefore, it is important not
to open a monitor chassis. If a problem exists with
either device, take it to a professional.

Step 2: Use a wrist grounding strap and electrostatic mat.

Static electricity can damage or destroy most computer circuitry,
cards, and memory. To protect against static discharge, use a wrist
grounding strap and an electrostatic mat when handling computer
equipment. If a strap is unavailable, first touch a metal object prior
to handling computer components.

Step 3: Remove all jewelry from hands.

Before handling the computer, remove all jewelry from your hands
including watches, rings and bracelets. Objects like watches, rings,
and bracelets are good electrical conductors. Jewelry may also get

caught in computer components and ruin them.
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Lesson 2 — Overview of Computers

Introduction This lesson presents the key components of the computer, history
of computing, and basic terminology. Computer components are
identified and their roles are reviewed in relation to the computer
system as a whole.

Purpose of this You should be familiar with the history of computing, know the
Lesson basic computer components, and understand the terminology used
to describe system components.

Objectives After successfully completing this lesson, you will be able to:

o Identify the basic computer components
e Define basic computer terminology
e Explain the history of the modern computer

In this Lesson The following table shows the contents of this lesson.
Topic See Page
Introduction C-6
History of Computers C-9
Basic System Components C-12
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Introduction

What is a
Computer?

A computer is a machine that performs high-speed operations and
processes data. In its simplest form, a computer is a large
collection of electronic switches, or transistors, operating very
quickly in a specific order. Programs tell transistors how, when,
and in what order to turn on and off. These on and off actions are
equated to the binary system of numbers 1 (On) and 0 (Off). These
1s and Os are stored in computer systems as bits and make up the
building blocks of all data and information. A set of 8 bits is used
to create a single byte of information, such as a character or
number.

Computer programs consist of streams of bits, each bit indicating
on or off. These streams are called a data stream or a bit stream.
Computers can only recognize information in bits called machine
language. Software and hardware translate these numerical streams
into a human readable format.

Computers range in function from the general purpose desktop PC
to massive mainframes to specialized chips in children’s toys. The
most prevalent is the PC, which usually consists of a case that sits
on the floor or desk, a monitor, a keyboard, and various
peripherals like printers.

PC functions range from general purpose, stand-alone systems to
specialized servers that perform networking functions.
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Introduction. continued

Laptop and
Notebook
Computers

Personal Digital
Assistants (PDAS)

Laptop and notebook computers are designed to be portable. Early
models were heavy, slow, and did not have the same storage
capacity as their desktop counterparts. Today, these systems rival
the performance of most desktop PCs.

e Laptops: Laptops typically weigh seven pounds or less and are
approximately 9x12x2 inches in size. They are powered by
rechargeable batteries and AC adapters. Laptops can offer high
performance and multimedia capabilities. A docking station
can be added to enable connectivity to networks, regular
monitors, keyboards, and other peripherals.

e Notebooks: Notebooks are smaller and lighter than a laptop. In
general, they lack the high-end multimedia functions of the
laptop. Yet, many notebooks have comparable hard drive and
memory configurations and are equipped with sound and CD-
ROM drives.

PDAs, also known as palm pilots, IPAQs, and pocket PCs meet the
demand for a reduced-function portable computer. PDAs enable
users to manage files and to swap data with a desktop computer.
Most are used to maintain contact lists and to track appointments.
Current models can help manage e-mail, paging, and faxes. Some
have wireless connectivity to other devices using infrared
connections. Others can connect to the Internet through wireless
modems. Many can hold removable flash memory cards. Some
even double as cell phones.

Most PDAs are intended to synchronize with home or office
workstations so they usually cannot permanently store data. They
may lose any data stored in memory if they lose battery power.
Rechargeable batteries typically provide power. Therefore, a
battery charger is essential to safeguarding stored data.
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Introduction. continued

Other Data
Storage Devices

There are many devices that can store and retrieve audio, video,
and text data. Each one contains features used to manage data for
specific purposes. The following list provides a brief description of
each device and the type of data it handles.

Telephones

The three types of phones include cell, cordless, and direct connect
to a landline system. They provide communication using landlines,
radio transmission, cellular systems, or a combination.

Types of Data Stored: Many phones are programmable and are
capable of storing names and phone numbers. Cellular phones can
store appointments, e-mail, pages, voice mail, and passwords.
Newer cellular phones can have the full features of PDAs.

Phone Answering Machine

An answering machine can be an integral part of the phone or a
separate unit that connects the phone to a landline. It records voice
messages from callers using either magnetic tape or a digital
system.

Types of Data Stored: Phone numbers and names, voice
recordings, deleted messages, time/date information, memos, and
caller IDs.

Fax Machines

Fax machines transmit and receive documents over the phone
system. They have memory capacity to store scanned outgoing
documents prior to transmission and incoming pages prior to
printing.

Types of Data Stored: Pre-programmed phone numbers, document
pages, and a send/receive log.

Digital Cameras

Digital cameras capture images that frequently have associated
date and time stamps. These cameras may have built-in memory,
which may be expanded using flash ROM cards.

Types of Data Stored: Images in dozens of formats, including any
kind of file(s) stored from a computer.
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History of Computers

Introduction

One of the first machines to manipulate data dates back to the mid
1600s when Blaise Pascal’s Arithmetic Machine automated
subtraction and addition computations. Charles Babbage invented
the concept of the Analytical Engine that could make decisions for
sequential control, branching, and looping based on its own
computations. However, Babbage’s machine was so massive and
complex that he was unable to finish work on it before his death in
1871. These early machines used gears. As electricity was added
as a signaling medium, the machines used switches and electro-
mechanical relays for computations.

By the mid 1940s, the first electronic computers used vacuum
tubes instead of switches. Vacuum tubes could turn on and off
much faster than the earlier machines. The vacuum tube computers
proved to be very inefficient because they were slow, required
large amounts of electricity and space, and generated great
amounts of heat.

A noted example of the vacuum tube computer was the ENIAC
(Electronic Numerical Integrator Analyzer and Computer) built
during World War 11 by the U.S. Army to calculate artillery and
bombing trajectories. This enormous computer contained 18,000
vacuum tubes powered by large amounts of electricity. Even
though it could handle 5,000 addition computations a second, one
problem could take the staff several days to program. The
invention of the transistor would do away with such inefficiencies.

01/09
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History of Computers, continued

First Transistors

The Integrated
Circuit

The transistor, a small, solid-state electronic switch, was first
invented in 1929 and manufactured in 1947 by Bell Labs. This
first semiconductor transistor had no moving parts, was one-fifth
the size of the vacuum tube it replaced and one hundred times
faster. By the early 1950s, Texas Instruments started producing
silicon transistors that paved the way for the small modern
computer. During that same period, IBM started selling its Model
650 computer to a few government agencies and commercial
businesses.

The integrated circuit (IC), invented by Texas Instruments in 1959,
enhanced computer performance. The first IC contained several
transistors and circuitry connected by layers of semiconductor
(silicon) material. The connection paths are etched into the silicon
“chip” with acid or lasers.

Example of a Modern Printed Circuit Board with Integrated
Circuits soldered on

Network Interface Card

As refinements continued, the integrated circuits became
miniaturized as many more tiny transistors were placed on a single
silicon chip. The microprocessor, developed during the 1970s, can
contain several million transistors.

C-10
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History of Computers, continued

The Growth of
Personal
Computers

Integrated circuit technology enabled manufacturers to build
smaller and cheaper computers. The first personal computer (PC)
made its debut in 1975 when Micro Instrumentation and Telemetry
Systems produced the Altair 8800. The unit was sold as a kit that
contained an Intel 8080 microprocessor and 256 bytes of RAM.
These computers were built without a keyboard or monitor. Altair
users flipped switches on the front panel to input data and
programs. The Altair displayed output on rows of small lights
called light-emitting diodes (LEDS).

As the demand for PCs grew, manufacturers devised ways to make
the computers user-friendly by adding keyboards, video displays,
and data storage devices. The Apple computer, introduced in 1976,
was the first PC considered powerful enough to be universally
accepted by businesses and average consumers.

Soon, companies like IBM, Radio Shack, and Commodore were
offering new products for both business and home use. CPUs
became more powerful and offered increased computational
abilities. Graphical user interfaces made the new microcomputers
user-friendly. Today computer users run multiple programs
simultaneously using sophisticated operating systems such as
Windows and Unix.
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Basic System Components

Introduction A computer system has a standard set of components that can be
divided into four categories.

1. Main system components

2. Data storage and retrieval components
3. Input components

4. Output components

The following sections provide a brief overview of each category.
Details for each component will be presented later in this course.
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Basic System Components, continued

Main System The main components of a PC include the following devices.
Components
Component Description

Motherboard Considered a main component of the computer,
the motherboard is a printed circuit board that
holds memory chips, expansion cards, and
various other components.

Central A device that uses microchip technology to

Processing process information and code used by the

Unit (CPU) computer. The CPU is called the brains of the
computer.

Bus A common pathway that data and power signals
travel over to various computer components. It is
called the computer’s nervous system.

Chipset Main circuit of the motherboard that controls
many different components of the system.

Memory Stores everything a computer system is

processing at a given time. Random access
memory (RAM) is the computer’s short-term
memory and the read-only memory (ROM) is the
hard-coded memory that is ever-present.

Power Supply

Component that provides power to every piece of
hardware within the computer case. It also
converts the voltage from a wall outlet to a level
a computer can use safely.

Cooling Fans | Fans force air into the case and over components
to cool them.
Chassis The computer’s case that houses the system’s

internal components. Typically, these are
constructed in two form factors (shapes): Tower
model (approximately 2 ft. long by 10 in. wide,
by 2 ft. high) and Desktop model (approximately
2 ft. by 2 ft. wide by 7 in. high).
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Basic System Components, continued

Data Data is stored in and retrieved from the following components:

Storage/Retrieval
Components .

Hard Drive: Main data repository for non-volatile mass
storage. It uses magnetically coated metal, glass or ceramic
platters as storage media. Hard drives can be found connected
internally in a computer or found within an external enclosure
that is attached to a computer through a physical cable or
wireless network connection.

Floppy Drive: Portable semi-mass storage that uses 3.5 inch
floppy disks.

CD-ROM/DVD: A non-volatile, optical mass storage device.

Flash Storage: A versatile, solid-state storage device that can
be used as an additional hard drive or as RAM. They are used
in laptops, notebooks, and select PDAs as PC Cards,
ExpressCards, or typical USB thumb drives.

Input Components The following devices are used to input data to the computer:

Keyboard: A primary input device that uses alphanumeric
keys.

Mouse: A device that moves a pointer to make selections
within a graphical user interface (GUI).

Game Controller: A joystick or other device used to play
games. These controllers require a game controller card or
sound card, chip, or chipset with a game controller port.

C-14
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Basic System Components, continued

Output The following devices perform data output:

Components

Monitor: The main display component that interactively shows
visual input/output. A monitor requires a video card or video
chip/chipset.

Video Card, Chip, and Chipset: Translates visual input/output
and sends it to a monitor. These components are found on the
MB.

Speakers: Carry audio data processed by the sound card or
chipset. They may be attached to the sound card by cables
mounted within the chassis and connected directly to the
motherboard, PC speaker, or both.

Sound Card and Chipset: Translates audio input/output (1/0)
and sends it to the speakers. Both are found on the MB.
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Lesson 3 — Motherboard and Components

Introduction

Purpose of this
Lesson

Objectives

In this Lesson

The motherboard is considered to be the main component of the
computer to which all other components are attached. The Basic
Input/Output System (BIOS) is the instruction set that controls the
main functions of the computer. The motherboard holds the ROM
chip that contains the BIOS. The bus is a circuit that transports
data, signals, and power to and from the CPU, memory, and other
components on the motherboard. In this lesson you will learn the
various components of the motherboard, how a bus works, and the
various types of buses found on most systems.

You need a basic knowledge of the motherboard and its
components to better understand how computer systems function.
You will recognize the various types of buses that are found on
computer systems to assist in determining the types of devices that
can be connected to them.

After successfully completing this lesson, you will be able to:

Define the role of the motherboard

Identify types of motherboards

Explain BIOS and the concept of Plug and Play
Identify main motherboard components

Know the basic functions of buses

Identify various bus types

Recognize various bus connectors

The following table shows the contents of this lesson.

Topic See Page
Motherboard Overview C-18
Motherboard Components C-23
The Boot Process C-28
Bus Overview C-30
Bus Types C-31
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Motherboard Overview

Introduction The motherboard is the main circuit board of the computer. Every
component is connected to it in some way. Motherboards contain
slots that hold the processor, expansion cards, and connectors for
attaching additional boards. Typically, you will find the following
components on the motherboard:

CPU

ROM (System BIOS)

Serial and parallel ports

Memory

Chipset

e Clock and Complementary Metal Oxide Semiconductor
(CMOS) battery

e Mass storage interface

e Expansion slots

e Connectors for peripherals including monitor, keyboard, and
disk drive(s)

e Vista Specific (Screen-duo and ReadyBoost)

Types of There are several different form factors (designs) of motherboards.
Motherboards Older form factors include the Baby-AT, which was the first IBM
PC board released in 1981, the Full-size AT, and the LPX.

The modern form factors that are found in most computers today
include the NLX, BTX and the ATX family of form factors,
namely the Micro-ATX, Flex-ATX, and WTX.

Note about PC The term PC was originally trademarked by the IBM corporation,
but today is used widely to mean almost any personal computer.
s’ When the term PC is used in this course, it refers to a computer
. that is based on the Intel X86 processor architecture (discussed
later in the book).

Other manufacturers make popular computers that are different
from PCs. Apple Computer makes the Mac line of computers,
Sun which has experienced dramatic growth in the consumer market.
e Sun Microsystems computers are popular for government and
enterprise business use. Both companies make a full line of
products ranging from desktop devices to large servers.
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Motherboard Overview. continued

Full-Size The full-size AT motherboard replaced the original IBM XT
Advanced motherboard in 1984. It started out as a large board measuring 12
Technology (AT) inches wide by 13.5 inches long, but later was reduced in size as
Board advancements in design progressed. It contains two power supply

connectors that plug into one non-form molded power connector
and a combination of 16-bit and/or 8-bit ISA slots. These slots,
shown in the image below, are used to connect expansion cards to
the motherboard. They are discussed in detail in a later lesson.

Example of AT Motherboard
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Motherboard Overview. continued

AT Extended
(ATX) Board

Intel introduced the ATX in 1996 as a replacement for the Baby-
AT. It was considered the first dramatic improvement in
motherboard form factors used in desktop PCs. The ATX provided
a standard, nonproprietary design that was easy to install and
maintain. Many modern motherboards use this same form factor (9
inches wide by 12 inches long.)

ATX was the first to integrate components such as the Flash BIOS
and 1/0 logic. The ATX motherboard is half the width of earlier
motherboards and contains combinations of ISA and PCI slots,
expansion slots that are covered in depth later in this lesson. The
power connector for the ATX is one form-molded power
connector that prevents it from being connected incorrectly.

Example of ATX Motherboard

ATX-class and above motherboards may be configured for
suspend or power-off functions that are initiated by the operating
system. This is especially true with the Microsoft Window 95 or
higher versions. During suspend, the system goes into a low power
state called a sleep mode. Contents of RAM are saved during this
state to allow the machine to wake up quickly with all running
applications remaining open. The system awakes after the mouse
or keyboard is used. During power-off, the system shuts down
completely after exiting the operating system.

C-20
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Motherboard Overview. continued

The ATX Family

The following motherboard form factors were developed by Intel
as evolutions of the original ATX:

Micro ATX was built as a smaller design for use in the first
small, low-cost computer systems sold in retail stores for under
$1,000. The reduced size (9.5 inches wide by 9.5 inches long)
allowed for a smaller power supply and few /O bus expansion
slots.

Flex ATX was introduced as a smaller version of the Micro
ATX and considered the least expensive motherboard of the
ATX family. It will only support the socket-type CPU (size: 9
inches wide by 7.5 inches long).

WTX was designed as a high-performance ATX. Itis a
relatively new board used in high-end servers and
workstations. It contains a flex slot that is an enlarged PCI slot
used to hold powerful multifunction cards (size: 14 inches
wide by 16.75 inches long).

01/09
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Motherboard Overview. continued

Low Profile
Extended (LPX)
Board

New Low Profile

The LPX is a semi-proprietary, non-standard design introduced by
Western Digital in 1987. Its low-profile design incorporates slots
that are parallel to the motherboard allowing the expansion cards
to plug sideways into the riser board. The riser board connects to
the motherboard. This design change allowed for slimmer PC
cases. LPX was used in PCs sold in retail stores such as Compaq
and Packard-Bell. It is easy to identify because devices are parallel
to the motherboard. Components for it are difficult to obtain. (size:
9 inches wide by 13 inches long).

Riser Board Example

The NLX is a modified, non-proprietary LPX design made by

Extended (NLX) Intel. With the NLX system, the riser plugs into the side of the
Board motherboard. This configuration allows easy access to components
for installation and maintenance. The NLX has an integrated
network interface card (NIC).
Example of NLX Motherboard with Riser
C-22 For Official Use Only — Law Enforcement Sensitive 01/09
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Motherboard Components

Motherboard
BIOS

Complimentary
Metal Oxide on
Semiconductor

(CMOS)

The motherboard basic input/output system (BIOS), also called the
system BIOS, is considered to be the heart of the computer
because it controls communications between computer hardware
and the operating system. System BIOS is also referred to as ROM
BI1OS because the code is contained in a non-volatile, read-only
memory (ROM) chip. As opposed to typical memory chips, non-
volatile memory does not lose its contents when electricity is
removed, making the chip suitable for storing data for many years.

The system BIOS contains a software instruction set called
firmware. Firmware provides the basic input/output instructions to
boot the computer and handles several important functions
including identifying hardware currently installed in the PC,
determining which device will boot the PC, and installing basic
drivers for the keyboard, video, and disk drives prior to the
operating system loading.

The system BIOS is explained further in depth in Module 3 of this
book.

CMOS is a chip that stores clock settings, the current system
configuration data as discovered by a standard Power-On Self Test
(POST) or defined by the setup program, and the Plug and Play
settings. Located on the motherboard, CMOS is volatile and
requires battery power to maintain the CMOS memory and system
time whether the PC is on or off. Battery power comes from one of
the following:

e Coin-type watch battery (commonly used)
e Brick/Barrel type battery
e Capacitor, an electrical component that holds a charge

Data stored in the CMOS chip is accessed by the system BIOS and
also includes configurable settings such as boot sequence, CPU
clock speed, and power management.
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Motherboard Components, continued

Chipset

Super 1/0O Chip

The chipset controls the flow of information between various
components of the motherboard. The chipset on a modern PC
contains two or three separate chips and older PCs had as many as
five chips. The largest chip is called the North Bridge; the smaller
chip is called the South Bridge. The chipset controls many
different components of the system including:

CPU

Cache

Main memory

Peripheral Component Interconnect (PCI) bus
Industry Standard Architecture (ISA) bus
Various system resources

In addition, the chipset defines the various functions the system
will support including:

o Defines Front-side Bus (FSB) speed (from 66 MHz to over
1000MHz)

e Supports Accelerated Graphics Port (AGP) video cards

e Defines the minimum and maximum processor speed the
motherboard can handle

The major chipset manufacturers are Intel, Apollo, VIA, and SIS.

The Super 1/0O chip is the chip on the motherboard that integrates
devices that were contained on expansion cards on older PCs. This
chip allows for a faster transfer rate of data between the device and
the system and has a lower failure rate. The Super I/O chip usually
contains the following devices:

Dual serial port controllers
Floppy drive controller

Parallel port controller
Keyboard and mouse controllers
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Motherboard Components, continued

Jumpers

Dual Inline
Package Switches

A jumper is a small plastic-covered metal clip that is placed over
metal pins sticking out of the board. When placed on the pins, the
jumper enables electricity to flow to the pins, completing the
circuit. A jumper is considered closed when the plastic clip covers
the pins.

Open ” H

Closed !
Use of Jumpers

Use: Jumpers are used to control device settings including
processor speed and type, bus speed and CMOS password settings.

Dual Inline Package (DIP) switches are small switches embedded
into circuit boards. They are used to configure the system
functions including the bus speed, processor speed and processor
type. DIP switches are toggled either On/Off or 1/0. Microsoft’s
standard Plug and Play feature has made the use of DIP switches
obsolete.

DIP Switch Example
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Motherboard Components, continued

Trusted Platform
Module

Power Supply

The TPM is a microcontroller device installed on the motherboard
that stores encryption keys, passwords, and digital certificates. It
provides secure key generation that can be used to create and/or
store both user and platform identity credentials for authentication.

e Offers improved, hardware based security

e Uses RSA and SHA-1 encryption algorithms to create an
encryption key for a specific computer

e Encryption keys can be used for full-disk encryption, software
licensing, and digital rights management

The computer’s power supply powers all internal components.
Power supplies come in different wattage models ranging from
63.5 to 1000-plus watts. Each unit contains a power transformer
that converts voltage from the wall socket to the power level the
computer can safely use. The unit transmits a power good signal to
the motherboard. This signal must be present continuously for the
computer to run. If it is not, the computer shuts down instantly.

The power good signal performs several functions:

e Prevents the computer from starting until the appropriate level
of operating voltage is reached

e Interfaces with the computer’s reset switch. When the reset
switch is pressed, the power good signal is grounded out.
When the switch is released, the power good resumes and the
system reboots.
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Motherboard Components, continued

ATX and AT
Power Supplies

When comparing the ATX and the AT power supplies, the main
plugs from the power supply to the motherboard are very different.
The ATX has a single, form-fitted plastic plug that fits into an on-
board socket that has a unique configuration. The plug is form
fitted so that it will only fit into the socket in one direction.

ATX On-Board Power Socket (front view)

In contrast, the AT power supply has two separate plugs that fit
into two separate on-board sockets. The wires on the plugs are
color-coded. To make the correct connection, be sure to place the
plugs into the sockets with the black wires of both plugs located
directly next to each other. When properly connected, these black
wires will be in the center of the two seated plugs.

AT Power Supply Socket (2 cords required)

i i
Warning:  Unlike the form-fitted ATX plug, the AT plugs can
be connected incorrectly. If the AT plugs are not

connected correctly, the motherboard will fail and a
fire may occur.
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The Boot Process

Overview All computers are designed to start in a predictable way from the
moment you press the Power On button until the moment the
operating system loads. The list below outlines the steps.

The Boot Process
Activity Description

1. Power good signal is sent to the When you press the

CPU Power On button

2. CPU looks at ROM for basic When CPU receives

instructions (BIOS) power good signal

3. System BIOS loads

4. BIOS initiates Power-On Self Test

(POST)

5. POST checks RAM and then Typically, a procession

Video. If either of these have a of long single beeps for

problem, there are various beep codes. | RAM; one long and
two short for video.

From this point forward, errors are Motherboard

reported with text messages displayed | documentation contains

on the monitor. beep codes.

6. When RAM and Video pass the You will begin to see

POST test, a single beep occurs. The | text on the screen. The

single beep exists simply to indicate rapid numbers flashing

that the diagnostic speaker is working. | indicate an in-depth

A malfunctioning speaker will prevent | RAM check. The

audible beep codes. screen will indicate the
B10OS manufacturer and
version number.

7. POST then checks keyboard. If an error occurs, a
text message generally
displays the on-screen

8. Legacy and then Plug and Play The data gathered is

devices are identified then stored on the
CMOS chip

9. CMOS data is queried against new | If there is a problem

current configuration data. Drives with the CMOS

spin, lights flash, and sounds are battery, you will get a

heard. text message.

10. Finding no major hardware errors,

BIOS turns the process over to the

boot loader.
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The Boot Process, continued

Overview,
continued

Activity

Description

11. The boot loader learns the boot
sequence from the BIOS (e.g. A: C:
CD-ROM, etc.) and looks for the
Master Boot Record (MBR) on that
device.

For hard disks, the boot loader looks
for a partition table. The partition
table will have a pointer to the MBR
on the primary, active partition

12. The MBR contains the first file

needed to start the operating system
(10.SYS in Windows 9x, boot.ini in
NT).

13. The whole process is turned over
to the OS and you see splash screens,
etc.
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Bus Overview

Introduction The various buses comprise the transportation system within every
computer. It acts as a highway that sends data, signals, and power
among the processor, memory, and other components. In general,
there are two bus categories: the internal bus that connects all the
internal components to the CPU and main memory and the
expansion bus that connects expansion boards to the CPU and
main memory.

A computer has several different types of buses. The key buses
found in many computers include:

Processor bus

Memory bus

Accelerated Graphics Port (AGP) bus
Peripheral Component Interconnect (PCI) bus
PCI Express

Industry Standard Architecture (ISA) bus
Universal Serial bus (USB)

External SATA (E-SATA)

Bus Architecture

Buses are made up of a complex system of thin circuits known as
traces that are located on any of the several layers of the
motherboard. The system chipset orchestrates data transfer from
all components via the bus. In addition to circuits, the bus also
includes microchips and slots to hold expansion cards or circuit
boards.

Buses are hierarchically arranged so that each slower bus is
connected to the faster bus above it. The bus size, called width,
describes the amount of data (measured in bits) that can be
transmitted at one time. The bus’s clock speed, measured in MHz,
describes the speed of data transfer.

Processor and The processor bus is the data pathway between the CPU and the

Memory Buses motherboard chipset. Also called the front side bus, the processor
bus is the fastest bus on the motherboard. It is used by the CPU to
transfer information between cache or main memory and the
chipset.

The memory bus is the data pathway between RAM and the CPU.
It is always the same width as the processor bus.
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Bus Types

ISA Bus The ISA bus was part of the first IBM PC in 1984. This early
version was 8 bits with a speed of 5 MHz. Today, the ISA bus still
remains slow at 16 bits and 8 MHz, which is ideal for slow-speed
peripherals such as some older modems and sound cards. Until
recently, most motherboards contained several ISA slots for
backward compatibility. Newer motherboards have replaced ISA
slots with a PCI bus.

Extended ISA Bus The Extended ISA (EISA) bus is a 32-bit, non-proprietary slot
connection designed to replace the ISA bus. This bus accepts ISA
devices and has two slots. These slots are usually brown in color.
The EISA bus is now obsolete in PCs, but they are still used in
high-end servers.

Micro Channel The Micro Channel Architecture (MCA) connector was an IBM

Architecture proprietary slot connection designed to replace the ISA/EISA
cards. The MCA system is now obsolete, but may still be found in
older IBM computer systems. MCA introduced the concept of
busmastering. This concept allows devices direct access to the
CPU via the motherboard 1/0O controller for faster access.
Busmastering is still used by modern devices. There are two
formats: 16-bit with two slots and 32-bit with three slots (third slot
is separated from the other two slots).

MCA 16-bit bus (2 slots)

MCA 32-bit bus (3 slots)
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Bus Types, continued

Video Electronic The Video Electronic Standards Association (VESA) local bus

Standards Assoc. (VL-Bus) is a 32-bit, non-proprietary slot connection meant to

Local Bus replace the ISA bus. It has three slots (two together and one
separated). The first two slots (ISA) are black and the third
parasitic slot is brown. It is used for older video cards and was
replaced by the PCI bus.

Example of VL-Bus
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Bus Types, continued

PCI and
PCI-X Bus

PCI bus is a collection of 32-bit or 64-bit connector slots on the
motherboard, generally white in color. Modems, NICs, SCSI host
adapters, and non-AGP video cards use the PCI bus. The PCI local
bus is also called a mezzanine (meaning intermediary) bus because
it sits in the middle between the CPU and RAM. It’s part of the
North Bridge and can function with other devices and RAM
without the use of the CPU.

PCI and PCI-X send data in parallel form in one direction at a time
in speeds ranging from 33MHz (PCI) to 533MHz (PCI-X) with a
maximum of 34Gbits/sec transfer in the most recent PCI-X. All
devices on a PCI bus take turns accessing this bandwidth.

PCI-X is completely backward compatible. All 32-bit PCI cards
will function in a PCI-X slot and new 64-bit PCI-X cards will
function in a standard PCI slot from the late 1990s. While popular
in server environments, PCI-X should not be confused with the
newest bus implementation, PCI-Express.

Example of PCI and PCI-X Bus

LLLLUIRRILRRN BT LLRLE LR L
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Bus Types, continued

PCI Express

PCI Express is a PCIl advancement that sends data across lanes in
serial form and is capable of sending and receiving data
simultaneously. There are various formats of PCI Express such as
x1, x2, x4, x8, x12 and x16. The number, when multiplied by four,
represents the number of lanes available to send and receive data.
For instance, the x2 has 8 available lanes and the x16 has 64 lanes.
In addition to multiple lanes, PCI Express introduces lane
switching which allows data to be switched along lanes as needed
instead of all devices taking turns waiting for the bus. This makes
PCI Express much more efficient than PCI or PCI-X. PCI Express
is also known as 3GIO or 3" generation input/output.

The most common formats are x1 and x2 for general peripheral
devices and x16 as an AGP replacement for graphics cards. The
x16 format can provide up to 128 Gh/sec throughput.

PCI Express connectors, generally black in color, are physically
different from PCI and are not backward compatible with PCI or
PCI-X. It is expected that motherboards will contain some
combination of PCI and PCI Express for the next few years as the
industry makes the transition to all PCI Express.

Examples of PCI Express

1X 4X 8X
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Bus Types, continued

PCI Express,
continued

AGP Bus The AGP bus is used exclusively for high-speed graphics
processing. This 66 MHz bus has a 32-bit slot connection that is
brown in color. It is reserved for a video card. The AGP bus is
available in 1x, 2x, 4x and 8x transfer rates. The AGP local bus is
placed near the processor bus for direct access to it.

Example of AGP Bus
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Bus Types, continued

USB The USB has a port connection often located at the rear of the
computer. Most computers have a USB port that is used to connect
various types of peripherals to the computer system. USB brings
Plug and Play capabilities to peripherals connected outside the PC.
These peripherals are automatically configured when attached to
the USB port and a reboot is not necessary to use the component.

Example of USB Ports

Theoretically, you can daisy chain (connect various devices to
each other in series) 127 devices to each USB port. However, in
reality any more than five devices require a USB hub. The current
USB specification, version 2.0, supports a data transfer rate of 480
Mb/sec. Version 2.0 is backward compatible with earlier versions
1.1 and 1.0 that used 12 Mb/sec. and 1.5 Mb/sec. rates.

USB is a continually evolving technology, as evidenced by the
announcement of USB 3.0. USB 3.0 increases the speed rating of
external devices by ten times that of USB 2.0, transferring data at
4.8 Gb/sec. USB 3.0 will be fully compatible with 2.0 and 1.1
devices.

In addition to wired USB solutions, there are recent innovations in
Wireless USB (WUSB). WUSB allows for USB 2.0 speeds to
devices within three meters of a computer. Wireless USB works
similarly to Bluetooth, but features a reduced range to support
higher transfer speeds.
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Proprietary Bus
Connectors

IEEE 1394
(FireWire)

You need to be aware of several proprietary bus connectors. These
are explained here.

The IEEE 1394 is an alternative to a USB port. Brand names for
this connector are FireWire by Apple and i.Link by Sony. It allows
63 devices to be daisy chained (connected) to each connector. It
can also handle multiple chains. The transfer rate is approximately
400 Mb/sec, which is faster than the USB 1.1 but slower than USB
2.0 480 Mb/sec. There is also a 1394b standard that allows faster
signaling, up to 3.2 Gb/sec., and requires special cables and
interfaces.

1394a (FireWire 400)

1394 and 1394a are the original implementations of this bus type,
with speeds up to 400 Mb/sec. 1394a uses two styles of
connectors: a 4-pin connector and a 6-pin connector, shown below.
The 6-pin has become a standard in many computers and external
devices.

IEEE 1394 Connector Example

1394b (FireWire 800)

1394b was designed as a higher performance bus type, allowing up
to 800 Mb/sec and greater cable distances. However, 1394b
requires a completely different cable and connector, a 9-pin
connector that resembles the 4-pin connector shown above. While
there are great benefits to 1394b, it has not completely overtaken
the original 1394a. Many modern devices feature both 1394a and
1394b connectors.

Firewire S3200
S3200 refers to a newer FireWire standard that uses existing 1394b

cables to achieve data transfer rates of 3.2 Gb/sec, four times that
of FireWire 800.
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Bus Types, continued

E-SATA The E-SATA is an external port connection for external SATA
devices, such as hard drives or DVD/CD devices. E-SATA runs at
speeds of 300 Mb/sec.

Example of E-SATA Cable and Ports

eSATA connector eSATA connector
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Lesson 4 - CPU and Memory

Introduction The computer’s processor, called the central processing unit
(CPU), works in concert with memory to process software and
user commands. This lesson explains the significance and
functions of both CPU and memory.

Purpose of this You should understand how a computer processes commands and
Lesson data. You will be presented with information about CPUs and
memory to enhance your general knowledge of computer systems.

Objectives After successfully completing this lesson, you will be able to:

e Explain the basic functions of the CPU
e Identify the CPU in a computer
e Recognize various types of memory

In this Lesson The following table shows the contents of this lesson.
Topic See Page
CPU Functions C-40
Memory C-41
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CPU Functions

CPU Defined

Types of CPUs

The computer processor, or CPU, is the main component that
processes all software instructions and makes all calculations.

The CPU’s main components are the following:

e Arithmetic logic unit that handles all arithmetic and logical
operations

e Control unit that takes instructions from memory, translates
them, and then carries out the instructions.

The CPU can be either a single-socket chip or a chip that is
mounted on a slot circuit board.

There are various types of CPUs from several manufacturers. Each
type connects to the motherboard in different ways. Some CPUs
connect via a socket in the motherboard and others use a slot
connector. Each style of connector is produced in a variety of
specific and unique designs, few of which are compatible with
each other. A CPU and a motherboard must be completely
compatible for a computer to operate.

Socket-type CPUs were the original design and is still the most
popular. The actual CPU chip attaches to the motherboard through
a pin-grid array (PGA), a square receiver containing hundreds of
evenly spaced holes. Modern Intel CPUs are designed as Plastic
PGA (PPGA) or Flip-Chip PGA (FCPGA). The only physical
difference between these is the orientation of the actual processor
chip in relation to the motherboard.

During the late 1990’s many CPUs were designed using a slot-type
connector. Similar to a PCI card, the CPU would seat into a
rectangular slot on the motherboard. However, this design was
inefficient for faster clock speeds and the design was phased out.
The Pentium 1l and many Pentium I11 processors were designed as
slot CPUs.
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Memory

Introduction

Memory is the temporary data storage area of a computer system.
It is the system’s workspace that houses the programs and data
being processed by the CPU. The two main types of memory are:

e Read-only memory (ROM) is non-volatile and cannot be
written to. The ROM chip contains the motherboard BIOS that
is used to boot the system.

e Random access memory (RAM) is the main memory that can
be read by the CPU and written to. RAM is temporary because
it relies on electrical power. RAM is also referred to as
physical memory that is represented by the actual computer
chips that hold data.

Memory is often confused with disk storage (on hard drives, disks,
or tapes) because both are measured in megabytes and gigabytes.
To remember the distinctions between memory and disk storage,
consider this analogy. RAM represents your current work files on
your desk that are easily accessible when you want to make
changes to them.

Conversely, disk storage represents an area where you
permanently store completed work files, such as in a file drawer.
You access those files less frequently and you must do a search to
retrieve them.
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Memory, continued

ROM

RAM

There are four types of ROM chips as detailed below. All types
use non-volatile data storage meaning that the data remains
indefinitely on the chip until the chip is reprogrammed using
special hardware or software.

ROM: During manufacturing, binary data is stored in the die of
the silicon and cannot be changed without making a new chip.

Programmable ROM (PROM): This chip comes blank and
needs to be programmed using a special machine called a
device programmer. Once the PROM is written to, it cannot be
changed.

Erasable PROM (EPROM) — A type of ROM that can be
erased by exposing it to high-intensity ultraviolet light. The die
used is sensitive to ultraviolet light. When exposed, all the
binary Os are changed back to 1s.

Electrically Erasable PROM (EEPROM) or FLASH ROM:
Chips that can be electrically erased and reprogrammed on the
circuit board using a special software program. No other
special equipment is required to reprogram the chip. All
modern MBs use this type of chip for the system board BIOS.

RAM is short-term memory used to store data being processed by
the CPU. RAM is volatile because any data that is stored in RAM
is cleared when the power is off or the system is reset. RAM chips
are mounted on sticks that fit into connection slots on the MB.
Slots are arranged in numbered banks starting at 0. Bank 0 is
usually located near the CPU.
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Memory, continued

Dynamic RAM
(DRAM)

DRAM is the most common and least expensive memory chip. It
is small and has high data density (up to 256K). Other
characteristics include:

e Several DRAM chips are mounted on a single stick that fits
into connection slots on the MB.

e Connection slots are arranged in banks starting at 0. Bank 0 is
usually located near the CPU.

DRAM requires constant electrical refreshing to keep it dynamic.
This is done by using capacitors and transistors in pairs. Capacitors
hold charges (both positive and negative) that indicate whether the
transistor is On or Off. The charge holds power in the transistor
and keeps the RAM contents alive.
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Memory, continued

Single Inline SIMM sticks were used in earlier generation PCs. Manufactured in
Memory Modules  sizes ranging from 512 KB to 32 MB, they were manufactured
(SIMM) with flat connection pins in two types:

1. 30-pin SIMM, considered obsolete in PCs (used with 386
processors and below), is installed in pairs

2. 72-pin SIMM is still available and is installed in singles on
motherboards with CPUs below Pentiums and in pairs on
Pentiums and above. These were widely used a few years ago
until they were replaced by DIMMs.

Example of SIMM Chip

A SIMM has a unique insertion method and locking mechanism.
SIMMS are inserted into the connector slot at a 45-degree angle
and then rotated into the slot. The locking mechanisms are small
metal or plastic pins located on the side of the slots. You know the
module is a SIMM if you remove it at a 45-degree angle.
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Dual Inline
Memory Modules
(DIMM)

Synchronous
DRAM (SDRAM)

The most widely used memory modules are the 168-pin DIMMs,
which have replaced SIMMs. They are 64 bits wide and range in
size from 8 MB to 1 GB. DIMMS are inserted straight into their
sockets and locked in place.

SDRAM is the modern memory standard and is faster than regular
DRAM. It is most prevalent in Pentium IlI/Athlon systems and
above. SDRAM runs in synchronization with the actions of the
processor bus. It performs operation at the same time as the system
clock and at the same speed. This increases the speed of the data
input/output. All SDRAM are DIMMs. All DIMMs are not
necessarily SDRAM.

SDRAM is manufactured at single, double data rate, or quad data
rate (SDR, DDR, DDR2 and DDR3). These rates describe the
speed of data transfer per clock cycle. There are several SDRAM
speeds. Which type and speed your system requires depends on the
motherboard.

The following lists various SDRAM speeds and their associated
processor bus speeds:

SDRAM Speed Associated Processor Bus Speed

PC 66 66 MHz

PC 100 100 MHz
PC 133 133 MHz
PC 2700 333 MHz
PC 3200 400 MHz
PC 4200 533 MHz
PC 5300 667 MHz
PC 6400 800 MHz
PC 10666 1333 MHz
PC2 8500 1066 MHz
PC3 12800 1600 MHz
PC3 14900 1866 MHz
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Memory, continued

Synchronous
DRAM (SDRAM),
continued

RIMM (RAMBUS
Inline Memory
Modules)

When upgrading SDRAM, it is important to select speeds that are
greater than or equal to the frontside (processor) bus speed.
Pushing slower RAM at higher speeds (overclocking) will cause
the RAM to overheat and malfunction, which can also cause
permanent damage to the motherboard. It is acceptable to install
faster RAM into a slower motherboard. SDRAM is not compatible
with all motherboards, so it is important to refer to the
motherboard documentation.

RIMMs are found in high-end computers because they offer the
highest performance of available memory, with transfer speeds
capable of over 6 GB/s. The memory modules use RAMBUS
Dynamic RAM (RDRAM) chips, a proprietary chip format. These
are generally geared towards the server market, but Intel actively
pushed the technology towards the consumer market. Due to their
high cost, they are uncommon on most computers.

Example of RIMM Chip

<D 9351 me s @.é_

M 800-45 1o

RIMMS are manufactured with 184 connection pins and in sizes
that range from 64 MB to 1 GB. Most motherboards require that
RIMM chips be installed in pairs. If only a single memory module
is needed, then a special continuity unit (CU) is required to
provide termination. CUs are additional RIMM modules without
the RDRAM chips that are plugged into the remaining RIMM slots
not occupied by memory modules.
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Overview

Purpose of this
Module

Objectives

In this Module

Module D
Data Storage Components

Understanding the vast array of data storage components is vital
knowledge for processing an electronic crime scene investigation.
This module introduces disk drives and various types of removable

storage media.

The purpose of this module is to introduce students to the various

types of media available for the storage of digital data.

After successfully completing this module, you will be able to:

Explain how data is stored on a hard drive
Identify components of the hard drive
Discuss the workings of a floppy drive
Recognize various removable media

Here are the lessons in this module;

Lesson

See Page

Lesson 1 — Hard Disk Drives

D-3

Lesson 2 — Floppy Drives and Removable Media

D-35
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Introduction

Purpose of this
Lesson

Objectives

In this Lesson

Lesson 1 — Hard Disk Drives

Hard drives are the main storage of the computer. Drives use
highly sophisticated technology to write data on platters. This
lesson examines the main components of hard drives and their
functions. It also introduces you to data storage methods.

In this lesson, you will learn how disk drives store information.
This is important to knowing how to safeguard data during a crime

investigation.

After successfully completing this lesson, you will be able to:

e Identify the main components of a hard drive

e Explain the process by which data is stored on and retrieved

from a hard drive

e Describe the basic formatting procedures for hard drives

e Explain hard drive geometry

The following table shows the contents of this lesson:

Topic See Page
Hard Drive Overview D-4
Hard Drive Components D-5
Hard Drive Controllers D-11
Hard Drive Geometry D-17
RAID D-19
Drive Preparation D-22
Hard Drive Preparation D-24
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Hard Drive Overview

Savinga Filetoa
Hard Drive

Process for Storing
Data on a Hard
Drive

To understand how the hard drive works, you first need to know
how a file is saved to it. As a file is being written or created, all of
its contents are temporarily stored within RAM. When you save
the file, the software program you are using makes a request to the
operating system to take the file from RAM and store it
permanently to the hard drive. Your request to save a file initiates
a complex process that records your file and tracks its storage
location on the hard drive.

For illustration purposes, the following table describes the general
process for saving a file to a hard drive in modern operating
systems.

Step Activity
1 The user makes a request to save a file. That file is then
temporarily stored in RAM (if not already residing
there).

2 The file system analyzes the disk to find the required
available space.

3 The operating system receives the request to transfer the
file from RAM to permanent storage on disk.

4 The file system (FAT, VFAT, FAT32, NTFS, ext2 or
ext3) updates the file directory with the newly saved file
name and its exact location or directory path.

5 The operating system tells the drive controller to save
the file. The file is then transferred from RAM to the
hard drive.

6 Once the file is saved, the file system marks that area of

the disk as not available. That area cannot be
overwritten by subsequent file saves.
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Hard Drive Components

Components Hard drives contain the following components:
e Disk platters
e Read/write heads
e Head actuator

Spindle motor

Jumpers and/or switches
Disk controller

Cables and connections

Disk Platters A hard drive stores archival copies of all programs and data on
non-volatile disk platters made of metal or glass with a magnetic
medium coating. Most hard drives can hold several 3.5-inch
platters with a current capacity of 250 GB or higher. Laptops and
notebook computers use 2.5-inch platters with a current capacity
of 100 GB each. Data is stored on both sides of each disk platter.

When in operation, the disks spin and the read/write heads move
over the disks and store information in tracks and sectors. Data is
stored in concentric rings or tracks on the disks. The tracks are
divided up into segments called sectors. Each sector can store
approximately 512 bytes of data.
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Hard Drive Components, continued

Read-Write Heads Read-write heads are the mechanisms that store and read data on
platters. There is one read-write head combination for each side of
the disk platter and all heads are mounted on a single rack. Heads
move in unison across the platters. They float above the surface of
the disk platter on a cushion of air generated by the action of the
spinning disk platter. The heads float three to five millionths of an
inch above the platters. As they move, the heads read changes in
the disk’s magnetic coating, called magnetic flux. This is the
process for interpreting stored data.

Bottom View
R/W Head

Signal Wires & Connector

Actuator/Rack Assembly

Data is stored on both sides of the platters. Side numbering starts
at zero for the top side of the top platter. For example, if the drive
has four platters (eight sides), the numbering for the sides would
be zero through seven.
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Jumpers

A jumper is a set of pins used to control device settings. The pins
act like an on/off switch and are configured by placement of a
small plastic block, called a shunt. When there is no shunt over the
jumper pins, the circuit is open, or off. When there is a shunt
placed over the pins, a small wire inside the shunt connects the
pins and the circuit is closed, or on. This is also called shorted. A
shunt can also be attached to a single pin in a parked position. This
does not close the circuit; the parked position is simply used to
store shunts that are not currently needed.

You use jumpers when installing PATA (Parallel ATA) IDE
devices. Typical motherboards house two PATA IDE channels that
are identified by a Primary (IDE 1) Connector and a Secondary
(IDE 2) Connector. Each IDE channel can support a maximum of
two IDE devices. The relationship of the two devices on a single
channel is master and slave, which simply designates the
sequential order of the two devices. The four possible IDE device
relationships are:

Primary Master: Device 1 on the primary IDE 1 channel
Primary Slave: Device 2 on the primary IDE 1 channel
Secondary Master: Device 1 on the secondary IDE 2 channel
Secondary Slave: Device 2 on the secondary IDE 2 channel

The designation of master and slave between two devices on the
same IDE channel is determined by jumper settings on the IDE
devices. The drive normally contains a diagram indicating which
pins to short and which to leave open. The purpose of setting
drives on one connector or another, and choosing between master
and slave, is to place the drives within a specific order. On modern
computers, drives are read by the operating system in order from
primary master down to secondary slave. Therefore, a drive placed
earlier in the chain will have a lower drive letter.

Some motherboards support cable select (CS) technology. By
setting the drive’s jumpers to CS and using a special CS cable, you
can control the master and slave designations of the drives’
placement on the cable. Standard master and slave settings as
described above are used more frequently than CS.
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Hard Drive Components, continued

Jumpers, continued Setting the Master Drive

To indicate a primary hard drive in a series of two, close the
Master jumper for the following configuration:

Master

-
n
=

O O Slave
O OCcIs

Setting the Slave Drive

To indicate a secondary hard drive in a series of two, close the
Slave jumper for the following configuration:

Slave

b 5 O
= 0 0O

Q10 ©

Q10 ©
Note that on newer motherboards, with support for SATA (Serial
ATA) devices, the motherboard may have only one PATA
connector or none at all. Additionally, SATA devices do not

require a jumper for Master and Slave settings, as each device is
plugged onto its own motherboard connector.

lave
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PATA Data Cables Older PATA IDE hard drives and CD-ROMs connect to the

motherboard via a ribbon cable to facilitate data transfer. These
cables are flat and wide with wires running in parallel the length
the cable. IDE ribbon cables generally have three 40-pin
connectors: one to attach to the motherboard and one each for
Master and Slave device. A red or black stripe along one edge of
the cable indicates the location of Pin 1 and is used to determine
cable orientation.

40-pin Ribbon Cable

Connections on devices such as hard drives and the motherboard
are usually notched or fitted so that the ribbon cable can only
attach one way. If not connected correctly, the device will not
work and damage may occur. Always attach the ribbon cable on
IDE devices with the red (or black) stripe closest to the power
connection.

of
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Hard Drive Components, continued

SATA Data Cables SATA (Serial ATA) is a communication bus technology that is
replacing older PATA (IDE) technology. SATA, unlike PATA,
does not use Master and Slave jumpers on the hardware to
determine device priorities. Instead, each SATA device has its own
dedicated connection to the host device. Therefore, no bandwidth
is shared with any other devices over the SATA data cables.

SATA offers other benefits over PATA, such as more compact
cables for better airflow, and hot swapping capabilities.

SATA data cables use 7-pin connectors that only utilize four wires
for transferring data. The other three wires are used as ground.

SATA Data Cable

A new power connector is also specified by the SATA standard,
although many SATA devices include both SATA and Molex
power connectors. This cable is designed with 15-pins and
supports three different voltages: 3.3 V, 5 V, and 12 V. Nine of the
15 pins are used for power, five are used for ground, and the last
pin is used for staggered spinup. Staggered spinup allows the
drives to initialize and power up sequentially to increase reliability
and prevent power surges.

SATA Power Cable
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Drive Controllers

Integrated Drive
Electronics (IDE)
Controller

Computer storage devices including hard drives and floppy drives
require controllers to govern how they operate. A controller is a
device that handles the transfer of data between the component and
the computer. The disk drive controllers that will be discussed in
this course include the following:

Integrated Drive Electronics (IDE)
Enhanced IDE (EIDE)

Serial ATA (SATA)

Small Computer System Interface (SCSI)
Serial Attached SCSI (SAS)

Integrated Drive Electronics (IDE) is a term used to describe any
disk drive with a built-in controller. The technical name for IDE is
Advanced Technology Attachment (ATA) IDE. The IDE is the
primary interface electronics (controller) that connects a hard disk
drive to the computer.

With today’s technology, IDE is integrated into the drive. The
drive attaches to a connector on the MB. IDE makes the drive
more reliable than drives that have separate ISA slotted
controllers. This reliability enhances the integrity of data.

IDE controllers are customized to fit the IDE drive. In contrast,
separate drive controller cards are generic and may not provide full
speed or functionality. IDE controllers contain an independent
BIOS that limits the total hard drive size to 528 MB. It uses a
standard 40-pin ribbon cable to connect the drive to a
motherboard.

IDE Controller Connection

Rear View

Pin1

'

1/0 Connector Jumpers Power

Note: If you seize a drive attached to a legacy controller card, be
sure to take the controller card as well as the drive to ensure
that you can access the disk.
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Hard Drive Controllers, continued

Enhanced IDE
Controller

PATA Naming
Convention

Enhanced IDE (EIDE) controllers offer enhanced controller BIOS
that increases maximum drive capacity to more than 528 MB. This
controller’s technical names are Advanced Technology
Attachment series ATA-2 through ATA-6. It is marketed as Fast
ATA and Fast ATA2. All ATA series drives are backward
compatible with older models.

EIDE provides two data channels per connector; therefore, two
drives can be connected to each EIDE port. In addition, EIDE
allows attachment of Advance Technology Attachment Packet
Interface (ATAPI) devices, including CD-ROM, DVD, and Zip
drives.

ATA-1, 2, and 3 Controllers

e Use the CPU for data transfer (PIO mode) which takes CPU
transferring time away from other tasks

e Data transfer rates: ATA-1 is 8 MB/sec; ATA 2 and ATA-3 are
16 MB/sec

ATA-4, 5 and 6 Controllers

e Uses Direct Memory Addressing (DMA) modes for data
transfer. During DMA transfer, the CPU is not used.

ATA-4 support a transfer rate of up to 33 MB/sec

ATA-5 supports transfer rates of up to 66 MB/sec

ATA-6 supports transfers rates of up to 100 MB/sec

To achieve rates of speed of 66 MB/sec or more, a special 40-
pin, 80-wire ribbon cable must connect the hard drive to the
motherboard.

While ATA, IDE, and EIDE technically refer to three separate
concepts, they are generally grouped together and referred to as the
same technology. Many times, the terms are used interchangeably
to refer to hard drives, with the exceptions of SCSI and SATA.
Since the introduction of SATA (Serial ATA), all examples of
prior hard drives have been retroactively renamed to PATA
(Parallel ATA).
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Hard Drive Controllers, continued

Serial ATA
(SATA)

The two-inch wide parallel PATA ribbon cable has reached a
maximum transfer rate of 133 Mbps (megabytes per second),
marking its technical limitations. As a need grew for higher
performance hard disks, the Serial ATA (SATA) standard was
introduced and implemented. SATA currently has speeds of 150
Mbps (SATA 1.5G) and 300 Mbps (SATA 3G) and has the
potential to go up to 600 Mbps (SATA 6G). Serial ATA’s power
requirements, 250 millivolt versus PATA’s 5 volt, have made it
widely adopted in new low-power motherboards.

Serial ATA drives are connected via a .25-inch cable that connects
the drive to a Serial ATA card plugged into a PCI slot or a slot
integrated onto the motherboard. The SATA cables have seven
pins and seven wires. The thinner cables permit better airflow and
are smaller and easier to route. Parallel ATA cables are two inches
wide and have a maximum length limitation of 18 inches. The
SATA cable has a maximum length limitation of one meter.

Each SATA connection supports a single drive. As previously
mentioned, this means that you no longer set jumpers for the
master or slave configuration. The SATA standard also has hot
swapping designed into its configuration which allows you to swap
drives while the system is running.

SATA hard drives also feature a unique SATA power connector.
Unlike the standard Molex 4-pin connector typically found in PCs,
the SATA power connector features 15 pins to provide 3.3 volt, 5
volt, and 12 volt power, depending on a device’s needs. Many
current SATA hard drives support both SATA Molex power
connectors; however, the SATA power connector is required to
take advantage of hotswapping.

SATA channels and drives are not inherently backward compatible
with IDE technology, although there are SATA-to-IDE adapters
available.
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Hard Drive Controllers, continued

External SATA To handle the growing market of external storage devices, eSATA

(eSATA) was designed to provide high-performance data transfers to
portable devices. The external SATA connection allows for SATA
drives to be connected externally with transfer speeds up to 300
Mbps, which is six times faster than USB 2.0. The eSATA
shielded cables are found in lengths up to two meters, but do not
provide power to the end device. While eSATA is currently geared
towards external SATA hard drives, it is able to accommodate a
large variety of external devices, including CD-ROMs.

Small Computer SCSI is a system level interface that enables the connection of

System Interface various peripheral devices to the computer. Most modern home

(SCslI) PCs do not come with SCSI hardware preinstalled. However, any
computer with a PCI slot can become SCSI compatible.

SCSl is not a controller like IDE. Instead, it is a separate data bus
that is connected to the system bus via a host adapter. There are
some high-end computers that have a SCSI adapter card or an
adapter built into the MB.

Many current SCSI busses can support between 8 and 16 devices,
although support for one device is lost to the host adapter. Other
SCSI implementations can support many more devices, such as
SSA which supports 96 and SAS (Serial Attached SCSI) which
supports 16,256. Devices are strung together in a chain and each
device is assigned a SCSI ID. A typical SCSI host adapter can
support a maximum of 16 devices, although the actual SCSI
adapter counts as one of those 16 devices. When one device wants
to communicate with the system bus, the data passes through the
host adapter to the system bus.

Because the SCSI bus operates like a chain, it must have
termination at the end the chain. Most computers can support up to
four host adapters.

A SCSI bus can be either 8-bit or 16-bit. The 16-bit bus is
typically named wide SCSI.
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Example: SCSI
Card and Cable

Serial Attached
SCSI (SAS)

Solid State Drives
(SSD)

Example of SCSI Card and Cable

Serial Attached SCSI (SAS) is another serial bus technology with
similarities to both SATA and SCSI. SAS uses the same
communication protocols as SCSI to transmit data and uses the
same type of connection cables as SATA. SAS is primarily used in
corporate and enterprise environments.

An SAS controller is backwards compatible with SATA devices.
Therefore, a SATA hard drive can be connected to an SAS
controller and function properly. This allows less expensive SATA
drives to be utilized on SAS systems while providing the upgrade
path to the higher end SAS hard drives.

SATA controllers do not support SAS devices.

A Solid State Drive (SSD) is a storage device for notebooks and
desktops that uses solid state memory to store data. There are no
moving parts in a solid state drive. This eliminates a lot of the seek
time and latency along with other electro-mechanical delays that
were attributed to a conventional hard drive. Sizes currently range
from 32 GB to 256 GB; however, SSD drives are still considered
too expensive to be in widespread use.
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Hard Drive Controllers, continued

Hybrid Hard
Drive (HHD)

Recently there has been much development into hybrid drives that
combine solid state and magnetic disk drives. The solid state
component acts as a cache for the hard drive and can be up to 1
GB in size. As data is saved from the computer it is temporarily
written to the SSD cache. Only when the cache is nearly full, or
when new data must be read, does the magnetic portion of the
drive spin up. This implementation greatly improves hard drive
performance and reliability, while reducing heat and noise
generated by normal hard drives.

The flash memory, or solid state portion of the drive, could also be
used with Windows Vista’s ReadyBoost to increase performance
on compatible Vista systems. As of this time, HHDs are only
compatible with Windows Vista-based systems.
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Hard Drive
Geometry

Tracks

Hard drives are divided into tracks, sectors, heads, and cylinders.
Each one is detailed here.

Most motherboard BIOS chips prior to 1997 do not automatically
detect geometry information. This information is usually annotated
on a sticker fixed to the drive. If not, check user reference manuals
for the manufacturer’s Web site for a listing of this information by
hard drive type. It is a good idea to record these values for future
reference.

In computer forensic investigations, it is important to know where
data is stored on a hard disk because you may be asked during trial
about the exact location of a hidden data file. For example, you
may be asked to identify the track, sector, and cylinder on which a
hidden file is located on a seized computer system.

<

Track: entire
concentric circle

A%

Tracks are the concentric circular paths that are placed on both
sides of the platter. Tracks are a specified area that the read/write
head hovers over. They are arranged starting at the center of the
platter working to the outer edge.

Tracks are measured in density called tracks per inch (TPI). The
first PC hard disks in 1982 had 200-300 TPI. Today, drives have
over 100,000 TPI. Tracks are uniform on every platter in the drive
and a cylinder is formed by alignment of the same tracks on all
platters.
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Hard Drive Geometry, continued

Sectors Sectors are shaped segments of tracks. Each sector holds 512 bytes
of data. With today’s technology, each track can have between 17
and 100 or more sectors.

Heads Heads on the platter represent the side of the platter. These are
sometimes confused with the read/write heads, which are the
devices that relay data to and from the platters.

Cylinders All platters in a stack are aligned with each other and they move in
unison. A cylinder is formed by identically positioned tracks on
every platter.

Cylinders

Clusters A cluster is a group of one or more sectors that form the smallest
addressable area of storage on a disk. Although a cluster is the
smallest unit of disk space used by an operating system, cluster
sizes vary and depend upon the OS and the partition size of the
disk.
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RAID

RAID A Redundant Array of Independent Disks (RAID) is a method of
combining multiple hard drives and storing data in different
locations on those drives at the same time. Instead of writing data
to individual drives, such as drive C and drive D, a RAID allows
the OS and the user to view and use drives C and D as one logical
drive. Using multiple drives that appear as one logical drive
instead of using one large hard drive allows for greater
performance, capacity, and reliability.

There are two methods of writing to the RAID: striping and
mirroring. Various types of RAIDs are produced using different
combinations of striping, mirroring, error correction, and parity.
RAIDs are created using software or hardware methods. The most
common types of RAIDs include:

e RAIDO e RAIDS
e RAID1 e RAIDG
e RAID3 e RAID0+1
e RAID4 e RAID 1+0
Striping Striping involves partitioning each drive’s storage space into units

ranging from 512 bytes to several megabytes. Data is written in
bytes or groups of bytes across multiple drives as specified by the
interleave ratio. Since more then one drive is reading and writing
data at the same time, performance is greatly enhanced.

Mirroring Disk mirroring is a technique that stores the same data on a pair of
disks. Mirroring ensures that you always have an exact duplicate
of the drive providing fault tolerance.
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Parity

Parity is a method of checking data when it is copied from one
storage place to another to ensure that the data has not been lost,
overwritten or corrupted. When a group of bits are copied, an
additional parity bit (binary digit) is added. This bit ensures that
the data has been copied successfully.

In RAID, parity is used for data recovery. It is implemented
through exclusive OR (XOR), a logical process that returns a value
of “1” if two data bits are not the same. If any two bits are the
same (both 1s or both 0s), the result is 0. If they are 1 and 0, the
resultisal.

This XOR process is shown in the following table:

Data Bit A Data Bit B Output
0 0 0

0 1 1
1 0 1
1 1 0

You then compare each data bit in a data set to get the XOR result
or “parity data.” Here’s an example of how parity data is
calculated:

Data A = 10100101
Data B = 11110000
Parity Data = 01010101

Notice that each data bit is put through the XOR process, which is
shown in the table. The first digits of Data A and B are both 1s.
They are alike. Therefore, the result is a O for the first digit of the
XOR result. For the second digits, Data A and B do not have
similar binary numbers. The 0 and the 1 yield an XOR result of 1.
This process continues for each bit in a data set.

In this example, Data A, B, and the parity data are all on separate
drives in the RAID. If any one drive becomes missing or corrupt
due to failure, you can reconstruct the missing data using the
remaining two drives through the same XOR process.

D-20

For Official Use Only — Law Enforcement Sensitive 01/09



Appendix D

Network Intrusion Responder Program

RAlD continued

ECC

Types of RAIDs

Error Correction Code or Error Checking and Correcting (ECC)
looks for errors in data that is being read or transmitted. Unlike
parity that resends faulty information, ECC attempts to correct the
information.

ECC uses a mathematical code to describe each 64-bit word and
sends that code with the data. When the data is about to be stored,
the code is regenerated. If there is a match, the data is saved. If the
codes are different, the original code is used to correct the bits.

The various types of RAIDs work in different ways. Here are the
five most common types.

RAID 0

RAID 0 implements a striped disk array without any mirroring,
ECC, or parity. The data is simply placed across several drives
allowing each drive to read and write data at the same time. This
configuration provides the best efficiency and performance, but
provides no fault tolerance.

RAID 1

RAID 1, also known as disk mirroring, writes the same data to a
pair of hard drives. This implementation provides for the best fault
tolerance, but the most overhead.

RAID 3

RAID 3 implements striping small amounts of data across several
hard drives with one drive assigned to store parity information.
Some RAID controller card manufacturers do not support this type
of architecture because a RAID 5 with small stripes yields similar
results.

RAID 5

RAID 5 implements striping large amounts of data across several
hard drives while rotating parity throughout all the attached drives.
This array requires a minimum of three drives.

RAID 0+1

RAID 0+1 implements a mirrored array of RAID 0 drives. This
type offers excellent performance and fault tolerance. A minimum
of four drives is required.
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Drive Preparation

Data Allocation
and Storage

Logical Block
Addressing

Zoned Bit
Recording

Along with all of the differences between drive controllers and
disk connectors, there are also differences in the ways that data is
stored onto hard drives. As information is stored onto a hard drive
platter, it must be placed into an addressable location for later
recollection.

Logical block addressing (LBA) is a process that assigns linear
numbers to all sectors in a drive. This process, now a standard,
extends the drive’s storage capacity from the normal 528 MB.
Older motherboard BIOS types or operating systems may require
LBA to be translated into CHS geometry. If required, this
translation is performed automatically. The 28-bit LBA supports a
partition as large as 137 gigabytes. The newer 48-bit LBA will
theoretically support a single drive with storage of 144 petabytes.

Zoned bit recording lessens wasted storage space on the outer
sections of the hard drive by reassigning the sectors on a disk
according to the physical size of the track. Data in small tracks
near the center of the disk is written closer together than data that
is in the larger outer tracks. Therefore, outermost tracks can
contain more sectors per track than the smaller inner tracks. The
drive controller can recognize the variable number of sectors per
track in different zones. Zoned bit recording is set during the low-
level format.

Hard Drive with Zoned Bit Recording

Zone 1 - 250 sec/track
Zone 2 - 243 secltrack

Zone 3 - 223 secltrack
Zone 4 - 215 secltrack
Zone 5 - 200 sec/track
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Perpendicular
Recording

Perpendicular recording is a technology that increases the amount
of storage space on a hard drive. Using perpendicular recording,
manufacturers have produced micro-drives with over 100
gigabytes of storage on a 1.8” drive, a 320 gigabyte 2.5” laptop
drive, and a 3.5” drives with over 1 terabyte of storage. This
recording method can increase the storage density of a hard drive
by almost ten times compared to longitudinal recording.

Longitudinal recording, which has been used since the inception of
hard drives, stores bits side-by-side on a magnetic surface.
Traditionally, when manufacturers want to increase the amount of
storage space, they decrease the size of the magnetic particles on
the hard disk surface. This frees more storage space on the disk.
However, if the magnetic particles become too small, the data is
susceptible to corruption. The risk of data corruption limits the
amount of storage capacity with longitudinal recording.

Perpendicular recording vertically records the bits of a sector to a
hard drive. Stacking the bits vertically increases the amount of
storage density. With perpendicular recording, more data can be
stored with less risk of corruption.
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Hard Drive Preparation

Hard Drive
Formatting

Step 1: Low-level
Formatting

Step 2:
Partitioning

A hard drive must be prepared before using it to store data. This
preparation process involves two formatting steps (low-level
formatting and high-level formatting) with a partitioning step
between them. Here are the basic steps to prepare a hard drive:

The purpose of low-leveling formatting, also called physical
formatting, is to set the drive geometry by first setting the tracks
and then dividing them into sectors.

To use a hard drive, it must be partitioned. To understand
partitioning, consider this analogy:

A farmer owns acres of fields. He can both plow and plant the
entire parcel at once or he can separate the land into smaller plots
and seed them independently at different times. The same is true
for a hard drive. You can partition all of the space as one large
parcel to hold all of your operating system and data. Or you can
partition the drive into smaller plots and use each one
independently. In fact, after each partition is formatted, it will
appear to the operating system as a separate drive.

When you purchase a computer, the original equipment
manufacturer (OEM) has partitioned the drive for you as a single
partition. This partition shows up on your system as the C: drive.

However, partitioning your drive into multiple drives offers many
benefits. For instance, you could place your operating system on
one partition and all of your data on another. If you need to
reinstall the operating system, you could do so without affecting
your data partition. In addition, you can format different partitions
with different file systems in order to install a different operating
system on the same physical drive.

There are many ways to partition a drive and the operating systems
provide the tools. MS-DOS uses the FDISK utility. Windows XP
uses Disk Management and some distributions of Linux use Disk
Druid. While the interfaces look different, the result is the same.
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Step 2:
Partitioning,
continued

Step 3: High-level
Formatting

MS-DOS
FAT

There are only two types of partitions: primary and extended. You
need at least one primary partition to boot a computer from a hard
drive. Extended partitions are typically used for storing data and
applications and cannot be used to boot a computer.

Hard drives can support up to four primary partitions or three
primary partitions and one extended partition. However, the
FDISK utility only recognizes one primary partition per physical
drive, so DOS and Windows 9x/ME can only have one primary
partition per drive. Linux, Unix, Windows 2000, XP and Vista can
all support four primary partitions.

Once a primary partition is created, it is ready for high-level
formatting. Extended partitions, however, require one additional
step. Before an extended partition can be formatted, it must be
further organized into logical drives. This can be accomplished
with the same partitioning utilities mentioned earlier. Once you
create the partitions and logical drives, you can proceed to the next
step — High-level Formatting.

High-level formatting, also called logical formatting, is performed
by the operating system. High-level formatting writes the
necessary operating system-dependant file structures to the drive
so that the drive can manage and store data. This includes
establishing the boot record, file allocation table, and the root
directory. The high-level formatting process also scans the disk for
areas that are unable to store data. These areas are marked as bad
sectors and are isolated.

MS-DOS, Windows 9x, and Windows ME all make use of the
MS-DOS-based FDISK utility. FDISK is responsible for the
creation and deletion of partitions and logical drives. Once these
partitions are created, they cannot be altered easily. File Allocation
Table (FAT) partitions cannot be resized without the use of third-
party software. Rather, the original partition must be deleted and
then the new partitions can be created.

Warning: Any data residing on a partition will be destroyed as
soon as the partition is removed. Any data that is to be
saved from the partition must be backed up before
removing the partition.
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Hard Drive Preparation, continued

FAT File System
Characteristics

Each partition or logical drive contains a FAT. The FAT manages
a list of where files begin and end on the particular drive. This list
is constantly being updated with new information as files are
saved, deleted, renamed or moved. It is critical that this list stay
up-to-date and intact to allow the operating system to access files.
It is considered so critical that the latest backup copy of the FAT is
saved in another area on the hard drive. This backup copy is used
to restore the original if it is damaged or altered.

FAT16 used a 16-bit length number to identify the various clusters
on a hard drive. This limited the addressable capacity of a hard
drive to 65,526 clusters, or 2 gigabytes of data. Those using
FAT16 on drives that were larger than 2 Gb were required to
partition the drive to fully use the drives capacity.

FAT32 uses a 32-bit length number to identify all of the clusters
on a hard drive. This increase allows the file system to address
approximately 268,400,000 clusters, or approximately 2 terabytes
of information.
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FAT Drive
Identification

FAT 16/32 systems can support up to two partition types per hard
drive. Those types are primary and extended. The extended
partition contains logical drives.

Each primary partition and each logical drive within an extended
partition is assigned a drive letter starting with C. There is a unique
aspect to drive letter assignment in a FAT 16/32 environment.
When assigning drive letters, primary partitions take precedence
over logical drives.

For example, consider the following configuration that begins with
one hard drive that has been partitioned into one primary partition
and one extended partition with two logical drives.

Drive 1

Primary Extended
Drive C Drive D Drive E

Assume that another hard drive (Drive 2) is added to the system
and contains one primary partition. How would this addition affect
the current configuration?

Drive 1 Drive 2
Primary Extended Primary
Drive C Drive E Drive E Drive D

Note that the new drive’s primary partition was assigned the drive
letter “D,” not “F.”

01/09

For Official Use Only — Law Enforcement Sensitive D-27



Network Intrusion Responder Program Appendix D

Hard Drive Preparation, continued

NTFS

NTFS Partitioning
and Formatting

Windows 2000 and Windows XP can operate in a FAT32 or
FAT16 environment, but most users opt for the default file system,
NTFS (New Technology File System). In Windows Vista, NTFS is
required to install the operating system. NTFS is more stable than
the FAT system and offers such benefits as file compression and
data encryption. These options are not readily available on a FAT-
based system. In addition, MS Windows 2000, Windows 2003,
Windows XP Professional, and Windows Vista support dynamic
volumes, which allow partitions to be added or extended without
resulting in data loss.

Unlike the DOS method described previously, partitioning is not
performed at the command prompt level. FDISK neither supports
nor offers NTFS as a partitioning option. The process of
partitioning the primary partition occurs during the installation
process. This begs the question, “What if [ want to add an
additional hard drive to my system; how can | partition and format
it with NTFS?”

The Windows Disk Management tool allows you to add, delete or
modify partitions. In addition, it can be used to display general
volume information including: file system type, the amount of
available space and the drives total capacity. It can also be used to
convert a partition from FAT16/32 to NTFS.

There are a number of ways that a partition can be formatted or
reformatted to the NTFS file system. The Disk Administrator,
described previously, can be used to format the partition. In
addition, the partition can be formatted via My Computer. The
new partition(s) display when the My Computer folder is opened.
Right clicking on the partition will result in a context-sensitive
menu with Format as an option. Lastly, the Format command can
be executed via the command line. The command “format [drive
letter] /fs:ntfs” will format an existing partition to the NTFS
standard.
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NTFS Partitioning The following command example will convert the D: drive to

and Formatting,
continued

NTFS File System
Characteristics

NTFS.
convert D: /fs:ntfs

A reboot will be required if the desired partition is the system
drive, most commonly the C: drive. Once the command is
executed, the user will be prompted with a Yes/No question asking
if he or she wishes to convert the specified drive to NTFS on next
reboot. Selecting Yes will schedule the conversion to happen
during the next reboot sequence.

Note: FAT partitions can be converted to NTFS while preserving
the data; however, NTFS partitions cannot be converted to
either of the FAT file systems.

NTFS utilizes the MFT (Master File Table) to track files and their
associated locations on a particular volume. The MFT is similar to
FAT in that it maps the location of directories and folders and is
updated whenever a file is accessed, changed, deleted or added to
the volume.

There are, however, significant differences. The File Allocation
Table can be thought of as a static fixed-sized chart that cannot
change in size. However, the MFT is much more dynamic than the
FAT. The MFT is a relational database that can grow in size if
necessary. The MFT is created when the drive (or volume) is
formatted for the NTFS specifications.

Since the MFT has the capability of growing, a certain amount of
contiguous space is reserved for MFT expansion. This area is
sometimes called the “MFT Zone.” Initially, this zone is
approximately 12 percent of the total volume capacity; however,
the MFT can grow past that size if needed. Most NTFS volumes
are no larger than 2 terabytes in size. However, the dynamic nature
of the MFT allows an NTFS volume to reach 16 exabytes, which is
equivalent to approximately 16,000,000 terabytes in capacity!
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NTES Drive
Identification

Linux

Assigning drive letters in NTFS is somewhat different than in the

FAT file system. Drive letters are assigned as they are discovered

by the operating system. Drive letters do not change when devices
are added or removed from a system.

In the following example, consider a system that consists of a hard
drive with one primary partition and one logical partition.

Hard Drive 1
Primary Partition Logical Partition
C: D:

Assume that a second hard drive is added to this system. This hard
drive consists of a primary partition and a logical drive. The
following table depicts the results of adding the new drive.

Hard Drive 1 Hard Drive 2
Primary Logical Primary Logical
C: D: E: F:

Notice that the new primary partition (E:) was not assigned the
drive letter D: as it would in a FAT file system.

Linux offers you the opportunity to partition a hard drive during
the installation of the operating system, much like NTFS-based
operating systems. Fedora, a Linux distribution based off the
former Red Hat Linux, uses the Disk Druid utility to offer a
graphical, mouse driven menu system that creates the partitions
based on the installer’s preferences.

In addition, Linux offers an FDISK program that is very similar to
the DOS-based utility. It can be used to create and remove various
partitions as well as view the status of a hard drive’s configuration.

A partition within Linux can be formatted to a number of file
systems, including:

e Second Extended File System (ext2)
e Third Extended File System (ext3)
e Reiser File System
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File System
Characteristics:
Ext2

Ext3

The ext?2 file system offered more features than Linux’s earliest
file systems. These features included better space allocation, larger
partition sizes (up to 16 terabytes in size), and support of long file
names. Most notable, ext2 was configurable. Like most aspects of
Linux, the file system could be modified to fit the needs of the end
user. Ext2 was introduced in 1993 and became the standard file
systems for many different versions of Linux.

Since 2001, most Linux distributions began to use ext3 as the
default file system. In comparison to ext2, ext3 provides greater
reliability by taking advantage of journaling, which offers a more
reliable file recovery process than ext2.

Journaling is a feature of a file system that keeps track of all items
related to the main data areas of the disk. For example, when
saving changes to a file, the system will inform the journal that it
is about to make certain changes to a file. Once the change has
been implemented, the journal entry is either marked as completed
or is removed all together.

The benefit of journaling is that it can recreate anything that was
lost or corrupted due to a problem or failure. For example, if a
power outage occurs while you are saving a file, the journal may
be referenced to complete the change after power is restored. At
the very least, the original file will not be corrupted and it will be
returned to its original state.

If the same scenario occurred on an ext2 system, some of the
cached data may not have been written to the disk, and the file
would become corrupt. After an unclean shutdown, each volume
must be checked for consistency before it can be mounted on an
ext2 file system.

Ext3 systems do not require a file system check after an unclean
shutdown. System checks occur only in extreme circumstances
such as hardware failures. Recovering from a power failure takes
much less time when using an ext3 file system rather than the ext2.

Ext3 also boasts a faster read/write speed than ext2. This is
because ext3 uses the journal to not only protect files, but also to
optimize the hard drive’s read/write head motions. As a result, the
read/write process is completed in a more efficient manner.
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Ext3, continued

Reiser

Ext4

Volumes using the ext2 file system can easily be converted to the
ext3 standard with one command using the tune2fs program.
Partitions do not have to be removed and recreated; rather the
journal system is updated to the ext3 format without the loss of
any data. Like ext2, the ext3 file system can manage partitions up
to 16 terabytes in size.

The Reiser file system has some similarities with the extended file
systems. For instance, it can address a partition up to 16 terabytes
in size. However, Reiser is considered a more robust file system.
Like ext3, Reiser takes advantage of journaling for greater file
reliability.

Reiser also provides the capability of online resizing. This allows
the file system to automatically extend the size of the partition as
needed. It only allows for extending the partition and not shrinking
the partition. Although there are tools to allow both growing and
shrinking of the file system while offline.

Development for Reiser version 3 has been stopped to focus
development efforts to the next version of Reiser, version 4.

The Ext4 file system is still currently under development. Some of
the primary improvements are:

Supports volume sizes of up to 1 exabyte

Support large file sizes up to 2 terabytes

Ability to undelete files

Extents - A continuous area of storage reserved for a file
Persistent file preallocation

Online defragmentation
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Linux Drive The drive identification process in Linux differs for the FAT or

Identification NTFS environment. Identification values are assigned based on
how the device is connected to the motherboard, its jJumper
settings, and its relationship to the other storage devices.

File System The following chart represents common operating systems and the
Compatibilities file systems supported by each.
Operating System FAT16 FAT32 NTFS Reiser
Ext2/3
Windows 95 Y N N N
Windows 95 b,c Y Y N N
Windows 98 / 98 SE Y Y N N
Windows ME Y Y N N
Widows NT Y N Y N
Windows 2000 Y Y Y N
Windows XP / Vista Y Y Y N
Linux Y Y R/IRW Y

Note: Linux natively has the ability to read an NTFS file system.
However, most current Linux distributions preinstall
modules like NTFS-3G, which provide read-write
functionality.

Key:

\ | = native file system
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Lesson 2 — Floppy Drives and Removable Media

Introduction

Purpose of this
Lesson

Objectives

In this Lesson

This lesson examines types of floppy disk drives and a variety of
removable media storage components.

Understanding data storage components of a computer system is
important to knowing how to safeguard information that is seized
during a crime investigation.

After successfully completing this lesson, you will be able to:

Identify the characteristics of floppy disk drive components
Explain the characteristics of a magnetic drive

Recognize common removable media

Explain the characteristics of a magneto-optical drive

Name the differences between magnetic and digital audio tapes
(DAT)

The following table shows the contents of this lesson.

Topic See Page
Floppy Disk Drives D-36
Removable Media D-38
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Floppy Disk Drives

Floppy Disks

Floppy disks are storage devices used to move information from
one system to another and to make file backups. There are two
different types of floppy disks available:

5.25-inch Disk

This disk is a double-sided, high-density disk. They have 80 tracks
with 15 sectors per track; 4 KB clusters, and either 420 KB or 1.2
MB of storage. They are nearly obsolete but may be found in older
systems dated before 1994.

3.5-inch Disk

Most PCs today use 1.44 MB 3.5 inch disks for data transfer and
backup, though their integration in newer computers is becoming
rarer. These disks are encased in a hard plastic shell and come in
three density types:

1. Double Sided/Extra High Density: 80 tracks; two sides, 36
sectors per track, 4 KB clusters; 2.88 MB of storage space.

2. Double Sided/High Density: 80 tracks; 2 sides, 18 sectors per
track, 4 KB clusters; 1.44 MB of storage space.

3. Double Sided/Double Density: 80 tracks; 2 sides, 9 sectors per
track, 4 KB clusters; 720 KB of storage space.

D-36

For Official Use Only — Law Enforcement Sensitive 01/09



Appendix D Network Intrusion Responder Program
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Floppy Drive Today, most floppy drive controllers are now found on the Super

Controllers I/O chip. In the past, the floppy disk controller was found on a
separate ISA slot card. Characteristics of floppy drive controllers
include the following:

e Connected to the MB for data input/output via a 34-pin ribbon
cable that has a twisted segment to differentiate drive A from
drive B. Unlike the controller connections for a hard drive, a
floppy controller has no standard location for pin 1. Some
drives locate pin 1 close to the power connector while others
place it away from the power connector.

e Modern transfer rate has been standardized to approximately 1
Mb/sec.
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Removable Media

Removable Media

Magnetic Media
Drives

Floppy drives have become almost completely replaced by other
forms of removable media that can store large amounts of data.
This trend began with devices such as ZIP drives and LS 120
drives, and continues now with flash drives. Removable media can
be divided into several categories: magnetic media, magneto-
optical media, DVDs, CD-ROMs, USB flash drives, and external
drives.

Magnetic drives include the SyQuest drives and lomega ZIP
drives.

SyQuest Drives
e Uses 5.25 inch and 3.5 inch disk cartridges that use a rigid

platter housed in a plastic cartridge

e Disk capacity: 5.25 inch disk holds 44 MB and 88 MB and 3.5
inch disk holds 105 MB and 270 MB

e Used with ATAPI and SCSI interface models

e Drives are not widely used but may be found in older computer
systems

lomega ZIP Drives

e Uses a proprietary disk format, which is a 3.5 inch disk
cartridge with a flexible platter housed inside a plastic
cartridge. These disks are about twice as thick as 3.5 inch

floppy.
e Disk capacity is 100 MB, 250 MB, and 750 MB

e External models use SCSI, parallel, and USB interfaces and the
internal models use SCSI or ATAPI interfaces

lomega ZIP drive and cartridge
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Removable Media, continued

Magneto-optical
Drives

Magneto-optical drives provide magnetic, high density storage.
Data is written to these drives by a precise laser beam that heats a
tiny spot in the disk’s alloy to the Curie point of 300 degrees. This
action allows the molecules to be realigned when subjected to the
magnetic field located on the opposite side of the disk.

To read stored data on the drive, the weaker laser beam is used to
focus on the tracks. The crystals in the alloy polarize the light from
the laser. This reflective beam is read by a photodiode that
translates the reflective light to ones and zeros. This data is then
passed on.

Super Floppy or Floptical Drive

The LS-120 drive, known as the super floppy or floptical, can store
twenty times more data than a conventional floppy. Most super
floppies hold 120 MB of data on a 3.5-inch disk and Sony has a
200 MB model. It is nearly identical in appearance to the standard
floppy disks and can read/write to floppy disks. It was developed
by 3M, O.R. Technologies, and Mastushita-Kotobuki Industries
and uses the same ferrite materials common to floppy drives.

Floptical drives use a special optical mechanism to align the
magnetic read/write heads over the data tracks. The servo track
information that the laser uses to guide the read/write heads is
etched into the disk by the manufacturer.

If you format a floptical disk in a standard floppy drive you will
reduce storage capacity because the disk will be formatted with the
standard 1.44 MB. These drives may be found in ATAPI and SCSI
systems.

01/09

For Official Use Only — Law Enforcement Sensitive D-39



Network Intrusion Responder Program Appendix D

Removable Media, continued

Tape Drives

Tape drives are used primarily to backup entire systems. Tape
drives come with their own proprietary software and newer models
have ATAPI and SCSI interfaces. The two types of tape storage
include magnetic tapes and digital audio tape (DAT).

Magnetic Tape Storage

Operate much like the old reel-to-reel recording systems

Manufactured in two sizes: 1) data cartridge (6 inches by 4
inches by 0.675 inch) 2) mini cartridges (3.2 inches by 2.4
inches by 0.4 inch) are more widely used than the data
cartridges

Stores from 2 GB to over 500 GB of data

Media Recognition System

125 meter Data Cartridge

DAT Storage

Records in a digital format using magnetic technology
Tape size is a little smaller than a cassette tape

Available in two primary formats: 1) 4mm cartridge that stores
up to 36 GB of uncompressed data and 2) 8mm cartridge that
stores up to 80 GB of uncompressed data

A third format, Digital Linear Tape (DLT), stores between 35
GB and 800 GB of data and is only used with high-end data
servers
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Compact Disc
Read Only
Memory (CD-
ROM)

Compact Disc
Recordable
(CD-R)

Compact Disc
Re-writable
(CD-RW)

CD-ROM is a disc format used to hold text, graphics and hi-fi
stereo sound. It is very similar to an audio CD, but uses a different
format for recording data. An audio CD player cannot play CD-
ROMs, but CD-ROM players can play audio discs.

How Data is Stored on CD-ROM

Information is stamped into the disc when manufactured as a series
of pits and lands. The pits are the small raised areas in the tracks
on the CD-ROM separated by flat spaces (lands). The back of the
CD-ROM is a highly reflective surface. When the laser beam
shines up through the disc, the light is reflected back. When the
light hits the edge of a pit, the light is not reflected back. When the
light hits a land, the light is reflected back. The microprocessors in
the drive translate the light and dark transitions as 1s and 0s.

CD-R is a form of CD-ROM technology that writes to a disc. Each
disc can be written to only once. A CD-R drive cannot stamp pits
into the disc. Instead, it uses a layer of dye to simulate the pits and
lands. To record, the laser burns the dye to simulate pits and does
not burn areas for lands. To read, the laser beam is reflected back
from the non-burnt areas (lands) and is not reflected back from the
burnt areas (pits). The drive interprets both.

Unlike a CD-R that can only be written to once, a CD-RW can
record, erase, and re-record data on the same disc up to 1,000
times. Instead of stamped pits or dye, CD-RWs use a phase change
technology that involves a crystalline layer. The process uses a
high intensity laser pulse that turns the crystalline natural state
(reflective) to an amorphous one (dull). When the disc is read, it
uses this dull/reflective state to simulate the pits and lands. To
erase and re-record data, CD-RW uses a medium intensity pulse to
restore the crystalline surface to a reflective state.
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DVD Introduction

DVD-ROM

User-Recordable
DVD

DVD is commonly termed Digital Video Disc as a means to
describe the technology. However, a DVD is far more capable than
just storing and playing digital video.

DVD is a group of disk formats that store data, video, or audio
information with capacities between 4.7 GB and 8.54 GB. A DVD
is generally a disk that is 120 mm in diameter and 1.2 mm thick.
Reflective surfaces embedded in polycarbonate resin hold data as
pits and lands in tracks that are much smaller and closer together
than those on a CD. All DVD drives feature backward
compatibility to read CD media.

Data, be it audio, video, or software, is molded into the disk when
manufactured. Unlike CD media, DVD media has its reflective
data layer more deeply protected in the structure of the disk.

Data is written or “burned” into a disk by the user with a write
capable drive. Currently, there are six different formats of writable
DVD. You must use compatible media in the appropriate drive to
make a recording. Once written, all DVD disk types (except DVD-
RAM) can be read in other DVD drive types.
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Recordable DVD
Media Types

DVD Capacity
Comparison

HD-DVD and
Blu-ray

DVD-RAM Once formatted, this disk together with its drive
can be treated as if it were a hard disk drive.
Re-writable up to 100,000 times. For more
capacity, use another blank disk.

Write-once, read many times

Re-writable up to 1,000 times

Write-once, read many times

Re-writable up to 1,000 times

Dual layer write once, read many times

DVD-R
DVD-RW
DVD+R
DVD+RW
DVD+R DL

Note:  Drive types are typically grouped as DVD-R/RW/RAM,

or DVD+R/RW/DL.

The table below lists a comparison of DVD capacities.

Format Capacity Type

Single Sided,
Single Layer

4.7 billion bytes “DVD-5”

Single Sided, Dual
Layer

8.5 billion bytes “DVD-9”

Double Sided,
Single Layer

9.4 billion bytes “DVD-10”

Double Sided,
Dual Layer

17 billion bytes “DVD-18”

Introduced in 2006, HD-DVD and Blu-ray are two rival High
Density DVD formats. Each format is backed by competing
groups of equipment manufacturers.

HD-DVD has a data capacity of 15 GB for single-layer disks and
30 GB for dual-layer disks. In late 2007 a new format was
approved, allowing for three layers to store a capacity of 51 GB.

Blu-ray disks can hold 25 GB for single layer disks and 50 GB for
the dual-layer disks. Laboratory tests have successfully tried up to
eight layers for a total of 200 GB per disk.
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USB Flash Drives

Memory Cards

Flash drives are mass storage devices that allow you to transport
files between devices. Flash drives offer a very compact, non-
volatile storage option for data. The transfer rate of data is
dependent on the type and speed of interface used for the device.

USB Flash Drives

e Small, easily transported, and rewritable
e UsesUSB1.0,1.1,0r20

e Stores up to 64 gigabytes

Memory cards are flash memory storage devices that are common
in many electronic devices. Some devices that may support
memory cards are: digital cameras, cell phones, portable audio
devices, game consoles, mobile computers, etc. The large storage
capacities and small footprints make this storage technology an
excellent companion to many portable electronic devices.

Compact Flash - Introduced by Sandisk in 1994. With storage
capacities up to 64 GB, these are commonly found in digital
cameras or mini hard drives. Available in two variations: Type |
and Type 1.

Secure Digital (SD) - Developed by Sandisk, Matsushita, and
Toshiba. Secure Digital format supports up to 16 GB of storage
and up to 32 GB with high-capacity SDHC cards.

MiniSD - Provides storage capacities up to 4 GB. These devices
can be used in a typical SD slot with the use of an adapter. High-
capacity MiniSDHC cards can provide for up to 32 GB of space.

MicroSD - These cards are about the size of a penny and provide
storage capacities up to 8 GB. These cards can be used in the
larger SD and MiniSD slots with the use of an adapter. A high
capacity implementation, microSDHC, allows for capacities up to
32 GB.

Memory Stick - This memory is developed by Sony. The term
“Memory Stick” can refer to the whole memory stick lineup of
products. These include the Memory Stick Pro, memory Stick
Duo/Pro Duo, Memory Stick Micro, and Memory Stick Pro-HG.
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External Drives External drives are available in USB, FireWire, and eSATA.
These drives are hot swappable and easily transported from one
system to another.

USB and FireWire connections are recognized by operating
systems such as Windows XP and many versions of Linux.

The eSATA has a special adapter and cable, which eliminates the
protocol issues of converting the drive’s native signal to the serial
port adapter. This allows higher transfer rates, but restricts the
portability of the drive to computers equipped for eSATA.
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Overview

Purpose of this
Module

Appendix E
Input/Output Components

This module examines the various components involved in the
transfer of data into and out of a computer system.

The purpose of this lesson is to introduce the data transfer
components of computer systems. Student will also be taught how
the various components interact in order to move data.

Objectives After successfully completing this module, you will be able to:
e Recognize basic input devices such as the keyboard, mouse,
scanner, and modem
e Explain how monitors and video display adapters work
e Identify the various input/output ports found on a PC
e Define interrupts, IRQs, direct memory access, and device
drivers
e Recognize SCSI devices and connectors
In this Module The following table shows the contents of this module.
Topic See Page
Lesson 1 — Input/Output Devices and Ports E-3
Lesson 2 — BIOS and System Initialization E-23
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Lesson 1 - Input/Output Devices and Ports

Introduction This lesson introduces the basic input/output devices including the
keyboard, mouse, scanner, monitor, printer, and modem.

Purpose of this You will gain a broader understanding of common input/output
Lesson components and how they work.
Objectives After successfully completing this lesson, you will be able to:

e Recognize input devices such as the keyboard, mouse, scanner,
and modem

e Explain how monitors work and be familiar with video display
adapters

o Identify the various input/output ports

In this Lesson The following table shows the contents of this lesson.
Topic See Page
Input/Output Overview E-4
Input Devices E-5
Output Devices E-8
Input/Output Ports E-13
Modems E-19
PC Cards E-21
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Input/Output Overview

Overview Most of the hardware components found on a PC can be
categorized as either an input or an output device. Modems are the
exception because they transmit and receive information. Devices
included in each category are:

Input Devices

Keyboard

Mouse and other pointing devices
e Game controllers

Scanners

Output Devices

e Monitors
e Video Adapter Cards
e Printers
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Input Devices

Input Devices A computer system includes several data input devices. Those
defined here include the keyboard, pointing devices, and scanner.

Keyboard The keyboard is the primary input component for using a
computer. Many new features have been added to the keyboard in
recent years such as additional short cut keys. However, the basic
way a keyboard works remains the same since the first IBM PC in
the early 1980s.

There are many styles of keyboards with various built-in functions
including pointing devices such as trackballs and special keys that
are programmed to launch programs or Web sites.

How Keyboards Work

In brief, the keyboard works using a grid of embedded circuits
called the key matrix. When a key is pressed, the change in current
in the circuit that is associated with the key is picked up by the
keyboard’s microprocessor. The microprocessor generates a scan
code that is read by the computer’s BIOS. The BIOS translates the
scan code into ASCII code, which is then recognized by the
application software, such as word processing software.

Pointing Devices Computer pointing devices come in many shapes and sizes. All are
used to control a computer by pointing to images instead of using
the keyboard to type commands. The mouse was the first device
developed by Xerox in the early 1980s and remains the standard.
Other current devices include the touchpad, trackball, trackpoint,
and game controller.

Mouse

The mouse is the standard pointing device used to navigate your
system’s graphical user interface (GUI). In short, the internal
electronics of the mouse sends signals through the attached cable
to the computer’s operating system. The operating system then
translates the signal to move the onscreen cursor.
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Input Devices, continued

Pointing Devices,
continued

Game Controllers

Touchpad

The touchpad is a fixed pointing device that uses the movement of
a finger on the touch-sensitive pad to control the location of the
cursor in the GUL. It replaces a standard mouse in laptop and
notebook computers where space is limited. It is also known as the
glidepoint.

Trackball

The trackball is basically an inverted mouse with the ball located
on the outside of the housing. It contains the same connectors as
found in a standard mouse.

Trackpoint

The trackpoint, also called a pointing stick, is a small rubber
component embedded in the keyboard between the G and H keys
on a laptop computer. To operate it, you move the stick to move
the cursor.

Gyroscopic Mice

Gyroscopic mice feature gyroscopes to detect movement while the
mouse is moved in mid-air. Such mice are normally shaped similar
to remote controls and allow for wireless control of a computer
from long distances. They are commonly used for conference
room and home theater computers.

Game controllers, also called joysticks, are available in a wide
variety of designs such as steering wheels, flight simulator
controls, and pressure pads. All are input devices for game
software. The joystick has an upright stick that controls movement
by providing the X-Y axis coordinates of the stick.

Joysticks come in digital or analog compatible formats. They
connect through game ports or the USB port. The more expensive
controllers can be programmable with macros to allow specific
series of actions or commands to be transmitted with a single
button.

E-6

For Official Use Only — Law Enforcement Sensitive 01/09



Appendix E Network Intrusion Responder Program

Input Devices, continued

Scanner Scanners are used to translate text or pictures into a digitized form
the computer can read and store. All scans are delivered to the
computer as a digital image. Scanned pictures are code that can be
used by a graphics software program. Printed type can be
converted into editable text when scanned using optical character
recognition (OCR) software.

There are three main types of scanners:

1. Hand-held scanners: Offer low resolution, 200-400 dots-per-
inch (DPI), with 8-bit imaging. The scan window is only five
to seven inches wide. Therefore, wide images require image re-
sectioning.

2. Flatbed scanners: Provide photo quality resolution. Typed
sheets and pictures are placed facedown on the large scan
window. Advantages include high resolution and the ability to
scan thick documents such as books. These scanners usually
come with their own proprietary image processing software.

3. Sheet-fed scanners: Scan one standard-size sheet at a time.
Resolution can be the same as flatbed scanners.
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Output Devices

Output Devices A computer system includes several data output devices. The
following describes output devices including monitors, video
display adapters, and printers.

Monitors The main video display components of a PC include the monitor
and the video adapter, also known as a video card. A monitor
refers to the display screen. Monitors are classified by the
following criteria:

Diagonal screen size measured in inches. Desktop PC monitors
range in size from 14 inches to over 40 inches and LCDs in
laptops generally range from 6 inches to 21 inches. Monitors
are usually evaluated on two prime factors: size and resolution.
Display resolution measured in pixels

Refresh rate ranging from 60 Hz to 100 Hz

Monitor Technologies
The three types of monitor technologies are:

Cathode ray tube (CRT) monitor: Most common type of
monitor for desktop systems until the early 2000s.

Liquid crystal display (LCD) monitor: Used in laptops as well
as high-end desktop monitors.

Organic Light Emitting Diode (OLED) monitor: Used in
laptops as well as desktop monitors.
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OUtpUt Devices, continued

Benefits of CRT While the sales of CRT monitors have decreased dramatically in

Monitors recent years, they still hold a few major advantages over LCD
monitors. The color display on CRT monitors is dramatically
better than LCD, providing a greater color range and depth, which
is beneficial to graphic artists. LCDs also suffer from blurring
during fast motion, and slower response times in redrawing the
screen. These two issues make high-performance CRT monitors
beneficial to avid gamers.

CRT Monitor Resolution of a monitor is measured by pixel density. The more

Resolution pixels it has, the clearer the image. Pixel density is expressed in
dots per inch (DPI). Other notable resolution characteristics of
monitors include the following:

e Dot Pitch: The dot pitch is the distance in millimeters between
the same color phosphor dots/squares on the screen. The less
the distance between dots, the higher the screen resolution.
Likewise, the smaller the dot pitch, the greater the clarity. For
example, an average resolution is approximately .28 mm,
whereas a high resolution is .26 mm or less.

e Refresh Rate: Speed at which a monitor completes drawing the
screen. The speed is measured in Hz. The higher the refresh
rate, the sharper the image will be with less screen flicker. The
minimum PC refresh rate is 60 times per second.

Example of Dot Pitch

00 ®
@O
ONe®

L26mm

O
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Monitors: Liquid LCD monitors are found in calculators, handheld devices,
Crystal Display and televisions, PCs, and notebook computers. LCDs produce
Organic Light different colors on the screen by using a combination of filters
Emitting Diode and electrically charged liquid crystal cells to filter and change
the angle of the light passing through the panel. Transistors
electrically charge the crystals. The number of crystals used is
proportional to the number of pixels the screen can display.

LCDs generally use less power than their CRT counterparts.
However, they are more expensive to manufacture than CRT’s
and do not have the same clarity, contrast ratio, or response time.
There are two categories: passive matrix and active matrix LCDs.

Passive Matrix LCDs

A passive matrix screen has transistors along the edge of the
screen that are connected by conductors. The intersection of
conductors forms a pixel. If the screen has 1,024 x 768 pixels,
there are 1,024 transistors along the horizontal edge and 768
transistors along the vertical edge to electrically charge the
crystals. By placing the transistors along the edge of the screen,
passive matrix LCD monitors are less bright and cheaper to
manufacture than active matrix monitors.

Active Matrix LCDs

Active matrix LCD monitors use the same system of filters and
liquid crystal to create the image as passive matrix LCDs, but
have a transistor for every pixel. As a result, active matrix LCDs
require a greater number of transistors. For example, a resolution
of 1,024 x 768 requires 1,892 transistors for a passive matrix
monitor and 786,432 transistors for an active matrix monitor. The
active matrix monitors provide greater clarity and brightness.

Organic Light Emitting Diode (OLED) Monitors

OLED monitors are a newer evolution of LCDs. Unlike LCDs,
they do not require a backlight to display pixels, therefore greatly
reducing power requirements. Organic LEDs have an organic
substrate that glows when you put an electric current behind it.
The material used is also quite flexible, allowing for its use in
unique applications, such as clothing.
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Blurring the Line  As consumer televisions have evolved in recent years, the

Between Monitors  distinction between TVs and monitors has greatly eroded. Many

and Televisions modern televisions, whether LCD or Plasma, now feature VGA
and DVI inputs to allow direct connections from computers. It is
possible to connect a computer directly to even a 65” LCD display
for regular computing.

MultiTouch MultiTouch monitors are an improvement over regular touch

Monitors screen monitors by allowing multiple fingers or styluses to
interface with the screen at a time. An example of this technology
is Microsoft’s Surface Computer.

Video Display Video display adapters, also called video cards, are either

Adapters expansion cards or chipsets in the motherboard that display images
on the monitor. Video cards can include the following
components:

¢ Independent BIOS and chipset to control image on the screen
by first writing the data to the video RAM

e Video RAM with capacities even as high as 1 GB

e Video processor (does not depend on the CPU to process
signals)

e Optional TV-In/Out connector that redirects the display to a
standard television set or video processing/capturing
equipment

Example of Video Card
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Printers A printer is a device that prints illustrations, charts, or text on
paper. The most prevalent types of printers are:

e Dot Matrix: A high-speed printer that uses a grouping of
mechanical pins in the print head. The text is displayed in rows
of dots.

¢ Ink Jet: A higher resolution type printer when compared to the
dot matrix model. Printing occurs when tiny nozzles spray
magnetically directed, ionized ink on the paper.

e Laser printer: The highest resolution printer. Print technology
uses a toner set and laser tracing to transfer the image to paper.
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Input/Output Ports

Recognizing 1/0 You should be able to recognize the various input/output ports on a
Ports PC. Knowing their form and location will ensure that you make
the proper connections.

Computer Ports

Mouse and The characteristics of the mouse and keyboard ports are:
Keyboard Ports

e A PS/2 mouse and the keyboard use a barrel shaped 6-pin mini
port

e The two ports look exactly alike unless they are color coded or
labeled

e A mouse could require a 9-pin serial or USB port

e Older keyboards connect using a 5-pin barrel-shaped connector
that is slightly larger than a PS/2 port. Connectors are found on
AT or older motherboards.

PS2 Mouse or Keyboard Port

AT style 5 pin PS/2 mouse or
keyboard connector keyboard connector
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Serial Ports (Com
1& Com 2)

Parallel Port

A serial port sends only one bit of data at a time over one wire, and
is typically used to connect older devices to a computer, such as
modems, touch screens, and proprietary devices. PCs have a
maximum of four serial ports that are referred to as COM 1, COM
2, COM 3, and COM 4. These ports are divided into pairs: COM 1
is paired with COM 3 and COM 2 is paired with COM 4. Each
pair shares the same system resources.

Because they share resources, the ports that comprise a pair cannot
be used at the same time. For example, COM 1 and COM 3 cannot
run at the same time.

Serial ports have two rows of either 9-pins or 25-pins.

O O . .
|@ ooooooo‘ @ ’ 9-pin male Serial Port
@ 0000000000000/ @
000000000000

25-pin male Serial Port

Most PCs have one parallel port. It is mainly used to connect a
printer although it can be used for certain external drives such as
Zip or Jazz drives. The parallel port is much faster than the serial
port because it can send one byte of data at a time, instead of just a
single bit.

The port is either a 25-pin parallel port or a 36-pin Centronics port.
The SCSI-1 parallel port uses a 50-pin Centronics port. You
should not confuse the different types of parallel ports.

Example of Parallel Port

@ 0000000000000 @
O00000O0O0O0OO0O0

Female
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USB Port

FireWire and
i.LINK Ports

Universal serial bus (USB) port enables many different
components to be connected to the computer sharing the same port
using a connection configuration called daisy chain. The USB port
is a small, flat, rectangular connection that requires a four-wire
cable. The ports are usually found in pairs.

The most important feature of the USB is its ability to hot swap or
change devices without turning off the computer. In theory, 127
devices can be daisy chained.

The transfer rate of USB 1.1 is 12 Megabit/sec (1.5 MB/sec) and
the transfer rate of USB 2.0 is 480 Megabit/sec (60 MB/sec).

The symbol signifying the USB port can be found on the back of
the computer.

USB Symbol

FireWire made by Apple Computers and i.LINK made by Sony are
the manufacturer brand names for IEEE 1394 ports. These ports
are an alternative to a USB port and transfer data at a much higher
speed than USB 1.1, generally 50 MB/sec. They have either 4-pin
or 6-pin connectors with 6-pin port considered the standard. These
ports allow up to 63 devices to be daisy-chained to one connector.
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Inputhutput Ports, continued

Game Controller
Port

VGA Video
Display Ports

DVI Video Display
Ports

Game controller port connects a joystick or other type of game
controllers to the PC. The port has 15 pins distributed in two rows.

Game Controller Port

@S ®

One of the most common video connector ports is the VGA, which
transmits an analog video signal. It has 15 pins distributed in three
rows, forming an arrow that points in one direction.

VGA Video Port
00000
. 00000

Evolving from the current VGA standard is DVI, or Digital Visual
Interface. Unlike VGA'’s analog signal, DVI provides a pure
digital signal for higher quality displays. However, DVI has been
released in a number of different formats, few of which are cross-
compatible.

DVI-D: This format is true digital video. The connection is used
from digital video cards to a digital display. This produces higher
quality output since the signal isn’t being converted to another

format.
] 1] ]
— AN HER
] ] ] ] |
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DVI Video Display DVI-I: These cables can be used to carry either digital or analog

Ports, continued

HDMI

VGA signals. A device with a female DVI-I connector can accept
DVI-D cables along with DVI-I cables.

&5 B

Along with the different DVI connectors, each is also available as
either Single-Link or Dual-Link. Single-link is the most common
form, but larger displays, such as 30” LCD monitors, require Dual-
Link. Shown below is an example of a DVI-I Dual-Link
connector.

= T

High Definition Multimedia Interface (HDMI) is an interface used
to transmit video, audio, and/or device controlling signals. HDMI
supports 1080p high-definition signals and up to 8 channels of
uncompressed audio. The 8 audio channels allow for the use of 7.1
surround sound.

HDMI uses transition minimized differential signaling (TDMS) to
encode the signal to help protect it from degradation during
transmission. The source of the signal encodes the digital signal to
minimize the amount of data required to be sent over the cable.
One of the twisted pairs will send the encoded signal and another
pair will send the inverse of the signal. The receiving device will
decode the signal then compare original and inverse streams. The
device will use that comparative information to compensate for
any degradation of signal during transmission.

STAvAvATAVATATATATASS
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Inputhutput Ports, continued

DisplayPort

Sound Ports

DisplayPort, supporting 2560x1600 resolutions, is a license and
royalty free competitor of HDMI. A device with the DisplayPort
will be able to connect to any existing DVI, HDMI, VGA, or CRT
monitors.

[

Sound cards and sound chips usually have four round 1/8 inch
mini TRS jack ports. These four ports are color-coded and are
defined as line-in, line-out, microphone, and speaker-out. Other
sound ports may be found on the PC including the following ports:

o RCA stereo port carries sound to stereo speakers that are not
specifically made for the PC

e MIDI port allows the connection of a musical instrument such
as a synthesizer to the PC

e Digital audio output
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Modems
Modems Modems handle communication that is transmitted over telephone

Types of Modems

lines between computer systems. Most modern modems have fax
capabilities.

PCs are digital devices and the telephone system is an analog
device. The modem is the component that converts (modulates) the
PC’s digital code to analog so it can be sent over phone cables.
Likewise when receiving information, the modem converts (or
demodulates) analog signals to digital code before transmitting
data to the PC. The transmission mode takes two separate forms:

e Asynchronous Mode: This mode of transmission uses
transmission stops, which are nothing more than the periodic
cessation of data transfers. The data is sent in a start and stop
bit fashion.

e Synchronous Mode: This mode of transmission is a constant
data stream.

Modems also use two methods to facilitate the transfer of
information:

e Data Compression — Speeds data transfer
e Error Correction — Allows the modem to detect errors in transit
and either correct these errors or resend the data

Modems have standardized speeds and protocols. Speed is
measured in baud or bits per second and varies depending on the
model. The standard transmission protocol for modern modems is
V.92 protocol that transmits at a speed of 56K.

External Modems

More expensive than internal modems

Include a separate chassis and power supply

Readily identifiable by the LEDs on the front panel
Connect to the serial or USB port. This factor may limit the
modem from reaching its full transmission capabilities.
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Modems, continued

Types of Modems, Internal Modems
continued
e Internal modems are contained on a PCI or ISA card
¢ An internal modem will contain separate communications
circuitry and is not limited by the serial port connection in any
way
¢ Internal modems are less expensive than external modems

Example of Internal Modem

Caution: You should never attempt to connect a real analog
modem to a multi-line or digital connection. Voltage
requirements are different and a connection will
destroy the modem.

Winmodems Winmodems are internal modems that are configured by device
drivers in an operating system rather than by physical jumpers.
They use the CPU to process data, instead of an onboard chip,
which can degrade system performance. As they require system
drivers to operate, these modems usually only work with Microsoft
Windows.
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PC Cards

PC Cards PC cards, also known as PCMCIA (Personal Computer Memory
Card International Association) cards, are metal-encased
expansion cards about the size of a credit card. These cards, most
often used in laptop computers, add various functions to the
system including:

Fax and modem

Mini-hard drives

Network Interface Card (NIC)

Small Computer System Interface (SCSI) host adapters
Additional RAM and ROM

PC cards are manufactured in the following four types and all
cards have the same dimensions (3.4 inches by 2.1 inches). The
differences are in card thickness and functions. Different card
types require different card ports, although Type | cards can be
read by a Type Il reader and Type Il cards may be read by a Type
I11 reader.

Type | is primarily used to add more memory (3.3 mm thick)
Type 1l is used for modems and NICs (5 mm thick)

Type Il is used to add a mini-hard drive (10.5 mm thick)
Type IV is used to add a high-capacity drive. Type IV is not
officially recognized by the PCMCIA and there are no official
standards for implementation.
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Lesson 2 — BIOS and System Initialization

Introduction Earlier you learned that the BIOS is part of the motherboard and
its basic function. You will now learn how it interacts with all
parts of the computer and launches the operating system.

Purpose of this You will understand how the motherboard uses the BIOS to
Lesson initialize the hardware and start the operating system.
Objectives After successfully completing this lesson, you will be able to:
e Define the role of the BIOS
e Discuss what POST codes are
e Explain BIOS and the concept of Plug and Play
e Explain how a system boots
In this Lesson The following table shows the contents of this lesson.
Topic See Page
Motherboard Components E-24
BIOS Information E-27
The Boot Process E-30
The Master Boot Record E-32
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Motherboard Components

Motherboard
BIOS

CMOS

Functions of

The motherboard basic input/output system (BIOS), also called the
system BIOS, is considered to be the heart of the computer
because it controls communications between computer hardware
and the operating system. The system BIOS is also referred to as
ROM BIOS because the code is contained in a non-volatile, read-
only memory (ROM) chip.

The system BIOS contains software called firmware. Firmware
provides the basic input/output instructions to boot the computer
and handles several important functions including identifying
hardware currently installed in the PC, determining which device
will boot the PC, and installing basic drivers for keyboard, video,
and disk drives prior to the operating system loading.

The CMOS chip, or complementary metal-oxide-semiconductor,
refers to a particular non-volatile memory located on all computer
motherboards that is used to store information from the BIOS.
While modern computers don’t use a technical CMOS chip
anymore, the term is still used to refer to any memory on the
motherboard used to store motherboard settings. The CMOS is
used to store all values that are configured within the system BIOS
including: hard drive geometries, date and time, and startup
settings.

To maintain the storage of information, even while the machine is
powered off, many CMOS chips are powered by an external
battery. In older machines a typical 9-volt battery is common, but
in modern computers a lithium watch battery has become the new
standard. Such batteries tend to last for up to 10 years.

The four major functions of BIOS are:

Motherboard
BIOS Function 1: Contains and executes the POST
Function 2: Contains the CMOS setup program
Function 3: Executes the bootstrap loader
Function 4: Contains and runs the initial boot device drivers
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Motherboard Components, continued

Functions of the
Motherboard
BIOS, continued

Function 1: Contains and executes the power-on-self-test (POST.)
This is a generalized, hard-coded diagnostic utility that examines
crucial components of the system prior to the boot procedure. This
program tests the RAM, video card, keyboard, and disk drives. If
POST finds a fatal error that prevents the system from booting,
POST sends the following alerts:

e A series of audio codes or beeps prior to the initialization of
video.

e On-screen text messages after initialization of video.

e Numeric codes sent to an internal 1/O port address. These
codes can only be read by a special PCI or ISA card.

When you encounter these warnings, you can either continue to
boot, if possible, or enter the setup to reconfigure the system and
resolve the error. In addition, you can view the codes on the BIOS
manufacturer’s Web site.

System BIOS maintains information about all the legacy and Plug
and Play devices that are discovered via POST.

Function 2: Contains the CMOS setup program. When a computer
boots, you can generally find instructions on-screen such as “Press
F1 for Setup.” Setup is a program that is run by the motherboard
BI1OS and the data generated by Setup are stored in a separate chip
called CMOS. CMOS stores data such as date and time, which
device is used to boot the PC, and the ability to enable or disable
many of the motherboard functions.

Function 3: Executes the bootstrap loader. This is a code that
queries CMOS to determine the boot device, locates the Master
Boot Record for that device, locates the operating system, boots
the system, and then gives control of the computer to the OS. In
short, this function performs a quick check of the computer system
to ensure that it is ready to accept the operating system.
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Motherboard Components, continued

Functions of
Motherboard
BIOS, continued

Function 4: Contains and runs the initial device drivers needed to
boot the system. A device driver is a small piece of software code
that allows the operating system to communicate with a physical
device. The device drivers loaded by the system BIOS are very
basic drivers for keyboard, video, and disk drives. In fact, the
system BIOS contains a table of data for several types of disk
drives.

The BIOS interrogates the drive and uses the information in the
table to identify the drive and to facilitate access to the drive. If the
settings are not found through this identification process, the drive
configuration settings can be entered manually through the Setup
program.
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BIOS Information

BIOS Setup All X86 motherboard architecture personal computers have BIOS.
The BIOS contains a program called Setup that allows users to
configure low-level system settings of the computer. Typing a
certain combination of keystrokes during the boot process accesses
Setup. These keystrokes differ among the different BIOS
manufacturers. When initial program load (IPL) ends
(immediately before the computer loads the OS), the BIOS will
generally pause for one to two seconds and display the keystroke
combination that initializes Setup.

For most computers, you press the Delete key to access Setup.
Others (especially proprietary systems such as Compaq and
Packard-Bell) may require pressing these keys: F1, F2, F10,
CTRL-A, or CTRL-S. If you cannot determine the keystroke to
activate Setup, refer to written documentation prepared by the
B1OS manufacturer. BIOS settings configured by Setup are
actually stored in the CMOS chip as standard practice for most

systems.
BIOS Menu Setup usually contains a menu system that allows easy access to
System system settings. Data and options are divided into categories of

relevance. While searching for data, it may be necessary to search
through the various menus. However, be very careful of what
keystrokes you use. Keystrokes to change settings and navigate the
menu differ, depending on the manufacturer. For example, the
arrow keys that may navigate in one Setup program may actually
change configuration values in another.

When exiting the setup program, be sure to select the exit option
that will not save any changes, so as to not overwrite the original
settings.
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BIOS Information, continued

In Cases of A password protected BIOS is a security measure intended to
Password prevent trespassers from viewing vital details of the computer’s
Protection configuration. Some motherboards have a built-in backdoor

password that can be used to gain access to the BIOS at any time.
However, for many motherboards, the only way to quickly
circumvent this security is to completely erase the CMOS (which,
in turn, erases the suspect’s BIOS settings.) Here are common
ways to erase the CMOS:

1. Locate and change the CMOS “clear jumper” on the MB
2. Remove and replace the CMOS battery

Note: If you are forced to erase the BIOS settings, record this in
your notes. Skip the steps of recording BIOS information.

Vital Information  To create a case profile, you need to gather as much pertinent

to Record Time information as possible from the suspect’s computer. Primary data

and Date includes the date and time of the computer. Document this data
and also note any discrepancies between the values on the
computer and the actual time and date.

Boot Order This sets the order in which bootable devices are scanned by the
BIOS. This may be changed in Setup very easily, and the order is
generally designated by “First,” “Second,” or “Third.”
Investigators should document the original order as set by the
suspect.

If the “First” boot device is the network card, this may be an
indication that the alleged crimes did not occur on this hard drive,
but on a network server. Record this fact in your notes.
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BIOS Information, continued

Hard Drive You need to record the configuration of the hard drives and

Information storage drives in the BIOS. Most computers have the capability to
control four IDE devices at once or two per connector. Document
settings for each device. Possible settings are “Auto-Detect,”
“User-Defined,” or “None.”
If set for “User-Defined,” record all the numerical settings that are
entered, including the Cylinders, Heads, Precomp, and whether or
not LBA is in use. Cross-reference this information with that
which was obtained during the internal examination (e.g.,
information from hard drive labels, etc.) and note any
discrepancies.
Note: This information will be important if you want to restore the

hard drive image.
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The Boot Process

Boot Process

All computers are designed to start in a predictable way from the

Overview moment you press the Power On button until the moment the
operating system loads. The list below outlines the steps.
Boot Process
Activity Description
1. Power on When you press the Power On
button and the power supply
reaches working voltage the
Power_Good line is set to true on
the microprocessor.
2. CPU looks at ROM for When CPU receives power good
basic instructions (BIOS) signal it starts to load the program
at memory location 0000h, which
is the start of the BIOS.
3. System BIOS loads
4. BIOS initiates POST POST = Power On Self Test
5. POST checks RAM and Depending on the manufacturer,
then Video. POST error codes vary.
If either of these have a
problem, the result are various | The following web site has many
beep codes from the speaker. | of the industry error codes
outlined for you.
From this point forward, www.bioscentral.com
errors are reported with text
messages displayed on the
monitor.
6. When RAM and Video You will begin to see text on the
pass the POST test, a single screen. The rapid numbers
beep occurs. The single beep | flashing indicate an in-depth
exists simply to indicate that | RAM check. The screen will
the diagnostic speaker is indicate the BIOS manufacturer
working. A malfunctioning and version number.
speaker will prevent audible
beep codes.
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The Boot Process, continued

Boot Process Overview, continued

Boot Process, continued

Activity

Description

7. POST then checks
keyboard.

If an error occurs, a text message
generally displays the on-screen

8. The BIOS checks memory
location 0472h for the value
1234h which indicates a
‘warm start’, or that the reset
button was pressed.

If this is a warm start then the
BIOS shortens the check and load
process to only those things
necessary to start the system,
versus a full diagnostic check.

9. CMOS data is compared
against new current
configuration data. Drives
spin, lights flash, and sounds
are heard as circuits are tested
and prepared for system start-

up.

If there is a problem with the
CMOS battery, you will get a text
message.

10. Finding no major
hardware errors, BIOS turns
the process over to the
operating system boot loader
on the default boot device.

The boot loader starts and the
search for the Master Boot
Record begins.

11. The boot loader learns the
boot sequence from (e.g. A:
C: CD-ROM, etc.) and looks
for the Master Boot Record
on that device.

For hard disks, the boot loader
looks for a partition table. The
partition table will have a
pointer to the MBR on the
primary, active partition

12. The MBR contains the
first file needed to start the
operating system (10.SYS in
Windows 9x, boot.ini in NT).

13. The whole process is
turned over to the OS and you
see splash screens, etc.
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The Master Boot Record

The MBR Defined  Since the early days of the disk operating system on personal
computers the last thing the boot loader does is search for the
Master Boot Record (MBR) for the operating system loaded on the
computer. Originally this was found at cylinder 0, head 0, sector 1
of the default boot drive.

Historically this was usually the floppy disk drive.

Today just about any storage device can be configured in the BIOS
as the default boot device, including USB drives, CD’s, DVD’s
and even booting from the network interface.
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