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The CNGB recommends the DoD consider different Service commitments in critical 
need cyberspace positions. For example, instead of a four or six-year active duty 
commitment, consideration should be given to ten-year commitments (two for active duty 
and eight for National Guard) or other options to season on active duty and then serve the 
National Guard. 

DoD Finding: Training and equipping the cyberspace Total Force may require 
additional capability. 

National Guard Assessment: The CNGB concurs with the Department's find_ing that 
training and equipping the cyberspace Total Force likely will require additional 
capabilities. As discussed in the DoD's repmi, USCYBERCOM has heavily relied upon 
Intelligence Community (IC) training and platforms to conduct operations. The DoD 
made a number of strategic decisions to invest in training and infrastructure to suppmi the 
CMF. 

For example, the USCYBERCOM CMF training requirements, training slots, and support 
infrastructure discussed earlier were envisioned to support approximately 6,200 
cyberspace persom1el. However, USCYBERCOM's CMF initial plan did not account for 
training approximately 2,000 Reserve Component personnel now included in the 
Services' proposed Reserve Component integration plan. Therefore, the CNGB asserts 
that Reserve Component forces should receive a concunent and propmiional allocation 
of training dollars and student slots to integrate these personnel into the DoD's mission­
appropriate, cyberspace-related training programs. 

The CNGB affirms training received from other sources, such as the ARNG Professional 
Education Center (PEC) and the ANG Regional Training Institute, must be considered 
when building the appropriate equivalency training packages to conform to the DoD joint 
training standard. 

National Guard Assessment of DoD's Five Key Recommended Ways Forward 

DoD Recommended Way Forward: National Guard personnel may provide a C/TAA 
suppmi roles when directed by their Govemor or The Adjutant General if in SAD status or, if 
authorized by DoD, in Title 32 status. 

National Guard Assessment: The NGB supports the Govemors' ability to employ 
National Guard personnel in SAD status possibly to perfo1m CIT AA functions in 
compliance with Federal and State law. The NGB agrees that while under State 
command and control-in SAD or Title 32 status- National Guard personnel operate at 
the direction, and under the command, of the Govemor; however, the use ofNational 
Guard persmmel in a Title 32 status to perform purely operational missions requires the 
Secretary ofDefense ' s approval. 
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DoD Recommended Way Forward: The Services' proposed plan to integrate approximately 
2,000 Reserve Component persmmel into the cyberspace force structure adequately addresses the 
opportunity for surge support and additional Service CPT suppmi in the near-term. 

National Guard Assessment: As stated earlier, the CNGB supports the Air Force's plan 
to staff two CMF CPTs with persmmel from twelve ANG squadrons. Additionally, the 
CNGB suppmis the Air Force ' s plan to fill a portion of one CMF NMT with personnel 
from three ANG squadrons. 

Additionally, the CNGB supports the Army's plan to field one-full-time ARNG CPT and 
ten part-time ARNG CPTs. The NGB understands the 11 ARNG CPTs are not included 
in the Army's current CMF requirement, but it has a long-tenn plan to align these forces 
properly to DoD cyberspace requirements . 

DoD Recommended Way Forward: Cyberspace forces require consideration of a persistent 
training envirom11ent. 

National Guard Assessment: NGB strongly agrees the need for a persistent training 
envi.ronn1ent to provide adequate support for all Service and Reserve Component training 
activities. This capability is long overdue and essential to building the Total Force in 
Cyber. 

DoD Recommended Way Forward: Because there is no command and control over 
National Guard cyberspace forces in a Title 32 or SAD status, policies, and processes must be 
clarified to ensure unity of effort by DoD forces and State National Guard forces. 

National Guard Assessment: The DoD assertion that " .. . there is no command and 
control over National Guard cyberspace forces ... " is incorrect. While there is no Federal 
command and control ofNational Guard forces under SAD and Title 32 status, these 
forces are under the conm1and and control of the Govemor and his or her assigned 
officers. In addition, the DSC is designed specifically to provide unity of effort 
between the Active Component and the NG forces when both are employed. Use ofthe 
DSC for Cyber Operations should be examined. We understand there are concems 
regarding current legislation and policies covering cyberspace operations. Any 
modifications to legislation or policy must improve the National Guard' s ability to team 
with the Federal, State, local, tribal, and territorial (SLTT) capabilities and private-sector 
pminers in all areas of domestic and cyberspace operations. The CNGB assesses that the 
authorities used to perform domestic operations are sufficient to include cyberspace 
operations. 
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DoD Recommended Way Forward: The Military Departments/Services may require 
additional flexibility in civilian hiring authorities. 

National Guard Assessment: The CNGB concurs that the military may require 
additional flexibility in civilian hiring authorities. 

National Guard Assessment of Red Teams 

With respect to Section 933(c)(2) of the NDAA, the Secretary of Defense ' s report did not 
specifically address Red Team capabilities beyond their integral part in all 68 CPTs within the 
CMF structure. The existing Red Team capability in the ANG has been a valuable addition to 
the DoD's cyberspace defense. To this end, USCYBERCOM's CMF established the 
requirement for Red Team capability in the CPT. This requirement results in a more than a five­
fold increase in Red Team capacity across the DoD. 

Specifically, the USCYBERCOM CMF 68 CPTs with embedded Red Team elements 
acknowledges the requirement for Red Teams. The 68 CPTs include 2 ANG CPTs supported by 
12 ANG squadrons. As a result, Red _Team personnel and the ANG's capacity will increase 
significantly in size and scope across the Nation. ANG squadrons supporting CPTs are available 
to support additional activities, including the Red Team, when not activated on CPT missions. 
Red Team capability and capacity will no longer reside in only one ANG squadron, but in a total 
of 13, which would more than double ANG Red Team capability. 

To meet future mission tasking and stringent fiscal constraints, the ANG requests the ability to 
align the existing ANG Red Team force structure to a template that is regular and customary, to 
the principles of the Air Force and ANG. The CNGB recognizes the talents, skills, and training 
required to develop Red Team capabilities and capacity. Concurrently, the ANG is evaluating 
additional options to use and retain the skills of cunent Red Team personnel affected by changes 
in unit alignment. These options are intended to leverage the Red Team capability and the 
investment in these valuable Airmen. 

The ANG is also considering the future defensive cyberspace capabilities distributed across as 
many Federal Emergency Management Area regions as much as practical. This optimizes the 
application of this limited resource and use of developed relationships in defense of Federal, 
State, and local networks, and critical infrastructure. The ANG has addressed this holistically 
because it plans to expand the cyberspace capability aggressively. 

III. Conclusion 

Current and emerging cyber threats require a Whole ofGovernn1ent and Whole ofNation 
approach, which integrates the responses of SLTT governments and private industry. The 
National Guard has unique constitutional and statutory authorities for directly supporting SLTT 
governments and defense-critical infrastructure. This allows the National Guard to build 
relationships that span organizations and sectors, such as the States, State law enforcement, the 
DoD, the Department of Homeland Security, and the Federal Bureau oflnvestigation. 
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Annex 1: National Guard Cyber Force 

Air National Guard Cyber Forces 

ANG Cyber Operations Squadrons: 
• I 0211d Network Wmfare Squadron (Rhode Island). Mission: Air Force Computer 

Emergency Response Team support and forensics. 
• 229111 Information Operations Squadron (Vermont). Mission: Cyber training for the Air 

Force and Army. 
• 166111 Network Warfare Squadron (Delaware) and 175111 Network Wm:fare Squadron 

(Maryland). Mission: Force Application. 
• 273rd Information Operation Squadron (Texas). Mission: 241

h Air Force suppmi. 
• 26211d Network Wmfare Squadron (Washington) . Mission: Interceptor/hunter, Industrial 

Control System/Supervisory Control and Data Acquisition missions and AFCYBER 
suppmi. 

• 143rd Information Operations Squadron (Washington) and 26F' Network Wmfare 
Squadron (California). Mission: Interceptor/hunter missions. 

• 177117 Information Aggressor Squadron (Kansas). Mission: Red teaming assessments. 

ANG Cvber ISR Squadrons: 
• I 24th Intelligence Squadron (Ohio). Mission: DNI 
• 218th Intelligence Group (Tennessee). Mission: DNI 
• 223rd Intelligence Flight (Kentucky) . Mission: DNI 
• 256th Intelligence Squadron (Washington). Mission: DNI 
• TBD Intelligence Squadron (Maryland). Mission: DNI 

Army National Guard Cyber Forces 

Current ARNG Cyber Forces: 
• Virginia DPU Manassas, Virginia 
• One active duty ARNG CPT 
• Computer Network Defense-Teams 

Future ARNG Cyber Force: 
• 10 part-time ARNG CPTs 
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Annex 2: Acronym list 

AFCYBER- Air Force Cyber Command 
AOS -Area of Supp011 
ARCYBER- Army Cyber Command 
ARNG- Army National Guard 
ANG- Air National Guard 
C2 - Command and Control 
CIT AA - Coordinate, Train, Advise, and Assist 
CBA - Capabilities Based Assessment 
CMF- Cyber Mission Force 
CND-T- Computer Network Defense Teams 
CPT - Cyber Protection Team 
CS- Civil Supp011 
DANG- Director of the Air National Guard 
DARNG - Director of the Army National Guard 
DNI- Digital Network Intelligence 
DoD - Department of Defense 
DoD IN- Depm1ment of Defense Information Networks 
DSC- Dual-Status Commander 
DSCA- Defense Support of Civil Authorities 
FY- Fiscal Year 
HLD - Homeland Defense 
ISR- Intelligence, Surveillance, and Reconnaissance 
JFHQ-DOIM- Joint Force Headqumiers-Directorates oflnformation Management 
JFHQ-State- Joint Force Headqumiers-State 
JIE - Joint Info1mation Environment 
JROCM - Joint Requirements Oversight Memorandum 
NDAA- National Defense Authorization Act 
NGB- National Guard Bureau 
NGB-JCC- National Guard Bureau Joint Cyber Cell 
NMT- National Mission Team 
PEC -Professional Education Center 
SAD- State Active Duty 
SLTT- Federal, State, Local, Tribal, and TetTitorial 
TAG - The Adjutant General 
USCYBERCOM- United States Cyber Command 
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Annex 3: Section 93 3 Reporting Requirement 

Reporting Requirement 
Section 933 of H.R. 3304, the National Defense Authorization Act for Fiscal Year 2014 

(Public Law 113-66) 

SEC. 933. MISSION ANALYSIS FOR CYBER OPERATIONS OF DEPARTMENT OF 
DEFENSE. 

(a) MISSION ANALYSIS REQUIRED.-Not later than 180 days after the date of the 
enactment of this Act, the Secretary of Defense shall conduct a mission analysis of the cyber 
operations of the Depmiment of Defense. 

(b) ELEMENTS.-The mission analysis under subsection (a) shall include the following: 

(1) The concept of operations and concept of employment for cyber operations forces. 

(2) An assessment of the manpower needs for cyber operations forces, including 
military requirements for both active and reserve components and civilian requirements. 

(3) An assessment of the mechanisms for improving recruitment, retention, and 
management of cyber operations forces, including through focused recruiting; educational, 
training, or ce1tification scholarships; bonuses; or the use of short-term or vi1iual 
deployments without the need for pe1manent relocation. 

( 4) A description of the alignment of the organization and reporting chains of the 
Department, the military departments, and the combatant commands. 

(5) An assessment of the current, as of the date of the analysis, and projected equipping 
needs of cyber operations forces. 

(6) An analysis of how the Secretary, for purposes of cyber operations, depends upon 
organizations outside of the Depmiment, including industry and intemational pminers. 

(7) Methods for ensuring resilience, mission assurance, and continuity of operations 
for cyber operations. 

(8) An evaluation of the potential roles of the reserve components in the concept of 
operations and concept of employment for cyber operations forces required under paragraph 
(1), including-

(A) in consultation with the Secretaries of the military depmiments and the 
Commander of the United States Cyber Command, an identification ofthe Depmiment 
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