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(U//FOUO) Terrorist and Militant Attacks on Electricity Infrastructure 
Continue at High Rate

(U//FOUO) Terrorist and militant attacks on electric power infrastructure outside the United States in 2021 and 
2022 occurred at more than three times the average annual number of attacks from 2015 through 2020, 
according to an NCTC database. The peak of 101 attacks in 2021 at least partly reflected incidents attributed 
to ISIS’s “economic war” campaign, judging from press reporting and terrorist social media. We expect 
the high rate of attacks to continue for the remainder of 2023 because of the accessibility and ongoing 
vulnerability of electricity infrastructure and the number of well-publicized attacks in 2021-22. 

>60%
(U//FOUO) Antiregime militia groups were responsible for more than 60 percent of all 
the attacks in Burma in 2022, according to the NCTC database. Terrorists or militants also 
conducted multiple attacks in Afghanistan, Burkina Faso, Libya, and Turkey in 2022, probably 
to undermine government legitimacy. 

>70%

(U//FOUO) More than 70 percent of terrorist and militant attacks against electric power 
infrastructure from 2015 through 2022 involved explosives, probably because of the easy 
access to explosive material in conflict zones. In Western countries, violent extremists have 
more frequently advocated for firearms attacks on electricity infrastructure, according to a 
DHS report.

67%
(U//FOUO) Since 2015, almost two-thirds of terrorist and militant attacks have hit soft 
energy targets, such as offices, personnel, and low- and high-voltage transmission towers 
and lines, according to the NCTC database. In 2021-22, attacks on critical components of the 
grid, such as substations and power plants, increased by more than 200 percent. 
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(U//FOUO) Terrorist and Militant Attacks on Electricity Infrastructure 
Continue at High Rate (continued)
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(U//FOUO) Terrorist and Militant Attacks on Electricity Infrastructure Continue  
at High Rate (continued)

1 (U//FOUO) [NCTC | B&A | | | 31 January 2023 | | (U//FOUO) | 
(U//FOUO) | NCTC’s Energy Infrastructure Attack Database]

2 (U//FOUO) [OSE | GUIDE ID: 1002/634344db-4126-4742-
9c1a-d518d5cd7c59 | AFW2021032771481255 | (U) Again, 
ISWAP Attacks Electricity Installation, Returns Maiduguri To 
Blackout | 2021-03-27 | | (U) | (U) | ]

3 (U) [BBC Worldwide Monitoring | GUIDE ID: 1002/
be72b2df-0955-4719-aae1-d442575f5db2 | guide://1002/
be72b2df-0955-4719-aae1-d442575f5db2 | | 12 June 2021 | 
| (U) | (U) | ]

4 (U//FOUO) [OSE | GUIDE ID: 1002/235774bc-2214-4e02-
9fc0-255f3611441c | TRW2021072230112820 | (U//FOUO) 
Terrorism: Roundup of Official ISIS Messages 21 July 2021 | 
2021-07-22 | | (U//FOUO) | (U//FOUO) | ]

5 (U//FOUO) [NCTC | B&A | | | 31 January 2023 | | (U//FOUO) | 
(U//FOUO) | NCTC’s Energy Infrastructure Attack Database]

6 (U//FOUO) [NCTC | B&A | | | 31 January 2023 | | (U//FOUO) | 
(U//FOUO) | NCTC’s Energy Infrastructure Attack Database]

7 (U//FOUO) [NCTC | B&A | | | 31 January 2023 | | (U//FOUO) | 
(U//FOUO) | NCTC’s Energy Infrastructure Attack Database]

8 (U//FOUO) [NCTC | B&A | | | 31 January 2023 | | (U//FOUO) | 
(U//FOUO) | NCTC’s Energy Infrastructure Attack Database]

9 (U//FOUO) [DHS | GUIDE ID: 1008/71rrjq | OSIR-04001-
0492-22 | Title available upon request | 18 July 2022 | | 
(Overall source classification is U//FOUO/REL TO USA, 
FVEY) | (Extracted information classification is U//FOUO) | ]

10 (U//FOUO) [NCTC | B&A | | | 31 January 2023 | | (U//FOUO) | 
(U//FOUO) | NCTC’s Energy Infrastructure Attack Database]

11 (U//FOUO) [NCTC | B&A | | | 31 January 2023 | | (U//FOUO) | 
(U//FOUO) | NCTC’s Energy Infrastructure Attack Database]

12 (U//FOUO) [NCTC | B&A | | | 31 January 2023 | | (U//FOUO) | 
(U//FOUO) | NCTC’s Energy Infrastructure Attack Database]


