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® PEN-LINK

* Pen-Link es una herramienta para el almacenaje y
analisis de inteligencia.
* Almacenar y Analizar

— Registros Telefonicos — Detalles de la llamada y Registros de
Oprimir para Hablar

— Registros del Sujeto — Suscriptores, Posiciones, Asociaciones
— Registros de Evento — Capturas, Arrestos, Reuniones

— Registros de Evidencia — Foto, Video, Audio, Notas del
Caso

— Registros de Computadora — Actividad en el Internet
— Registros Torres Celulares — Mapeo de GPS del Uso de los

Torres Celulares
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@® PEN-LINK

 Iniciar la Sesion

* Crear un Caso (Contiguracion)
* Afadir Informacién del Suscriptor
* Auto-Cargar los Registros de Detalles de ILlamadas

* Cargar Manualmente los Registros de Detalles de
[lamadas

* Recoger Informes de LLlamadas
* Recoger Informes Especiales

* Crear Graficas

* Archivar y Exportar Datos

* Apoyo de Pen-Link
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@® PEN-LINK

Hacer doble clic en el icono de Pen-Link.

Ilzer Hame : I

Entrar su nombre de usuario y contrasefia

Pasgwiord : I

Mate: zer Hame and Pazswaord are caze sensitive.

OF. | LCancel
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Seleccionar Configuracién Predeterminada

Verify System x|
Welcome to Pen-Link 8.2.
I an effort ko avoid potential problems, please venfy that the following

date iz corect. |f not, please enter the comect date, and Pen-Link. waill
update your computer's system clock automatically.

Verificar la fecha y clic Okay
Current Spstem Clack D ate [mmdAdd ). |07/04/2012

[~ Don't digplay thiz window again. \/ k. x Cancel |

UNCLASSIFIED//FOUO//RELTO USA, PAN



E Pen-Link v8.2 Network (BUREAU OF IMMIGRATION AND CUSTOMS ENFORCEMENT)
File DMWR LINCOLN  AddRecords Reports Tools Configure Language Window Help

CELYVIEE Y F.IEE
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Version: 8.2.2.23 User # DHS-ICE; Seq. # 8729 Configuration : DEFAULT CONFIGURATION  |Current User : bmgaines (| Bradley Gaines )
l'}start & W Obox -BMGaines@fins3.. l=nIH\ -Pen-Lnka |:|P Link & Cellebrite - Mi |
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Version: 8.2.2.23 User # DHS-ICE; Seq. # 8729 Configuration : DEFAULT CONFIGURATION  |Current User : bmgaines (| Bradley Gaines )
l_‘]start & W Ombox -BMGanes@fins3... L;-JH:\ | j| Pen-Link 8 @Pmm&cdetmte-n...
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Version: 8.2.2.23 User #: DHS-ICE; Seq. #: 8729 Configuration : DEFAULT CONFIGURATION  |Current User : bmgaines (| Bradley Gaines )
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Version: 8.2.2.23 User # DHS-ICE; Seq. # 8729 Configuration : DEFAULT CONFIGURATION  |[Current User : b ines [ Bradley Gaines )
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Version: 8.2.2.23 User # DHS-ICE; Seq. # 8729 Configuration : DEFAULT CONFIGURATION  [Current User: ines [ Bradley Gaines )
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Version: 8.2.2.23 User # DHS-ICE; Seq. # 8729 Configuration : DEFAULT CONFIGURATION  |Current User : bmgaines (| Bradley Gaines )
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Configuration Wizard ﬂ
~ Configuration Action Chooze whether you wigh to create a
f* Add Mew Configuration new canfiguration, ar if you wigh to delete,
rename, af Spec_if_l,l Qroup access rightsz to
= Delete Configuration an exizting configuration.

" Bename Configuration

" Modify Configuration Access Rights

Configuration
Wizard

Help < Previous MHest » Cancel

Clic Proximo para Afiadir una Nueva Configuracion (Caso)
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Enter a name far the new configuration. Common sources for this name include
wouy target's last name, his phone number, ar the caze agent's name.

Configuration Mame : |K.C123456789 [MOMNG COTF)

Configuration
Wizard

< Previous Hest >

Cancel

Entrar el Namero de Caso y el Nombre de Caso y después Proximo
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f'ou may zpecifiy here if pou
f+ Accept Default Paths waht to change the databaze
directary pathsz from thE': defaults to
™ Change Default Paths one af your own choozing.
Configuration
Wizard
Help £ Previous Hest > Cancel

Aceptar los Camino Predeterminados y Clic Proximo
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[Eraup Marme | D' ezcription

Configuration
Wizard

Add Bemove

Y'ou can assign groups fo vour new configuration. Only people who are members of the
groupz you azzign will be able to access this configuration.  Click the “Add" button to
add a group; "Femove’ to remove a group.

Help £ Previouz MHest » Cancel

Clic Aiadir para asignar usuarios de Pen-Link a la Configuracion

Clic Préoximo
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\JJ

Configuration

Wizard

Configuration Wizard
3 l

You have now successfully created a new configuration. Bewview the settingz
below, then click 'Finizh' to finalize the database director pathz.

—Databaze Directories
Callz Databasze : Whal2rzivkn0l \penlink84C1 23456739 MOMG COTFE
Subzcriber D atabasze : SW\el2rzivknll \penlinkehkCl 23456739 MOMG COTF
Event Database ; Whalzrzivkn0l \penlink 84C1 23456733 MOMNG COTFE
Caze Manag. Databaze : \W202rzivknll ypenlink8sEC1 23456789 MOMG COTF
Seizure Databasze : YhelzZrzivknl \penlinkehkCl 23456739 MOMG COTF
Audio File Directory ;% \penlink8WKC1 23456783 MOMNG CDTFhuwbudio Files
Irmage File Directary @ 4 Sspenlink8WKC1 23456789 MOMG CDTFYmage Files
Yideo File Directory : 4. Spenlink84k.C1 23456783 MOMNG COTFYideo Files
Text File Directory ;4. spenlink84WK.C1 234567833 MOMG COTFST et Files
Per-Link I[P Databases | WW202rzivknl Spenlink 3y C1 23456789 MOMG COTF

—Pen-Link 8 Server
Server P addrezs 0 202rsivknll Faort: 56241

< Previouz Eirnizh Cancel

Clic Terminar
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File DMWR LINCOLN  AddRecords Reports Tools Configure Language Window Help
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Version: 8.2.2.23 User # DHS-ICE; Seq. # 8729 Configuration : DEFAULT CONFIGURATION  |Current User : bmgaines (| Bradley Gaines )
l'}start & W Obox -BMGaines@fins3.. l=nIH\ -Pen-Lnka |:|P Link & Cellebrite - Mi |
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Version: 8.2.2.23 User # DHS-ICE; Seq. # 8729 Configuration : DEFAULT CONFIGURATION  |Current User : bmgaines (| Bradley Gaines )
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@® PEN-LINK

Add Subscriber Records x|
o4 > o x BR[O
General Info I Bgzets | Agzociates | Photos / Audio | Documents
Subszcriber | Perzonal Infao | Biling/DB& | LCrimital/G ang Info | Mizcellaneous
Praject Humber... I j Gt I
Caze Mumber...... I j Region............... I
Mame................ I State............. I
Mame Tupe....... ILlnknl:nwn j i N II:":IDI:":I'DI:":":I
Mame 2. I Counbry............... I j
Address.......... I DI, e I Unknown j
Addriess 2. I Origin Mate.......... I
Phone | Fhone #2 | Phore #3 | Phore #4 | ICE-TLS Misc. |
Phore.................. I Lishing.....coovveveeene. I Unknown j
Phore Farmat...... IN':"th America 1) j Phore Type........... Iunk”':"““'” j
ESM .o I Cervice Type........ ILlnknu:uwn j
BN I Activation Date....... IEI'I 0141330 EI
Deactivation D ate... I-I 243142033 EI
Mew Record INumber of Records : 0 |
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Numero de Caso
Nombre

Tipo de Nombre
Nombre 2 (Alias)
Direccion

Ciudad

Provincia

Caodigo Postal
Condado

Origen (Citacién)
Nota de Origen
Numero Telefonico
Fecha de Activacion
Fecha de Desactivacion
Numero Telefonico #2
(IMSI)

Numero Telefonico #3
(PTT)

Formato del NUmero
Telefonico
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l B 1. Clic el + Verde para

M4 > e @ e Afadir Suscriptor

General Info I Agzets | Agzociates | Photoz / Audio | Diocuments
Subzcniber | Ferzonal Infa | Billing/DEA | Criminal/Gang Info | Mizcellaneouz

Project Mumber... I j Gty IK.E'-.N SAS CITY

Caze Mumber...... IKE-I 23456783 j Region.............. I

Name.... .. IG.&INES,BH.&DLEY State.. . IMEI

Marme Tupe........ IPE[S':'” j A N IEE*HZ'E":”:":I

Mame 2........... IDED HOST Country.............. IUNlTED STATES j

Address............. I1234 MAIN STREET DN ISUbF":'E”E‘ j

Addreszs 2........... I Crigin Hate.......... Ill""“:”"l|3

Phone | Phone #2 | Phone #3 | Phone #4 | ICE-TLS Mise. |

PRONE. ... |(816) 356-1234 LiSHiG. v | Unknown =
Phone Farmat...... I North America (1) = Phone Type........... I Unknown =l
ESM. .o I Service Type...... IU”k”':'W” j

1] I Activation Date. ... Il:I1 U5/2012 3

[p/0s2mz2 +]

Deactivation Date...

Mew Record INumber of Records : 0 |
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Version: 8.2.2.23 User # DHS-ICE; Seq. # 8729 Configuration : DEFAULT CONFIGURATION  |Current User : bmgaines (| Bradley Gaines )
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LiiLoad Phane oINS =189 Tiene que ser en formato CSV
Look in: | G BMGaines (\\202rsivknT\Homed) (| »| - G g % 2. Seleccionar la Empresa
M ame | Size | Type | Madified | 3. Clic Abrir
| Adrminiztrative File Folder 124292017 937 AM
. Caze Files File Folder 12/9/2011 1:14 PM
. Far Cover Sheetz File Folder 1/4/2012 242 PM
i File Falder 1182017 10:657 Ak
. Information File Folder 11/15/2011 1:55 PM
, MOMG File Folder 11/30/2011 863 Ak
, PEM-LIME File Folder 12/28/2011 1:53 PR
. Records Request File Folder 1242842017 10:05 A
J 50U Maotifications File Folder 1420012 10:13 Ak
. Subpoenaz File Folder /442012 349 Abd
. Subzcriber Bequest Letters File Falder B 320011 2227 PM
hatos File Falder 11/29/2011 4:06 PR
\‘?51 0 339KB  Microzoft Excel Comma Separated Values File  1/4/2012 4:43 PM |
*I I oe
File name: -?51 Qcay Open
Files of type: | Sprint PCS COMA Files [%.cav) =] Carcel

[ Freview Sutoload Fecords
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Xl 1. Entrar el Namero Telefénico

~File Defaults 2. Entrar el NUmero de Caso
File Hame : 913-219-7510.cav 3. Clic Okay

Target : 7510 - Source IT:::II j
Project Murmber ; j Leading : ID
Case Mumber : |KC123456789 =] Time Differental : [+~ 00:00:00

Destination Configuration[s] :

KC123456733 [MONG COTF)

Add Multiline Becord " 0K | X Cancel | ? Help
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Mo > X FEH @Y -3 |8 Bl ekeReos
me:

Target Format Date Ti Duration Direcw' n Number Dialed Dialed Format Third Phone Distance ;I
1063 Morth America (1)  |[09/01/2005 232648 00:00:00 Qutgoing a2 Area Code Present Long Distance
1069 Morth America (1)  |[09/01/2005 225813 00:00:00 Incoming 93-5942 |Area Code Present Unknown
1070 Morth America (1} | 09/01/2009 22:55:23 00:00:00 Qutgoing 942 Area Code Present Long Distance
1071 Morth America (1} | 09/01/2009 230123 00:00:00 Inceming 03-5942 |Area Code Present Unknown
1072 Morth America (1) | 09/02/2009 21:45M 00:00:00 Inceming 03-5942 |Area Code Present Unknown
1073 Morth America (1) | 09/02/2009 21.45:58 00:00:00 Qutgoing 942 Area Code Present Long Distance J
1074 Morth America (1) | 09/02/2009 214730 00:00:00 Inceming 03-5942 |Area Code Present Unknown
1075 Morth America (1) | 09/02/2009 21:.44:35 00:00:00 Qutgoing 942 Area Code Present Long Distance
1076 Morth America (1) | 09/02/2009 20:53:05 00:03:37 Qutgoing 942 Area Code Present Long Distance
1077 Morth America (1) | 09/02/2009 214242 00:00:00 Qutgoing 942 Area Code Present Long Distance
1078 Morth America (1) | 09/02/2009 214315 00:00:00 Inceming 03-5942 |Area Code Present Unknown
1079 Morth America (1) | 09/02/2009 22:25.41 00:00:00 Qutgoing 942 Area Code Present Long Distance
1080 Morth America (1) | 09/02/2009 22:37:54 00:04:07 Inceming 03-5942 |Area Code Present Unknown
1081 Morth America (1) | 09/02/2009 22:52:08 00:00:00 Inceming 03-5942 |Area Code Present Unknown
1082 Morth America (1)  |09/02/2005 21:57:41 00:00:00 Incoming 93-5942 |Area Code Present Unknown
1083 Morth America (1) | 09/0242009 21:48:06 00:00:00 Outgoing 542 Area Code Present Long Distance
1084 North America (1) | 08/02/2009 21:55:5 00:00:00 Inceming 035942 |Area Code Present Unknown
1085 Morth America (1) | 09/02/2009 21:58:32 00:00:00 Qutgoing 942 Area Code Present Long Distance
1086 Morth America (1)  |09/02/2005 200412 00003 Incoming 93-5942 |Area Code Present |-32IJ4 Unknown
1087 Morth America (1)  |09/02/2005 122751 00:00:00 Qutgoing a2 Area Code Present Long Distance
1083 Morth America (1)  |09/02/2005 123538 00:00:00 Qutgoing a2 Area Code Present Long Distance
1089 orth America (1) |09/02/2005 12:51:45 00:00:00 Incoming 93-5942 |Area Code Present Unknown LI
A
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Version: 8§.2.2.23 User # DHS-ICE; Seq. # 8729 Configuration : DEFAULT CONFIGURATION  |Current User : bmgaines | Bradley Gaines )
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Add Call Records

Mo > X B G -Q oo

Wirelezz Data | Syzstem Information I CALEA Messages

Call Details | Call Content | Audia Times
Praject Mumber.. I j Rings............. IU—
Caze Mumber.... I j Direction......... IUnknu::wn j
Call#....... IEI Distance......... I Unknown j
Target......... | ~|  Third Distance.... [Unknown =]
Target Format.. IN-:urth Anerica (1] j Call Status. ... IUnkann j
Date. ... Imm.-"ljlj.-"_lrl_lrl_l,l_lrl EI Fecord Source. I ko j
Time.............. IW Selection......... I Unknown j
Time Zone........ IUnknl:nwn j Call Routing..... I dnkrion j
Diwration.......... IW Alarm Call........ I Unkrnown j
Dialed Format... I.-’-'-.rea Code Present j Restricted............ IUnkann j
Murber Dialed.. I Yalidated........... I Unknown j
Fit #..coe | FISA e | Urknowr =l
Third Format..... I.-’-‘-.rea Code Present j Claszification...... IUnkann j
Third Phore..... |
() {7 [ P I

INew Record Number of Records : 0
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Version: 8§.2.2.23 User # DHS-ICE; Seq. # 8729 Configuration : DEFAULT CONFIGURATION  |Current User : bmgaines | Bradley Gaines )
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== =

Databaze Type:

Figld Drelimiter:

[rate Farmat:

Starting Faw

I Callz Databasze

j I " " [zommal

j II'I'II'I'I.-"IjIj.-"_'.-'_'.-'_'.-'_'.-' (071405842012 j I-I ﬁ

Date

Time

Duration| Direction

Number Dialed

12282011

23:56:38 C5T

0:00:09 |Outgoing

Dialed Format

Distance

567

12282011

23:56:49 C5T

0:01:18 |Incoming

M5

Push-to-Talk

12282011

14:10:08 C5T

0:00:06 |Incoming

Fleet Member ID

Push-to-Talk (Group’

120282011

14:10:03 C5T

0:00:00 |Incoming

12282011

12:31:37 C5T

0:00:00 |Incoming

International International
567 |IMSI Push-to-Talk
567 IMSI Push-to-Talk

12282011

12:30:19 C5T

0:00:00 |Incoming

12282011

10:42:44 C5T

0:00:31 |Outgoing

Fleet Member ID

Push-to-Talk (Group’

120282011

10:21:45 C5T

0:00:00 |Incoming

567

12282011

10:05:59 C5T

0:00:00 |Incoming

M5

Push-to-Talk

567

Y'ou may either:

M5

Push-to-Talk

Right-click in the column headingz abowve o begin azzigning fields one at a time, or
Click the "Load Field Definitions" buttan on the toolbar to recall previous definitions.

W 0K

x LCancel

| _ 2 b
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Registros de Oprimir para
Hablar y registros de
detalles de llamadas no se
pueden afadir al mismo
tiempo.

NUmeros internacionales y
IMSI no pueden ser en
notacion cientifica cuando
los afiaden a Pen-Link.
Registros internacionales,
IMSI, y PTT deben tener
identificadores adicionales
para ser formateados bien
en Pen-Link.
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Los informes en azul son predeterminados
Los informes en negro son a la medida

Select Report

Report Mame

" Report Description " Clic Lista de Numeros Calientes

CASE INFORMATION
CASETARGET INFORMATION
CELL SITE SUMMARY

CELL SITE WITH TARGET SUMMARY Call activity by cell site with target info

CLEAN NUMBER FREQIUENCY

D&y OF WEEK

ExXTR& DIGITS (PAGER) # FRECQL

HOT NUMBER +
HOT NUMBER LIST

N

Case list by frequency and date range Clic Proximo

Case activity by target freguency and date rang
Call activity by cell site

Dialed # activity by direction with name, date ran
Inceming/outgeoing calle per target during each di
Extra digits dialed activity with date range

Hot number + names + other

Most freguenthy dialed numbers with date range

HOT NUMBER LIST - SUBS SEARCH Most freguenthy dialed numbers with date range
HOT NUKMBER LIST WITH NANMES Most frequently dialed numbers with date range
HOT NUMBERS - DIALED FORMAT Most frequentty dialed numbers with date range ™
4| | b
Properties | MHew | Delete |
Help < Prewious | Mewt » | Cancel |
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1. Seleccionar NUmero de Caso
2. Seleccionar Numero de Objetivo
3. Seleccionar la Gama de Fechas

Field alue Mat
Praject Mumber All Project Mumbersz j il
Caze Murber All Caze Numbers il
T arget All Target Murmbers il
Date 071401415980 to 1243142093 Il
Dialed Status All Dptions il
Frequency 1 ko 999939 il

Defaultz |

Ranges I Frompts |

Help | < Prexiouz Mewt > | Cancel |
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& HOT NUMBER LIST WITH NAMES
[« » | 7S -

ot | &F -3 2@

=10l x|

abkrwnPE

Dialed (Clean) Frequency

Dialed Mame

Dialed Name2

Date

995

WO SUBSCRIBER.

08/03/2009 to 09022009

387

N0 SUBSCRIBER.

08/03/2008 to 09022009

HO SUBSCRIBER.

08/03/2005 to 05022009

HO SUBSCRIBER.

08/03/2005 to 08/30/2009

WO SUBSCRIBER.

081212009 to 081972009

N0 SUBSCRIBER.

03/0%2008 to 09022009

HO SUBSCRIBER.

08/03/2005 to 08/31/2009

HO SUBSCRIBER.

087232005 to 05/01/2009

WO SUBSCRIBER.

08/03/2009 to 09022009

N0 SUBSCRIBER.

08/03/2008 to 09022009

HO SUBSCRIBER.

08/03/2005 to 05022009

HO SUBSCRIBER.

Marcado (limpio): numero llamado por el nimero objetivo
Frecuencia: numero de veces el objetivo y el nimero marcado se pusieron en contacto
Nombre Marcado: Suscriptor

2° Nombre Marcado: Alias

Fecha: La fecha de la primera y la ultima llamadas

UNCLASSIFIED//FOUO//RELTO USA, PAN

08/28/2005 to 094012009
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1. Informe de Registro de Llamadas: una lista

Select Report cronoldgica del registro de Ilamadas
2. Listade Numeros Marcados Ordenada: buscar
Report Mame | Report Description = ,
CALLS DATABASE LISTING Chronclogical listing of call records un numero
CALLS LISTING - DIALED FORMAT Chronological listing of call records
CALLS LISTING - DI&LED NUMBER Chronological listing of call records

CALLS LISTING - TGT FORMAT
CALLS LISTING - TGT NAKE

Chronological listing of call records
Chronological listing of call records

CALLS RECORDS Chronological listing of call records

CELL TOVWER LOCATION LISTING Chronological list of call records with tower loca__|
DESTINATION Dialed numbers broken down by city, state, or o
DURATION Dialed numbers sorted by duration, date, and tim

EXTRA DIGITS (PAGER) # SORT

Extra digitz search sorted by dialed extra, date,

FROKM NUMBER/TO NUKMBER LISTING From number and to number, chronelogical sort

MUMBER DIALED SORTED LISTING Partial dialed =earch sorted by dialed clean w7
4| b
Broperties | e | Delete |
Help < Prewious | Mewt » | Cancel |

UNCLASSIFIED//FOUO//RELTO USA, PAN



UNCLASSIFIED//FOUO/ /REL TO USA, PAN

@® PEN-LINK

=10f x|
[ «a > 0 X B R H-G- - lu-® -2 Q

Case Number | Target Target Name Target Name2 Date Time Duration Direction Number Dialed Dialed Name Dialed Name2 ﬂ
L HI'.1.'?:EE-4E:-TEE NO SUBSCRIBER. 08/03/2009 |00:11:43  |00:00:04 Outgoing 000 NO SUBSCRIBER.
2 KC123455789 NO SUBSCRIBER. 08/03/2009 |00:16:58  |00:00:22 Outgoing NO SUBSCRIBER.
3 KC123455789 NO SUBSCRIBER. 08/03/2009 |00:17:56 |00:00:00 Outgoing NO SUBSCRIBER.
4 KC123455789 NO SUBSCRIBER. 08/03/2009 |00:18:42 | 00:00:00 Incoming NO SUBSCRIBER.
5 KC123455789 NO SUBSCRIBER. 08/03/2009 |00:19:07 | 00:00:00 Outgoing NO SUBSCRIBER.
[ KC123455789 NO SUBSCRIBER. 08/03/2009 |00:19:56  |00:00:45 Outgoing NO SUBSCRIBER.
T KC123455789 NO SUBSCRIBER. 08/03/2009 |00:20:53 |00:00:39 Outgoing NO SUBSCRIBER.
8 KC123455789 NO SUBSCRIBER. 08/03/2009  |00:22:15  |00:06:14 Outgoing NO SUBSCRIBER.
9 KC123455789 NO SUBSCRIBER. 08/03/2009 |00:32:00 |00:00:00 Incoming NO SUBSCRIBER.
10 KC123455789 NO SUBSCRIBER. 08/03/2009 |00:32:04 | 00:00:00 Incoming NO SUBSCRIBER.
11 KC123455789 MO SUBSCRIBER. 08/03/2009 |00:32:19 | 00:00:00 Incoming NO SUBSCRIBER.
12 KC123455789 NO SUBSCRIBER. 08/03/2009 |00:33:16 | 00:00:00 Outgoing NO SUBSCRIBER.
13 KC123455789 MO SUBSCRIBER. 08/03/2009 |00:35:33 | 00:00:00 Outgoing NO SUBSCRIBER.
14 KC123455789 NO SUBSCRIBER. 08/03/2009 |00:37:06 |00:00:00 Incoming NO SUBSCRIBER.
15 KC123455729 NO SUBSCRIBER. 08/03/2009 |00:37:44  |00:00:00 Outgoing NO SUBSCRIBER.
16 KC123455789 NO SUBSCRIBER. 08/03/2009 |00:38:21 | 00:00:00 Incoming NO SUBSCRIBER.
il KC123455789 MO SUBSCRIBER. 08/03/2009 |00:38:21 | 00:00:00 Incoming NO SUBSCRIBER.
18 KC123455789 NO SUBSCRIBER. 08/03/2009 |00:35:31 | 00:00:00 Outgoing NO SUBSCRIBER.
19 KC123455789 MO SUBSCRIBER. 08/03/2009 |00:35:5% |00:00:00 Outgoing NO SUBSCRIBER.
20 KC123455789 NO SUBSCRIBER. 08/03/2009 |00:40:24 | 00:00:00 Incoming NO SUBSCRIBER.
21 KC123455789 MO SUBSCRIBER. 08/03/2009 |00:41:04 |00:00:00 Outgoing NO SUBSCRIBER.

2 KC123455789 NO SUBSCRIBER. 08/03/2009 |00:41:33 | 00:00:00 Incoming NO SUBSCRIBER. _I

-

1: 4,097 S
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1. Andlisis de Patron de Llamadas I1: patron

Select Report secuencial de llamadas con direccién
2. Llamadas Comunes: numeros marcados por
Report Mame | Report Description = mé.S de un ObjetiVO
CALL PATTERN ANALYSIS Seguential pattern of calls, without direction
CALL PATTERN ANALYSIS I Seguential pattern of callz, with direction

CALLSEVENTS/SEEZURES LISTING
COMMON CALL BREAKDOWN
COMMON CALLS

COMMON CASE BREAKDOWYM
COMMON SUBSCRIBERS BY CASE
COMPOSITE HOURLY

DAY OF WEEK BREAKDOWWN
DUPLICATE SUBSCRIBER

HWEW SUB NUMBERS BY TGT

Nli‘.«'-.l' SUBPOENA NUMBERS

1

Chrenolegical listing of calls, eventz and seizure
Phone numbers dialed by more than one target
Phone numbers dialed by more than one target
Phene numbers dialed by more than one case nu
Subscriber phone numbers with more than 1 ent=—
Hour of day, number of calls, and directicn of ca
Total and percentage of calle based on the dav ¢
Subscriber phone numbers with mere than 1 ent
Phone numbers without subscriber information
Phone numbers without subscriber information ™
[

Broperties |

(= | Delete |

Help < Prewious | Mewt » | Cancel |
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Patron Secuencial de Llamadas con Direccion — Patron Fijado a 4

UNCLASSIFIED//FOUO/ /REL TO USA, PAN

318 08072008 to 08/23/2005 (913} 218-7510 IN- (308) 2535542 |NO SUBSCRIBER. |MO SUBSCRIBER.
3T (913} 215-7510 IN- (308) 25355842 |NO SUBSCRIBER. |MO SUBSCRIBER.
318 (913} 218-7510 IN- (816} 447-24597 |NO SUBSCRIBER. |MO SUBSCRIBER.
319 (913} 218-7510 IN- (816} 447-24597 |NO SUBSCRIBER. |MO SUBSCRIBER.
320

321 081742005 to 08/23/2005 (913} 215-7510 IN- (308) 25355842 |NO SUBSCRIBER. |MO SUBSCRIBER.
332 (913} 218-7510 IN- (308} 2535542 |NO SUBSCRIBER. |MO SUBSCRIBER.
323 (913} 218-7510 IN- (913} 944-3452 |NO SUBSCRIBER. |MO SUBSCRIBER.
324 (913} 218-7510 (913) 544-3452 NO SUBSCRIBER. |MO SUBSCRIBER.
1. Numero objetivo 913-219-7510 recibid dos Ilamadas de 308-293-6942

2. Después, nimero objetivo 913-219-7510 recibi6 dos llamadas de 816-447-2497
3. NUmero objetivo 913-219-7510 recibi6 dos llamadas de 308-293-6942

4. Después, nimero objetivo 913-219-7510 recibio una llamada de 913-944-3452
5. Después, numero objetivo 913-219-7510 llamo 913-944-3452
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L COMMON CALLS
[« » w1 | F -

AT g-532Q

UNCLASSIFIED//FOUO/ /REL TO USA, PAN

=10l x|

Dialed (Clean} Dialed Mame Dialed Name2 | Frequency Date Target Target Mame
[ MO NUMBER DIALED 23 10182011 to 111182011 |(813) 208- CUSTOMER, CUSTOMER
z MO NUMBER DIALED 125 102011 to 120082011 |(913) 208- KJJKGHJ, JFHJERJFH
3
4 2 MO, SUBSCRIBER. 1 TASZ201 to MAS2011 | (913) 208- CUSTOMER, CUSTOMER
g 2 MO, SUBSCRIBER. 1 1092011 to 11082011 |(813) 208- KJJKGH], JFHIERJFH
G
7 (310) 49 BOOST, NEW 23 1272011 to 111182011 |(913) 208- CUSTOMER, CUSTOMER
& (310) 45 BOOST, NEW 3 1272011 to 1272011 |(913) 208- KJIKGHJ, JFHJERJFH
9
10 (800} 500 MO SUBSCRIBER. 2 TMS2011 to 1MH82011 | (813) 208- CUSTOMER, CUSTOMER
11 (600} 500 WO SUBSCRIBER. 1 28201 to 11282011 |(913) 208- KJJKGHJ, JFHJERJFH
12
13 (600) 580 WO SUBSCRIBER. 4 1092011 to 11082011 |(813) 208- CUSTOMER, CUSTOMER
14 (600} 550 MO SUBSCRIBER. 13 102011 to 120082011 |(913) 208- KJJKGHJ, JFHJERJFH

Target Hame? ﬂ

1:14
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L COMMON CALLS
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@® PEN-LINK

=10l x|

Target

Target Mame

CUSTOMER, CUSTOMER

KJJKGH], JFHJERIFH

CUSTOMER, CUSTOMER

KJJKGH, JFHJERIFH

CUSTOMER, CUSTOMER

KJJKGH], JFHIERIFH

CUSTOMER, CUSTOMER

KJJKGH], JFHJERIFH

CUSTOMER, CUSTOMER

[« » » | g5 -2
Dialed (Clean} Dialed Mame Dialed Name2 | Frequency Date

[ MO NUMBER DIALED 23 101872011 to 111872011
z MO NUMBER DIALED 125 102011 to 120872011
3

4 2 MO, SUBSCRIBER. 1 TM82011 to 11118201
g 2 MO, SUBSCRIBER. 1 11092011 to 11/08201
G

7 (310} BOOST, NEW 23 1272011 to 111572011
& (310} BOOST, NEW 3 1272011 to 12772011
9

10 (800} MO SUBSCRIBER. 2 TMMES2011 to 11HE8201
11 (800} WO SUBSCRIBER. 1 282011 to 11728201
12

13 (gao) WO SUBSCRIBER. 4 11092011 to 11/08201
14 (800} MO SUBSCRIBER. 13 102011 to 120872011

KJJKGH], JFHJERIFH

Target Hame? ﬂ
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b
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(310) 5 2

NO. SUBSCRIBER.
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OT NUMBER LIST WITH NAMES EE I [=] S
ot |

Frequency Dialed Name Dialed Name2 Date ﬂ

) NO SUBSCRIBER. 08/03/2008 to 09/02/2009

NO SUBSCRIBER. 08/03/2009 to 09/02/2009

NO SUBSCRIBER. 08/03/2008 to 09/02/2009

NO SUBSCRIBER. 08/03/2009 to 08/30/2009

NO SUBSCRIBER. 08/12/2008 to 08/19/2009

NO SUBSCRIBER. 08/09/2009 to 09/02/2009

NO SUBSCRIBER. 08/03/2008 to 08/31/2009

NO SUBSCRIBER. 08/23/2009 to 09/01/2009

NO SUBSCRIBER. 08/03/2008 to 09/02/2009

NO SUBSCRIBER. 08/03/2009 to 09/02/2009

NO SUBSCRIBER. 08/03/2008 to 09/02/2009

NO SUBSCRIBER. 08/28/2009 to 09/01/2009
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=181
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HOT NUMBER LIST WiTH NAMES GRAPH

MNUMBER OF CALLS

DIALED (CLEAN)
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Case Number Target Target Name Target Name2 Date Time Duration Direction Number Dialed Dialed Name Dialed Name2 ﬂ
L * 7510 |NO SUBSCRIBER. 08/03/2009 |00:11:43  |00:00:04 Outgoing NO SUBSCRIBER.
2 KC123455789 7510 |NO SUBSCRIBER. 08/03/2008 (001858  |00000:22 Outgoing NO SUBSCRIBER.
3 KC123455789 7510 |NO SUBSCRIBER. 08/03/2008 (001756 | 00:00:00 Outgoing NO SUBSCRIBER.
4 KC123455789 7510 |NO SUBSCRIBER. 08/03/2009 (001842 | 00000:00 Incoming NO SUBSCRIBER.
5 KC123455789 7510 |NO SUBSCRIBER. 08/03/2008 | 00:19:07 | 00:00:00 Outgoing NO SUBSCRIBER.
[ KC123455789 7510 |NO SUBSCRIBER. 08/03/2008 |00:19:56  |00:00:46 Outgoing NO SUBSCRIBER.
T KC123455789 7510 |NO SUBSCRIBER. 08/03/2009 |00:20:53  |00:00:39 Outgoing NO SUBSCRIBER.
8 KC123455789 7510 |NO SUBSCRIBER. 08/03/2008 002215 |00:05:14 Outgoing NO SUBSCRIBER.
9 KC123455789 7510 |NO SUBSCRIBER. 08/03/2008  |00:32:00 | 00:00:00 Incoming NO SUBSCRIBER.
10 KC123455789 7510 |NO SUBSCRIBER. 08/03/2008  |00:32:04 | 00:00:00 Incoming NO SUBSCRIBER.
11 KC123455789 7510 |NO SUBSCRIBER. 08/03/2008  |00:32:19 | 00:00:00 Incoming NO SUBSCRIBER.
12 KC123455789 7510 |NO SUBSCRIBER. 08/03/2008 |00:33:16 | 00000:00 Outgoing NO SUBSCRIBER.
13 KC123455789 7510 |NO SUBSCRIBER. 08/03/2009 |00:35:33 | 00:00:00 Outgoing NO SUBSCRIBER.
14 KC123455789 7510 |NO SUBSCRIBER. 08/03/2008 |00:37:06 | 00:00:00 Incoming NO SUBSCRIBER.
15 KC123455729 7510 |NO SUBSCRIBER. 08/03/2009 |00:37:44  |00:00:00 Outgoing NO SUBSCRIBER.
16 KC123455789 7510 |NO SUBSCRIBER. 08/03/2008 (003821 |00000:00 Incoming NO SUBSCRIBER.
il KC123455789 7510 |NO SUBSCRIBER. 08/03/2008 (003821 |00000:00 Incoming NO SUBSCRIBER.
18 KC123455789 7510 |NO SUBSCRIBER. 08/03/2009  |00:35:31 | 00000:00 Outgoing NO SUBSCRIBER.
19 KC123455789 7510 |NO SUBSCRIBER. 08/03/2009  |00:39:59 | 00:00:00 Outgoing NO SUBSCRIBER.
20 KC123455789 7510 |NO SUBSCRIBER. 08/03/2009 |00:40:24 | 00:00:00 Incoming NO SUBSCRIBER.
21 KC123455789 7510 |NO SUBSCRIBER. 08/03/2009  |00:41:04 | 00:00:00 Outgoing NO SUBSCRIBER.

2 KC123455789 7510 |NO SUBSCRIBER. 08/03/2008  |00:41:33 | 00:00:00 Incoming NO SUBSCRIBER. _I

-
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CALENDAR -0l x|
+| +| Print |
August 2009
Sun Mon Tue Wed Thu Fri Sat
1
-7z J°=55
2 3 4 5 6 7 8
Cut-64 Qut-35 Qut-50 Out-24 Qut-53 Qut-43
In-82 In-71 In-46 In-59 In-69 In-59
Unknown-0 Unknown-0 Unknown-0 Unknown-0 Unknown-0 Unknown-0
9 10 11 12 13 14 15
Qut-56 Out-55 Qut-39 Qut-93 Out-55 Qut-61 Qut-53
In-86 In-68 In-47 In-103 In-85 In-96 In-81
Unknown-0 Unknown-0 Unknown-0 Unknown-0 Unknown-0 Unknown-0 Unknown-1
16 17 18 19 20 21 22
Qut-34 Out-d4 Qut-44 Qut-55 Out-43 Qut-56 Qut-53
In-67 In-72 In-92 In-63 In-52 In-54 In-91
Unknown-0 Unknown-0 Unknown-0 Unknown-0 Unknown-0 Unknown-0 Unknown-0
23 24 25 26 27 25 29
Qut-59 Qut-27 Qut-109 Qut-55 Out-72 Qut-71 Qut-35
In-78 In-70 In-110 In-94 In-121 In-77 In-64
Unknown-0 Unknown-0 Unknown-0 Unknown-0 Unknown-0 Unknown-0 Unknown-0
&
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E Pen-Link v8.2 Network (BUREAU OF IMMIGRATION AND CUSTOMS ENFORCEMENT)
File DMWR LINCOLN AddRecords Reports Tools Configure Language Window Help

Y i @ 15 B ﬂa‘ll_.
@.

Version: 8.2.2.23 User # DHS-ICE; Seq. # 8729 Configuration : DEFAULT CONFIGURATION  |Current User : bmgaines (| Bradley Gaines )
l'}start & W Obox -BMGaines@fins3.. l=nIH\ | {5 Pen-Link 8 |:|P Link & Cellebrite - Mi.. | " :
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Select Database Utility

- Databaze Infarmation a | 1 Utility Dezcription:
- Migration “Wizard Callz Database Utilitiez
- Subgeriber Deactivation D ate Ltility
[=]- Callz Databaze Utilities

- Internal Functions

=- Qutput Functions

- Archive Call Records
Copy/Maove Call Becords
=- Ewpoart Call Records

L Gereral Expart Search

Expart ta i2 PDI Farmat

-- DEAM 204 Funchions Qf Process Funchan
[+ FBI/T elephane Application Functions —

[ DHS - ICE/TLS Functions B E:it Utities
- USME AN Functions —

- RISS/MTI Functions ? Help

[+~ Input Functions

-~ Subszcriber D atabasze Utilities Tree View Style

- Eventz Databaze Utilities
- Caze Management D atabasze Utilities
- Seizurez Databasze Utilities

% by Databasze Type

" by Function Type

- OCM Database Utilties (= Expand &l Modes in Tree

- Paorted Phaones D atabase Utilities
- Alert D atabase Utilities LI

3|
3|
3|
3|
il City-Link D atabaze Utilities
3|
3|
3|

] -

£ Collapze &ll Hodes in Tree
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Case Number | Target Target Name Target Hams2 Date Time: Du LHrECTIon MUMDET Liaisa Lialea Name wiaiea Mame2 H
L3 (913) 218-7510 |NO SUBSCRIBER 08/03/200% |00:11:43  |00:00:04 Outgoing (800} 432-1000 NO SUBSCRIBER.
2 KC123456789 [(913) 219-7510 |NO SUBSCRIBER. 08/03/2009 |00:16:58 |00:00:22 Qutgoing (913) T87-3249 MO SUBSCRIBER.
3 KC12345678% [(813) 218-7510 |NO SUBSCRIBER. 08/03/200% |00:17:56 |00:00:00 Qutgoing (913) T87-3245 NO SUBSCRIBER.
4 KC123456789 [(913) 218-7510 |NO SUBSCRIBER. 08/03/2009 |00:18:42 |00:00:00 Incoming IN- (913) 787-3245 MO SUBSCRIBER.
5 KC123456789 [(913) 218-7510 |NO SUBSCRIBER. 08/03/200% |00:1%:07 |00:00:00 Outgoing (913) 787-3245 NO SUBSCRIBER.
] KC123456789 [(913) 219-7510 |NO SUBSCRIBER. 08/03/2009 |00:19:36 |00:00:46 Qutgoing (913) 944-3452 MO SUBSCRIBER.
ri KC12345678% [(813) 218-7510 |NO SUBSCRIBER. 08/03/200% |00:20:53 |00:00:3% Qutgoing (816) 726-1250 NO SUBSCRIBER.
8 KC123456789 [(913) 218-7510 |NO SUBSCRIBER. 08/03/2009 |00:22:15  |00:06:14 Outgoing (818) 447-2457 MO SUBSCRIBER.
9 KC123456789 [(913) 218-7510 |NO SUBSCRIBER. 08/03/200% |00:32:00 |00:00:00 Incoming IN- (308) 2935842 NO SUBSCRIBER.
10 KC123456789 [(913) 219-7510 |NO SUBSCRIBER. 08/03/2009 |00:32:04 |00:00:00 Incoming IN-8114 MO SUBSCRIBER.
" KC12345678% [(813) 218-7510 |NO SUBSCRIBER. 08/03/200% |00:32:1% |00:00:00 Incoming IN- (813) T87-3245 NO SUBSCRIBER.
12 KC123456789 [(913) 218-7510 |NO SUBSCRIBER. 08/03/2009 |00:33:16 |00:00:00 Outgoing (308) 283-5942 MO SUBSCRIBER.
13 KC123456789 [(913) 218-7510 |NO SUBSCRIBER. 08/03/2009 |00:35:33  |00:00:00 Outgoing (913) 787-3245 NO SUBSCRIBER.
14 KC123456789 [(913) 219-7510 |NO SUBSCRIBER. 08/03/2009 |00:37:06 |00:00:00 Incoming IN- (913) T87-3245 MO SUBSCRIBER.
15 KC12345678% [(813) 218-7510 |NO SUBSCRIBER. 08/03/200% |00:37:44 |00:00:00 Qutgoing (913) T87-3245 NO SUBSCRIBER.
16 KC123456789 [(913) 218-7510 |NO SUBSCRIBER. 08/03/2009  |00:38:21 00:00:00 Incoming IN- (308) 283-5942 MO SUBSCRIBER.
7 KC123456789 [(913) 218-7510 |NO SUBSCRIBER. 08/03/2008  |00:38:21 00:00:00 Incoming IN- (913) 787-3245 NO SUBSCRIBER.
18 KC123456789 [(913) 219-7510 |NO SUBSCRIBER. 08/03/2009  |00:39:31 00:00:00 Qutgoing (308) 293-6942 MO SUBSCRIBER.
19 KC12345678% [(813) 218-7510 |NO SUBSCRIBER. 08/03/200% |00:3%:5% |00:00:00 Qutgoing (913) T87-3245 NO SUBSCRIBER.
20 KC123456789 [(913) 218-7510 |NO SUBSCRIBER. 08/03/2009 |00:40:24 |00:00:00 Incoming IN- (913) 787-3245 MO SUBSCRIBER.
21 KC123456789 [(913) 218-7510 |NO SUBSCRIBER. 08/03/2009 |00:41:04 |00:00:00 Outgoing (913) 787-3245 NO SUBSCRIBER.

2z KC123456789 [(913) 219-7510 |NO SUBSCRIBER. 08/03/2009 |00:41:33 |00:00:00 Incoming IN- (913) T87-3245 MO SUBSCRIBER. _I

-
1:4,097 I v

1. Registros de Llamadas pueden ser exportados al Cuaderno de Analisis i2
2. Registros de Llamadas pueden ser exportados como CSV o HTML
3. Registros de Llamadas pueden ser archivados y recargados
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@® PEN-LINK

» Apoyo de PEN-LINK

* Pen-Link, Ltd.
5936 VanDervoort Dr.
Lincoln, NE 68502 USA

. Teléfono: (402) 421-8857
Fax: (402) 421-9287

»  Sitio del Web: www.penlink.com

» Correo: support@penlink.com
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cellebrite

mobile data secured

e [l Cellebrite UFED es un sistema movil de ciencia
forense que fortalece la policia para capturar
evidencias forenses criticas desde su aparato movil

* El Cellebrite UFED puede extraer

— Guias Telefonicas

— Fotos

— Videos

— Audio

— Mensajes Textos

— Registros de llamadas

— Numeros ESN, IMEI y IMSI
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cellebrite

mobile data secured

* El Cellebrite UFED puede extraer informacion de
miles de aparatos moviles

* El Cellebrite UFED puede clonar las tarjetas SIM,
extraer datos, todo eso mientras previenen que el
celular se conecte a la red.

* El Cellebrite UFED puede extraer datos borrados
e informacion de la ubicacion.

* 'Todos los datos son copiados a un USB.
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-% ‘E-ég_g%_ %_

Celle -/

« Botdn Verde — Prender

» Boton Rojo — Cancelar

* Boton OK — Seleccionar

» Flecha Derecha — Adelante y Seleccionar
» Flecha lzquierda — Retroceder

» Flecha Arriba — Desplazar hacia Arriba
» Flecha Abajo — Desplazar hacia Abajo

* F1/F2/F3 - Varias Opciones de Menu

SIM / Smart Card
v
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Phone Examination Report Properties

Selected Manufacturer: Apple

Selected Model: iPhone 2G/3G/3GS
Detected Model: MBT02

Device name: Ronnie YVanghom
Revision: 4.1 (8B117)

IMEI: 012024003693269
Serial Mumber: B794B6XKBYTH
MSISDM: 1(510) 472-2466

ICCIO: 89014104212216813247
IMSI: 310410221681324
Bluetooth Address: d4:-9a:20:8a:d9:65

Wi-Fi Address: d4:-9a:20:8a:d9:66
Extraction start dateftime: 1072710 15:18:01
Extraction end dateftime: 1072710 16:13:24
Connection Type: USB Cable

UFED Version: Software: 1.1.4.7 UFED | Full Image: 1.0.2.4 | Tiny Image: 1.0.2.1
UFED SiN: 5831014

UNCLASSIFIED//FOUO//RELTO USA, PAN



UNCLASSIFIED//FOUO/ /REL TO USA, PAN

Phone Contacts

Total Entries: 564
PBB MD5 Hash: B4D1D57587A00DC288F560FF2D695028
PBB SHAZ256 Hash: 614C4121 1EAFEDA 9250708 8756F8F 417BF79 EAFO39F 677F3CA 2DEB27C 16B0579

#1 Air Noi (Memory: Phone)

Mobile: 2094833979

#2 Johny Farmers (Memory: Phone)

Mobile: 9256717470

Address: 3113 Clayton Rd_.Concord,CA, 94519
#3 Cookie (Memory: Phone)

General: 14153682157

#4 Yad (Memory: Phone)

General: 4088079516

#5 Tink (Memory: Phone)

General: 19169684555

#6 Khamsane Phommaveong (Memory: Phone)
Mobile: 2095982226

Home: 2094736129

Address: 2818 Sunflower Cir_,Stockton,Ca,95212-3037
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Phone SMS - Text Messages

SMS MD5 Hash: 5176FE44FCB3D92DF861C828F1814A25

SMS SHAZ256 Hash: 83604CD9 698DD4A FEOS34A 7T1CCAFS 3B30EDD SDFC985 4EDESC4 1016287 4B11EES

# | Number Name _?_iamte;& SMSC | Status | Folder | Storage | Type Text Deleted
02/24/10
1 (400056 MNAA 04:32:17 Read [Inbox |Phone |Incoming|Your 8-digit secret code is 29988958.
(GMT)
* Tee 06/03/10
2 |+19258585224 v 18:14:56 Read [Inbox [Phone |Incoming|256 garry odk place
onghom
(GMT)
07/2TH0 Hi, can you call me now . Before u bring deposite the money for Sept 11 at The Rose Garden, if they
. . o .| ask about the money how much did you guy pay us. Tell they you pay $700.00 ok , cuz they pay us
3 |(610) 316-0584 Toomaly ?éhj‘lfir}m Sent | Sent |Phone | Outgoing $700.00. | don't want them be upset that am not fair.nut only this time for you guys next time we take
about that again. call me This Ronnie from Moum Champa Band from Stockton
* Linda 07/29/10
4 |1 (V27) 656-0555 22:26:50 Sent [Sent |Phone |Outgoing|Linda mom come to see me on july31 this saturday
WVonghom
(GMT)
0772910
5 [1(208) 3534232 * Boom 22:27:50 Sent [Sent |[Phone |Outgoing |Boom mom come to see me on july31 this saturday
(GMT)
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Phone Incoming Calls List

CLOG MD5 Hash: 3D3F47FDFB2EOFOASBADAFOCECFIC105F

CLOG SHA256 Hash: 34A112F9 146C18D YCF4C39 A7T11FAD EB228E0 7C78787 6BFE434 4220DE0 0146A5E

# Type Number Name Date & Time Duration
1 Incoming 2095982226 * Khamsane Phommavong 09/04/10 19:16:00 (GMT) 0:01:02
2 Incoming 2096087847 * Tik Phanvongsa 09/04/10 19:17:05 (GMT) 0:00:52
3 Incoming 9258581520 * Daravan 09/04/10 19:26:51 (GMT) 0:00:50
4 Incoming 9164029533 * Tok Sanh 09/04/10 22:13:43 (GMT) 0:00:18
5 Incoming 9164029533 * Tok Sanh 09/04/10 23:59:54 (GMT) 0:00:12
6 Incoming 2094700572 *Po 09/05/10 17:29:53 (GMT) 0:02:25
7 Incoming 2092710800 * Sod new 09/06/10 23:16:17 (GMT) 0:02:27
3 Incoming 2092710800 * Sod new 09/07/10 19:39:15 (GMT) 0:01:51
9 Incoming 2094050733 * Jacob Otto 09/08/10 23:53:43 (GMT) 0:00:51
10 Incoming 4086073399 A 09/09/10 19:02:33 (GMT) 0:05:49
1 Incoming 4086073399 A 09/09/10 19:23:13 (GMT) 0:00-36
12 Incoming 2094833979 * Air Noi 09/09/10 20:18:22 (GMT) 0:00:56
13 Incoming 2094817387 * Phai 09/09/10 23:20:27 (GMT) 0:00:27
14 Incoming 2099388847 * Dad 09/10/10 00:17:54 (GMT) 0:02:26
15 Incoming 4086905583 * Armstrong 09/10/10 02:13:23 (GMT) 0:00:18
16 Incoming 5593043930 * Toun Theep 09/10/10 05:17:50 (GMT) 0:00:42
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Phone Outgoing Calls List

CLOG MD5 Hash: 3D3F47FDFB2EOFOABADAFOCECFIC105F

CLOG SHAZ256 Hash: 34A112F9 146C18D 7CF4C39 AT11FAD E8228E0 7C 78787 8BFE434 4220DED 0146A5E

# |Type Number Name Date & Time Duration
Qutgoing 14086073399 A 09/04/10 03:05:22 (GMT) |0:00:24

2 | Outgoing 12094817387 * Phai 09/04/10 03:07:40 (GMT) [0:01:35

3 [ Cutgoing 12099385847 * Dad 09/04/10 19:04:16 (GMT) | 0:00:44

4 | Outgoing 2092710800 * Sod new 09/05/10 00:42:13 (GMT) | N/A

5 [ OQutgoing 15103673913 * Pheng Bai 09/05/10 01:26:56 (GMT) |0:00:03

Phone Missed Calls List

CLOG MD5 Hash: 3D3F47FDFB2EOFOABADAFOCECFIC105F

CLOG SHAZ256 Hash: 34A112F9 146C18D 7CF4C39 AT11FAD E8228E0 7C 78787 8BFE434 4220DED 0146A5E

# Type Number Name Date & Time Duration
Missed 4082057410 * Armstrong 09/05/10 02:13:44 (GMT) M/A

2 Missed 4082057410 * Armstrong 09/05/10 17:51:48 (GMT) MN/A

3 Missed 2095952226 * Khamsane Phommavong 09/05/10 22:54:54 (GMT) MNIA

4 Missed 4082057410 * Armstrong 09/06/10 18:04:20 (GMT) MN/A

5 Missed 2095952226 * Khamsane Phommavong 09/06/10 22:42:57 (GMT) MNIA
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Images

Information

MetaData

Image

File Name: IMG_0013 JPG

File Path: /DCIM/100APPLE/!

File Size: 407121 Bytes

File Date/Time: N/A

MD5: FADEFD26E821FAS0TACC1566CE1925B9

SHAZ256: EBB43A2C 9174AA1 FAFD2AT 33BASEB OFEDSTS
8C131DB 5DC7B2B C266D14 4EFDDCD

Resolution: 72x72 (unit: inch)

Pixel Reselution: 1600x1200

Camera Make: Apple

Camera Model: iPhane

Date/Time: 2008:10:11 15:59:56

Lat/Lon: 37.99616666666667 / -121.1653333333333
GPS Time: 15:59:52.74

Google maps link

File Name: IMG 0020 JPG

File Path: /DCIM/100ARPPLE/!

File Size: 362423 Bytes

File Date/Time: N/A

MD5: 139AECBCDDBFICDBD1CFETA29CE44936
SHAZ256: 9D19B99A 1AFBES4 430117A OF7542B 8493403
E732DD1 FA9B221 2DFE09B A3ADDSE

Resolution: 72x72 (unit: inch)
Pixel Resolution: 1600x1200
Camera Make: Apple

Camera Model: iPhone
Date/Time: 2008:10:16 17:08:16
Lat/Lon: 37.983 /-121.2005
GPS Time: 17:08:8.02

Google maps link
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[ Pen-Link v8.2 Network (BUREAU OF IMMIGRATION AND CUSTOMS ENFORCEMENT)
File DMNR LINCOLN AddRecords Reports Tools Configure Language Window Help

- @O e ST .F R
I

6

g
g
g
<
4
=

Version: 8.2.2.23 User #: DHS-ICE; Seq. #: 8729 Configuration : DEFAULT CONFIGURATION  |Current User : bmgaines (| Bradley Gaines )

Dstart €& W Omnbox -BMGaines@fins3... l=-IH\ | en-Link 8 | Link & Cellebrite - Mi., |
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X« Elarchivo debe ser en formato

Lookin: | o BMGaines (\z0zrsivkn0T\Homes) (H) =] 4= (& £F EB- XML

Name = | -| Date modified |~ Type o]
@ | Case Files 12/9/2011 1:14PM  File folder
Fecert Places | Fax Cover Sheets 1/5/2012 11:09 AM  File folder
N i2 11/18/2011 10:5... File folder
| Information 11/15/2011 1:55... File folder
L MOMG 11/30/2011 &:53... File folder
1) PENALINE 12/28/2011 1:53... File folder
| Records Request 12/28/2011 10:0... File folder
| 50U Motifications 1/5/2012 3:49 AM  File folder
| Subpoenas 1/4/2012 9:49 AM  File folder
| Subscriber Request Letters 6132011 3:27PM  File folder
| Target Photos 11/29/2011 4:08... File folder

1 Z-Cellebrite 1/5/2012 11:05 &AM File folder |

|#| Report 10/28/2011 11:0... XML Document -

« | oe

File name: IF{epurt j Open |

Files of type: | Cellebiite UFED File (*ml) =l Cancel |

¥ Preview Autoload Records
v
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x

—File Defaults

File Hame : Feport.zml

Target : |[81 E] 356-1234 j Source I Ik riowen j

Project Murmber ; I j Leading : ID
Case Mumber : |KC123456789 = Time Differential : [+~ 00:00:00

Destination Configuration[s] :
EC123456733 [MOMNG COTF)

Add Multiline Recaord J k. | x Cancel | ? Help
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Q@

a_ Add Records

-3
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Target Target Format Date Ti Duration Direcu' n Number Dialed Dialed Format Third Phone Distance
1063 (913) 218-7510 Morth America (1)  |[09/01/2005 232648 00:00:00 Qutgoing (308) 2935942 Area Code Present Long Distance
1069 (913) 218-7510 Morth America (1} | 09/01/2009 22:5813 00:00:00 Inceming IN- (308} 253-8542 |Area Code Present Unknown
1070 (913) 218-7510 Morth America (1)  |[09/01/2005 225923 00:00:00 Qutgoing (308) 2935942 Area Code Present Long Distance
1071 (913) 218-7510 Morth America (1} | 09/01/2009 230123 00:00:00 Inceming IN- (308} 253-8542 |Area Code Present Unknown
1072 (913) 218-7510 Morth America (1) | 09/02/2009 21:45M 00:00:00 Inceming IN- (308} 253-8542 |Area Code Present Unknown
1073 (913) 218-7510 Morth America (1)  |09/02/2005 21:48:58 00:00:00 Qutgoing (308) 2935942 Area Code Present Long Distance
1074 (913) 218-7510 Morth America (1) | 09/02/2009 214730 00:00:00 Inceming IN- (308} 253-8542 |Area Code Present Unknown
1075 (913) 218-7510 Morth America (1)  |09/02/2005 21:44:35 00:00:00 Qutgoing (308) 2935942 Area Code Present Long Distance
1076 (913) 218-7510 Morth America (1)  |09/02/2005 20:53:05 00:03:37 Qutgoing (308) 2935942 Area Code Present Long Distance
1077 (913) 218-7510 Morth America (1) | 09/02/2009 214242 00:00:00 QOutgoing (308) 293-5942 Area Code Present Long Distance
1078 (913) 218-7510 Morth America (1) | 09/02/2009 214315 00:00:00 Inceming IN- (308} 253-8542 |Area Code Present Unknown
1079 (913) 218-7510 Morth America (1)  |09/02/2005 222541 00:00:00 Qutgoing (308) 2935942 Area Code Present Long Distance
1080 (913) 218-7510 Morth America (1) | 09/02/2009 22:37:54 00:04:07 Inceming IN- (308} 253-8542 |Area Code Present Unknown
1081 (913) 218-7510 Morth America (1) | 09/02/2009 22:52:08 00:00:00 Inceming IN- (308} 253-8542 |Area Code Present Unknown
1082 (913) 218-7510 Morth America (1) | 09/02/2009 21:57:41 00:00:00 Inceming IN- (308} 253-8542 |Area Code Present Unknown
1083 (913) 218-7510 Morth America (1) | 09/0242009 21:48:06 00:00:00 Outgoing (308) 293-6042 Area Code Present Long Distance
1084 (913) 218-7510 MNorth America (1) |[08/02/2008 21:55:58 00:00:00 Incoming IN- (308) 2835542 |Area Code Present Unknown
1085 (913) 218-7510 Morth America (1)  |09/02/2005 21:58:32 00:00:00 Qutgoing (308) 2935942 Area Code Present Long Distance
1086 (913) 218-7510 Morth America (1) | 09/02/2009 2004121 00:00:31 Inceming IN- (308} 253-8542 |Area Code Present |(268) 877-3204 Unknown
1087 (913) 218-7510 Morth America (1)  |09/02/2005 122751 00:00:00 Qutgoing (308) 2935942 Area Code Present Long Distance
1088 (913) 218-7510 Morth America (1) | 09/02/2009 12:35:39 00:00:00 QOutgoing (308) 293-5942 Area Code Present Long Distance
1089 (913) 218-7510 orth America (1) |09/02/2005 12:51:45 00:00:00 Incoming IN- (308} 253-8542 |Area Code Present Unknown

1: 4,097

a
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:PREGUNTAS?
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