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The Biometric Watchlist.

A. Background.

(1) The Biometrics Watchlist contains a list of individuals who have had
biometrics collected on them, and are considered to have derogatory information which
warrants further action upon their encounter. This list triggers an immediate alert should
these individuals be encountered during BAT screening, enrollment, or badging
operations.

(2) The NGIC Biometric Watchlist is a biometrically-based repository of
information to identify persons assessed as a threat to Coalition Forces (CF), and to the
national security of the United States. The purpose of the Watch list is to provide a
course of action in the event an individual on the Watchlist is encountered, as well as to
provide timely notification of the event to the appropriate organizations.

(3) Watchlist Contents. The Watch List contains several High Value Targets
(HVIs) or Persons of Interest (POIs) who pose a potential, direct, or imminent threat
against Coalition Forces and U.S. Interests in the Iragi Theater of Operations (ITO), to
the Government of Iraqi, and its security forces. This includes: NGIC watch list, and the
MNF-W watch list.

a. The NGIC Watch list is divided into separate tiers; each providing a
different course of action to be taken by the unit conducting the screening or
enrollment. These tiers are:

Tier 1: Detain if Encountered

Tier 2: Detain for Intelligence

Tier 3: Deny Entry to U.S. (under development by NGIC)

Tier 4: Do Not Hire/Deny Base Access/Disqualify for Army or Police
Training

Awnh e
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5. Tier 5: Latent to Latent (Under Development)
6. Tier 6: Track Movement

b. The MNF-W Watch list will include the following HV1 target lists of
individuals that biometrics data is maintained upon within the ITO:

CENTCOM HVI list
MNF-W HVI list

AO Denver HVIs list

AO Raleigh HVIs list
AO Topeka HVIs list
SOTF-W HVI list
MND-B HVI list
MND-N HVI list

MEU HVI list (AO HVIs)

©CoNo~WNE

2. Duties & Responsibilities

A. Each unit will assign a Watchlist Manager at the MNF-W G-2, BCT/RCT S-2,
Battalion S-2, and Company levels in order to maintain an accurate Watchlist of registry
that lists each Watchlist that he and his subordinate managers maintain.

B. MNE-W G-2 Watchlist Manager.

(1) Develop and maintain an MNF-W Watchlist that encompasses the MNF-W
HVI list, all cross-boundary HVI lists (i.e. SOTF-W), rotating MEU AO HV!I lists, and
all BCT/RCT, Battalion and Company HV1 lists.

(2) Validate that HVI’s included in the Watchlist have a biometric profile in the
NGIC biometric database. Coordinate with NGIC and the BCT/RCT to create a ‘ghost
record’ of an HVI if biometric data is missing or incomplete.

(3) Coordinate MNF-W Watchlist nominations with the NGIC BIFT on a daily-
weekly basis indicating changes, or “No Change.”

(4) When submitting, include the following: the Unit, HVI Watchlist Name, the
Watchlist Manager POC information. The MNF-W G-2 Watch list Manager will publish
this list on the MNF-W Biometrics Portal at:
http://www.mnfw.usmc.smil.mil/C12/C5/MNFW%20BAT%20Portal/default.aspx

(5) Ensure that the current NGIC & MNF-W Watchlist is downloaded each day.

(6) Publish the Watchlist POC information on the MNF-W BAT Portal and

validate current information on a monthly basis, or as units conduct RIP/TOA.

C. BCT/RCT S-2 Watchlist Manager.

At the BCT/RCT level, the Manager will:

(1) Develop and maintain an HVI list that encompasses all Battalion and
Company HVI lists.
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(2) Validate that HVI’s have a biometric profile. Identify HVI’s that do not have

biometric data.

(3) Submit HVI BAT Watchlist recommendations to the MNF-W G-2 Watchlist
Manager on a daily-weekly basis indicating changes, or “No Change” at:
mnf-wg2ops@mnf-wirag.usmc.smil.mil

(4) When submitting, include the following: the Unit, HVI Watchlist Name, the
Watchlist Manager POC information. The MNF-W G-2 Watch list Manager will publish
this list on the MNF-W Biometrics Portal at:
http://www.mnfw.usmc.smil.mil/C12/C5/MNFW%20BAT%20Portal/default.aspx

(5) Ensure that the NGIC & MNF-W Watchlist is downloaded each day.

D. Battalion S-2 Watchlist Manager.

(1) Develop and maintain an HVI list that encompasses all Battalion and
Company HVI lists.

(2) Validate that HVI’s have a biometric profile. Identify HVI’s that do not have

biometric data.

(3) Submit HVI BAT Watchlist recommendations to the BCT/RCT S-2 Watchlist
Manager on a daily-weekly basis indicating changes, or “No Change”.

(4) When submitting, include the following: the Unit, HVI Watchlist Name, the
Watchlist Manager POC information. The MNF-W G-2 Watch list Manager will publish
this list on the MNF-W Biometrics Portal at:
http://www.mnfw.usmc.smil.mil/C12/C5/MNFW%20BAT%20Portal/default.aspx

(5) Ensure that the NGIC & MNF-W Watchlist is downloaded each day.

E. Company S-2/Intel Marine.

(1) Develop and maintain an HVI list that encompasses all Company HVI’s.

(2) Validate that HVI’s have a biometric profile. Identify HVI’s that do not have

biometric data.

(3) Submit HVI BAT Watchlist recommendations to the Battalion S-2 Watchlist
Manager on a weekly basis indicating changes, or “No Change.”

(4) When submitting, include the following: the Unit, HVI Watchlist Name, the
Watchlist Manager POC information. The MNF-W G-2 Watch list Manager will publish
this list on the MNF-W Biometrics Portal at:
http://www.mnfw.usmc.smil.mil/C12/C5/MNFW%20BAT%20Portal/default.aspx

(5) Ensure that the NGIC & MNF-W Watchlist is downloaded each day.

3. Biometric Watchlist Maintenance

A. Overview. The management of the biometric Watchlist is one of the most critical
aspects to a successful biometric program. Management of the Watchlist includes the
continual addition, deletion, update, or dissemination of records to produce the most
current WATCHLISTSs.
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(1) Watch list management will be conducted on a 24 hour cycle in a cascading
manner from the MNF-W down to the Company level.

(2) Itrequires standardization in naming conventions to ensure all units across
the battlespace can access the various lists as needed.

B. Watchlist Registries. Each Unit Watchlist Manager will maintain a Watchlist
registry. This registry will detail each Watchlist that consists of your HVI targets that
have collected biometrics in the database.

(1) The Watchlist Registry will be updated weekly and submitted by the
BCT/RCT Watchlist Managers to the MNF-W G-2 Watchlist Manager each Saturday
(NLT 2000 hours).

(2) The Watch list Registry will include the Unit, Watchlist Name, and Watchlist
POC. The MNF-W Watch list Manager will publish this list on the MNF-W BAT Portal,
or by email.

C. Watchlist Updates. BCT/RCT S-2 Watchlist Managers will distribute emails
formatted like the one below to their respective subordinate units. The Watchlist Update
Message will have a standard formatting and elements of information are common across
the MNF-W to ensure essential elements of information are passed to the lowest level.

£¥ LPDATED MND-B WATCHLIST AS OF 091600 MAR 07 - Message

i Fle Edt Wew Insett Format Tools Table ‘Window Help Type a question forhelp = X
b=3%end | ) ~[ (08 &[54 1 B[ ¥ [0S [ Optios... + | ML

(70, BDE BIOMETRIC MAMAGERS

(..,

Subject; | LPDATED MND-B WATCHLIST 45 CF 091600 MAR 07
G g @y A B Z U

Brigade Watchlist Managers,

> |

#Ag of 091600 MAR 07 the fallowing division level watchlists have been updated:

1. Divigion Watchlist: Containts 112 records as of this update. CQuery search text *MND-B Watchlist*

2 Do . hig update. Q h text *MND-B No Detain/No Question List®
: Pg MNF-W G-2 Watchlist Manager is update. Guery search tex o Detain/No Question Li

MOTE: PER G& GUIDANCE AND THE BIOMETRICS CONOPS THESE WATCHLISTS MAYBE DOWNLOADED BETWEEN 2100 AND 0500 IM ORDER TO MINIMIZE
METWORK OVERLOAD

DIMISION YWATCHLIST MANAGER
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i Fle Edit Wiew Insert Formab  Tools  Table  Window  Help Type a question for help |+ X
Pizdsend | ] - |2 & A ¥ B | ¥ | ] options., ~ | HTML

(L .. BN BIOMETRIC MANAGERS

[ ce...

Subject: UPDATED i1 1D WATCHLIST A5 OF 091700 MAR 07

== [, | Times MewRoman » 12 ~ A «| B 1 g|§§ = = iE iE j!

>

Brigade Watchlist Managers,
As of 091600 MAR 07 the following division level watchlists have been updated:

1. Division Watchlist: Contains 112 records as of this update. Query search text *MND-B Watchlist®
2. Division Mo Detain/Mo Question List: Containg 23 records as of this update. Query search text *MND-B No Detain/No Guestion List*
3. POC for these watchlists is PFC Smith @ 242-1111

As of 021700 MAR 07 the following brigade level watchlists have been updated:
1. 21 1D Watchlist: Containg 21 records as of this update. Query search text *MND-B 2/1 1D Watchlist*
2. JSS M1 Watchlist: Containg 128 records as of this update. Query search text *"MND-B SFD Mapsour JSS M1
3. POC for these watchlists is PFC Brown @ 242-2222

NOTE: PER GB GUIDAMCE AND THE BIOMETRICS COMOPS THESE WATCHLISTS MAYEBE DOWMNLOADED BETWEEN 2100 AND 0500 1M ORDER TO MINIMIZE
NETWORK CWVERLOAD

BOE W

BCT/RCT S-2 Watchlist Manager

4. Biometric Watchlist Alert Nomination and Removal Procedures (NRP)

A. The following are guidelines for outlining the procedures for adding and
removing individuals from the Watch list; and alert status of individuals placed on the
NGIC or MNF-W Biometrics Watchlist.

B. The NRP is a weekly process in which the RCT/BCT S-2’s review the Tier level
and Alert status of their HVIs on the WATCHLISTs within their respective AOs.

C. There are two categories:

(1) Before/After Operations. The RCT/BCT S-2 Manager will review HV1 lists
for adding, modifying, or removing the status of HVI individuals that are in the
biometrics database and/or individuals that are on the Watchlist.

a. Bn S2 — Review, update, and/or consolidates HV1 list(s), assess & endorse
all nominations from the Company level; and forward to RCT/BCT via the Battalion S-2
Watchlist Manager.

b. RCT/BCT - Review HVIs on Watch List and recommend assigning a Tier
rating.

c. MNF-W — Concur/Non-Concur with comments for the Watchlist and
forward to NGIC.

d. NGIC - Approves/Disapproves the Watchlist nominations; updates
database with “Tier’ tag.

(2) During Operations. Those individuals that have been screened, enrolled, or
PID during operations will require:
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a. BAT Operator/Company level — Add/update Alert tag during HIIDE-PID
(as required).
b. Report actions to Bn S2 (individual(s) name, and BAT number.

D. Prerequisites for Inclusion. Prior to nominating an individual to the NGIC or
MNF-W Biometric Watchlist, the nominating unit will determine whether the individual
meets the prerequisites for inclusion to the Watchlist and make a recommendation to the
appropriate tier to higher headquarters.

(1) NGIC Tier 1 Nominations:

(@) The individual must have a collected biometric: fingerprints and/or iris
scans.

(b) The individual must be assessed as a high threat per the NGIC Threat
Matrix, and/or the individual's encounter in the Iraq Theater of Operations (ITO) suggests
that the individual is conducting activities which are threatening to Coalition Forces.

(c) The individual is not in detention; although, there are several exceptions
to this rule. These exceptions are:

(1) All foreign fighters are placed on the Watchlist regardless of
detention status, and are assessed to have resumed high threat activities if encountered
outside of their host country or under hostile circumstances.

(2) The individual was sentenced to death or a sentence of 15 years or
more by the Central Criminal Court of Iraq (CCC-1). If encountered, these individuals
are presumed to have escaped or were wrongfully released from Iragi custody.

(3) The NGIC Watchlist Team and MNF-W G-2 Manager will
coordinate with the appropriate authorities to determine the detention status of all CCC-I
convicts.

(d) The individual will not be placed on Tier 1 of the Watchlist for the same
purposes of which he was adjudicated through legal processes. Exceptions to this rule
include:

(1) New reporting and evidence generated which reveals that the subject
has resumed high-threat activities.

(2) New intelligence and/or evidence are revealed which was not available
during the time of an individual's detention, but makes the individual a high threat.

(3) In the case where a detainee was released through a legitimate and
recognized means, and it is assessed that he still represents a high threat to U.S. and CF,
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the individual's re-accession to the Watchlist will have to be closely coordinated with
theater, including both the appropriate C2 element and the detainee management
organization.

(2) NGIC Tier 2 Nominations:

(@) The individual must have a collected biometric profile: Fingerprints
and/or iris scans.

(b) The individual must possess actionable intelligence that can lead to the
target/capture of high-value individuals (HVI's).

(c) The individual is matched to a latent fingerprint which does not
specifically implicate him/her in insurgent / terrorist activities, but needs to be
investigated further to ascertain his/her involvement.

(d) The individual is not in detention.

(3) NGIC Tier 3 Nominations (Under Development):

(a) Subject is nominated to Terrorist Identities Datamart Environment
(TIDE). This tier of the Watchlist is still under development.

(b) The Watchlist Team coordinates with Department of State (DoS) and
Department of Homeland Security (DHS) to ensure validity of nominations. This process
is still under development.

(c) The subject's detention status is irrelevant.

(4) NGIC Tier 4 Nominations:

(a) Subject is assessed to pose a threat to Coalition Forces per NGIC threat
matrix.

(b) If the subject is a base access cardholder, the nominator must coordinate
with the specific base access approval authority prior to nominating to Tier 4. The
nomination must be consistent with the actions taken by that authority.

(c) The subject's detention status is irrelevant.

E. Actions Taken after Nomination. After a nomination is received from the
RCT/BCT S-2 Manager, the MNF-W G-2 will forward the nomination to the NGIC
Biometrics Watchlist Team that responsible for reviewing the nomination, and receiving
all pertinent information from the source of the nomination. Once the nomination is
approved, the NGIC Biometric Watchlist Team will do the following:
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(1) The NGIC Watchlist Team updates both Watchlist trackers. One is sent to
the Biometric Fusion Center (BFC), and one is sent to corresponding Combatant
Commands (COCOMs) and agencies.

(2) The NGIC Watchlist Team inserts encounter statements in related BAT
records. Encounter statements differ for each tier. An example of a Tier 1 alert text is as
follows:

(3) NGIC will attach all supporting documents to the associated BAT record if
applicable.

(4) The NGIC Watchlist Team will notify MNF-W of the additions to the
Watchlist.

(5) The NGIC Watchlist Team ensures that Biometrics Identification Analysis
Reports (BIARs) are written for all individuals placed on the Watchlist. Production of
these BIARs will be assigned through the NGIC Biometrics Intelligence Fusion Team
(BIFT) Operations Section.

F. Watchlist Removal/Denomination Process.

(1) Criteria for Denomination: The removal/denomination process consists of
removing individuals from one tier of the Watchlist and determining if the next
appropriate tier is applicable. Individuals removed from Tiers 1 and 2 typically meet the
criteria for placement on Tiers 3 or 4 of the Watchlist. Whereas, individuals removed
from Tiers 3 or 4, may either be placed on a higher tier, or are removed from all tiers of
the Watchlist.

(2) NGIC Tier 1 Denominations: The following criteria are required to remove
an individual from Tier 1 of the Watchlist:
(@) The individual is detained. Exceptions include escapees previously
serving life/death sentence and/or foreign nationals.

(b) The person is killed and their death is biometrically verified from the
database.

(c) The individual's threat value is downgraded. The NGIC Watchlist Team
will first review any MNF-W requests for removal from the Watchlist due to a threat
downgrade. The final approval for removal will come from the BIP Chief based on a
recommendation from the Review Board.

(3) NGIC Tier 2 Denominations: The following criteria are required to remove
an individual from Tier 2 of the Watchlist:
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(a) The individual is detained. Exceptions include escapees previously
serving life/death sentence and/or foreign nationals.

(b) The person is killed and their death is biometrically verified from the
database.

(c) The individual's intelligence value is downgraded. The NGIC Watchlist
Team will first review any requests for removal from the Watchlist due to an intelligence
value downgrade.

(4) NGIC Tier 4 Denominations:

(a) Removals/Denominations from Tier 4 will either be placed on Tiers 1, 2
or 3 or removed from all tiers of the Watchlist.

(b) For removals/denominations which result in the removal of the individual
from all tiers of the Watchlist, the following must apply:

(1) The person is killed and their death is biometrically verified from the
database.

(2) The NGIC Watchlist Team receives removal request from theater or
an external organization.

(5) Actions Taken After Removal/Denomination.

(a) If detained:

(1) The NGIC Watchlist Team will send all documentation pertaining to
this individual to the detaining MNF-W unit.

(b) If killed:
(1) The NGIC Watchlist Team will remove the individual from both
Watchlist Trackers, and removes encounter statements from any corresponding BAT

records.

(2) The Watchlist Team attaches all documentation of the individual's
death to corresponding BAT records.

(3) A BIFT analyst will update the related BIAR.

(c) If threat or intelligence value is downgraded:

(1) The NGIC Watchlist Team will determine if the individual should be
placed on a different tier or removed completely from the Watchlist.
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(2) If removed from Tier 1 or 2 and placed on Tier 3 or 4, the NGIC
Watchlist Team will update both Watchlist trackers accordingly, and replace the Tier 1 or
2 encounter statement with the appropriate Tier 3 or 4 encounter statement in BAT.

(d) If arequest for removal from theater or an external agency is received:

(1) The NGIC Watchlist Team will coordinate with MNF-W G-2.

(2) If the individual was a Tier 1 or 2 denomination, the NGIC Watchlist
Team will update both Watchlist trackers accordingly, and remove encounter statements
from any corresponding BAT records. If placed on Tier 3 or 4, the Watchlist Team will
replace the Tier 1 or 2 encounter statement with the appropriate Tier 3 or 4 encounter
statement in BAT.

5. Creating and Searching for a Biometric Watchlist

A. Alert Status (Taq).

(1) Background. The Alert *status or tag’ is an additional caveat placed on an
individual on the Watch List. The Alert provides BAT or HIIDE operators an immediate
notification of special information on an individual; that includes: MNF-W Tier 1
individual, prison escapee, HVI status, a previous CF detainment, a sheik or religious
leader, someone of intelligence value for a specific purpose, or incomplete BAT data.

(2) Watch list Managers can tag BAT records that are of interest to them with a
“LOCAL ALERT” message. These local alert messages are used to inform others of any
special dispensation, handling, or instructions in the event this individual is encountered
by any unit.

(3) Actions Required. One of the four standardized actions will be taken by the
Biometrics Screener when an Alert tag is identified. This is the standard text that will
precede all alerts warning other users that the individual is of interest. The four (4)
actions are:

a. “Detain on contact.”
b. “Detain for intelligence purposes.”

c. “Deny Access to US Base or FOB/Do Not Hire/Disqualify From Army
or IP Training.”

d. “Do not Detain or Question.”

Alert Examples. Here are a few examples of alerts the operator will encounter

“LOCAL ALERT DETAIN IF ENCOUNTERED FALLUJAH 696-0248”
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“LOCAL ALERT DETAIN FOR INTELLIGENCE RAMADI 696-0248”

“LOCAL ALERT DO NOT HIRE OR GIVE ACCESS TO US BASES CAMP
FALLUJAH 696-0248”

“LOCAL ALERT DO NOT DETAIN OR QUESTION RUSAFA 696-0248”

B. Creating a Watchlist in BAT. In creating a watch list using the BAT, the
unit/organization must establish standard language to use to flag all persons for inclusion
in their watch list. This is to facilitate search-ability in BAT and make RIP/TOA more
seamless for the follow on forces.

(1) Watchlist Naming Conventions. All WATCHLISTs names will start and
end with an asterisk (*).
a. Example: *MNF-W Watch list*
b. Watchlist can be named by AO, region, or unit
c. Example of a RCT/BCT Watchlist: *MNF-W RCT-6 Watch List*
d. Example of a Battalion Watchlist: *MNF-W 2/6 Watch List*

(2) Establish standard alert text. This is the information that a user will see first
when encountering an individual on the watch list. For the HIIDE, the first 255 characters
of the alert text will be displayed.

a. For the BAT [PIER 2-3 Iris Scanning device], the first 16 characters will
be displayed.
b. For the HIIDE, the first 255 characters of the alert text will be displayed.

(3) Inthe “Alert Text” Field, units will include the following information: the
words “Local Alert”, Action Required, Sought For Detainment (SFD) or location, POC
information for unit placing the alert.

(4) The remaining fields are for the watch list information on the BAT record.
This data is only displayed when viewing the individuals BAT record on a laptop, not a
HIIDE:

a. Alert Category: This should include a concise text indicating actions to
take upon encountering an individual on the watch list and the watch list name.

b. Alert Value: Watch list specific — Select a value of HIGH, MEDIUM,
LOW, etc which most appropriately represents the members of the watch list.

c. Alert Region: This field is typically set to CENTCOM.
d. Alert Contact: Contact information when a unit encounters an

individual on the watch list. This should include DSN, SVOIP, and Email if possibly.
The POC should be the one who has the intelligence to support the capture.
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e. Alert Detail: This field is typically the name of the watch list. Ensure
the watch list name is specific to your unit/organizations name or AOR to facilitate
searching and ensure your watch list name is unique from other watch lists.

A. Searching for a Watchlist

(1) Step 1: Inthe Personal Data Report, go to the Watch List section. In the
Alert Category field, select from the drop down what the individuals’ status is. In the
Alert Value field select the corresponding level of alertness. Alert Region will always
be CENTCOM. In the Alert Detail field will be the name of the watch list the individual
is being put on, for example this person is being put on the NGIC and MNFW watch list.

—'watch List
Alert Category: |DET.-’-\IN - INDIVIDUAL of INTEREST TO US or COALATION FORCES j
Alert ¥alue: |Medium j Alert Region: |CENTCOM j

Alert Contact: |
Alert Detail: |N|3||:;MNF'W'|

4 4 ‘WatchList1 of 1 ' » Mo X

(2) Step 2: Inthe BAT search tool, select “Watch — Detail”

/i, Search Tool =] E3

Search Criteria

Select field to search on:

L Lled

FER - Entity State
“wWatch - Category
watch - Value

‘watch - Contact

el e [EE gezcn]

Watch - Hegion
104 - Mumber hd
—

(3) Step 3: In the Search Criteria field, the name of the watch list will be put
here, for example, MNFW. Push the search button to execute (Do not forget to put
asterisks on both sides of the search criteria).

ii, Search Tool BI=] ES
Search Criteria
Select field to search on: NOT Enter search criteria; Include:
[watch - Detail S e TR T
Help | Cancel | Add Criteria | [Elean sl | Search I

(4) Step 4: Results of search.
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§ Perzon Selector (x|
GLUID ALERT_DETAIL |LHAME FHAME MMNAME EXTENDEDNAME SWCIDNO ALERT SERVERMAME =
{5B55DE04-49FF | MMPW: NGIC: S&FI DaAD HARQ No LOCAL

1 A0 TOPEKA DATABASE
{EEBF13DD-0683 | MNFw S&FI ABDUL LATIF Mo LOCAL

2 DATABASE
{BZBEASDF-1221-| MMFW; NGIC; SAFI BASHIR AHMAD 230438-645-6-125| Mo LOCAL

3 AQ TOPEKA DATABASE
{B40341C5-5250- | MNFw. A0 SAFI BASHIR AHMAD 230488-0-0-0 Mo LOCAL

4 RaLEIGH DATABASE
{B6242685-90BC- | MNFW: NGIC SAFI ABDULL MONIB Mo LOCAL

5 DATABASE

: T Iy e AT - _’l_l

MOTE: Click on column headings to sort data. Drag column heading separators to resize columns.

Beadjust Fow Height ok I LCancel Blattokdam Generate Repoart |

6. Assign a BAT Record to a Watchlist

A. Step 1: Identify the record of the individual to place on the watch list

(1) Remember, an individual can only be placed on a watch list if his or her
biometrics has been collected and he or she has a record in BAT.

& Person MOHAMMAD IDHAM XAS RIOO2FA  [22.30.13.230] [READ WRITE,ADMIN] =10l
&0 a v | =+ X

E MOHAMMAD [DHAM 3 = | =

= PERSCNAL DATA REPORT

GENERAL INFORMATION PHOTOERAPH
{590 EZr3-BEZI450F-A1 EX-DZBERAD12470]
1213102004 12:50:17 P

R 1WEF:Fallujah

Fielated To Peszon [0)
Fielzted Fiom Person [
Felsted Account (0]
Fielated Commuricalio
Fizlated CH 0
Fielated Inkznogation [
Felated Intznooston [0
Fielzted Ewent (0]
Feelated Faciilp (0]
telzted Orgaraation 11

Nzrme [F WL WIOHAMMAD IDHAM XAS [

R30I
Gencer WALE

Pelsted Requiernect |

Hair Color BLACK,
Fielzted Techralogy (0 =
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Fig. 1

B. Step 2: Add the alert text message to the BAT record

(1) Enter edit mode.
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: J/ErsoRNGBIL ADNAN KAZEM KATHUME AL MOSAWI 158¢
| ®Z |t v- |[aZ®|>]+ X

MABI 4DNAM KAFEM KATHL
=1 Reports

------ ] Personal Data (1)
...... 3 Souwce 0 GENERAL INFOR

...... j EF Screening [0)

: Dossie
...... a Tracking Reports [0]

...... 5] Relationships (1) Enroll Date
------ =] Local Hire Screening (0] Enrallrment Statior
------ a EP Band [1]

(2) Click the edit record button (circled in yellow).
(3) Add alert text.

— Alert Information

Alert: [

Alert Meszage: -

USMC Watchlist
Contact USMC WL manager at (123) 456-7890

[

(4) Type in watch list specific alert text message into the alert text — notice
contact information and watch list name is specified.

(5) Note: Be sure not to delete any text that is already in the alert
message. Add watch list alert information in front of any text that is already in the
watch list field. Only the first 255 characters of this text box are displayed on the
HIIDE.

C. Step 3: Complete the watch list fields in the BAT record

— % atch List
Alert Category: | pETAIN xxx BIOMETRIC WATCHLIST =l
Alert Value: [HIGH =] Alert Region: [CENTCOM il

Alert Contact: | ¢ontact xxx Biometrics at (123) 456-7890 or DSN: 123-456-7890 o NGIC@ usme
Alert Detail: I-DET.-’-'«IN IFEMNCOUMTERED - MGIC BIOMETRIC WATCHLIST

14 4 Watchlist1of2 . L + x

(1) Using the information obtained in Part 1, enter it into the watch list fields
listed here. See below for an explanation of each field.

UNCLASSIFIED — FOR OFFICIAL USE ONLY




UNCLASSIFIED — FOR OFFICIAL USE ONLY

a. Alert Category: States actions to take upon encountering the
individual and the name of the watch list.

b. Alert Value: Unit SOP specific.

c. Alert Region: Unit SOP specific.

d. Alert Contact: POC Information for encountering individuals on the
watch list.

e. Alert Detail: The watch list name.

(2) Note: If the record is already on another watch list, be careful not to
alter the existing watch list but instead add an ADDITIONAL Watchlist record:

—Watch List

Alert Category: | DETAIN xxx BIOMETRIC WATCHLIST 7|
Alert Value: [HIGH j Alert Region: |CENTCOM M

Alert Contact: I Contact xxx Biometrics at (123) 456-7890 or DSN: 123-456-7890 NGIC@
Alert Detail: |DET:&IN IF ENCOUNTERED - NGIC BIOMETRIC WATCHLIST

I{ { WatchList2af 2 ' Pl X

D. Step 4: Click the green “Plus” symbol to add a new watch list record. In this
example the individual is already on an NGIC watch list. By clicking the green plus
symbol you can type in the watch list information without overwriting what NGIC
already has in the BAT file.

(1) Note: Ensure to save your changes by clicking the save button:

ew Bookmarks Ponooics  Dossie

BEE d Sk | &
\_/

n MABIL ADNAN KAZEM KEATHUM

[[av- |mmZ®|

(2) At this point the record has been successfully assigned membership into a
watch list. The next step is to search for everyone on the watch list and load the list into a
device that can be used tactically in the field.
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7. Load the Biometric Watchlist from a BAT client to an Iris Scanner

A. Pier 2-3 Iris Scanner. After the device is activated, make sure there is a check
mark in the Directly to Preview and the Save Iris Images to Server boxes. It is also a
good idea to take a Test Capture to make sure the iris reader is working properly. Once
this is done, push OK. Now that the iris device is activated, you are now ready to upload
data into it. You do this by selecting File>Synchronize Device>PIER>Upload (as
shown below).

(1) Step 1: Upload

 BAT 400

" Edit Weew Bookmarks Blometrics Ucossor Dewvices To
¥ B2 |G

[penilssst i+

[SicEe

e F=ist
Hhmite

Export 3
Inport (3

Synchronize Device

(2) Step 2: Now this window appears:

@ Biomelrics Automated Toolset [BAT] Iris Upload Wizard

Biometrics Automated Toolset
Iris Upload Wizard

& Overwrite Records on PIER 2.3

Existing recards on the PIER 2.3 Device will be lost,
new records will be added

Help | Cancel e Hewt I Ui Exit
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(3) Step 3: From here select if you want to merge records with what is already
on the device, or if you want to overwrite the records, then select next. | suggest
Overwriting the records because everyday personnel are taken off of alert and new
personnel are put on alert. If you merge records then you risk keeping an individual on
alert in your iris device, which actually might have been taken off of alert on the live
database.

@ Biometiics Automated Toolset [BAT] Iris Upload Wizard

Select your Iris Upload preference.

& ilpioad Fight and Left inisss
£ Upload Riight liis Only
£ Upload Left Iiis Only

Help | Cancel < Back Mewt > I il 70 | Exit |

(4) Step 4: Select if you want to upload the right and left irises, just the right, or
just the left, then select next. If you select the right and left irises you will only be able to
upload 50,000 personnel into the device. If you select just the right irises, then you will
be able to upload 100,000 personnel into the device.

# Biometrics Automated Toalset [BAT) Iris Upload Wizard

Mumher of Records on the PIER 2.3 Device

18 Person Records

Maxirmum Number of Records Uploadable to the PIER 2.3 Device

18 Records fraom PIER
+ 49981 New Records

50000 Persan Records Total

Heo | gencel | < Back Hewt> gl B |

(5) Step 5: This window tells you how many records are currently on the iris
device and how many more can be added, select next to proceed.
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S
[ Dalgbase on Server LOGAL DATABASE Target PIER 2.3 Dewvice

>3

Ll D

<<

Help | Cancel | < Back | Wzlferer B |

(6) Step 6: Push the Green button labeled Search for Dossier (circled in red).

| Database on Server LOCAL DATABASE

Target FIER 2.3 Device |

% Filter Builder

— Search Tool

Select field to s2arch on:

Help Cancel e | i

Hep | Ceresl <Back | Hes | pieed | Bt |

(7) Step 7: From the drop down list, select how you want to search through the
records. Once you have selected the preferred criteria, push Filter. The records that
matched the criteria will appear on the left side of the window (pictured below).

# Biometrics Automated Toolset [BAT] Iris Upload Wizard

[ Database on Server LOCAL DATABASE Target PIER 2.3 Device |

Search for Diossier |

f ZAMIE AGEHR Fals=c,

GARCES, SHAKAL, MOHAMMED, Falsse, {363E96LS

MTAZT, EMAYAT, , False, {0BEESESE

SAFI, ABDUL SOBHAN, , False, {SBAESC3DE

ZAFI, KHALED, , True, {64E4F 730

ZAFI, MAHFOOZ, , False, {53FEDETF-

SAFI, MIR AGHA, , False, (BFBqSBAs-

SAFI, MUHAMMAD HARES, , False, {EEFFSZDC- =

SAFI, TOULYALAI, , False, (91752?35-—'

SAHIEY, ABDULLLAH, , False, {SESZ01DF

SAHIEY, ABDULLLAH, , False, {SFD4DFES < I

SAHIEY, HAROOMN, ., False, {414ZFB&3

SATFI, MUHAMMAD MASIM, . False, (n7sa7ain | 2|

SATFT, SARAJUDDIM, , Falsse, {110408D3

SHAFT, MOHAMMEL, , True, {0AS?FEFE

SHAHAET, NADEEM, , False, {zBZCZz488

Zharif, Habillul Halag, , False, {COAOBFFA-

ZHEKTE, ABDULLAH, , False, {3ASDDEES-

SHEEIE, ENAYAT, , False, {C407E7CF-

19 Dossier 0 Dossier
Help | [ | < Back | Hert > | Uplozd | Exit |

(8) Step 8: From here you can select one dossier at a time to move over by
pushing the > button, or you can move all of the records over by pushing the >> button.
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‘.’J Biometrics Automated Toolset [BAT] Iris Upload Wizard

[ Database on Server LOCAL DATABASE | [ Target PIER 2.3 Device |
Search for Dossierl
, ZAMIF ACHA, , False, {3EAASF1S-
GARCES, SHAKA, MOHAMMED, False, {363EI6AE
NIAZI, EMAYAT, , False, {OBEESESE-
AFI, ABDUL SOBHAN, , False, {3BASC3DE-
SAFI, KHALED, , True, {64E4F73C
SAFI, MAHFOOZ, , False, {E2FEDS7F-
SAFI, MID ACHA, , False, {EFE4SBAS-
]| SAFI, MUHAMMAD HARES, , False, {BEFF9ZDC
X SAFI, TOURYALAI, , False, {3175ZF35-
SRHIBY, ABDULLLAH, , False, {SEEZ01DF
SAHIEY, ABDULLLAH, , False, {SFD4DFES-
SAHIEY, HAROON, , False, {4142FBE3-
SATFI, MUHAMMAD NASIM, , False, {0754741E
SATFI, SARAJUDDIN, , False, {110408D3-
SHAFI, MOHAMMED, , True, {0AS7FEFE-
SHAHAEI, MADEEM, , False, {2BZCZ488
Sharif, Habillul Halag, , False, {COAOEFFA-
SHEKIE, ABDULLAH, , False, {3A3DDEESD-
SHEKIE, ENAYAT, , False, {C40757CF
0 Dossier 19 Dossiey
Help | LCancel | < Back | il =l ll Upload |\ Exit |
A \ y A

N

(9) Step 9: Now that all of the records you wish to upload onto the iris device
are on the right side of the window, push the Upload button (circled in red). Once the
upload is complete the following window will appear - - Push OK.

Biometrics Automated Toolzet [BAT]

[riz Upload Complete.

(10) Step 10: Now that the upload is complete, you will be taken back to the
main BAT window. You have now completed the upload process and are ready to use the
iris device disconnected for identification purposes ONLY. Turn off the iris device,
disconnect the cross over and power cables from bottom of device, then turn the iris
device back on. Push the C/F3 button, then the B/F2 button. Use the device like normal
to take a “picture’ of a subject’s iris.
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8. Load HIIDE with Watchlists from BAT

o Verify BAT Network Settings

® Start>Network Connections>Local
Area Connection

°

Right click on Local Area Connection
and select Properties

. Loading everyone assigned to one or more watch lists is a simple matter of
searching for them in BAT and then instructing the BAT client to push the data into the
HIIDE device. HIIDE is used for this manual because it is slightly more complicated than
loading a Pier 2-3 device. Note: You CAN add more than one watch list to a HIIDE.
See Appendix P Uploading data in the HIIDE.
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Appendix B- Database Replication and Communications Networking Procedures.

‘ Standard Replication Topology ‘

Main Server
located on FOB

COP or COC
BAT Client Server

Tactical

Local BAT
Client on LAN Comms
COP or — - -
S 1. The-standard replication topology is a single BAT
client server for a geographic node that replicates to
higher.
Ccoc 2. Other co-located clients are either hosted or

replicate with the client server via local LAN.

3. When tactical data comms are available, single
client servers are established at distant points.

Tactical 4. When no tactical data comms are available, clients
Comms are physically updated (via sneaker net).

BAT Client
Server
ECP
No Data
Physical Update Comms
Local BAT Sneaker Net Local BAT
Clients on Client on
LAN LAN

Recommended Positioning of Clients and Servers in the Network:

(@) To minimize the number if systems attempting to pull data base updates
and new entries over Wide Area Network (WAN) links, designate a single “master”
Client/Server at each site that replicates over the WAN link to update the database.

All other BAT clients & servers at that local site should update their data bases from the
“master” Client/Server over the Local Area Network (LAN).

(b) Even with the 128KB limitation, there is a significant potential impact to
overall SIPRNET connectivity for a site, of replicating the BAT data base over WAN
links. In addition to degrading the connectivity for other C2 traffic riding SIPRNET,
performing BAT data base replication over WAN links with insufficient capacity may
adversely impact the replication of the BAT data base as well. To mitigate the impacts
on overall SIPRNET connectivity as well as to facilitate the successful replication of the
BAT data base, the following guidelines are provided:

(1) Outlying sites connected by high capacity satellite systems, cable or
terrestrial links (1024Kb or greater dedicated SIPRNET) can attempt full data base
replication (to include intelligence attachments). However units may be better served by
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replicating the skeleton database and only downloading intelligence attachments as
needed per individual record.

(2) 256KDb SIPRNET is the optimum for on-line replication of the
skeleton records database, which maintains the basic text file, photographs, and biometric
data. (No intelligence functions). Intel documents can still be selectively downloaded for
individual records.

(3) Less than 128KB dedicated SIPRNET, units may one way push new
enrollments to a server in off hours, but will use physical synchronization ‘sneaker net’
and update via a direct connection to maintain an updated database.

(c) The Client/Server designated as “master” should point itself to replicate
with an upstream server that is the closest and most capable network connection (not
necessarily the closest geographic proximity):

(1) Directly connected to Camp Fallujah (i.e. TQ, Baharia, etc.)

(2) Directly connected to Al Asad (i.e. Hit, Al Qaim, KV, Hadditha,
Rawah, Waleed, Trebil, etc.)

(3) Directly connected to Camp Ramadi (i.e.Blue Diamond,
Correigedor, etc.)

(4) One hop away from Camp Fallujah (i.e. directly connected to TQ,
Baharia, Camp Ramadi, etc.)

(5) One hop away from Al Asad (i.e. directly connected to Hit, Al
Qaim, KV, Hadditha, Rawah, etc.)

(6) If both are available, a terrestrial connection is preferred over a
satellite connection — even if the satellite connection has moderately more bandwidth
(e.g. a 256K terrestrial link is roughly equivalent to a 384K satellite link for the purposes
of actual throughput)

(d) Any BAT system that is more than two hops away from Camp Fallujah
or Al Asad may encounter enough difficulty in trying to replicate its data base that it will
require irregular “sneaker netting” in addition to replication to keep up. This does not
preclude the local commander or S-6 from trying to establish the connection and
replicate. The success in doing so will lessen the frequency in sneaker netting. However
an assessment to the overall benefit and SIPRNET connectivity from the site should be
done first and the impact of the replication on SIPRNET connectivity should be closely
monitored.

(5) Site Transmission Capacity Planning Factors and Considerations

(@) An optimum of 512Kb needs to be allocated for SIPR in order to
maintain a constantly updated, local client-to-server (enrollments, badging, and
screening) transactions at the lower tactical (OP/ECP) level. Sites that fall within this
capacity include those listed below as well as those meeting the minimum requirements.

(b) A minimum of 1024Kb aggregate needs to be allocated for SIPR to
support limited (potentially in excess of 24 hour delays), server-to-server database
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replication (Intelligence functions, Bn level and higher). Sites that fall within this
capacity include:

- Hit

- Hadditha City

- Al Qaim

- Habbaniyah

- Fallujah Development Center

- Rawah

(c) A minimum of 2048Kb aggregate needs to be allocated for SIPR to
support full, server-to-server database replication (Intelligence functions, Bn level and
higher). Sites that fall within this capacity include:

- Taggadum

- Camp Fallujah
- Al Asad

- Korean Village
- Baharia

- Camp Ramadi

(6) TTPs for Connectivity ISO On-line and Physical synchronization Data
Base Replication

(a) DO NOT attempt to download the complete BAT data base over the
network. Units adding a new BAT client to the network must first down-load the current
data base from an FSE, another client/server via a direct connection (e.g. cabled in — not
over the LAN or a WAN link) or from an external/portable flash memory device.

(b) If a BAT system has been disconnected from the network for an extended
period of time (more than 7 days) it’s data base should be updated via a direct connection
to another client server or over a LAN connection but NOT over a WAN connection.

(c) Inorder to ensure effective, efficient and successful database replication,
the following guidelines are provided:

1. 128Kb nominal should be dedicated bandwidth (b/w) for server-client
replication.

2. 256Kb nominal should be dedicated b/w for server-server replication

3. 512Kb nominal should be dedicated b/w for full replication (including
Intel attachments (occurs only between CF, BD, and AA BAT servers))

4. In the event that there are multiple SIPRNET circuits to the same
desired destination, ensure that the appropriate weights are set on the router to utilize
both routes (routes are load balanced). Route weights should not be changed or
manipulated until detailed planning and coordination has been done up to at least the
MSC/MSE level and must be closely monitored for second and third order effects.

5. Initial bandwidth limit set on BAT database replication will be
128/256K
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6. Identify consistent failure to successfully replicate the BAT database
while your network is at steady state to the next senior S/G-6 and BAT POC and in your
operational chain of command.
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APPENDIX C. HOW TO ACTIVATE THE BAT PERIPHERALS

Once you are connected to BAT and see the below screen, you are ready to connect the
peripherals in order to begin identifying/enrolling an individual.

@+ BAT 4.0.0

. llng!h

] it
UNCLASSIFIED

IRQ:CENTCOM:OCFJ2BAQUBA/BAT-RAPID-TEST

!fst.-tl-lﬁ?ﬂ [@eata00 | LiEvceensh

[‘admin |LOCALDATABASE [READ/WRITE/ADMIN] [40.4] | 28NOV2006 1656152
] - Microsaft W.. | « PR OTHD 4FEPM

| =100

Select Devices from the drop down menu and pick which peripheral(s) you would like to
activate.

fir BAT 4.0.0

File Edi Yiew Bookmarks Biometics Dossier | Devices Tools Window  Help
0 1 e | | e (| IR

FEingerprint Reader

Iriz Reader

GPS

Signature Pad
Barcode Reader

If you plan on doing a complete enrollment (highly recommended), going from top to
bottom to connect the peripherals is ideal.

Select Digital Camera and the below screen appears:

UNCLASSIFIED — FOR OFFICIAL USE ONLY



UNCLASSIFIED — FOR OFFICIAL USE ONLY

V2 Select Camera
Canon Digital Camera Farmily j
Description:

Supported Cameras: Powershob: &70, 220, A20, A40, ABD, A70, A75, A100,
AZ00, A300, 510, 520, 530, 540, 545, 550 5100, =% DIGITAL, DIGITAL
=S, 5110, =Y DIGITAL 200, DIGITAL =US «» S200, =Y DIGITAL 2004,
DIGITAL [=US «2, 5230, =Y DIGITAL 320, DIGITAL [XUS +3, 5300, [y
DIGITAL 300, DIGITAL [=US 300, 5330, =y DIGITAL 300a, DIGITAL

[0S 330, 5400, [=+ DIGITAL 400, DIGITAL [=US 400, 50100, [
DIGITAL 30 DIGITAL I<US I G1. G2. G3. G Pro30 1S EOS Pro:

Ok LCancel |

Select the drop down arrow to select the appropriate camera:

PZ Select Camera E3

Canon Digital Camera Family
Canon Digital Camera Family

Fodak DC40, DCS0, and DC120 Cameras
Fodak DC240, DC220, DCS000 Cameras
Mikon Coolpi= 8300

Mikon 995 Digital Zoom

Olprmpus Camedia Cameras

SecuriMetrics HIIDE Face Camera

=S 230, S400, Y DIGITAL 400, DIGITAL E=US 400, SD100, [y
DIGITAL 30. DIGITAL US 1. G1.G2. G2 GS Pro9015 EOQS Pra:

Ok I LCancel |

Once you have selected the type of camera you are connected to, push OK and this set-up
window appears:

E& Canon Digital Camera Configuration

—Camera Test

—Camera Status

ICanon PowveerShat 520 d
Deacrivated
Activate Camera Deactvate Eamera I
—Camera Zoom
Zoom Out Zoom [h

S

i Live Wiew

I | Sl e Freview [ine| Eaptine

—Flazh Settings

Trake liest Bhota | ) Guto Elash %) Slwaps D £ Slxays G

2

First you will need to push the Activate Camera button (the lens of the camera should
pop out), and then the set up window will look like this:
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| Canon Digital Camera Configuration

— Camera Test — Camera Status

ICanon PowerShot 2520 d
Activated
Ltivate [Bamena Deactivate Camera I

— Camera Zoom
Zoom Ouk Zoom In

S

i Live YWiew
™ Show Live Preview During Capture

—Flash Settings

Take Test Photo |  Auto Flash & Alwaps On € Always OFF

’ﬁ

Now you should see that the camera is Activated in the green text under the Camera
Status section. In the Live View section, ensure there is a check in the Show Live
Preview During Capture box, and that the flash settings are set to Always On. It is
recommended that you take a test photo to ensure that the camera is working properly, by
selecting the Take Test Photo button. Once this is complete, select OK.

Go back up to the Devices drop down menu and select the next item, Fingerprint
Reader, and this screen appears:

‘i"'-; Select Fingerprint Device

Mo Device Option j

Description;
Mo Device Option - Used for zpecial import circumzstances to avoid device
contention with other applications.

Ok, I Cancel |

Select from the drop down arrow the appropriate fingerprint device (shown below) to
connect to.
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¥r Select Fingerprint Device

Mo Device Dption

Crozzmatch MW5S -

Crozzmatch Yerifier E

Digital Perzona . are. ] 2000

Digital Perzona . are. ] 4000

Mo Device Option

Securimetricz HIIDE 4.0 FF Device

Smith Heimann LS1 Lite -

ak. Cancel |

Once you have selected the type of fingerprint reader you are connected to, push OK.
Notice that no set-up window appears. The fingerprint reader is powered strictly through
the USB connector, and therefore needs no extra set-up.

Go back up to the Devices drop down menu and select the next item, Iris Reader, and
this screen appears:

= - -
g Select Ins Device

Securitetrics PIER 2.3 B1-001

D escription:
FIER 2.3 Iniz Scanner

| QK I Cancel I

Select from the drop down arrow the appropriate iris device (shown below) to connect to.

g Select Ins Device I

Secuntetics PIER 2.3 E1-001 ~|
Securibetrice HIIDE 4.0 Iriz Device
Securiketrice FIER 2.3 B1-001

SecuriMetrics PFIER-T

| Ok I LCancel I

Once you have selected the type of iris device you are connected to, push OK and this
set-up window appears:
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PIER Iriz Device

|

Push the Connect button in order to activate the iris device. Once the device is activated
the screen will look like this:

PIER Iriz Device

|

Ensure that there is a check mark in the Directly To Preview and Save Iris Images To
Server boxes. Once that is done, it is recommended that you take a test capture. Push the
Test Capture button. Once you have successfully taken a good capture, push OK.

You are now ready to identify/enroll an individual.
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APPENDIX G. IDENTIFICATION AND ENROLLMENT PROCESS

Normally using quick identification through quick mode to see if an individual is already
in the system is the ideal process, but in Iraq it is time consuming and there is a better
process in which to ID and enroll an individual without having to open/close/and cancel
out of different windows to do so. Instead of selecting the lightning bolt button from the
menu bar, select the pencil (Enroll) icon.

File Views Bookmarks Blometrics Devices Tools Window Help

| [ | ik G G - I 0P [ T ek

After selecting the enroll icon, this screen appears:

1"-; Step 1. Enter Identifying Information [PHE-EMROLLMENT]

=S — Photo [For Face Recogrition]

Acquire

Clear

|mport EFT |

— Right Iris |'Leﬂ Iriz

Acguire Acguire

Clear Clear Acquire_| Clear |
— Perzonal —Badge ID #
El First: |
Known | idde: |
Last: [ |
Tribe/Estended Mame: I _I Doy
Service /1D #: |

Help | Cancel | < Baclh | Heut » I Eirireky
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From here, if the individual has a badge that was made with a BAT system, scan the
barcode with a barcode scanner, or enter the 8-digit letter/number combination (which
corresponds with the barcode) in the Badge ID # field. Push the Next> button to identify.
If the individual does not come up, or they do not have a badge, proceed to identify the
individual with their right iris. Push the Acquire button under Right Iris. You will be
prompted to scan the individuals’ right iris. Once a good capture has been taken, you will
automatically be brought back to this window and the box in the Right Iris section will
have a picture of the iris you just captured. Push the Next> button in order to do an iris
identification. You will see the below screen while this is occurring:

1":' Step 1. Enter ldentifying Information [PRE-ENMROLL x|

Identifying. Please Wait.

anger depending on
entral data

Help | LCancel | { Back | i [=5ie I ek |

Once the system is finished with the identifying process, you will either see a window
with suspected matches (directly below) or another screen (NOTE: there will be no
information in the Step 3. Enter Contact Information window fields like there is below):

1D Queve X

Delete | Thumbnai Submitted 10 Time Hame Statug Candidates
62011132 0:00:20 . |dentifying
’t 050CTZ2006 1756322 0:00:16 Doe, John Completed 2
Gpen. | [ Il
10 Queue I
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If the above screen comes up, it means the individual is not already in the system and
they need to be enrolled. On the left hand side of this window you do not need to fill in
the information at this time because you will fill it in once you open up the EFT
(Electronic Fingerprint Transaction). Do fill in every field on the right hand side of this
window. Once you have completed the fields on the right, push the Next> button to get to
Step 4. Enter Additional Contact Information window (shown below).

1-‘.; Step 4. Enter Additional Contact Information

Personal Information (con't)

Tuvpe of Person: IUnknown j
[SH Mumber: |
— Alert Information
Alat? [T Mote: If vou want this individual bo be shown az having an alert [a red box displayed
around the individual's picture in the doszier) be sure to check the Alert box.
lert | nformation: =
I
Hate: 'ou may enter Alert Information without placing thiz individual on Alert.
— Detainment [nformation
Dretainment Facility: | Statuz: I j

Help | LCancel | ¢ Back | Hest » I Finigh |

If you are going to put this individual on alert for any reason, this is where you do that.
Ensure you check the Alert box, then put why you are putting them on alert in the Alert
Information text field. Once this is complete push Next> two (2) times to get to the Step
6. Capture Fingerprints window (shown below).
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Step 6. Capture Fingerpnints

Push the Acquire button in the Fingerprints section in order to complete the EFT. If you
do not remember how to complete the EFT, see Annex C — How to correctly fill out the
EFT during enrollment.
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APPENDIX E. HOW TO PROPERLY FILL OUT THE EFT DURING
ENROLLMENT

The EFT (or Electronic Fingerprint Transaction) is one of the few standardized
forms in the BAT system. It is also an official FBI form and has to conform to certain
standards in order to be useful to all of the agencies that use it. The following instructions
and screen shots should help you in filling out the EFT correctly and complete.

iometrics|
Step 1: Double click on the Biometrics Client Icon BEEESE to open BAT and
connect to either the local database or a remote server. Once BAT is open, go to the
‘device’ drop down menu to connect and set up the peripherals (see Annex A if you do
not remember how to connect the peripherals).

# BAT 4 0.0
File Edit “iew Bookmarks Biometrics Cozsier | Devices Tools Window Help

I A N = =

Iriz Reader

GPS

Signature Pad
Barcode Reader

Once the peripherals are set up and you have verified that they are working, you
are ready to fill out an EFT on a local or third country national.

Step 2: There are three ways you can start the enrollment process depending on
your preference:

fr BAT 400

File Edit Miew Bookmarks Biometics Dossier Devices

»
Open Find... 3 Account
Open Selectar... 3 LCell
Open Becord#... 3 Communications
W permLast [EEl Event
[lmse Facility
Intemogation
SiawE
Interrogator
S aweEap. [t
it Bresiey Organization 1-'} BAT 4.0.0
it P'Df—jUCt Fle Edf View Bookmarks | Biometics Dossier Devices  Tools
- e 10 G | R | 71D o/ % O
Import 3 Fiegui;ement Identify Ctrl+l
Sunchronize Device » RFI FHapid Enrollment
Esit I Buick Mode Chk
Trangaction Perzon Search

Lookup Attachment

Tranzportation
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Once you select an option to begin the enrollment process, this screen shows up:

-j-‘} Step 1. Enter Identifying Information [PEE-EHROLLMENT] I
e — — Photo [For Face Recognition)
Acguire
Clear
Impart EFT |
— Right Iz Lett Iniz
Acguire Acquire -
Clear ’7 Clear Acquie | Cear_|
— Perzonal —Badge ID #
I arne Mt First: ||
4|K”°W” Midd:
Last:| I
Tribe/E stended Name:l |
- Dozzier
Service /1D #: | I
Help | LCancel | < Back | Mest > I Eiishy |

Step 3: Do NOT fill in anything on this window. Instead select the Acquire
button in the Fingerprints window. Once you select Acquire, this window will appear:

% Biometrics Automated Toolset [BAT] -

Tenprint Plugin

File  Wiew “Walidate
Informati A :
e, Transaction Information
Tr: T Subject Data Photographs Irises
Information
- Transaction

Subject Data

Fingerprints

Right)Control
Eingers (Slap)

Left Control
Eingers (S1ap)y

Leftiand Right
Control ihumbs

Dt
o, [2O0TETED
Priarity =

Transaction Type |Cmm\nal Ten-Print Submission ([Answer Required)
Contral Murn |DDED1F11TV2DD?D13020174978AT87400V—DDEED

Control Ref

—Agencies

Originating Agency (ORD  [DDBOTFI17

Destination Agency (DAl [wAWDODOODD

- Resolution (pixels/mm)

Native Scanning [~
~Mumber of Records (by Type)
thozf a0« &p o =0 & o
o FOETL R R TR NP T (TS

Morinal Transmitting

R Thumb
I
R Index
F
R Mididle
=

0K

Cancel

EFT - Electronic Fingerprint Transaction.
It is easier to work your way from top to bottom on the left hand side versus using

the tabs at the top; it also ensures that you input all of the necessary data without leaving
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anything out. The Transaction Information window is basically just letting you know
what type of “fingerprint’ transaction you are doing, criminal/civil enrollment, or
fingerprint image searches; the originating and destination agencies; and the date of
enrollment. You will NEVER change anything on this particular screen.

Step 4: Select the Subject Data button, and this window appears:
(& Biomeuics Automated Toolset (BAT) - Tenprint Plugin
File  Miew Validate

Information

Subject Data
Transaction v SubjectData | _ Photographs | Irises
Infor|
Subject InfoT Arrest Info T Caze Info TSearch ResunsT Personal Info T Image Info T Court Info
................. - T | | il |
; Subject Data 4|K”°W” Last | TribeiExtended | -
- Full Name |
Person Type | El
Reason Printed |
Riyght Control Data Printed(mvmmdd” Controlling Agency (TR IDDEU1F11?
Flnyzis (Blap) —Description
X Birthdate
Bitthplace | d frymmadd) Age Range |
Left Control Gender | d Race| d
Finyass (Ship) Height | HeightRange| HairCoIor' .l
\Welght | wieight Range | Eye Colur' .l
Leftsand  Right —Arrest Record
Control [humbs
Date of Arrest fyyymrmdd) | Permanent Retention of Records fres
R Thumly
=
R Imdex
i
R Miiddle
= = L
Ok | Cancel |
It is required to fill in the fields, except for Full Name. The Full Name

field is automatically completed upon filling in the First, Middle, Last, and
Tribe/Extended fields.

Step 5: Input the persons’ first, middle, and last name. Select the ellipses button

—— and the following window pops up:
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Country Cade
| IID

- Tribal Mames/Ethnic Groups [ Uppercase

. i::,gﬁgdg B NQTE: The only countries that' have
Marars tribes pre-populated are Afghanistan

Alhsdi and Iraq.
U |AlAteeq

Al-Azawi
| al-Bayat =l

[ Tribe Marme

[k I LCancel |

Once you select which tribe the individual belongs to, click OK.

Step 6: The next field is Person Type. Click the down arrow and from the list
select Enemy Prisoner Of War or Enemy Combatant, Other, or Unknown. Those are
the ONLY three options you are allowed to select. An EPW is a confirmed
terrorist/insurgent, there is no question that they are guilty and there is evidence to prove
it. If the individual is a *suspected’ terrorist/insurgent, they are classified as Unknown.
(NOTE: This can be changed to EPW if confirmed at a later date). Iraqi Police, Civilians,
and Witness’s, for example, would be classified as Other.

Step 7: Reason Printed is a free text field. There is no set standard as to what
gets entered here, just tell me why you are taking their fingerprints. Some examples
would be: Witness, Local Hire Screening, Iraqi Police Screening, Terrorist/Insurgent,
Suspected IED emplacer, Attacked Coalition Forces, Detainment, etc. Notice that Date
Printed is automatically filled in for you.

Step 8: Select from the Birthplace drop down menu the country where the
individual was born.

Step 9: In the Birthdate field type in their date of birth in YYYYMMDD format.
A lot of the people you deal with will not know their date of birth, but might know part of
it. If they only know the year they were born, enter the four-digit year and follow it by
0101. If they have no idea when they were born, type in 00000000 (eight zeros) and in
the Age Range field input the approximate age range. For example, if you believe they
are between 25 and 30, you would type 2530 in the field (no spaces, no dashes).

Step 10: Gender is self explanatory. The person is Male, Female, or Unknown.
Under no circumstances are they a male or female impersonator or any of the other
options available.
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Step 11: Race — All Iraqis are classified as Caucasian/Latino UNLESS they
have Asian characteristics, in which case they are classified as Asian. This standard came
down from a higher echelon and was effective September 26, 2006.

Step 12: Height can be entered one of two ways. For example let’s say the
individual is 5°7”. This would be typed as 507 or N67. If the person is 5’11”, it would be
entered as 511 or N71. If you do not have a way to measure the individuals height input
000 (three zeros) and in the Height Range field give their approximate height. This
would be entered as six digits, with no spaces or dashes. For example you believe the
person to be between 5°7” and 5’10”; you would enter this as 507510.

Step 13: In the Hair Color field select what color their hair is. Only select bald if
the person is naturally bald. If they are bald by choice (meaning they shave their head),
what color are their roots, if you can’t tell, look at their eyebrows. If you still don’t know,
then select unknown. If the person dyes their hair, select the color that corresponds with
their natural hair color, and if you can’t tell, then select unknown.

Step 14: In the Weight field insert the persons’” weight. If they weigh less then
100 pounds, input a zero in front of the number. If the person weighs 95 pounds, you
would type 095. The maximum number you can type in the field is 499. If the person
weighs more then 499 pounds type 000 (three zeros) and in the Weight Range field type
in their weight, which would be entered as six digits, with no spaces or dashes, for
example 500520. Three zeros is also put in the weight field if you don’t know their
weight, then the same rules apply for weight range.

Step 15: In the Eye Color field select from the drop down what color their eyes
are. If they are wearing colored contacts, have them removed so you can see their natural
eye color.

Step 16: If the Date of Arrest field is yellow, then it needs to be filled in with the
arrest date, then you would select the Arrest Info tab at the top (pictured below) and fill
in the yellow box with the required information. If the field is white, then it does not need
to be filled in.
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Subject Data

Transaction I Subject Data I FPhotographs i Irises

Subject Info | ﬂrrestlnfur Caze Info TSearch ResultsT Personal |I‘IfDT Image Info T Court Info
Date of Offense | Internment Serial Mumber (SN |

irnymmdd)
Offense Type

Step 17: Depending on what fingerprint device you are using depends on what
fingerprints you capture from the subject. If you are connected to the Crossmatch
Verifier 300, then you would only take flat prints of each finger individually. If you are
connected to the CrossMatch ID 442R, then you would take slaps of each hand
(excluding the thumbs), each thumb separately, then each finger and thumb would
individually get rolled. Beside each finger is a box that is checked. If the person you are
enrolling is missing a finger(s) or hand(s), then you would deselect the box corresponding
to the missing finger. This box appears if you deselect a finger:

i Amputated or Bandaged? E3

B andaged |

Select the reason you are not taking the print of that particular finger, then the
corresponding box is grayed out and you are not required to take that particular print.

Step 18: Under Face Photographs the most important photo you take is the Full
Face Photo. This particular photo is the only one the BAT system will search against for
facial recognition. Unless your SOP/TTPs require you to take the 45 degree or side
profile photos, there really is no need to take them. Once you take the full face photo,
continue to scroll down on the left-hand side of the screen in order to capture the right
and left irises.

Step 19: Select the Right Iris button and the iris device will automatically be

ready for you to capture the subject’s right iris. After a good capture is completed, you
will automatically be prompted to capture the left iris.
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Step 20: Now that you have completed all of the required information in each
field working your way from top to bottom, you are now ready to push the OK button.
One of two things will happen when you push OK; one of these windows will pop up:

"’.‘P EFT Validation Errors

2000 Too few Twpe 4 Becords found, Found O, need at leagt 1

Mote: Double-click on an ermor to locate the field in the EFT wizard.

If you get the EFT Validation Errors window, double click on the line error, and
you will be taken to where the error is in order to fix it. If you get The EFT Records
Passed Validation With No Errors, select OK. Once you select OK, you will

automatically be returned to the first screen with the information you just collected filled
in the corresponding fields.

BAT

The EFT Recards Pazsed /alidation Ywfith Mo Ermrars

Step 21: Select Next and you will be taken to the Identifying window (pictured
below).
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Step 1. Enter Identifying Information [PRE-EMROLLMENT]

e

Identifying. Please VWait.

This c:

Eitiist
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Once the system has gone through the identification process, you will either get a
window that says No Matches, or a screen listing the possible matches.

Quick Mode Warning [E3

@ Mo matches.

[l step 2. Identification Results - 3 Matches

Ix

: Pes | R [A[R|R|ARA = I S S e (S S
Name Senvice/D H Data |THU| mxl MIDIHNE‘ LTL‘ UHE |THLI| IDH‘MI[J ‘FING|LIL| FALE I R ‘ L | THUME
Hix, — = — — — s, — — — — — . e —
[SLAYER MAIN DELETE [ ] o @ 9 9w 9 @ @ $ & & @ @ e
[22.20.197.22]]

#A5, MOHAMMAD IDHAM

{SLAYER MAIN R300239 ) B S 6 58 B 60 5 6

[22.30197.22]]

x'xm L Pt Y i e ! T, Ty P T oy, P i
[SLAYER MAIN 0123456789 G @ O @ O G a@ O 09
122.30.197.22)]

Help | Cancel | < Back Hext >

Meanings of the colored dots:

GREEN: The information matches.
RED: The information does NOT match.

: The information is a POSSIBLE match.
BLACK: The record in the results section does not have information
entered in the specific field.
WHITE: The person you enrolled did not have any data entered in this
specific field.

Step 22: If you get the No Matches window, press OK, then select the Next
button and proceed to the next step. If you get a window populated with possible
matches, look at the possibilities and decide whether or not it is the same person. If you
are absolutely positive that it’s the same person, double-click on the record to open and
update it. If you are NOT sure it is the same person, select the Next button to continue
enrolling the person in front of you. The below screen is the next step.
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"‘; Step 3. Enter Contact Information

e i — Perzonal D ata
— Marme D ate OF Birth: |
First: II Eirth Cowintry: I ;I
Fiddle: | Birth States/Province: | ;I
Last: I Eirth County/District: I LI
Trib=/Extonded =] Birth CitwVillage: | =1
b aidern: I M ationality: I LI
— Physical Characteristics LEmEEE= QEE‘L.K&:HS =
Gender | | ARHARIC =l
Race: I LI
Hair Color: | =1 Ethnicity: | = |
Eve Color: I ;I Fieligion: I LI
Build: | =1 Marital Status: | =1
Height fin): Min [ Max | Dty Status: | =1
wleight [Ib): kdin I bd ax I Service /1D H: |
Help I LCancel I < Back I Hext > I Einizh I

Step 23: Enter more Contact Information in this screen. NOTE: If there is a drop-
down arrow, select from the list first before free-typing the information. For example, if
you were to select the drop-down for Birth City/Village, nothing would show up, the
same for Birth State/Province. The key here is to go from larger to smaller, thus first
selecting Birth Country, then Birth State/Province, and so on. After you fill in the known
information, select Next to continue to the next screen.

“"5 Step 4. Enter Additional Contact Information

Personal Information (con't)
Type of Perzon: I j
ISH Mumber: |
r—dlert Infarmation
Alert? [ Mote: [F pou want this individual to be shown az having an Alert (a red box displayed
around the individual's picture in the dozsier] be sure to check the Alert bos,
Alert Information: ;I
=
Mate: You may enter Alert Information without placing this individual on Alert.
— Detainmant Infarmation
Detainment Facility: | Status: I j
Help | LCancel | < Back | Hewt » I Finizh |

Step 24: This screen is very important, especially if you intend to put the
individual on ALERT for some reason. Depending on why the individual is being
enrolled, putting them on alert if they committed a crime, or are suspected of committing
a crime is important. First, ensure you put a check in the Alert box, then in the Alert
Information input the reason they are being put on alert.
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NOTE: Be sure to input the most important information first because when
you upload data into the iris device to use it disconnected for identification
purposes, only the first 16 characters will show up. Put the POC information at the
end. For example, you could input: “IED Maker — 22 January 2007, SSgt Lake, 2/3 G
Co, DSN: 822.7745.” After you complete this section (If Needed), select Next to proceed
to the next window.

Photographs

Face - Profile - FullBody -

Clear Acguire Clear Acquire Clear

Help | LCancel | < Back Mest » | Finish |

Step 25: Here you have the option to take additional photos. Select Next to
proceed.

‘.’5 Step 6. Capture Fingerprints
— Fingerprinl
= %@
¥ = B ,&
P uE Eue
2
Acquire as i
| 3 3
E ¥
Clear | I ﬁ
Impart EFT |
Help | el | ¢ Back o |

Step 26: Here you have the option to re-acquire fingerprints, or acquire them for
the first time if you for some reason skipped this during the EFT process (which you
should never do). Select Next to proceed.
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1’5 Step 7. Capture Iris

i Right Iriz - Done i Left Iris - Done

Help | LCancel | < Back

Step 27: Here you could re-acquire irises, or acquire them for the first time if you
for some reason skipped this during the EFT process (which you should never do). Select
Next to proceed.

:’.'i Step 8. Confirm and Enroll

Enrollment Summany

GIBSOH, JEHHA RAE

Perzonal Data

Face Photo

Profile Photo

Full Body Photo

Fingerprints

Right lri=

®0Coe0C0

Left Iris

Help | LCancel | < Back | Tewt > |

Step 28: This window lets you know if you have information in the fields or not.
Black dots mean you DO NOT have information in the field, and Green dots mean you
DO have information in the field. The only two dots that should be Black are the Profile
Photo and the Full Body Photo. Every other dot should be green, if they are not, select
the <Back button to go to the corresponding field to complete that specific information.
When complete select Finish and this window will appear:

BiometncsClent | x|

Thiz person waz succezzfully enrolled.

Select OK, then the individuals’ dossier will load and appear for you to either edit
or add even more detailed information about this person into numerous fields and/or
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reports. You have now completed the EFT to standard and properly enrolled a person into
the BAT system. CONGRATULATIONS!
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APPENDIX F. RAPID ENROLLMENT

Rapid Enrollment enables the user to collect biometrics from an individual, ID
them in a queue, take biometrics from another individual while the first person is being
identified, and then to come back to the record(s) at a later time to complete the
enrollment. Rapid Enrollment is NOT to be confused with Quick Mode, they are
completely different. Following are the steps on how to use the Rapid Enrollment
function.

Open BAT and connect to either the local database or a remote server. Plug in,
turn on, and connect the BAT peripherals. If you have used BAT before, this process is
exactly the same. Once you have connected the peripherals and verified that they are
working properly, open Rapid Enrollment.

& BAT 400

File Edit “iew Bookmarks | Biometrice [ossier Dewvices Tool: “Window Help
|0 | G & | L Enel
|dentify Ctrl+l
R apid Enrollment
Quick Made Cirl+0)
Perzon Search
Lookup Attachment

Once that is selected, this window appears:

"‘5' Hapid Enroliment

Matching Enrallment
Fingerprints: v Open a Dossier on Enmllment
W Indexes
™ Indexes & Thumbs + Edit Mode ' Read Mode
&l

ak, Canicel

Here you select what biometrics to use for the identification process in the
Matching section. You want a check in Irises, and for Fingerprints pick whichever you
want, ideally All is probably the best option. In the Enrollment section, ensure there is a
check in the Open a Dossier on Enrollment box and then select if you want the
dossier/record to open in Edit or Read Mode. Depending on your mission, you might not
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want to have the dossier open on enrollment, but for most cases you probably will want
that checked. Select OK to bring up the enrollment and queue windows.

fi¥ Step 1. Enter Identifying Information [PRE-ENROLLMENT]

i~ Photo (Far Face Recognition]

UELE
Delete | [ Thumbnail [ Submitted 1D Time [ Mame [ Status [ Candidates

The Step 1. Enter Identifying Information (PRE-ENROLLMENT) window is
exactly the same steps and process that you have been taught in the past. Remember, we
still ALWAYS do an Identification first. If the individual you need to identify has a
badge that was made with a BAT system, scan the barcode or type in the 8-digit
letter/number combination corresponding to the barcode and push Submit ID. If they
don’t have a badge, push Acquire under the Right Iris and scan the individuals’ eye,
followed by pushing Submit ID.

The main difference after pushing Submit ID is the person being identified goes
into the 1D Queue (directly below the Step 1 window, circled in red) to be identified.
While this person is being identified, you’re still at the Step 1 window to enter identifying
information about the next person in line. Once you push Submit ID for the second
person there will be 2 individuals in the ID Queue.

[ Delete | [Thumbnai [ Submitted [IDTime [ Hame [ Status [ Candidates jI

Resubmit NO PHOTO
AVAILABLE T1APR2007 2221302 0:00:03

. mohammad |dentifying

NG EHOTO 11APRZ007 222058 2 0:00:08 Completed a
AVAILABLE - 2 ompiates

Dpen...l 1] | _'l—vl

Above is the ID Queue. Notice under the Status section on the right one of the
individuals’ status is Identifying and the other is Completed with a 0 on the right side.
The 0 means there were no matches to that specific identification. Identifying means the
system is searching for matches.
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When you are ready to complete the enrollment process, Cancel out of the
enrollment window (the window you acquired the right iris and/or typed in the badge
number in) and double click on the persons’ record you want to complete from the 1D
Queue.

If you were to close out of the ID Queue accidentally, you can bring it back up by
going to the View drop-down menu and selecting ID Queue.

@ BAT 4.0.0

Fil=  Edit | Yiews Bookmarks Biometricz Dozssier Dewices Tools MWindow  Help

| [ | G v Loclbar IF % B o (B B || e |

w Status Bar
1D Queues

Set Connection

Set Local Uzer Profile [nfo
Set Uzer Preferences

Set AutoPopulate

Set BAT ldentity

Set Default Server

Fiun Adniin T ool
EET Trransaciions

The below window is what you will see, along with whatever information you put
in during Step 1 on the left side. On the right side are the identification results. If there
were any possible matches you would see that and be able to select the record that
matches and update as needed. On the bottom you have the option to do a Tracking
Report, Enrollment, or to completely close the record.

"; Candidate List - {272C0F63-24CE-48BC-98C4-1635AA713AF8}

~Enralment Data ~ID Result
Fingesprint Photo

Right lris— Left liis
|:| |:| Your search returned 0 possible records.
|

al

First |mohammad

B
F

Midle:

Last |

Tribe/Extended Name: |

Service /1D # |

Tracking Info. Enroll | Tiacking Femort

If you select to do a Tracking Report, this is what you’ll see:
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# Tracking Report
— Tracking Repart
Incident:
I =l
=
Feported By: Rank.ATitle:
Uit Phare:
E rnail:
— Current Default Coordinate
Mok Set Latitude
Mot Set Laonagitude
ak.

Here you will fill in the description of the incident and the corresponding

information in the other fields, then select OK.

If you choose to do an enrollment, this window comes up:

fir 1dentify & Enroll Wizard

Personal Information r— Personal Data
~Name Date Of Birth: |
First:  [MOH&AMMAD Bitth County: | B
Middle: I Birth State/Province: I j
Last | Birth County/District: | j
Tribe/Estended I AT
b ”T-Jnanie: _I Birth CityAfillage: I j
Maiden: | M atiorality: I j
: — Languages: [AFRIKAANS 2
r— Physical Characteristic: ALEAMIAN
Gender: Im vI AMHARIC =l
Race: I j
Hair Calar: I j E thnicity: I j
Eye Color: I j Religion: I j
Build: I j M arital Status: I j
Height [in]: Min | Mas | Duty Status: [ B
Weight [lb]: Min I Ma:-cl Service 41D & I
Help | LCancel | < Back | et = I Finish

You always have to complete the EFT first vice filling in any information in this
window or the pre-enrollment window. From here, push the Next button (3 times) until
you get to the below window:

UNCLASSIFIED — FOR OFFICIAL USE ONLY



UNCLASSIFIED — FOR OFFICIAL USE ONLY

@ Identily & Enroll Wizard

i~ Fingerprin

‘ Acquire |

Import EFT |

Help |

Cancel | ¢ Back

it |

Push the Acquire button to open up the EFT. If you don’t remember how to
correctly complete the EFT, refer to Annex C - How to Correctly Fill out the EFT
during Enrollment. Once the EFT is complete, push OK.

Now push the Back button until you return to the below screen:

¥ Identify & Enroll Wizard

Personal Information i~ Personal Data
~Mame Date OF Birth: |
First.  [MOHAMMAD Bitth Country: | B
Middle: | BirthStater’Province:l j
Last: I Birth County/District: I j
Trioe/Extended | ol Bt Ciynvitage: | =
td aider: | Nationalit_l,l:l j
— Phwsical Characteristic: Languages: i[g;mﬁs 3
Gender [MNSMMR = AMHARIC =
Race: I j
Hair Colar: I j Ethnicity:l j
Eve Color; I j Religion: I j
Build: I j b arital Skatus: I j
Height fink Min || Max|[ | Duty Status: | -]
Weight (bl Min [ Max[ | Service /1D #: |
Help | Cancel | % Bach | Mest » I Einizh

Complete as much information as you can on this screen, than push Next to get to

the following window:
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v Identify & Enroll Wizard

Per=zonal Information (con't)

Type of Person: I d

I1SM Mumber: I

— aulert Information

Alert? [ Mate: IF you want this individual to be shown as having an Alert (2 red box displayed
around the individual's picture in the dossier] be sure to check the Alert box.

Alert Information: =

Maote: You may enter Alert [nfarmation without placing this individual on Alert,

— Detainment Information

Dietainment Facility: | Ghatus: I j

Help | Cancel | ¢ Back | Mext > I Einizh |

If the person you are enrolling needs to be put on alert, do that here. When
complete push Next (4 times) to get to the last screen. You already obtained all of the
individuals’ biometrics during the EFT so there is no need to re-capture them in the
following windows. Push the Finish button and the following window appears:

Invalid EFT File Warning n
P Sometime during thiz enrcliment pou acquired fingerprints which resulted in the creation of an EFT file. Currently the EFT
\__0/ file iz it an inwalid state. IF yau finizh this enroliment without completing a walid EFT file, the EFT file will be deleted which
: will rezult in o fingerprints being collected for thiz enrolment.

Do you want to fig / complete the EFT file?

You ALWAYS want to complete/finish the EFT, so select yes. You’ll either get
the message that the EFT passed validation with no errors, or you’ll get the window
telling you what the errors you need to fix are. Once the EFT has been submitted, the
enrollment will be complete, and the dossier will open if that is the option you selected at
the beginning. You have now completed an enrollment using the Rapid Enrollment
function.
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APPENDIX G. HOW TO UPLOAD DATA TO THE IRIS DEVICE

Double click on the Biometrics Client Icon 288 on your desktop to begin. After
clicking on the icon, the below Connections window appears. Push on the connect
button (circled in red), then the Connect To Server window appears.

Connect To Server E

Semver: LOCAL DATABASE

fr Connections

r~ Connection:

& A Primary (Eniall) Server [NO CONMECTION]

Uzer Mame:

igconnect

Pazzword: I
Damain M amne: I

Your local BAT Server =]

Help Add Connection | Eirieh |

In the Connect To Server window, push the drop down arrow key to select either the
local database, or a remote server to connect to. If you connect to the Local Database,
there is no User Name or Password. If you select a remote server to connect to, the User
Name and Password will be the same one you used to login to the computer. Once you’ve
selected which server you’re going to connect to, push OK. Now back at the
Connections window push Finish. After BAT loads all of the necessary programs, you
will see the main window (pictured below).
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e : i "R

Sickiacs Bhoivies; (oot

Now you need to activate the iris device by selecting Devices from the menu bar and
selecting Iris Reader (pictured below).

@ BAT 4.0.0
File Edit “iew Bookmarks Biometics [osoer | Devices Took ‘Window Help
Ty | G e oy | bl | S5 [ || 4 | Diaital Camera

Eingerprint Reader

Iriz Reader

GPS
Signature Pad
Barcods Reader

Once you select the Iris Reader, the following window appears.
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= > >
# Select Iriz Device

o " .
& Select Inis Device

Secunitetics PIER 2.3 B1-001

. SecuriMetrics HIIDE 4.0 lris Device
Dezcription: Secuitdetrics PIER 2.3 B1-001
FIER 2.3 Itz Scanner Securitetrics PIER-T

Qg Cancel | ok LCancel |

Push the drop down arrow key to select which iris device you are connecting to. Push OK
to proceed to the following set-up window:

PIER Ing Device

— Iriz Device Status

‘Your PIER Iris Device is Inactive. Disconmest | Untethered Discunnectl

— Device Settings

— Device Test

IP Address: [10.0.0.10

Timeout [z]: I'l 0
Language: IEI

v Directly To Preview

— Behavior

¥ Save lis Images To Server

Tiest [Eaptine |

First, ensure that the IP address matches what the iris device itself displays (push F9 on
the device to get that information). Once verified, push the Connect button (circled in
red) in order to activate the iris device. Once activated the window will look like this:
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PIER Iniz Device

— Irig Device Statuz

Your PIER Iris Device is Active. [Eannest | Dizconnect | Untethered Discunnectl

—Device Tesgt — Device Settings

IP Address: [10.0.0.10

Timeout [z]: I‘l 0
Language: IEI

v Directly Ta Preview

— Behavior

[+ Save iz Images Ta Server

Test Capture |

After the device is activated, make sure there is a check mark in the Directly To Preview
and the Save Iris Images To Server boxes. It is also a good idea to take a Test Capture
to make sure the iris reader is working properly. Once this is done, push OK. Now that
the iris device is activated, you are now ready to upload data into it. You do this by
selecting File>Synchronize Device>PIER>Upload (as shown below).

Fil= Edit Wieww Boolkmarks Biometrice Dossicr Dewices  Tool: Window Help

MHew

Open Eind...

Open Selector. ..

Open HecordH. ..

Open Last Crl+01
Eose

Save
Sawve [Eomy

Erirt Presiews
Bt ..

E =port
Irnport

Sprnchronize [ ] FIEFR »

HIIDE » FPurge

Now this window appears:
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1’5 Biometrics Automated Toolset [BAT] liis Upload Wizard

Biometrics Automated Toolset
Iris Upload Yyizard

 Merge Records with PIER 2.3
The new recards will be added to the existing records
on the PIER 2.3 Device.

" Dverwrite Records on PIER 2.3
Exisling records on the FIER 2.3 Device will be lost,
new records will be added

Help | LCancel | < Hack | Hext > I Wplaad | Ezxit |

From here select if you want to merge records with what is already on the device, or if
you want to overwrite the records, then select next. | suggest Overwriting the records
because everyday personnel are taken off of alert and new personnel are put on alert. If
you merge records then you risk keeping an individual on alert in your iris device, which
actually might have been taken off of alert on the live database.

i Biometrics Automated Toolset (BAT) Iris Upload Wizard

Select your Iris Upload preference.

& [lpioad Fight and Left irises
i Upload Right Iris Orly
" Upload Left Iriz Only

Help | Lancel | < Back Hest > I Wpload | Exit |

Select if you want to upload the right and left irises, just the right, or just the left, then
select next. If you select the right and left irises you will only be able to upload 50,000
personnel into the device. If you select just the right irises, then you will be able to
upload 100,000 personnel into the device.
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i Biometiics Automated Toolset (BAT) Iris Upload Wizard

Murnber of Fecords on the PIER 2.3 Device

19 Person Recards

haxirmurn Murber of Records Uploadakle to the FIER 2.3 Device

18 Records from PIER
+ 49981 New Fecords

50000 Person Recaords Total

Help | LCancel | < Back I Hext > I eilefzje) | Exit |

This window tells you how many records are currently on the iris device and how many
more can be added, select next to proceed.

B Tismcuios Automated Toolset (BAT) Iris Upload Wizard

| tabase on Server LOCAL DATABASE | | Target PIER 2.3 Device |
Search for Dossi
) —7
> I
]
e |
Help | Lancel | < Back | il | Wpload | Exit |

Push the Green button labeled Search for Dossier (circled in red).

%5 Biomelics Automated Toolset (BAT]

i Gploadadiaeias =3
|

Database on Server LOCAL DATABASE | Target FIER 2.3 Device

Help | Cancel <Back | wesns | TipEad Eit |

From the drop down list, select how you want to search through the records. Once you
have selected the preferred criteria, push Filter. The records that matched the criteria will
appear on the left side of the window (pictured below).
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1’5 Biometrics Automated Toolset [BAT] liis Upload Wizard

Datahase on Sener LOCAL DATABASE | | Target PIER 2.3 Device \
GARCES, SHAKAL, MOHRMMED, False, {363EIELS
NIAZI, EMAYAT, , False, {OBEESESE:
SAFI, ABDUL S0BHAN, , False, {SBASC3DE:
SAFI, KHALED, , True, {64E4F730
SAFI, MAHFOOZ, , False, {53FBDE7E:
SAFI, MIR AGHA, , False, {EFE48EAS L2
SAFI, MUHAMMAD HARES, , False, {EBFF3ZDC:
SAFI, TOURYALAI, , False, {91752?35-#‘
SAHTEY, ABDULLLAH, , False, {5E6Z0LLF
SAHIBY, ABPULLLAH, , False, {5FD4DFES <
SAHIBY, HAROON, , False, {414ZFBE2
SATFI, MUHAMMAD NASIM, , False, {0754741B: | 4«
SATFI, SARATUDDIN, , False, {110408D3-
SHAFI, MOHAMMED, , True, {0ASTFEFE:
SHAHABI, MADEEM, , False, {ZBZCZ48G
Sharif, Habillul Halay, , False, {COADEFFA:
SHEKIB, ABPULLAH, , False, {2A3DDERT
SHEKIE, EMATAT, , False, {C407E7CE:
18 Dossier 0 Dossier
Help | LCancel | < Back | HEzt> | Wplaad | Ezxit |

From here you can select one dossier at a time to move over by pushing the > button, or
you can move all of the records over by pushing the >> button.

1".r Biometrics Automated Toolset [BAT] Iris Upload Wizard

| Datakbase an Server LOCAL DATABASE | | Target FIER 2.3 Device |
Search for Dossier
, EAMTE AGHA, , Falss, {9EALGF1a
GARCES, SHAKA, MOHAMMED, False, {363E96A8,
NILZI, ENAYAT, , False, {0BEESESE:
SAFI, ABDUL SOBHAN, , False, {9BAEC2DE!
SAFI, HHALED, , True, {64E4F73C
SAFI, MAHFOOZ, , False, {5BFBDS7F:
: SAFI, MIR AGHRL, , Falsa, {EFB48BAS:
——|saFI, MURAMMADL HAREE, , False, {BEFF22DC
2| 5aFT, TOURYALAI, , False, {91752F35
SAHTEY, AEDULLLAH, , False, {SE&Z01DF:
SAHIEY, AEDULLLAH, , False, {SFD4DFES:
SAHIBY, HAROON, , False, [4142FEES,
SATFI, MUHAMMAD NASIM, , False, {0754741B
SATFI, SARAJUDDIN, , False, {110408D5-
SHAFI, MOHAMMED, , True, {OAETFEFE.
SHAHARI, NADEEM, , False, {zBzCZ488,
Sharif, Hahillul Halag, , False, {COADBFFA
SHEKIE, AEDULLAH, , False, {9A3DDEBS.
SHEKIE, ENAYAT, , Falsa, {C40757CF:
0 Dossier 19 DnsslerA
Help | LCancel | < Back | = ! Upload | \ Exit |
A y

Now that all of the records you wish to upload onto the iris device are on the right side of
the window, push the Upload button (circled in red). Once the upload is complete the
following window will appear - - Push OK.

Biometrics Automated Toolset [BAT] |

Iriz Upload Complete.

Now that the upload is complete, you will be taken back to the main BAT window. You
have now completed the upload process and are ready to use the iris device disconnected
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for identification purposes ONLY. Turn off the iris device, disconnect the cross over and
power cables from bottom of device, then turn the iris device back on. Push the C/F3

button, then the B/F2 button. Use the device like normal to take a “picture’ of a subject’s
iris.
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APPENDIX H. HOW TO LINK ENTITIES

Marines in Al Anbar Province are beginning to issue out vehicle decals in certain
cities to the residents that live there. In order to keep track of the residents’ vehicles and
the decal number associated with said vehicle, it is best to enroll the vehicle, and then
link it to the owner/driver. Even though there is a vehicle section in the personal data
report, there is nowhere to insert a vehicle decal number. You could put the decal number
in the description field, but you would NOT be able to search for it that way, and the
whole point is being able to search on anything that is entered in the BAT system. When
an individual is issued a vehicle decal, in the vehicle section of the personal data report,
record all of the vehicle information as shown below (Type, Make, Model, Year, Color,
and Plate number).

—Wehicle Information
Type Make Model Year Color Plate #
Description: =
-]
M 4 No¥ehicle ' P oMo X

Save the record after updating, and leave it open while opening a new
transportation.

- BAT 400

File Edit Miew Bookmarks Biometic: Dossier Devices

Persr
Open Find. .. 3 Account
Open Selector. . k Cell
Open RecordH... k Carmrunications
Open Last Chrl+0 Ewent
Cloze Facility
Interrogation
Save
- C Interrogator
AZ SR b aterial
Print Prexigm Organization
it Froduct
£ R Project
IS Report
|mport » .
_ _ Requirerment
Synchionize D evice 4 FEl

Exxit Technology
Tranzaction

Transportation
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Description: |

Registration #:
Serial #:

) Attachments [0)
I3 Photas (0)

3 Main Phato [0)
£3 Photo 2[0)
64 Photo 3(0)

Comment ts:

|1| Pl ‘Transpurtalmn Recard 1 0f 1 ‘ » ‘)l

Now that you have a new transportation, fill in the Transportation Type (the
same thing you put in the type field in the personal data report). The Description field
would also contain the same information you put in the Make, Model, Year, Color
fields in the personal data report. The Registration # field is where you would insert the
vehicle decal number you just issued the person for their vehicle. Once this information is
filled in, save the data, and leave the record open so the vehicle can be linked with the

owner.

Since you have both records open (person and transportation), it is easier to link
them by being able to view both at the same time. This is done by going to the Window

drop down and selecting Tile Horizontal.

i BAT 4.0.0

File Edit Wiew Bookmarks Biometrics Dossier  Dewices  Tools BUEREEN Help

| O | Gk s = a | % Ba@ || B4

Cascade

Tile ggtical

Arrange Icons

% Transportation {C16BA 754 [T RSP,
” LAl || % | 2 Transportation {13

Afterwards you will be able to see both records simultaneously, as shown below:
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Transportation
Transportation Informstion

Transportation Type: -

A
Photos (0]

9 Main Phota (0]
B4 Photo 2 (0)
B9 Phato 3 (0)

14] «[Transportation Record 1 of 1

Transportation
Tran: i

ed Organization [0]
ed Person o
£3

ent
hotos (0)
B3 Main Phota (0]
B3 Photo 2 (0)
B9 Phato 3(0)

Here you click and drag either the person or transportation into the other record
and a Relationship Tool window appears (shown on next page). You click on either the
individuals’ name (circled in red) or on Transportation (circled in red) and drag it into
the white portion of the other record and let it go. The mouse should look like this when
it has successfully been grabbed.

1’; Relationship Tool
Dezcribe the relationship between
Tranzpartation [Transpartation]

and
JENMA RAE GIBSON AL-AZ4W] [Person]

Drescription: = |
=
Ok I LCancel |

In the Description field just type “owner of vehicle” and push OK. Another
window pops up telling you The Relationship is established. Push OK.
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x

The Relationzhip iz establizhed.

Ok |

Push the save button to save all changes. Notice now in the Related Entities
section on the left hand side of both records that there is now a number in the parenthesis
letting you know that there is some sort of relationship.

Now you have successfully linked two records together. If the need ever arises,

you could link anyone or anything to any of the other 18 entities in the BAT program. It
is done the same way as described above.
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APPENDIX 1. HOW TO SET UP THE BAT BADGE PRINTER

If you have been issued a badge printer with your BAT system, following is the steps
to correctly set up the printer.

Badge Printer

The badge printer is connected to the BAT system via USB, and plugged into a
power source (pictures below).

USB Cable
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Power Connector into power port on back of Printer

DTC400 FD

PRODUCT NO X021420
DELs 244102 TECH 28

AUDIT 82

What the Printer should look like when plugged in correctly
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—

USB Cable completely connected to BAT laptop

Once the badge printer is plugged into a power source, and the BAT system, you

1 Start
are now ready to set up the printers’ settings. Go to the Start Ll button and
select Printers and Faxes.

% Biometrics Client ) My Documents
@ LControl Panel »
E Microzoft Office Word 2003

W Administrative Toals »

I:—_I Microzoft Office PowerPoint )
25 o003 % Metwork Connections

% Enterprize Manager & Frinters and Faxes

.’}1)__] Microzoft Office Outlook. 7] Bun...
=l 2003

| Adobe Acrobat 7.0
| Professional

ﬂg Paint

Al Programs  »

Logff [8] Shut Dawn
tisan O @& © Bearano | i Bar

Once selected, the below window appears:
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"% Printers and Faxes =] ES
J Fil=  Edit “iew Favorites Tools Help | f,'

J Ll BEcks =~ T | ' Search

Fnldersl 2 [ X"?lEI'

J Address II:_:J Printers and Faxes

jaﬁn

Mame = | Documents | Statuz | Cammetts | | ocation | hodel |
L2hadd Printer ;
é Adobe POF 0 Ready by Documents Adobe PDF Convverter
_—:a DTCA00 Card Printer [Copy 1] 0 Ready DTCA00 Card Printer
¥ DTC400 Card Printer 1] Offlire DTC400 Card Printer
DTCE20_525 Card Printer 0 Diflire DTCE20 525 Card P...
_—é Microzoft Office Document Image Writer 0 Ready Microzoft Office Doc...

Notice that there are now two (2) DTC400 Card Printer options available to
you? (Copy 1) appears after one of them, and is in Ready status. The other printer is
Offline. The DTC400 Card Printer that is OFFLINE, right click on it and delete it

(shown below).

Mame =

I Drocuments I Status

|2] &dd Printer
iza Adobe POF
;:a DTC400 Card Printer [Copy 1]

DTCEZ0 5 Open

iza Microsoft O

Printing Preferences...

] FReady
] Ready
7 Offline
Offlire
Ready

Fauze Printing

Sharing. ..
Usze Printer Online

Create Shartcut

Delete

Rename

Fropertie=

Once that is complete, right click on the ready DTC400 and Set as Default

Printer.

Mame = I Documents I Status

|2 Add Prirter
% Adobe FDF 0
‘ DTC400 Card Frinter [Copustd

DTCH20_525 Card Printer

Ready
Ready
Offline

2 Microsoft Office Documer EEED Default Printer Ready

Frinting Preferences...

Pause Printing

Sharing...
Use Printer Offline

Create Shorteut
Delete
Fename

Froperties
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Right click on the printer again, and select Properties.

MHame = | Doc

|2 &dd Printer

23 Adobe PDF o
T i

iz Microsoft O Printing Preferences...

Pauze Printing

Sharirg. ..
Uze Printer Offline

Create Shartcut
Delete
Rename

Properties

This window appears after doing so:

L: DTCA00 Card Printer [Copy 1) Properties

Colar Management I Security | Device Settings
General I Sharing | Farts | Advanced
-
E;é DTCA00 Card Printer [Copy 1]
Location: I
LComment:

Model: DTCA00 Card Frinter

 Features
Color; Yes Paper available:

Double-sided: ves =l

Staple: Unknown
Speed: Unknown
b asinaum resolution: 300 dpi =

Printing Preferences... | Print Test Page |

QK. I Cancel | SEpli |

Select the Advanced tab to bring up the below window:
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& DTCA00 Card Printer [Copy 1] Properties

\& 1< 71

Push the button labeled Printing Defaults to bring up the below window (image
1), and then select the tab labeled Calibrate (image 2).

G
=

|. e
i -:= DTC400 Card Printer [Copy 1] Printing Defaults

e ——

g
&=

Image 1 Image 2

Push the button labeled Sensors to bring up the below window:
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Calibration pad

— Ribbon Sensor Calibration

To calibrate the Ribbon Senzor, remove **Note: There should be no
the Ribbon Cartrid d cloge th . . .
R et ribbon inserted in the badge

Click on the Send button ta start calibration. Help | .
ick. on the Send button ta start calibration prmter.

‘When completed, the Printer will
beep twice.

Send |

Once here, push the Send button in order to calibrate the badge printer. Once the
system has beeped twice, push the Close button; open the ribbon cover on the printer, and
insert the ribbon (pictures below).

This is the box the ribbon
comes in. Take out the
ribbon, and remove the
plastic covering.

e
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**Remove both of these pieces of tape

Now insert the ribbon into the printer (as shown below), then close the printers’ lid.

Now you need to insert the badge cards into the right side of the printer (as shown
below), then close the lid once complete.
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On the left side of the printer is a lid/cover that needs to be in the down position —
that is where the completed badges come out. (plastic keeps the maintenance to
minimum) for the dust and dirt
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Now you should be back to this window:

Syatern Color M anagement E
Optimized for Graphics E

Il

From here select the drop down arrow that corresponds to Ribbon Type.
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4 dard
[ - Premiurn Fesin
Colared Resin
Metallic Fesin
[ - Premium R esin/Overl3
YEICAEE - Secure Fluoreschg Ribbon

Here you need to ensure that the ribbon type selected matches the ribbon type of
the box you just removed the ribbon from. Once that is verified, push OK and you will be
returned to the previous window under the Advanced tab settings. Select the tab labeled
General and push the button labeled Print Test Page.
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Once a test badge has successfully been printed then you are ready to begin
printing badges.
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APPENDIXJ. HOW TO RECORD RESIDENT BADGES IN BAT

Now that certain cities in Iraq are becoming more controlled, the residents are
being issued resident badges by Marines located at ECP/TCPs or other checkpoints. This
process ensures that non-residents are not going into a city they do not belong in. After
seeing firsthand how these various points are working at issuing the badges, here is what
works, what doesn’t, and the process of how to record the barcode number in a BAT
record so that it can be searched against by just the number.

After you issue a resident a badge, keep their record open, which it should already
be since you have to have it open in order to print a badge. If you closed it, open the
individuals’ record and click on Personal Data located under the Reports section on the
left side of the record.

& (1 ALY L.

john doe

Reports F
=] Persanal Data (1)

Z] Source (0] GEMERAL INFORRMATICMN

% Epwk.sc’;e”'”gt [E['I]]] Dossier (C1BCEEBD0-35AB-4504-A04
=] Tracking Reparts

=] Relationships (0] Enroll Date: 62372007 7:00:43 P

=] Local Hire Screening (0) Enraliment Station: IRQ: CENTCOM: MNF-y: ME
% EP':"’?E'”?1[]1] IMC/DSK/CEIMOSCPOFES
= elenllon

In order to input anything into the record you need to be in edit mode, which you

do by clicking on the paper/pencil icon After you are in edit mode select the little
down arrow button to bring up the list of all the sections in the record (shown below).

% Person john doe [204.223.237.231] [READ/WR
| @ (4 - w7 e

john doe F{%
Heports

@ Fersonal Data [1]
2] Source (] GEMERAL IMFC
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@ File Edit ‘Wiew Bookmarks Biometrics Dossier Badges D

O B & a | 4 EBam | B

|
@ AV - ® Liccle

W Enrollment Information Arrow
7l Reports General Personal Infarmation

E Personal | Alert Information
3 Source [0 Watch List

E] EPW Scnt Misc Personal Diata

] Tracking|  pliases

5] Relations] :
Capéure t!

3 Local Hire
Individual Skatus

5] EPW Bar
% Detention
Passport Information
Traits

ﬁ Related Ent
% Related T
5] Related F

5] Related s LAN9Ha0Es
3 Related O Addresses (Most Recent To Least Fecent)

a Felated 0 Civilian Employment History
a Related | Military Service History

=1 Related |t Telephone Mumbers

£] Related B Wehicle Information

[Z1 Related Famlfo T T

From here select ID Numbers and you will see this screen:

|®EF | a vy |07 ®

% iochn doe 1D Nurnbers
Repoits . ,—
@ Personal Data (1) ([ (e Tees :‘v 1D Number:
@ Source (0]
@ EFW Screening [0) I4 4 MolD Numbers P M 1'—‘ x

[21 Trackina Reports (01

In the ID Number Type: field type in the corresponding city the individual is a
resident of. Please see Annex C - Badge Naming SOP for Resident BAT ID cards for
the name of the badge for your specific area. For example, the Hadithah Triad is using
TRIAD, and this includes Hadithah, Haglaniyah, Barwanah, Albu Hyatt, and the dam. In
the ID Number: field you will type in the 8 digit letter/number combination on the badge
you just printed for that specific individual. If for some reason something else is being
typed in the ID Number Type field, just delete what is there and retype what the correct
ID Number Type is for your particular AO.

|96/4v- [mEe

% iohn doe D Humbers
: Ep;;::mmata 0 ID Number Type: [Baghdad - D Number:| 41234567
B Source [0]
@ EPW Sereering [0) [4 4 IDHurbers T of1 b M _J'_. x

[21 Tracking Freparts (01

Now you ask what the point of recording this information is and how do | search
for it? This is how you search for personnel by their ID Number Type, or ID Number.
Make sure BAT is open and you are at the main BAT screen (shown below).
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File Wi Bookmarks Biomekrics Devices Tools indowy Help
| [ | Cx G5 Co 1] || = = B =< U @ |l 7

You can search for someone a few different ways. One way is to select File>Open
Find>Person.

File Yiew Bookmarks Biometrics Dewices T

Mew " | |

Cpen Find. ..
Open Seleckor. .. K Account

Open Record# ... b Cell
_ommunications

Ewent
Facility
Interrogation
Interrogatar
Material
Crganization
Produck
Project
Report
F.equirement
Exit RFI
Technology
Transackion

Export K
Imnport k
Synchronize Device b

Transportation
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Or you can push one of these two buttons:

This search window appears:

i BAT 4.0.0
File ‘iews Bookmarks Biometrics Devices  Tools  Window  Help
| D & & [ [l B4 Bl |

i:i.|Search) Tool |Z| |E| [$—_<|

Search Criteria

Select field bo search on;

From here you would select how you are going to search for the individual,
specifically by either the badge type or badge number.

# BAT4.0.0

File Yiew Bookmarks EBiometrics Devices Tools ‘Window Help

|| ™ | G G Cap I | & o §{ oL@ |

£ Search Tool |Z| |E| El

Search Criteria

Select field to =sarch on:

- Person Type
- Badge ID

- Feport GUID
- E nitity GUE)

If you have a specific badge number you want to search for, select ID# - Number
and put in the corresponding 8 digit letter/number combination from the badge. If you
want to search for a certain type of badge, for example, everyone in the system who was
issued a badge in the Hadithah Triad area, then you would select ID# - Type. Once you
make the selection how you are going to search for the badge(s), then another field comes
up.
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Select field to search on:

[ID# - Type

Help Cancsl fudld Criteria

In the Enter search criteria field you would type TRIAD, or the corresponding
name-type from the badge-naming SOP mentioned previously. Now push the Search
button and everything that matches that criteria you specified will show up.

APPENDIX K. HOW TO EXPORT COPY FROM CLIENT TO
SERVER AND SERVER TO CLIENT

This is for the personnel who do not have SIPR connectivity for their BAT system
and need to update their systems manually from the server and vice versa. First you will
need to open up the BAT program. Once complete you will see the below screen:

Fil= Wi Eookmarks Eiomekrics =vices Tool=s whetimd o Help

| [ | g G 5w Il [l EP B e B/ o= Il @ |l s
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Before you go any further ensure you have the network cable plugged into the

back of your system and the system you want to connect to.

After that is complete, you will go to File>Export>Dossier:

@ BAT 4000

M ew

Open Find... »
Open Selector... »
Open RecordH... »
Open Laszt Chrl+01
[Elze

Sane

Srav e RaEy.

Erirt Eresien

it

|rnport »
Synchronize Device »

E st
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This screen appears once the following step is complete:

@ BAT Export Wizard

Biometrics Automated Toolset
Dossier Export Wizard

" Export To File
BAT expaits selected dossier to a compressed BDF
file that can be impoited by other BAT systems. The
original dossier remains in wour computer.

BAT connects diectly to a remote server and moves a
copy of selected dossier. The original dossier remains
in pour computer.

]

Help | LCancel | < Back I Neut > I Ewxport | Exit |

Make sure the Export Copy radio button is selected, push Next to get to this
screen:

“.Lr BAT Export Wizard

Enter the IP Address (or the System Name,
if you are on a local LAN) of the server to
which you want to export records.

“f'ou can either type the infarmation inta the box or choose the
server from the dropdown if it has already been added az a
connection uzing the Biometrics Admin Toal. MOTE: You
cannot connect to your local database.

Remate Server:

Connect

k>

Help | LCancel | < Back | Hewst > I Evport | Exit |

In the Remote Server field, input the IP address of the computer/server you want
to export data to, and then push Connect. The below window should appear letting you
know that you are connected to the other system and it is ok to proceed. If you get an
error message, then you need to check the IP address you entered, and make sure the
network cable is plugged into both systems in the correct port(s).

BiometriczClient E

The Biometncs Server and Databaze specified are functioning correctly.




UNCLASSIFIED — FOR OFFICIAL USE ONLY

Push OK, then select Next on the bottom of the screen to get to this screen:

elecd the unily bypu ol the dossmr(s) thal
you wanl o exporl

t - I |

1 Exot Congints Exity
— Kt e Loty ot Phics|
"
I 17 oot Siwleton Lty i Phoies|

b | o | g [her ] i

For the Entity Type you want Person. If you are exporting data from your
system (the one that is used disconnected) to a server (or a system that connects to a
server) then select Export Complete Entity. If you are exporting the new data from a
server (or system that connects to a server) to your system (which you use disconnected)
then you select Export Skeleton Entity (With Photos), then select Next to get to the
following screen.

SCREEN LOOKS LIKE THIS WHEN SELECTING COMPLETE ENTITY:

1’; BAT Export Wizard

Recordset_ Mame E wport ﬂ
Personal Data Record _J'_.
Badges _J'_.
Personnel Type _J'_‘
1D Hurnber Subrecord _J'_‘
Detention Repart _J'_.
‘whatch List _J'_.
Aliaz Subrecord 3=
Geo record 3=
Capture Record _J'_‘
Individual Status ,J'_.
Paszport Subrecord _J'_.
Trait Subrecord _J'_.
Languages Subrecord 3=
Civilian Employment Subrecard _J'_‘ _|
B Select which components of the dossier will be exported to the remote database. Click on a row to toggle the seleclic:n.

Help LCancel < Back Erport Exit
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SCREEN LOOKS LIKE THIS WHEN SELECTING SKELETON ENTITY WITH
PHOTOS:

BAT Export Wizard

Personal Data Record
Aliaz Subrecord

10 Mumber Subrecord
Biometrics

Photos

These screens tell you what data is going to be included in the data being
exported. You should never have to change anything so just push Next to continue.

BAT Export Wizard

This screen is again letting you know the system/server is compatible to continue
with the export, select Next to continue.
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‘;’5 BAT Export Wizard

Database on Server LOCAL DATABASE m | | 10.0.0.100 ® |
All Dozsier I Search forDossiﬂI Mewer Than Hemqi |
Help | LCancel | < Back | ﬂ&> | Expart | Exit |

At this window push the button labeled Newer Than Remote. Remember, the
system you are exporting data to has records on it, as does your system. You are only
updating the server/system with the NEW data they don’t already have, thus selecting
that option. Since the systems have to compare every record on their respective systems,
this process will take awhile before the left side window is populated with records.

1’} BAT Export Wizard

| Database on Server LOCAL DATABASE @ | | 10.0.0.16 @ |
All Dossier I Search for Dossier | | SREREETRSH BERGE
BRAT, CHESAPEAKE, BAY, AL-ATEEGI, , False {ZFEDDOES-
BRISTOW, SYDNEY, , AL-ATEEGI, , True {0F1EF5&EC:
HUSBAND, POOTHEAD, MUFASA, AL-ASDI, , True {9EE79DZE-
SCHWEDLER, JOSEPH, CLARK, AL-BU ISSA, , True {8EEFEZD4-
STANFORD, BYAN, NICHOLAS, AL-ATEEGI, , True {2E69z838
> |
> |
<
<< |
5 Diossier 0 Dossier
Help | Lancel | < Back | dEwt | Evport | Exit |

Once the comparison is complete, push the button with the double arrows on it >>
to move the records to the right side of the window (as shown below).

UNCLASSIFIED — FOR OFFICIAL USE ONLY



UNCLASSIFIED — FOR OFFICIAL USE ONLY

# BAT Expont Wizard

| Database on Senver LOCAL DATABASE [} | | 10.0.016 [} |
All Dossier Search for Dossier MNewer Than Remate I
ERAT, CHESAPEAKE, BAY, AL-ATEEGI, , False {ZFSDDOES;
ERISTOW, SYDNEY, , AL-ATEEGI, , True {OF1EFSEC
HUSEAND, POOTHEAD, MUFASA, AL-ASDI, , True {SEE7SDZE
SCHWEDLER, JOSEPH, CLARK, AL-BU ISSA, , True {8SEFEZD4
STANFORD, RYAN, NICHOLAE, AL-ATEEGI, , True {2EE92833
<
{< I
0 Dossier 5 Dossier
Help | LCancel | < Back | e | E xport | Exit |

Once the records are on the right side of the window, push Export.

# Deconflict - ABAD . ABDAL-KAREEM. FARHAN. G502453_ False

—ABAD, ABDAL-KAREEM, FARHAM, GE02453, Falze - {{219B.A4939-500 C-4874-4385-28C7 D871 AAF B}
Record Mame: IGBD record Field Mame: |DATECREATED

My Local Yalue: [1/115/2005 2:03:45 P =
Older [Last Modified
15JAN2005 14092)

=

Remate Walue: |1/15/2005 3:09:46 P =
MHewer [Last
Madified
15JAN 2005 14092

] =

OPTION 1: Keep Both Yalues Unchanged
OFTION 2 Synchronize To The Mewest Walue
OPTION 2 Set My Local Yalue = The Remate Y alue
OFTION 4:  Set The Remate Yalue = My Local Yalue
— Default Deconfliction Behawior
® pAlways prompt me ko deconflict using the deconflict wizard. << You can select one of thege options befare pressing a
" Always kesp both values unchanged. button above in order bo set a default deconfliction behawviar.
™ Alwavs sunchionize to the newest value Thiz default behavior will remain in effect for the remainder of
s 2 ' the current import/export operation,
" Always set my local value = the remate value.
" Always set the remote value = my local value.

If this window appears, at the bottom under Default Deconfliction Behavior
select Always set the remote value = my local value. This window appears:
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Biometrics Automated Toolset [BAT]

=etas defaultfor all dossiers during this export?
YEs | i [a] |

Once you select Yes, you need to select one of the four options; you will select
OPTION 4: Set the Remote Value = My Local Value.

Select Yes

{;‘.Lr BAT Export Wizard

Database on Sener LOCAL DATABASE @ | | 10.0.016 0|

Search for Dossierl Mewer Than Remate I

Help | LCancel | < Back | = | Export | Exit |

When the export is complete, select Yes to exit the export wizard. You have now
successfully updated the server/client with the new records.
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APPENDIX L. HOW TO SET-UP, ACTIVATE, AND UPLOAD
DATA TO THE HIIDE

First you need to verify the BAT Network Settings by going to Start>Network
Connections>Local Area Connection. Right click on the Local Area Connection and
select Properties. Click on Internet Protocol (TCP/IP) and select Properties. Verify the IP
address is set to 10.0.0.?? (The last 2 numbers of the BAT system number except 1, 10, or
255).

Proceed to take the HIIDE out of the pelican case and connect it to the BAT
system. The HIIDE is equipped with a power cable, crossover cable, soft case with strap,
and a battery charger with spare battery. Below are some pictures of the HIIDE along
with where and what the items on the HIIDE are.

Front of HIIDE

Iris Camera
Face Camera
Flash

IR Hluminators

PwnE
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Top of HIIDE

5. Fingerprint Scanner
6. Shoulder Triggers

Back of HIIDE

7. Power Light
8. Touch Screen
9. Power Button
10. Power Port
11. USB Port
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Side of HIIDE
12. Crossover Port
Now that you have an idea of where and what everything on the HIIDE is, plug in
the power and crossover cable. The crossover cable goes into the back of the BAT system

in the same port you use for the iris device.

Power on the HIIDE and touch the screen to begin.
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DE - Loghe Buw

You will be prompted to type in the User Name and Password. Touch anywhere
inside the User Name field and the keyboard (on the right) will pop up. Both the User
Name and Password is hiide. After you have typed in the User Name and Password push
Login (on the bottom far right of the first picture). Once logged in you will see the
following screen:

‘!-"4: M

to bring up a menu.

#,

IDENTIFY

: " Push the icon in front
of the word *HIIDE

Push the Setup
button.
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" @ Setup - Network
Y -

use OACP: ‘ERITI TN

D 1P

Ensure the Device IP is set to 10.0.0.10 and the Subnet Mask is set to
255.255.255.0 as shown above. Push the Save button if you had to change either number,
then push the Close button to return to the previous screen. Now that you have verified
the BAT system settings and the HIIDE settings it is now time to upload data to the
device.

Proceed to login to BAT using the assigned credentials. Once you are connected
to BAT and see the below screen, you are ready to connect the HIIDE.

Fil= wiswy  Bookmarks  Biometrics Dewvices Tools  wwindow Help

| [ | Cox G Cuw Il Il o [Fl =< N @ || s

You can connect the HIIDE device by selecting Iris Reader from the Device
drop-down menu, or you can go directly to the upload window to connect the HIIDE.
Since we are uploading data to the HIIDE we will connect the device at that time. Go to
File>Synchronize Device>HIIDE>Upload (shown below).
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fir BAT 4.0.0
File Edi Miew Bookmarks Biometrics Dossier Devices T

Hew

Open Find...
Open Selector. .. 3
Open Becordf... 3
[pen Last St/
[Elmze

Save
Save Copy.

Erint Pregiet
Erirats..

PIER »

HIDE »| Upiosd

Download
Furge

This window appears:

Securmetncs HIIDE 4.0 j

[rezcription:
HIIDE Hand Held Callection Device

ok LCancel

Push OK to continue.
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% HIIDE Hand Held Device

~ Dievice Statu:
Your HIIDE Hand Held Device is InActive. CEameet || Dieernee |

~ Device Info —Device Settings——————————————————
Make I— User Mame Ihiide—
Model I— Pazsword [
Serial Mum I— IP &ddress: IW
BIOS Date ] IPPot [eoor |
Saftware Yer I— Timeout [s]: W
Mew Enroll Records I— Language: IU—
0ld Erroll R ecords I—
ID Records I—
Tracking Feports I—

oK

Ensure the IP address in the IP Address field says 10.0.0.10 before pushing the
Connect button (the HIIDE is set up just like the Pier 2.3 iris device in this respect).
Once verified, push the Connect button. Depending what is on the HIIDE screen; you
may connect automatically, or see the following error message:

BiometricsDevHIIDE ]

@ HIDE fimCheckDevice Communications Ermor; -2146233088 © Device busy

If you get this error message, on the HIIDE device logout so that you are at the
below screen then push Connect again.

INCORPORATAD
A e Gty S
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Once connected to the HIIDE, the window will look like this telling you in green
text that your device is now active.

& HIIDE Hand Held Device

|

o
30000
o

Push OK to continue to the following window.

Always select the radio button for Overwrite Records, then push Next to
continue.
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. HIIDE Upload Wizard

At this screen there should be a check in EVERY box EXCEPT for the Upload
Supplemental Biographics box. Push Next to continue.

. HIDE Upload Wizard

['Your selection will allow you to upload 10000 Records

This window is just telling you what is already on the HIIDE and what can be
added, push Next.

UNCLASSIFIED — FOR OFFICIAL USE ONLY



UNCLASSIFIED — FOR OFFICIAL USE ONLY

&, HIIDE Upload Wizard
| Database on Server LOCAL DATABASE | | Target HIDE Device
[Seaich for Dossiar| _©ove iy | GetQuery

2>

L
<L
Help S | N | e e s
A N

Push the green button labeled Search for Dossier to bring up the Filter Builder
window (shown below).

& HIIDE Upload Wizard = x|

[ Database on Server LOCAL DATABASE | [ Target HIDE Devica |

ossie] | CzveOic | | GetQuen

Search Tool

FER - Enlity State i
\wiatch - Category

\wialch - Value
\wiatch - Cantact

\Walch - Fegion
D4 - Humber

From the “Select field to search on:’ drop-down select the Watch — Detail option.
Once selected another field appears (shown below).
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& Filter Builder
Search Tool

Select field to search on: NOT  Enter search criteria: Include:

[F| = | I

Help Concel | | addCitwia | Ceas | e |

In the “Enter search criteria’ field will be the specific watch list you are going to
upload to the HIIDE. Most likely you will be uploading the NGIC (National Ground
Intelligence Center) watch list as well as the MNFW watch list. In order for the search to
work, whatever watch list you are uploading needs to be enclosed in asterisks (*NGIC*),
or else you will not get any results. For example the window will look like this:

& Filter Builder
Search Tool

Select field to search on: NOT  Enter search criteria: Include:

|Wan:h - Dietail = O |*NEIE1 Il

Help Cancel | AddErltenal [l A | Fiter I

You can also push the Add Criteria button to search for multiple watch lists to
upload.

& Filter Builder =

Select field ta search an; NOT  Enter search ciiteria Include:

[watch - Detail JE (R R i
|Wan:h - Detall = |‘MNFW‘ Il
Help Exee) | Add Ciiteria | Clean Al | Fiter

After you are done adding all of the watch lists you want to upload to the HIIDE,
push the Filter button to execute the search. Once the search is complete all results that
matched the search criteria will appear in the left-hand side of the window as shown
below:
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. HIIDE Upload Wizard X

[ Database on Server LOCAL DATABASE |

TargetHIDE Device |

DR _Save Queny LEf=A R =)

EAEA, ALT,
BOB, BILLY, , Trus,
EBONNER, RICO, MARCUS, True,
Davis, Nucz, , Trus,

DIRT, JOE, SCEMOE, True,

DOE, JOHN, MICHAEL, Trus,
DOE, JOEN, W, True,

DOE, SALLY, JANE, True,
ENGLAND, BRIAN, ALLAN, Trus,
GESLER, MICHARL, JOHN, True,
GIBSON, JEHNA, BAE, Trus,
GOMES, TRAVIS, DONALD, True, <

>3

pE kL

JPHATE, MIKE, JACK, True,
MUHEED, JOHN, AL BAE, True,
NILZI, ENAYAT, , False,
SAFI, AEDUL LATIF, , False,
SAFI, ABDUL SOEHAN, , False,
SAFI, AEDULL MONIE, , False, =l

23 Dossier 0 Dossier

Help Cancel <Back | e e Exit

Push the double arrow button (>>) to move all of the records to the right side of
the window as shown below:

| Database on Serer LOCAL DATABASE | | Target HIDE Device |

SRR _Save Query [EERIER

. ZAMIR AGHA, , False, 4
BAEL, ALI, BABA, Trus,

BOB, BILLY, , True,

BONNER, RICO, MARCUS, True,
Davis, Nutz, , True,

DIRT, J0E, SCHMOE, True,
DOE, JOHN, MICHAEL, True,
q|poE, TOEM, W, True,

AIDOE, SALLY, JANE, True,
ENGLAND, BRTAN, ALLAN, True,
GESLER, MICHAEL, JOHN, Trus,
GIBSON, JENNA, BAE, True,
GOMES, TRAWIS, DOMALD, True,
JPHATE, MIKE, JACK, True,
MUHEED, JOHN, AL EAB, True,
NIAZI, EHAYAT, , False,
SAFI, ABDUL LATIF, , False,

SAFI, ABDUL SOBHAN, , False,

SAFI, ABDULL MONIE, , False, |
0 Dossier 23 Dossier
Help Cancel < Back = Upload Exit

Once all of the records are moved to the right, push the Upload button to begin
the upload process. Once the upload is complete the below window will appear:
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Biometrics Automated Toolzet [BAT] [E4

HIIDE Upload Complete.

Push OK, than exit out of the Upload Wizard. You have now set-up, activated,
and uploaded specific watch lists to your HIIDE device. You are now ready to go out on
patrol and use your HIIDE to identify any person you come in contact with to see if
they’re on a watch list.
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	D.  Prerequisites for Inclusion.  Prior to nominating an ind
	(b)  The person is killed and their death is biometrically v
	(a)  The individual is detained.  Exceptions include escapee
	(b)  The person is killed and their death is biometrically v
	(1) The person is killed and their death is biometrically ve

