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e /th’s Standup Phases

e Current Staffing
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Scope of CONUS W

Generating Forces

* National Capitol Region

« 3 Army Commands (ACOM) (1 also ASCC)

6 Army Service Component Commands (ASCC)

« 11 Direct Reporting Units (DRU)

« 4 USAR Regional Support Commands

e 115 Installations (81 IMCOM, 35 Other)

904 USAR Installations/Armed Forces Reserve Centers

Operating Forces

« 3 Corps

e 7 Active Divisions

e 2 Integrated Divisions

« 8 ARNG Divisions

* 10 USAR Operational & Functional Commands
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Presentation Notes
3 Army Commands (ACOM):
U.S. Army Forces Command (FORSCOM) 
U.S. Army Training and Doctrine Command (TRADOC) 
U.S. Army Army Materiel Command (AMC) 
 6 Army Service Component Commands (ASCC):
U.S. Army Central (USARCENT) 
U.S. Army North (USARNORTH) 
U.S. Army South (USARSO) 
U.S. Army Special Operations Command (USASOC) 
Military Surface Deployment and Distribution Command (SDDC) 
U.S. Army Space and Missile Defense Command/Army Strategic Command (USASMDC/ARSTRAT) 
11 Direct Reporting Units (DRU):
U.S. Army Network Enterprise Technology Command/9th Signal Command (Army) (NETCOM/9thSC(A)) 
U.S. Army Medical Command (MEDCOM) 
U.S. Army Intelligence and Security Command (INSCOM) 
U.S. Army Criminal Investigation Command (USACIDC) 
U.S. Army Corps of Engineers (USACE) 
U.S. Army Military District of Washington (MDW) 
U.S. Army Test and Evaluation Command (ATEC) 
United States Military Academy (USMA) 
U.S. Army Reserve Command (USARC) 
U.S. Army Acquisition Support Center (USAASC) 
U.S. Army Installation Management Command (IMCOM) 
4 Regional Support Command
    The 63rd Regional Suport Command is responsible for support to units throughout the U.S. Southwest. 
	The 81st Regional Suport Command is responsible for support to units throughout the U.S. Southeast. 
	The 88th Regional Suport Command is responsible for support to units throughout the U.S. Northwest.
	The 99th Regional Suport Command is responsible for support to units throughout the U.S. Northeast.

3 Corps
I Corps 
III Corps 
XVIII Airborne Corps 
7 Active Divisions 
1st Cavalry Division, Fort Hood, Texas
1st Infantry Division, Fort Riley, Kansas
3rd Infantry Division, Fort Stewart, Georgia
4th Infantry Division, Fort Hood, Texas
10th Mountain Division, Fort Drum, New York
82nd Airborne Division, Fort Bragg, North Carolina
101st Airborne Division, Fort Campbell, Kentucky 
2 Integrated Divisions 
7th Infantry Division, Fort Carson, Colorado
24th Infantry Division, Fort Riley, Kansas 
8 ARNG Divisions 
28th Infantry Division, Harrisburg, Pennsylvania	
29th Infantry Division, Fort Belvoir, Virginia
34th Infantry Division, Saint Paul, Minnesota
35th Infantry Division, Fort Leavenworth, Kansas
38th Infantry Division, Indianapolis, Indiana
40th Infantry Division, Los Alamitos, California
42nd Infantry Division, Troy, New York
49th Armored Division, Austin, Texas 

	11th Aviation Command Fort Knox, Kentucky 
	3rd Medical Command Forest Park, Georgia 
	377th Sustainment Command (Theater) Belle Chasse, Louisianna
	412th Engineer Command Vicksburg, Mississippi
	 416th Engineer Command Darien, Illinois 
	807th Medical Command Seagoville, Texas 75159
	Army Reserve Medical Command Pinellas Park, Florida
	 Military Intelligence Readiness Command Fort Belvoir, Virginia
	 U.S. Army Civil Affairs and Psychological Operations CommandFort Bragg, North Carolina
	 U.S. Army Reserve Readiness Command Fort Jackson, South Carolina
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Army CONUS Mission Environment *
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C4IM Requirements at e g _ = ol
19 Commands/Agencies [IMCOM = 52 I USACE= 57 0 AAFES =1
Touf [CJAMC =50 CJUSARC =118 & usAac =3
_ [isooc =11 MDLS =44 B MEPCOM =1
447 Network Connections || Enscon=z M Craesy’ — i
B ARNG =57 B HRC =2 ZlpAa=2
ETRADOC =2 447 Army Network Connections
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Presentation Notes
This slide breaks out the Army’s Commands and Agencies in CONUS with connections to the LandWarNet and who require Command, Control, Communications, Computers, and Information Management (C4IM)  services – note that IMCOM comprises only a portion of the support requirement.  The fundamental issue we were asked to deal with was how to improve the ability of the CONUS LWN to provide assured and available battle command network capabilities – for the maneuver formations located in CONUS, and for reach back ISO of expeditionary operations regardless of type or geographic location. 
The 11 Star Memo, signed in 2005 By CGs FORSCOM, AMC and TRADOC also addressed this gap with specific recommendations to “Realign CONUS DOIMS from IMA to NETCOM for a more unified support similar to OCONUS; optimize C2 for IT management; provide central oversight for IT resources and support;  provide MACOMs single POC;  and provide adequate investment in DOIM operations”
CSA has specifically directed that “ protecting the Army’s networks is not just G6 or G3 business, but rather it is Cdr’s business at all levels (MSG 161304Z Aug 04).  Yet, there is no single commander responsible for security and quality of service ensuring CONUS LWN capabilities are prioritized and available to support warfighting, business, and intelligence domains. And, no one is responsible to represent the Information Needs of the Unit and User through all Operational Phases and ensure access to the global collaborative environment. 

The 447 connections to the Army’s LandWarNet were identified by the C-TNOSC during an Oct 07 data call.  The connections vary from a major DISN-to-Army connection requiring significant bandwidth capability, down to a minor connection for a small single-standing Army facility.  The 447 LWN connections also vary in types and quantities of C4IM services required and delivered to major Army installations compared to the smaller, and often isolated, Army Reserve and Army National Guard facilities.

The CIO/G6 currently recognizes 137 DOIMs (Feb 08 listing) in CONUS to support C4IM service requirements.

UPDATED: 6 Mar 08
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Tenets of LandWarNet 74[\‘

ARMY e
QPOSTURE

CISTATEMENT 'S

- Battle command. Expeditionary forces must rehearse as they fight; seamlessly train,
deploy, and transition; and, maintain operational tempo across all phases.

. . . . Army Pore
* Global Collaborative Environment. War fighters must leverage the global Joint Statement

collaborative environment (common identity, data, applications and services enabled | === I
by the enterprise) to organize, configure, train, model rehearse, and deploy the force.

« Command and Control. The LWN requires a single commander responsible for
security and quality of service ensuring the LWN capabilities are prioritized and
available to support warfighting, business, and intelligence domains.

« Unity of Effort. The LWN requires unity of effort in the provisioning, operation,
management, defense, sustainment and resourcing.

« Global Situational Awareness. The LWN/GIG must dynamically adjust network Cam'gffplan
priorities and availability globally and be able to enforce policies and standards within

the Joint NetOps framework.

Current Situation: CONUS Capabilities Gap

CIO/GG 500-

CONUS LandWarNet operational base lacks the command Regimental = F;Iar-]-----
and control capabilities and the structure to support germpaon O
CONUS based information-enabled expeditionary :
operations. | 1|1 Star Memo

General Order
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Presentation Notes
ACP, CHG 5, specifically identifies that he Army is transforming from a forward deployed to a CONUS based expeditionary forces.  The goal is to posture forces logistics activities and power generation infrastructure to respond to current and future demands as efficiently and effectively as possible. Further the ACP recognizes that Army capabilities must meet Joint Force requirements to defend the homeland, deter conflict in critical regions, respond promptly to small-scale contingencies.  The CONUS LWN operational base  simply lacks the C2 capabilities and structure to support these requirements or the concept of Flagship Installations.  

CIO 500 Day Plan Goal 3:  Protect and Defend the Army’s Systems, Networks and Information (enterprise architecture, IA, APCs);  Goal 4:  improve IT resourcing process – link governance and IT investment strategies




https://www.us.army.mil/suite/doc/9266492�
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Problem: No CONUS Theater Signal Unit focused on
Defense of Network or enabling expeditionary forces ™=

[Engr] | [Oes] [onfig <
EUR/AFRI SWA

CONUS

Capability
Gap

No
C2
Structure

NETOPS

<---> Requirements - Human flow
“~—»' NETOPS - Electron flow

UNCLASSIFIED/FOUO === ‘Command and Control

NETOPS
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Extend LandWarNet capabilities to operating and generating
forces in support of Continental United States (CONUS)
based information-enabled expeditionary operations. Provide
Integration, security, and defense of the CONUS portion of
the LandWarNet. Establish information management
capabilities and enable the Global Collaborative Environment.

Support relationships (To Be Developed):
* With CTSF to enable resolution of operating and generating force NETOPS
and Battle Command Issues

*Coordinate all PEO/PM actions that impact LandWarNet capabilities to CONUS
based Generating and Operating Forces

 Relationship between 7" SC(T), DOIMs and operating forces in order to
facilitate FORSCOM'’s training and oversight responsibilities for Signal

Formations
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Solution: CONUS Signal Command (Theater)
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Proposed Signal Command (Theater) As‘

scm L
9/1/61//16
| 15
| | | | | |
Gl G2 G3/5 | G4 G8 HHC
1/0/1//2 0/0/1//1 2/0/11/13 0/0/1//1 0/0/0//0 1/0/2//3
6 2 | 4 4 3 3
PERS ACT | | | INTELOPS [ OPS PLANS/ENG | __ISUPPLY & SVGQ— | _|BUDGET/ACCT] |__ICOMMANDANT|—
0/0/01//0 1/0/11//2 1/0/1//2 2/0/1/13 1/1/1//3 0/0/01/0 0/0/0/0
| 2 | 4 2 | 5 10 | 1
|| PERS MGNT [ || INTEL PLNS | — | CURR OPS | | NWENGR | — | MAINT L L_| MANPOWER || C4SUP SEC | —
0/0/2112 0/0/1/1 1/1/31//5 3/1/5119 0/1/2113 0/0/01//0 0/0/01//0
—c o \_—| vl 5 7 — |
SECURITY | || IT SVC - || PLANS & EX | —
— 1 o0/0/1//1 1/0/3//4 2/0/2114
o [ 5 | [ 10 |
|| CBRN STAFF |__ || PROG/PROJ |
27/ 5/ 36// 68 0/0/01//0 2/0/11/13
| 2 | 11
OFF /WO / ENL /l TOTAL
. q CMD INTRG |_
TDA :164 C|V,2M|I —1 0/0/0//0
| 11

Mission: Extend LandWarNet capabilities to Operating and Generating forces in support of CONUS based information-enabled expeditionary
operations. Provide integration, security and defense of the CONUS portion of the LandWarNet. Exploit information management capabilities and
enable the Global Collaborative Environment for warfighting, business, and intelligence operations.

Basis Of Allocation: One per CONUS Theater 9
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. . 70
Proposed Signal Brigade %

TSSB

2/0/31/'5
3

S1 S2 S3 S4 RM HHC
1/0/3//4 0/0/0//0 1/0/1//2 0/0/21/2 0/0/0//0 1/0/4//5
5 2 2 3 4 3
I ] ]
OPS PLANS LWN SPT
1/0/0//1 1/0/0//1 1/0/0//1
1 | 1 \ | 2 \ Battle Command
OPS CTR PLANS BR HEElIg A
| P - L |_|BTLE CMD X2 vl
6/01/6 /12 1/1/3//5 2/4/6//12 Teams
11 | 6
CURR OPS PROG/PROJ |
| | 3/2/3/8 | | 1/0/3//4 B gy | G
8 [ o ARIALE Assistance
Teams
26/ 16/ 461/ 88 T FOMTSI
OFF /WO / ENL // TOTAL G N oy ©
. . 2/4/4//10
TDA =96 Civ, 2 Mil -
| 1/1/2//4 [
5

Mission: Synchronize LandWarNet capabilities ISO operating and generating force requirements. Execute network and information systems
integration. Enable 24x7 access to LandWarNet capabilities and the Global Collaborative Environment. Exercise oversight of Directorate of
Information Management LandWarNet operations and synchronize integration of network service providers.

Basis Of Allocation: Two per CONUS Theater 10
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The team will be able to support a deploying Operating Force Headquarters and its
geographically dispersed major subordinate elements at home station and as they

UNCLASSIFIED

= Battle Command Assistance Teams

deploy through their training exercises. The BCATS will support the 20 NTC/JRTC
rotations per year.

Functions:

Provide NETOPS/IA expertise to Operating Forces as they train and deploy
Support network configuration and troubleshooting of tactical networks in garrison

Support Battle Command system configuration and troubleshooting through the ARFORGEN phases

24A00 O5 | ABQ |CHIEF
250NO | W4 | CTN |[NETWORK MGMT TECH
254A0 [ W4 | CDN|SIGNAL SYSTEM TECH
25B40 E7 | CSW]INFO SYS STAFF NCO
25540 E7 | CRD |SATCOM SYS STAFF NCO
25N30 E6 | CXB INET MGT SYS OPR-MNT
00854 |YA2 COMPUTER ENGR
02210 [YA2 IT SPEC
02210 |YA2 IT SPEC
02210 [YA2 IT SPEC
00854 |YA2 COMPUTER ENGR
02210 [YA2 IT SPEC
02210 |YA2 IT SPEC
02210 [YA2 IT SPEC

UNCLASSIFIED

53A00 O5 | ABQ |CHIEF
250NO | W4 | CTN |[NETWORK MGMT TECH
251A0 [ W4 | CDN]INFO SYS TECH
25B40 E7 | CSW]INFO SYS STAFF NCO
25W40 [ E7 | CRD |NETWORK OPERATIONS CHIEF
25N30 E6 | CXB INET MGT SYS OPR-MNT
00854 |YA2 COMPUTER ENGR
02210 [YA2 IT SPEC
02210 |YA2 IT SPEC
02210 [YA2 IT SPEC
00854 |YA2 COMPUTER ENGR
02210 [YA2 IT SPEC
02210 |YA2 IT SPEC
02210 [YA2 IT SPEC

11
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Infrastructure Assistance Teams

The team will provide technical support and oversee the implementation of new network
equipment into the existing infrastructure. The IAT will ensure old and new systems are
interoperable, that all required support/capacity is available and that the network
remains secure.

Functions:

Provide NETOPS/IA expertise to Generating Forces

Coordinate PEO/PM actions that impact LandWarNet capabilities in CONUS
Assess and generate installation infrastructure requirements and solutions

53A00 O5 [ ABQ |CHIEF

250NO | W4 [ CTN |[NETWORK MGMT TECH
251A0 [ W4 | CVR |INFO SYSTEMS TECH
25B40 E7 | CSW|INFO SYS STAFF NCO
25B30 E6 | USD |INFO SYSTEMS NCO

02210 |YA2 OPERATIONS OFFICER
02210 |YA2 NET CCIE CISCO CERT
02210 |YA2 MSCE MICROSOFT CERT
02210 |YA2 CISSP CERT INFO SEC
02210 |YA2 OPERATIONS OFFICER
02210 |YA2 NET CCIE CISCO CERT
02210 |YA2 MSCE MICROSOFT CERT
02210 |YA2 CISSP CERT INFO SEC

UNCLASSIFIED
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Numbers
Cadre 10C FOC
7th SC(T) Personnel 41 116 234
Military 21 37 70
Civilian 20 79 164
Brigade Personnel x2 /8 172 372
39x2 86x2 186x2
Military 30x2 51x2 90x2
Civilian Ox2 35x2 96x2
TOTAL 119 288 606

*CIV numbers are requirements.

UNCLASSIFIED

Authorizations will be 15% less.

hen funding...

/th Signal Command (T) Staffing (“\
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Significant Milestones to Date

« 100CTO05 11 Star Memo signed

« 10JUL 07 VCSA Approval

e 22 SEP 07 HQDA EXORD published

« 11 Nov 07 Task Force 7 stood up

e 05DECO07 NETCOM OPORD published

« 16 JANOS8 BDE CDRs & S3s identified

« 01FEBOS8 FDU submitted to SIGCEN

e 27 MAR 08 Concept Plan Approved

e 28 APR -2 MAY 08 NETOPS & IMCOM ROC Dirills
« 06 MAY 08 VCSA Memo designating HICON
« 16 JUL 08 Cadre Phase

14
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Presentation Notes
The 11 Star Memo, signed in 2005 By CGs FORSCOM, AMC and TRADOC also addressed this gap with specific recommendations to 
Realign CONUS DOIMS from IMA to NETCOM for a more unified support similar to OCONUS, (but this doesn’t solve the problem)
Optimize C2 for IT management
Provide central oversight for IT resources and support
Provide MACOMs single POC
Provide adequate investment in DOIM operations”

MSG 161304Z Aug 04:  CSA Guidance:  protecting the Army’s networks is not just G6 or G3 business, but rather it is Cdr’s business at all levels, but commanders aren’t in control of their destiny.
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Phase Plan

NETcov/|  Cadre NETCOM/ IOC NETCOM/| FOC
oth SC(A) (Jul 08) 9th SC(A) (Jan 09) 9N SC(A) | (Jan 10)
Army Army [ Army I
GNOSC GNOSC GNOSC
- ++(-) S ++(-) < ++
TNOSCc L7 SC(T) 7th SC(T) 7th SC(T)
S TNOSC TNOSC
' ' I_ | | |
X(-) X(-) X(-) X(-) X X X
1 1
106th 1 [93rd ! 106th 93rd 21st 106th 93rd
IRCIOW _, 'RCIO:E _,
Actions Actions Actions

= Army provide GO and O6 Cmdrs and cadre
= Army support on stationing plans

= Army decision on SC(T) 4-star HICON

= NETCOM xfer RCIOs from ESTA to SC(T)
= NETCOM submit FDU for SC(T) & new Bde

= Army approval of FDU

= Army resource civilian manpower

= Bdes establish NETOPS SA and service desk
= SC(T)/Bde solidify relationships with all DOIMs

= Army approval of MTOE/AugTDA structures

High-Level Capabilities
= SC(T) Cdr/G6 with cadre staff
= Develop Relationships
= Oversight installation of Enterprise solutions
= Oversight migration to Enterprise solutions
= Associated Tasks to enable IOC
= SC(T) assume C2 of CTNOSC
= BDE Cdrs assume C2 of RCIOs

UNCLASSIFIED

High-Level Capabilities (Additive)
= Prioritize network efforts
= Enforce policy
= |nitial CONUS operational planning & engr
= |nitial expeditionary force support

= |nitial Operational and Generating force support
(one Deployable Team)

= |nitial service desk
= Distributed NETOPS

High-Level Capabilities (Additive)
» Unified C2 and defense of LWN
= Responsive to Cdrs thru G6 oversight
= Proactive security vice reactive repair
= Theater configuration management

= Operational and Generating force support
(using Deployable Teams)

= Full planning, engr, and proj mgt (CONUS)
= Centralized O&M CONUS contract mgmt

= |T capital planning

= Unity of Effort — Generating and Operational
Force

15
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7th Signal Command (T) Cadre Staffing 4

o 7th SC(T) e 93rd Signal BDE
— CG BG Napper — CDR, COL James Garrison
— CSM TBD — S3, MAJ Dan Kuntz
— DCDR  COL Paul English .
— Chaplain COL Bill Laigaie  106th Signal Bde
— CofS COL Ed Morris — CDR, COL Chris Miller
_ G3 COL Mike Kell — S3, MAJ Geoff Pinsky

— G3 OPS LTC Chuck Rimby

— G3 Plans & Engr LTC Randy
Carlson

~ G3 CWS5 Cornwall & CW4(P)
Young

16
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22 — 24 JUL
16 JAN 09

2 QTR FY09
JUL 09

JUL 09
DEC 09

16 JAN 10

UNCLASSIFIED

Significant Milestones Ahead

UNCLASSIFIED
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LANDWARNET ROC Dirill

|OC Phase

NSC Proof of Concept Exercise
Ft. Gordon Facilities FOC

Ft. Sam Houston Facilities FOC
RCIOs Deactivate

FOC Phase

17
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Summary

Concept Plan was approved by HQDA G3; FDU in Progress
Phased activation

Signal Command will be OPCON to FORSCOM and located at Fort
Gordon

Signal Brigades, 93rd & 106th at Fort Eustis and Fort Sam Houston

Network Service Center concept (NETOPS, CONNECT,
SERVICEYS)

Brigade relationship with DOIMs

RCIO will be integrated into the Signal Brigade HQ as DEP BDE
CDR

UNCLASSIFIED
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