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(U) Water-borne IED Threats and the Strait of Hormuz
(V) Key Findings

e (U) A successful attack using a water-borne improvised explosive device (WBIED)
or conventional maritime mine in the Strait of Hormuz could disrupt global trade.

e (V) Iran has repeatedly threatened to choke maritime traffic through the Strait of
Hormuz if its developing nuclear program is attacked.

e (U) Al-Qaeda has a history of launching successful WBIED attacks.

e (U) Authorities have previously thwarted Al-Qaeda plots to strike targets in the
maritime chokepoints at the Strait of Gibraltar and the Suez Canal.

e (U) The imitation of successful maritime attack tactics pioneered by other groups,
such as Liberation Tigers of Tamil Eelam (LTTE), has proven successful for al-
Qaeda.

(U) Summary

(V) The Strait of Hormuz is the narrow waterway that allows maritime access into and out of the
Persian Gulf from the Gulf of Oman and Arabian Sea. The U.S. Department of Energy (DOE)
has identified the Strait of Hormuz as one of six critical chokepoints in the global distribution
and trade of oil. The concentration of valuable maritime traffic passing through such a relatively
small area makes the Strait of Hormuz a strategic area for the targeting of maritime objectives by
groups or nations looking to threaten or disrupt global trade. Iran, located on the north bank of
the strait, has made repeated threats to strangle maritime traffic passing through the strait in
retaliation for any strike against its nuclear program. In addition, al-Qaeda has reportedly been
planning strikes at critical maritime chokepoints over the past decade, including the Strait of
Hormuz. Al-Qaeda continues to plan maritime attacks, copying successful tactics from other
militant groups such as the LTTE. The Strait of Hormuz would be an ideal target for al-Qaeda’s
maritime campaign, either through the use of WBIEDs or conventional maritime weapons.

(V) Significance of the Strait of Hormuz

(V) The Strait of Hormuz is a narrow channel of water located between Iran, Oman, and the
United Arab Emirates (UAE) that connects the Persian Gulf and Gulf of Oman. While the Strait
of Hormuz is 21 miles wide at its narrowest point, the navigable space for large vessels is
considerably smaller. International treaties have designated a 1-mile corridor for inbound sea
traffic and another 1-mile corridor is designated for outbound traffic, with a 1-mile buffer
between them. Depths in the shipping lanes typically range from 50m to 80m.! The Strait of
Hormuz is the only means by which commercial shipping vessels can access the ports in the
Persian Cgulf. In 2005 over $3.25 trillion worth of international trade passed through the Strait of
Hormuz.
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(U) According to the DOE, the Strait of
Hormuz is one of six critical chokepoints
in the global distribution and trade of oil.
Approximately 17 million barrels of oil
pass through the strait every day,
accounting for 20 percent of the oil traded
worldwide.® This daily oil tanker traffic
through the Strait also accounts for 90
percent of the oil exported from the Gulf
region.* In addition to the crude oil
passing through the strait, over 2 million
barrels of other petroleum products are
shipped through the strait each day.’

(V) Previous Maritime Incidents

(U) Maritime attacks near the Strait of
Hormuz and the Persian Gulf have been
repeatedly recorded throughout history.
In recent times, conventional sea mining
of the waterway by neighboring nations Chart illustrating the shipping channels through the Strait
has resulted in numerous incidents of of Hormuz.

damaged or sunk commercial and military

vessels. The mining and missile attacks by Iraq and Iran during the 1980s resulted in the damage
and loss of several commercial shipping vessels, as well as damage to the USS Samuel B.
Roberts (FFG-58) in 1988.° Mining by Iraq also resulted in damage to the USS Tripoli (LPH-
10) and USS Princeton (CG-59) in 1991.”

(U) The past decade has seen a rise in maritime attacks by militant extremist groups in the
region. In 2004 members of a boarding team from the USS Firebolt (PC-10) stopped a local
fishing boat near the Al Amaya Oil Terminal off the coast of Iraq as part of a routine inspection.
The individuals on the fishing boat detonated hidden explosives in an apparent WBIED suicide
attack, killing several members of the boarding team and seriously injuring the others.®

(V) In addition to maritime attacks, the strait has also been the site of past maritime accidents.
The high volume of large vessels in a relatively narrow space creates a difficult environment for
maritime crews to operate within, even under the best of circumstances. In 2007 the USS
Newport News (SSN-750) collided with the very large crude carrier (VLCC) Mogamigawa near
the southern edge of the Strait of Hormuz. The VLCC Mogamigawa, a Japanese oil tanker, and
the U.S. submarine were both attempting to enter the strait when the collision occurred.® In
another example, the USS Hartford (SSN-768) and USS New Orleans (LPD-18) collided while
traveling through the strait in March of 2009.%° While these incidents are not the result of
terrorism or military aggression by foreign powers, they do illustrate the relatively close
proximity in which vessels must operate within and around the Strait of Hormuz.
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(V) Al-Qaeda as a Maritime Threat

(V) To date, al-Qaeda has not demonstrated equivalent focus on their maritime terrorism
program as they have demonstrated in their land-based terrorism programs. From 1998 to 2002,
al-Qaeda’s “Prince of the Sea” was Abd al-Rahim al-Nashiri. A Saudi national, al-Nashiri is a
veteran of the Taliban’s fight against Afghanistan’s Northern Alliance in the late-1990s. Later
he became al-Qaeda’s Chief of Operations for the Arabian Peninsula, consulting directly with
Osama Bin Laden. During his time with al-Qaeda, al-Nashiri masterminded the attempted
WBIED attack on the USS The Sullivans (DDG-68) and the successful WBIED attacks on the
USS Cole (DDG-67) and MV Limburg. Before his capture in 2002 and subsequent detainment
at Guantanamo Bay, Cuba, al-Nashiri’s maritime terrorism plans included ramming rigid
inflatable boats packed with explosives against ships, detonating WBIEDs in or near shipping
ports, crashing planes into maritime targets, and developing specially trained diving teams. The
diving teams were to work as underwater demolition teams, either by covertly placing WBIEDs
on maritime targets or detonating themselves as suicide operatives.™

(V) Reportedly al-Nashiri and al-Qaeda have drawn much of their inspiration for maritime
attacks from the success of the LTTE in Sri Lanka. While there is insufficient evidence to
support that an official relationship between the LTTE and al-Qaeda exists, there is sufficient
evidence of al-Qaeda’s imitation of successful LTTE tactics, including the LTTE’s development
of the suicide vest and the use of female suicide bombers.** Between 1990 and 2000 the LTTE
executed 10 successful WBIED attacks on Sri Lankan naval vessels. These attacks all involved
the use of small boats laden with explosives that detonated near the targets’ hulls. The LTTE
claims al-Qaeda’s attacks on the USS Cole and MV Limburg were modeled after these earlier
missions carried out in Southeast Asia.’* The LTTE also has a history of successfully using
submersibles, diving equipment, and high-speed boats as platforms from which to launch
conventional asymmetric maritime attacks, as well as methods for delivering WBIEDs.** Recent
LTTE attacks include the use of boats as human-operated WBIEDs, as well as the use of
SCUBA equipment for stealthily approaching vessels. Using the latter method, the LTTE
destr{)syed a Sri Lankan patrol boat when the suicide bomber detonated a WBIED under the

hull.

(V) Other examples of maritime terrorism for al-Qaeda to draw from occurred off the coast of
Israel. Since 1988, militant groups have launched at least 9 suicide WBIED attacks directed
against Israel’s shores and naval vessels. Responsibility for the attacks range from the secular
ultra-left-wing Popular Front for the Liberation of Palestine (PFLP), to theocratic far-right-wing
groups such as Palestinian Islamic Jihad (P1J) and HAMAS. In all instances, the suicide
bombers piloted small boats packed with explosives toward their intended targets.®

(V) Al-Qaeda’s interest in maritime targets did not end with the capture of al-Nashiri in 2002. In
2005 the Abdullah al-Azzam Brigades, an al-Qaeda affiliated group, claimed responsibility for a
rocket attack targeting the USS Kearsarge (LND-3) and the USS Ashland (LSD-48). At the time
of the attack the Kearsarge and Ashland were docked in Jordan. The Abdullah al-Azzam
Brigades’ rockets missed their targets, instead hitting the dock. In response to the unsuccessful
strike the Kearsarge and Ashland expeditiously left port.}” Reports of continued al-Qaeda
planning for maritime attacks have also endured beyond al-Nashiri’s arrest. Links to suspected
al-Qaeda members receiving specialized training, including lessons in SCUBA diving, continue
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to surface.'® In 2003 then-CIA director George Tenet reported to the Senate Intelligence
Committee that al-Qaeda was refining its maritime attack capabilities and tactics.*® Admiral
Alan West, commander of the British Royal Navy, echoed this warning a year later when he
reported al-Qaeda had plans for attacks against commercial shipping targets.?’ Admiral West
went on to specify he had specific intelligence that al-Qaeda is interested in targeting maritime
chokepoints.”* Previous uncovered al-Qaeda plots against maritime chokepoints include the
Strait of Gibraltar and, as recently as July 2009, the Suez Canal.?

(V) Iran as a Maritime Threat

(V) Iran’s direct proximity to the Strait of Hormuz allows for strong influence over the
waterway. The headquarters and primary port for Iran’s navy is at Bandar Abbas, located
directly on the Strait of Hormuz. Iran’s naval resources reportedly include a variety of small
watercraft, several frigates and destroyers, a minesweeper, and 3 Kilo-class submarines with
mine-laying capabilities. The use of mines has been Iran’s primary naval warfare tactic, as
evidenced by the array of sophisticated anti-ship mines in its arsenal.?® Iran also has anti-ship
and anti-aircraft missile installations located on several of the islands overlooking the Strait of
Hormuz, as well as along its northern shore.?

(V) Iran’s naval vessels and aircraft routinely patrol the Strait of Hormuz, frequently bringing its
military forces within close proximity to U.S. and Coalition forces. In most cases, all forces
coexist without incident. However, in recent years Iran has begun engaging in maritime
behaviors intended to harass the U.S. Navy. The tactics involve the swarming of multiple small
Iranian watercraft around the much larger U.S. naval vessels as they attempt to pass through the
Strait of Hormuz. In January 2008 the swarming behaviors were combined with threatening
radio communications. In a segment of the transmissions released to the media, one of the
Iranians stated "I am coming at you. You will explode in a couple of minutes," further escalating
tensions and nearly provoking a military response. The small boats broke off their engagement
before the three U.S. Navy vessels involved opened fire.?

Iranian small watercraft engaging in harassing behaviors close to the USS Port Royal (CG-73), USS Hopper
(DDG-70), and USS Ingraham (FFG-61), near the western edge of the Strait of Hormuz on 6 January 2008.

(U) Military vessels are not the sole target of these harassing maritime behaviors. Since January
2005, over 20 percent of the anti-shipping incidents reported in and around the Strait of Hormuz
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share distinct similarities to those reported by the U.S. Navy. Descriptions by the merchant
crews have included details such as blue speedboats, roughly 20 feet in length, multiple persons
per boat, possession of automatic weapons by the assailants, and assailants wearing facemasks.
In all reported cases, the speedboats broke off their pursuits without injury to the merchant crews
or damage to vessels.?

(V) Iran has the capability to disrupt maritime traffic in the Persian Gulf and Strait of Hormuz by
means of naval activity and mining. In 2006 Iran threatened to choke the world’s oil supply by
blocking the Strait of Hormuz if its nuclear program was attacked.?” Iran made threats of a
similar nature in 2008 and 2009.% 2° While military and commercial vessels have reported
multiple instances of harassing behaviors by its naval forces, to date Iran has not been linked to
any recent maritime attacks in or around the Strait of Hormuz.

(U) Impact of a Successful Attack

(V) The Strait of Hormuz is an ideal location for a WBIED attack by a militant group such as al-
Qaeda. The strait sees a considerable volume of economically and militarily high-value targets.
Commercial and military sea traffic occurs in a relatively small portion of a narrow waterway.
Furthermore, the regularity of daily trade through the strait provides an ample supply of
prospective high-value economic and military targets.

(V) It is unlikely that isolated instances of WBIED attacks utilizing high-speed boats, such as
those carried out in Yemen’s Gulf of Aden and off the coast of Yemen, would successfully halt
the shipments of oil, natural gas, and other goods through the strait. Even if a rogue nation or a
militant group successfully struck the largest of supertankers in the global fleet, which currently
measures 333m long and 30.5m high, it would be insufficient to barricade the passageway.
However, attacks of this nature could decrease the volume of commercial shipping through the
Strait of Hormuz and could increase the costs associated with the shipping of goods through the
strait due to the need for added security and insurance coverage.

(U) A more effective method for militants to strangle the flow of maritime traffic through the
Strait of Hormuz would involve mining the channel with either WBIEDs or conventional
weapons. In 1984 submerged explosives damaged nineteen merchant ships in the Red Sea.
Several months later authorities determined that the Libyan navy had deployed mines throughout
the waterway. Disguised as a commercial ferry, the mine laying had gone undetected for two
weeks. Egypt rallied a multinational force to take part in Operation Intense Look to sweep the
area of mines, allowing commercial sea traffic through the Red Sea and Suez Canal to safely
resume.®" Using the Libyan strategy as a model, al-Qaeda or Iran could deploy WBIEDs on or
below the surface of the Strait of Hormuz without drawing significant attention.

(V) Mining of the strait could potentially block or significantly slow all maritime traffic in the
area until effectively cleared. The potential impact of a successful attack, either with a WBIED
or conventional maritime mine, could be catastrophic to the global economy. The average
supertanker traveling through the Strait of Hormuz carries approximately 1.1 million barrels of
oil, worth over $75 million at current market prices.® While the loss of a single tanker may only
result in minor, short-term fluctuations in oil prices, multiple tanker losses or delays would have
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a more significant impact. The U.S., Western Europe, Japan, and Southeast Asia are heavily
dependent on the resources transported through the strait. For example, approximately 75
percent of the oil consumed by Japan passes through the Strait of Hormuz. While multiple
pipelines exist as alternate routes through which the Persian Gulf nations can move oil, natural
gas, and petroleum products out of the region, their capacity is insufficient to compensate for the
loss of supertanker traffic.*®

(V) In addition to the economic consequences, successful WBIED attacks in the Strait of
Hormuz could impact U.S. and Coalition military operations in the region. The headquarters of
the U.S. Navy’s 5th Fleet and U.S. Naval Forces Central Command (NAVCENT) are located on
the Persian Gulf in Bahrain.>* The basic aim of the 5th Fleet and NAVCENT is to provide
secure maritime operating conditions while supporting CENTCOM’s mission in the region.®
The Strait of Hormuz is the only navigable waterway by which most naval vessels can enter and
exit the Persian Gulf. Any partial or complete obstruction of the strait would interfere with naval
operations in the region.

(V) Conclusion

(V) The Strait of Hormuz is a vital artery for commercial and military maritime traffic. The
commerce shipped through the strait literally and figuratively fuels the global economy. The
concentration of valuable maritime traffic passing through such a relatively small area makes the
strait an area of interest for militant groups or rogue nations wishing to threaten or disrupt global
trade. Iran has made repeated threats to disrupt trade through the strait if any strike is made
against its developing nuclear program. Furthermore, reports of al-Qaeda plans to strike targets
in and around critical maritime chokepoints have periodically surfaced over the past decade, and
plots to attack the Strait of Gibraltar and Suez Canal have previously been thwarted. Al-Qaeda
continues to plan maritime attacks, borrowing proven tactics from other militant groups such as
the LTTE. The characteristics of Strait of Hormuz potentially make it an ideal location for
staging a new attack in al-Qaeda’s maritime campaign, either through the use of a WBIED or
conventional maritime weapon.
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