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History of Industry Leadership

 Founded in 2003 to perform offensive cyber security
consulting for the CIA and other high profile
government agencies

e Shifted focus from government consulting which is not
scalable to developing security software products

e Offices in Sacramento, and DC Area

* Now serve critical infrastructure customers, with the
most sophisticated security demands, across the
government and private sectors
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HBGary Management — Deep Domain Knowledge

Greg Hoglund
CEO

Previous Innovations:

* Wrote early network vulnerability scanners, installed
in over half of Fortune 500 companies

*Created and documented the first Windows NT-based
rootkit

History of Entrepreneurship:

* Founded www.rootkit.com

* Co-founded Cenzic, Inc., an innovator in software fault
injection technology

Publications:

* Exploiting Online Games (Addison Wesley 2007)
*Rootkits: Subverting the Windows Kernal (Addison
Wesley 2005)

*Exploiting Software: How to Break Code (Addison
Wesley 2004)

Additional:

* Holds two patents

* Frequent speaker at Black Hat, RSA and other security
conferences

Penny Leavy
President

Previous Experience:
* Co-founded Cenzic:
* Formulated Cenzic’s basic business structure
* Assembled a solid executive team
* Secured financing from top-tier venture capital
firms during a tight economy

*Head of sales for FTP Software:
* Built a distribution network of over 500 OEM and
channel partners
* Opened nine international sales offices
* Grew sales from $3 million to $120 million

* Finjan Software:
* Instrumental in repositioning the Company as a
leading corporate-security provider

* Tripwire:
* Developed an aggressive product strategy that
resulted in increased visibility and revenues for
the computer security company
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High-Value Partnerships Drive
Strong Growth in Sales
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History of Solid Revenue Growth
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HBGary has experienced tremendous revenue growth since 2006, driven primarily by
the strong growth in product revenue:

CAGR
Product Revenue

Service Revenue
Total Revenue
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The Evolved Risk Environment

All data is digital and can be stolen by motivated
and well funded attackers from 3,000 miles
away. They are entrenched already.

Host-level and perimeter protection is
incomplete. Existing security does not detect
emerging threats. The network is becoming
perimeterless and the host is the key to
protecting the enterprise
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Signature based systems don’t scale
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HBGary
There is NO RISK REDUCTION

Incident Response & Reimage is the traditional
model — but....

Reimaging doesn’t fix the vulnerability - over
50% of reimaged machines will end up re-
infected with the same malware

After the IR team leaves, the bad guys come
crawling back out of their holes using multiple
layers of entrenched malware and sleeper
agents (hey, remember, these guys are hackers)
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Continuous Protection

 The bad guys are going to get in. Accept it.

* Because intruders are always present, you
need to have a continuous countering force to
detect and remove them.

* Your continuous protection solution needs to
get smarter over time — it must learn how the
attackers work and get better at detecting
them. Security is an intelligence problem.
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Efficient & Scalable Visibility

* To detect advanced intruders, the security
team needs whole-host remote live-forensics
at the click of a button

* To be efficient, the team needs to search over
tens of thousands of machines in minutes

* The solution needs to support all levels of
analysis, from simple search to low-level
disassembly
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Countermeasures

* Once compromise is detected, data needs to
be extracted that can be used for better
intrusion detection
— Registry keys, emails, DNS names, URL’s, binary

file signatures, in-memory signatures, etc.

* At all times, you need to think about how you
will detect the attacker NEXT WEEK.
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Continuous Protection

Inoculate Update NIDS

R Adverse Event

Breakdown #3 Check AV Log

More Breakdown #1 é

Compromise

Scan for 10C’s Check with AD

Breakdown #2 :
Compromise

Detected

Reimage Machine Get Threat Intel
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The Breakdowns

 #1 — Trusting the AV

— AV doesn’t detect most malware, even variants of
malware that it’s supposed to detect

 #2 — Not using threat intelligence

— The only way to get better at detecting intrusion is
to learn how to detect them next time

* #3 — Not preventing re-infection

— If you don’t harden your network then you are
just throwing money away
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The Big Picture of HBGary

* Detect bad guys using a smallish genome of
behaviors — and this means zeroday and APT —
no signatures required

* Followup with strong incident response
technology, enterprise scalable

* |Inoculate to protect against known malware

* Back this with very low level & sophisticated
deep-dive capability for attribution and
forensics work=Smarter Security
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HBGary’s take on all this

* Focus on malicious behavior, not signatures

— There are only so many ways to do something bad
on a Windows machine

* Bad guys don’t write 50,000 new malware
every morning

— Their techniques, algorithms, and protocols stay
the same, day in day out

* Once executing in physical memory, the
software is just software

— Physmem is the best information source available



Efficacy Curve

[ DDNA ]

Detecting more than n

Detecting very little

Signatures

ZERO KNOWLEDGE DETECTION RATE

And Scaling issye getting worse
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And The Very Near Future

* Digital Antibodies, deployed persistent
protection against specific threat patterns

— This only works for known malware or attack
patterns

— This causes the attacker’s methods to stop
working and limits their movement, forcing them
to spend resources to maintain access
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Using Responder + REcon, HBGary was able to trace
Aurora malware and obtain actionable intel in about 5 minutes.

This intel was then used to create an inoculation shot,
downloaded over 10,000 times over a few days time.

To automatically attempt a clean operation:
khkhkhkhkkkkkkkkkhkkhkhkhkhkhkhkhkhkkkkkkhkkhkkhkkhkhkhkhkhkhkhkkhkkkkkkkx

InoculateAurora.exe -range 192.168.0.1 192.168.0.254 -clean
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DETECT. DIAGNOSE. RESPOND.

Products
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Stand Alone Enterprise
Memor : " [

.y Responder Field Edition Integratgd W'th.Encase
Forensics Enterprise (Guidance)
Enterprise Digital DNA for ePO (HBSS)
Malware
Detection Active Defense

Responder Professional Intrinsic to all Enterprise
Response ..
w/ Digital DNA products
Policy
Enforcement Integrated with Verdasys Digital
and Guardian
Mitigation
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High Profile Customers

Government Agencies: Fortune 500 Corporations: Government Contractors:
Department of Homeland Security Morgan Stanley Boeing
National Security Agency Blue Team Sony General Dynamics
92nd Airborne Citigroup Merlin International
Federal Bureau of Investigation IBM Northrop Grumman
Congressional Budget Office General Electric SAIC
Department of Justice Cox Cable Booz Allen Hamilton
Centers for Disease Control eBay United Technologies
Transportation Security Administration JP Morgan ManTech
Defense Intelligence Agency Best Buy TASC
Defense Information Systems Agency Pfizer Blackbird Technologies
US Immigration and Customs Enforcement  Baker Hughes
US Air Force Fidelity
O3 140 \ /
Morgan Stanley &) - @ﬂﬂf]ﬂﬂ

U.S. AIR FORCE
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HBGary Customers: 100% Referencable

U.S. Department of Energy:
“Responder is the best new software that | have seen in the last
U.S. Department of Commerce: 10 years.”
“Responder exceeded expectations.
Responder is a need to have product, not
Big Consulting Company:
“Digital DNA is a game changer.”

a nice to have.”

VP eCrime Unit, Fortune 50 US Bank:

“Responder with Digital DNA, it is definitely a need to have item in our tool box.

The options available to dissect the memory are excellent and easy to
understand, not like some other tools that are currently in the marketplace.”

Chief Advisor, Enterprise Risk and Security, Large Air Force 92nd Squadron:
Telecommunications Firm: “We love Responder and Digital DNA.”
“I tested Digital DNA in a challenge and found that if this

had been a real breach, | would have been able to initiate

action within 3-5 minutes. This would be a real cost
saving, which is important in a corporate environment.”
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DETECT. DIAGNOSE. RESPOND.

Managed Service



HBGary

Managed Service

 Weekly, enterprise-wide scanning with DDNA
& updated I0C’s (using HBGary Product)

* |Includes extraction of threat-intelligence from
compromised systems and malware

* |Includes creation of new IDS signatures
* Includes inoculation shot development

* Includes option for network monitoring
specifically for C2 traffic and exfiltration
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DETECT. DIAGNOSE. RESPOND.

Technology Block
Diagram
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Product, extremely flexible, SDK available

L

TMC'’s support in
Federal space.
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Mature product in market

Could be productized...
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Digital DNA™
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Digital DNA™

 Automated malware detection

e Software classification system
e 5000 software and malware behavioral traits

e Example

— Huge number of key logger variants in the wild
— About 10 logical ways to build a key logger
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Digital DNA™ Benefits

* Enterprise detection of zero-day threats

* Lowers the skill required for actionable
response
— What files, keys, and methods used for infection
— What URL’s, addresses, protocols, ports

* “At a glance” threat assessment

— What does it steal? Keystrokes? Bank Information?
Word documents and powerpoints?

= Better cyber defense
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How an AV vendor can use DDNA

* Digital DNA uses a smallish genome file (a few
nundred K) to detect ALL threats

* |f something is detected as suspicious, that object
can be extracted from the surrounding memory
(Active Defense™ does this already)

 The sample can then be analyzed with a larger,
more complete virus database for known-threat
identification

* If a known threat is not identified, the sample can
be sent to the AV vendor automatically
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Digital DNA™ Performance

* 4 gigs per minute, thousands of patterns in

parallel, NTFS raw disk, end node
e 2 gig memory, 5 minute scan, end node

 Hi/Med/Low throttle

e =10,000 machine scan completes in <1 hour
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Under the hood

These images show the volume of decompiled information
produced by the DDNA engine. Both malware use stealth to
hide on the system. To DDNA, they read like an open book.
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Digital DNA™

Ranking Software Modules by Threat Severity

| Module | Process Severity Weight

o i System L
% 1

0B|8A C4 05

OF 51

2727 7BED06194200C202213D00630221

Traik: GhAC2

Description:  The driver may be a rookkit or anti-rootkit toal, It should be examined in more
detail.

Traik:

Description: small indicator that detour patching could be supparted by this
50 0 o e technigue and is also

Trait:

Software Behavioral Traits

Description:  The driver has a potential hook point onto the windows TCP stack,  This is
common to deskiop firewalls and also a known rootkit technique.
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What’s in a Trait?

04 OF 51 B[00 24 73 22]k ANDS[>004]

C”"QueueAPC”{arg0:0A, arg}

The rule is a specified like a regular expression, it
matches against automatically reverse engineered
) details and contains boolean logic. These rules
Unique hash code are considered intellectual property and not

Weight / Control flags shown to the user.

The trait, description, and underlying
rule are held in a database

4 Trait: 0OF 51
g Description: There is a small indicator that detour patching could be supported by this

software package., Detour patching is a known malware technique and is also
used by some hacking programs and system utilities,
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Digital DNA™ (in Memory)
VS.
Disk Based Hashing, Signatures,
and other schematic approaches

oo



DISK FILE IN MEMORY IMAGE Internet'Document
PDF, Active X, Flash

Office Document, Video, etc..

OS Loader

White listing on disk
doesn’t prevent
malware from being in
memory

MD5 Checksum
is white listed
White listed code does

Process is
not mean secure code

trusted
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IN MEMORY IMAGE
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Digital DNA
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DISK FILE IN MEMORY IMAGE
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OS Loader

\Y/ D) Digital DNA
Checksums remains
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compiled in
three
different

ways
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Compromised computers...

Now what?

oo
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Active Defense™



Alert!

ActiveDefense
Management Console

'ork > Systems > Detail

3

ing page 1 of 44 (877 items) < € page >
| wmiprvse.exe memaorymaod-pe-0x00090000-0x0018f000 75.0 linonn &
| System 00010ddd4 37.8 1100 &6
[ ]| svchost.exe memorymaod-pe-0x00a70000-0x00a7 3000 30.0 Hinemn &
| ddna.exe ddna.exe 22.4 i &6
| Unknown 19.0 i & @
| System msobxmfixwqu 19.0 10NN &6
| explorer.exe msgina.dll 14.0 1 &8
| svchost.exe shsyes. dll 13.0 &8
[ ] ddna.exe ddna.exe ERCRLUT &
| taskmgr.exe vdmdbg. dll o LT &6

© 2009 HBGary. All rights reserved



Hmm..

/3 https:/ /hbserver - Module Detail - Microsoft

i ‘Module Detail &' Wednesday, April 7, 2010
Type Module
Module memorymod-pe-0x00090000-0x0018f000

ork > Systems > De

1 Detail > TESTNODE-3

r Process wmiprvse.exe
0

Digital DNA Score 75.0

ing page 1 of 44 (877 items) | < Page [ﬁ >
Digital DNA Sequence 00 94 15 00 6E F6 80 80 00 80 80 01 80 80 02 80 80 08
Process Name Score Livebin
wmiprvse.exe 75.0 Mnimm & &
] System a7.8 1 & &
[ ]| svchost.exe 30,0 NN % &
| ddna.exe Code Trait Description 22.4 1M & &
Unknown 80 01 This package appears to have packer characteristics: Suspicious B 19,0 100 & @
| System Entry Section w/ Data Sections 19.0 10010 & &
| explorer.exe 80 02 This package appears to have packer characteristics: Suspicious 14.0 100N & @
| svchost.exe Mon-Standard Section Names 13.0 10N & &
[ | ddna.exe 80 08 This appears to be a hidden module, possibly injected. 9.9 1018 &
taskmagr.exe 8000 Thi e— — — — = 8.0 10 é& &
Ent
94 15 The
whi to

w|le, possibly injected. |
B cere The . .
ker characteristics: Sus

£&] Done ' |8 @ Trusted sites




HB)Gary

Active Defense Queries

 What happened?
 What is being stolen?
* How did it happen?

* Who is behind it?

e How do | bolster network defenses?
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Active Defense Queries

Reports > Query Builder

Query Name: n |Enter a query description here... | _System ﬂ B Public c
Where B

Gerecutviogue score 5| AN
D E

[#) Add Another Field F
And Where

[#) Add Another Field

Add Another Criteria Block G H
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Active Defense Queries

QUERY: “detect use of password hash dumping”
Physmem.BinaryData CONTAINS PATTERN ‘| No NDA no Pattern...©

QUERY: “detect deleted rootkit”

(RawVolume.File.Name = “mssrv.sys“ OR RawVolume.File.Name = “acxts.sys")
AND RawVolume.File.Deleted = TRUE

QUERY: “detect chinese password stealer”
LiveOS.Process.BinaryData CONTAINS PATTERN “LogonType: %s-%s"

QUERY: “detect malware infection san diego”

LiveOS.Module.BinaryData CONTAINS PATTERN “.aspack” OFFSET < 1024
OR

RawVolume.File.BinaryData CONTAINS PATTERN “.aspack” OFFSET < 1024
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Enterprise Systems

e Digital DNA for McAfee ePO

* Digital DNA for HBGary Active Defense

* Digital DNA for Guidance EnCase Enterprise
* Digital DNA for Verdaysys Digital Guardian



HBGary
Integration with McAfee ePO

ePO Responder

Console Professional

=
i T

PO Schedule J ePO
Agents

- Server <€ (Endpoints)
Events

HBG Extension HBGary DDNA
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ver | Time:! 11, : PM PET | L 7 admin

McAfee

ePolicy Orchestrator® 4.0

| MHetwork |Automation|Conﬁuuration|

tion Log Audit Log Euen

All Machines

Machine: HBGARY-PMLAPPY
Total Machines: Modules o

High Risk: Sequence Module Process Severity Score
Medium Risk:
Low Risk:

Mo Risk:
Unscanned:
Stale:

OB BACZODSOFS1030FA4050134C iimo.sys System T 92,7
0140 D4 04 2B 69 05 60 0B 05 FEF2C  flypaper.sys System [][]] 59,4
02 B4 0B 05 14 CB 04 24 76 05 94 C6 ( olepra.dll explorer.exe L[]} 38.1
OSFEF4 05 7JFSF 0523 120514 C8 0 wuaueng.dll swchost.exe ][] 2.6
DS FEF4 05 FFSF0S23 1305 14C8 0 wsack32.dll svchost.exe 292

Severity Mame
{[1][]] HBGARY-PMLAPPY
MCSERVER
HBGARY-FCSD7002

0284 4102B40B05 14 C2056EF1IL vmnat.exe ymnat.exe 25.7

07 COE30S4F 9005 A8 FLOS 89 E4C  rsaenh.dl svchost.exe 242
0S 7FSFO0S23 130514 CE805A8F1 0 winhttp.dll svchost.exe 24.2
0SBO 4702 C7 CS0SSE4B 0S5 685410 mpr.dll Dhgview.exe 23.2
07 COEZ05512705A2FL0S29E40  userenv.dll winlogon.exe 22.6[]

dddddaadaad

Trait Explorer

Module: flypaper.sys DT
Traits 0

Trait Description

40 Dy This kernel mode driver is accessing files on the filesystem. By itself this does not indicate s/
2B 69 The kernel driver may be sniffing network packets, This is either suspicious, or this is relate
60 0B The driver appears to be hooking interrupts, YWhile many low level drivers are known to use
7E F2 The driver appears to be hooking interrupts, While many low level drivers are known to use
02 DF The driver uses context structures, This might be used to hide the fact a breakpoint is set, ”
BED BF This driver uses trap frames, this is related to interrupt hooking. Interrupt hooks are a canmi
f=l==te] This driver uses trap frames, this is related to interrupt hooking, Interrupt hooks are a comi

SF FD This driver uses trap frames, this is related to interrupt hooking, Interrupt hooks are a comi

IR

49 F3 The driver appears to be hooking interrupts. While many low level drivers are known to Us e«
-
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er | Time: 1

McAfee

ePolicy Orchestrator® 4.0
on Log v WPMA Console

All Machines Module Explorer

Teait Search Machine: HBGARY-PMLAPPY
rModules o

Trait Sequence: |DB 84 C2 05 0F 5103 0F 6403 01 34

Threshold: Lo

Sequence Module Process Severity
OB BAC20S0FS1030F6405013AC  iimo.sys System T
01 40 D4 04 2B 69 05 60 OB 05 FEFZ € flypaper.sys System T
02 B4 0B DS 14 CB 042476 0594 C6 (0 alepra.dll explarer.exe [ [1[1]]
05 FEF4 05 7FSF0523 130514 C8 0 wuaueng.dll svchost.exe [ [1[1]]
O3S FEF405 FFSFO05S 23 1305 14 C8 0 wsock3z2.dl svchost.exe

0284 A1 02B40B05 14 CEBOSGEFLL  vmnat.exe vmnat.exe

D7 COE30S4F 9005 A2 F10S89E4C  rsaenh.dll svchost.exe

0S FFSFO0S 221305 14 CE2 05 A2 F1 0 winhttp.dll sychost.exe

05 BO 47 02 7 C5 05 SE 4B 05 68 540 mpr.dll Chaview .exe

07 COE20551287 05 A2 F105 29 E40  userenyv.dll winlogon.exe

Severity MName

T HE GARY-PMLAPPY
MCSERVER
HEGARY-FCSD7002

dadaddadaadd

Trait Explorer
Module: flypaper.sys

Traits 0'

Trait Description

40 Dy This kernel mode driver is accessing files on the filesystemn. By itself this does not indicate s “
2B 69 The kernel driver may be sniffing network packets, This is either suspicious, or this is relate
a0 OB The driver appears to be hooking interrupts. While many low level drivers are known to use
7E F2 The driver appears to be hooking interrupts, While many low level drivers are known to use
02 DF The driver uses context structures. This might be used to hide the fact 2 breakpoint is set,
BD BF This driver uses trap frames, this is related to interrupt hooking. Interrupt hooks are a comi
[=l=1=] This driver uses trap frames, this is related to interrupt hooking. Interrupt hooks are a comi

SF FD This driver uses trap frames, this is related to interrupt hooking. Interrupt hooks are a comi

F RPN R

&

49 F2 The driver appears to be hooking interrupts, While many low level drivers are known to use[v
LI
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DETECT. DIAGNOSE. RESPOND.

Responder
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HBGary Responder Professional

e Standalone system for incident response
* Memory forensics

 Malware reverse engineering

— Static and dynamic analysis

* Digital DNA module

e REcon module ”’




HEB)Gary Responder Professional

Toc_0040282F Toc_00402824 Toc_004013E0 1oc_004013D5 Toc_004032E4 Toc_004032

call___imp_ws2_32. dTl'send call___imp_ws2_32. d'I'I'send call___imp_ws2_32. dﬂ'send

fi—‘

6 52_32. d@

€J) TrackBy ColorBy S

D> 2 03:48g80  03:52.000 03:56.000

¥ v P £ |l | S e vt o
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DETECT. DIAGNOSE. RESPOND.
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REcon

Records the entire lifecycle of a software program, from first instruction to the last.
It records data samples at every step, including arguments to functions and pointers to
objects.

€J) TrackBy ColorBy

HWBD>

l:istrlen] 09:41:35 Creating ps C: \WINDOWS \system32\typedi.exe (2)

l:lstrlenA] 09:41:35 Creating ps C:\WINDOWS \system32\typedi.exe (2
nsprintfA] release mutex - %u (%u)(%u), C:\WINDOWS)
nsprintfA] C:\WINDOWS \system32\typedi.exe, %s%s\%s, C:\WINDOW
wsprintfA] _hMutex: %u, C:\WINDOWS)\
~ 207w ~uaa sc.umWSPrntfA] %02d:%02d:%02d , C:\WINDOWS\
<1696>[kernel32.dh:Istrlen] 09:42:05
<1696> [kernel32.di:IstrlenA] 09:42:05
<1696 > [kernel32.dii:Istrlen] 09:42:05 Creating ps C:\WINDOWS\system32\msnet.exe (2)
<1696 > [kernel32.di:IstrlenA] 09:42:05 Creating ps C:\WINDOWS \system32\msnet.exe (2)
<1696 > [user32.dll:wsprintfA] release mutex - %u (%u)(%u), C:\WINDOWS)\
<1696 >[user32.di:wsprintfA] C:\WINDOWS \system32\msnet.exe, %s%s\%s, C:\WINDOWY
]
]

<1696 >[user32.dl:wsprintfA] _hMutex: %u, C:\WINDOWS)
<1696>[user32.dl:wsprintfA] %02d:%02d:%02d , C:\WINDOWS\
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DETECT. DIAGNOSE. RESPOND.

Advanced Discussion:
How HBGary maintains

DDNA with Threat
Intelligence
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Intelligence Feed >

Partnership Feed Agreements Feed Processor

SR
Cyveillance*

Meta D
®Ehadnw eta Data

\_
.
ﬁﬂﬁﬁfee Digital DNA
\ J

J
~
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From raw data to intelligence

Feed Processor

Meta Data

\(

Digital DNA

VAN

[ Active Defense ]

i
N—_

primary

N~

Data Integration

(

\

Responder

J

Malware Analysis

Stalker

Palantir

Stats

Link Analysis
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Ops path

Malware Attack Tracking

*
x X0

Digital DNA™

Active Threat Tracking

Detect relevant attacks in progress.
Determine the scope of the attack.

Focus is placed on

* Botnet / Web / Spam Distribution systems
* Potentially targeted spear/whalefishing

* Internal network infections at customer
sites

Development idioms
are fingerprinted.
Malware is classified
into attribution
domains. Special
attention is placed on:
* Specialized attacks

* Targeted attacks

* Newly emergent
methods

Determine the person(s) operating the
attack, and their intent:

Leasing Botnet / Spam

Financial Fraud

Identity Theft

Pump and Dump

Targeted Threat

Email & Documents Theft Intellectual
Property Theft

Deeper penetration
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tring. dafid=123750 | | S5equences - Global Threat Gen... .3 | | | Job Results - Global Threat Center

Welcome, Greg Hoglund!  Logout My Account | Support | HBGar.com

HB)Gary @® Global Threat Genome ~

DETECT. DIAGNOSE. RESPOND.

HOME ADMINISTRATION

Summary Home > Sequences
Modules Filters
Strings Displaying Page 1 of 11 (215 Sequences) R
My Account |' Sequence Module ¥ Weight
] 0B EL C205EEF1 02CT7CS058ED505C0 240523 DE0SBS 9B 05 7OE201 2 modules 1214
My Analysis Jobs T 025F CEO3D3C5014DF201 B4EEDT AEDA D535 44 0564 DB 0523 CEOD 39914212987 aefid32e3b47 508" 1123
My Downloads T 0B 8a c2 0340 C5 00 B4 0B 02 35 CD 02 67 6C 01 AEDA 05 23 CEO1 1E7B 04 bibl fd3ci5770befct20bhedene 102 6
¥ 0=D3g 1B 02 38 CD 01 4D F2 01 B4 EE 02 27 F1 01 AEDADSEEF1 02 0Be49577 11k bale 773943ck: 1025
Nl ' 01 B4 EE 01 AE DA 05 6F 48 01 68 54 01 1E 7B 0204 86 OF  c84168b71595024bca897 et 96 .4
01 65 0904 29 0E 00 0B AE04 02 8D 040090 00 1B 97 00 dEB0GEef7I3093230:606e1 41 95 5
S ms s 955
953
Malware sequenced every 24 hours
917
7 00B4 0B 0238 CO 0 4DF2 01 B4EEO] AEDA 02 CT C501 1E PB4 B0SE 00 Boeddl acdedbb2dSh11dlce2 863
T 03D3CS05BCEE0SEEF 02 C7 €503 85 ADOF CD 04 01 BE 0900 4CEC 01 awdgnkhe. 8.3
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HOME  ADMINISTRATION

Traik: aac2

Description: : driver may be a rookkit or anti-rookkit kool Ik should

Trait:

Hit Report ol Description:
Malware
Trusted

Trait:
Unknown

Description:
Factor / Group / Subgroup

Installation and Deployment
Code Injection

Process Memory

Thread Injection

Process Enumeratio Over 5, 000 Tra ItS are 43.8%

Temp Files Dropped in RAYN or File System ° ° 18.8%
A categorized into Factor, e ne
Registered Group, and Subgroup. 25.0%

Explorer 18.8%

INI Files, 12.5%

Development Q- 8 “ »” 62.5%

4 This is our “Genome

Compression 50.0%

Self Defense 68.8%
File Time Modifications 3 18.8%

Evidence Removal 2 125%

Sabotage 5 31.3%
Antivirus 0 -- %

Desktop Firewvall 0 s

Anti-virus = 31.3%
Communications 13 81.3%
Email Protocol 2 125%

SMTP 2 12.5%

IRC Protocol 1 6.3%



Country of Origin

. Ghost RAT Beta 2.4.3

e Country of origin

— Is the bot designed for
use by certain
nationality?

* Geolocation of IP is NOT
a strong indicator

— However, there are
notable examples

— Isthe IP in a network
that is very unlikely to
have a third-party proxy
installed?

* For example, it lies

within a government
installation

" GhOst RAT Beta 2.4.3

FRiIEAcE
B AT i ]

=5 e
KhAAT qaxvablpT2uvabvty J:'z’:':f]Eﬂ

AL

g EFR

192 165, 1. 106

® C&C
Size = Relative numberat.. -
a single location ‘

. il il

C&C map from Shadowserver, C&C for 24 hour period



<?php define('_cpP__", 1);
require_once('system/global.php’);
if(!@include_once('system/config.php’'))die('Hello! How are you?');

C&C server source code.

/ KOHCTAHTHI.

define( ' CURRENT_TIME’,

define("ONLINE_TIME_MIN',| /
define( DEFAULT_LANGUAGE ' L& 2 2 J J
define(  THEME_PATH', "theme’);

1) Writtenin PHP

—— 2) Specific “Hello” response
Yy P 2anpockl.

define( ' QUERY_SCRIPT', basename($_SERVER[ '"PHP_SELF'])); (note, can be queried from

3e;1:neg'QUERY_SCRIPT_HTML' : QUE?Y_SCRIPT);

efine( QUERY_VAR_MODULE", 'm'); . :

define( QUERY_STRING_BLANK ', QUERY_SCRIPT. '?m="): _ remote to flngerprlnt Server)
define( " QUERY_STRING_BLANK_HTML', QUERY_SCRIPT_HTML. ?m=" L

define( ' CP_HTTP_ROOT, str_replace("\\"', '/" 3) Clearly written in Russian

//Ceccuna, Kyku.

define( ' COOKIE_USER', P //VMA nonb3oBa
define( ' COOKIE_PASS', U

define('COOKIE_LIVETIME', CURRENT_TIME + 2592000); BpeMa XW3HW
define( COOKIE_SESSION', ‘ref’); //NepeMeHHas 4
define( ' SESSION_LIVETIME', CURRENT_TIME + 1300); //BpeMa XU3HU

//Noaknwuyaemca K base.
if(!connectToDB())die(mysqgl_error_ex());

In many cases, the authors make no attempt to hide....
You can purchase many Kkits and just read the source
code...



00000140
00000150
00000160
Qo000170
00000180
00000190
00000140
000001BO
Q00001COo
000001D0
O0000D1ED

000001FO0

3B B3 46 46 B7 DO DD EC CE CE EA
E6 74 74 CB 48 48 B8 BS BS EZ2 36

NEITSCAPE2 .U coou s
lb.Built with GI
F Movie Gear 4.0
.Ib.Made by Ajax
Load.info. Ina.

19 0E 00 14 14 AD 3F 82 0B 37 40
19 29 18 32 00 36 3C 3E 28 00 42

7C
Bl
42
00
0B
00
49
30
78
00
00
91
3B

='::*FF-DPiEEeg| |
I1ééiezzEHH, ppabet
uuk: : F 11D I1R%%SEE
BNNOUWHIIG, - .

NETSCAPEZ . 0
Ib.Built with GI
F Movie Gear 4.0
.Ip.Made by Ajax
Load.info.!u. . ..
TS, - A [
(NN RN NN RN
“1.96400. 10,5 ;

A GIF file included in a C&C server package.



GhostNet: Screen Capture Algorithm

Loops, scanning every 50t line (cY)
of the display.

Reads screenshot data, creates a
special DIFF buffer

LOOP: Compare new screenshot to
previous, 4 bytes at a time

If they differ, enter secondary
loop here, writing a ‘data run’
for as long as there is no
match.

Offset in .
Len in bytes
screenshot




‘Suyoauce’ C&C Hello Message

2)

3)

4)

S)

6)

1) this queries the

uptime of the
machine..

checks whether it's a
laptop or desktop
machine...
enumerates all the
drives attached to the
system, including USB
and network...

gets the windows
username and
computername...
gets the CPU info...
and finally,

the version and build
number of windows.



Aurora C&C parser

A) Command is stored as
a number, not text. It
Is checked here.

B) Each individual
command handler is
clearly visible below
the numerical check

C) After the command
handler processes the
command, the result is
sent back to the C&C
server




We want to
find a
connection
here

Botmaster

Develope

Developer

Link Analysis

C&C
Fingerprint

Affiliate 1D

Protocol
Fingerprint

C&C
products

Link Analysis

Endpoints




Example: Link Analysis with Palantir™

. Implant
| i . Forensic
BL(l)G Baidu.Hl Toolmark

| specific to
3 Implant
3. . Searching the
‘Net reveals
source code
that leads to
Actor
. Actor is
supplying a
backdoor
. Group of
people asking
for technical
support on their
copies of the
backdoor




HB)Gary

DETECT. DIAGNOSE. RESPOND.

Questions?



HB)Gary

roduct Overview

Product Demo

HB)Gary End-node Active Defense™ Gary
. Server HB) INDCULATOR
- e - -
Intel Value Window R- \ T
Lifetime > | P | st
Minutes Hours Days  Weeks  Months Years hysical Forensic Disk | — & 4 e
Blacklists ATTRIBUTION-Derived | Memory Analysis o Network A Notwork Tres SR ||| Group View M Fewnsigens TEN
| Analysis E | e [ap— e ™ Pl o]
Ovetoper I m I ]
Tockmarts
ST ——— ] N 4 ! ¥ T T
— | o 7 — Algorithms | Software Live operating : & Reports u
NIDSsans™ | Hooks | | Behaviors system data Sattings L
— ~— | Z | |
Protocol Install - | | @rev ']
ONS Dawes 3 | All analysis at end-node | C A
/
P Address \ S - - Clean or Infected Status
—— \ Minimal network impact. Detection of hostile
code & remote incident Blocked

response capability Event




HBGary

Conclusion

* We look forward to working with you
throughout this process.

Thank Youl!



