InfraGard Rules of Behavior

Applicant: Vera, Ted Application ID: 165414caa55c2a363d599997377

Chapter: Denver Application Date: 10/04/2010

Purpose: This agreement outlines the acceptable and unacceptable uses of FBI Information
Technology (IT) and Information Systems (IS). It also outlines the signer’s responsibilities
regarding stewardship and use of FBI IT/IS and Public Key Infrastructure (PKI) assets and
capabilities if a PKI token is issued.

Scope: This agreement applies to anyone granted access to any FBI IT/IS, including but not
limited to: FBI employees, contractors, interns, detailees, and personnel from Other
Government Agencies (e.g., Federal, state, municipal, or tribal). All references to IT/IS
monitoring herein pertain to data communications only (emails, facsimile, computer database
use and data storage, digital transmission of data...etc.) and does not apply to voice
communications. This agreement form must be signed before access to any FBI IT/IS is
granted.

References:
e Standards of Ethical Conduct Regulation (5 CFR Parts 2635 and 3801).
e The Federal Information Security Management Act (FISMA) of 2002.
e The FBI Security Policy Manual (SPM).
e FBI Manual of Investigative Operations and Guidelines (MIOG) Part Il Section 16-18,
and 26.
FBI Manual of Administrative Operations and Procedures (MAOP) Part Il Section 2-1.1.
e FBI Unclassified Network (UNet) Policy Version 1.0, 3 April, 2007
e U.S. Department of Justice (DOJ) Public Key Infrastructure X.509 Certificate Policy
v1.13, 15 December, 2006.
e X.509 Certification Practices Statement for the Federal Bureau of Investigation High
Assurance Certificate Authority v3.0, 31 October 2005.
e FD-1001 (1-22-2007) DOJ Consent For Warrantless Searches Of Department Of Justice
Workplaces.

Statement of Responsibility: | am responsible for all IT that | introduce into FBI space
including devices that are privately owned, or those owned by another government agency.

| am responsible for all activity on FBI IS's, as well as any other IT/IS's that are
authorized to operate in FBI space, that occurs on my individual account(s) once my logon
credential or password has been used to logon. If | am a member of a “group account,” | am
responsible for all activity when | am logged on an IS associated with that account.

| acknowledge that the ultimate responsibility for ensuring the protection of FBI non-
public information lies with me, the user of FBI IS's and non-FBI IT/IS's authorized to operate in
FBI spaces.

Access: Access to FBI IT, IS, networks, and other agency systems operating in FBI spaces is
for official and authorized purposes as set forth in Title 5 CFR Parts 2635 and 3801 (Federal
Ethics Regulations) (noted above) and as further outlined in this document.

Revocability: The ability to use IT in FBI space and access to FBI IS's is a revocable privilege.

IT used in FBI space is subject to vulnerability assessment, content monitoring and security
testing.

Page 1 of 5



InfraGard Rules of Behavior

Rules of Behavior: | will adhere to the following Rules of Behavior (ROB):

1.

10.

11.

12.

13.

I consent to monitoring or search of any IT/IS equipment or media | bring into, or remove
from, FBI owned, controlled or leased facilities. When asked by authorized personnel | will
provide unfettered access to all equipment or media brought into or removed from such FBI
facilities. | also understand that FBI or FBI leased IS's may be monitored or otherwise
accessed for law enforcement or other compliance purposes and my agreement to this FBI
ROB constitutes my consent to be monitored and to allow access to FBI IS's accessed by
me.

The following (2.a.) applies only to personnel from Other Government Agencies whose
duties require them to bring IT/IS assets (e.g., laptop or desktop computers) owned or
leased by their parent agency into FBI facilities:

a. | understand that the aforementioned IT/IS assets are also subject to FBI search
and/or monitoring; however, prior to any search or monitoring the FBI will coordinate
with the appropriate Security Personnel or other responsible representatives of my
parent agency to afford my agency an opportunity to provide warnings to the FBI
about the types of information that may exist within my IT/IS devices and to ensure
that my agency is afforded the opportunity to have appropriate representation during
any and all searches.

I will comply with the FBI SPM, MAOP, MIOG and local Standard Operating Procedures and
| will address any questions regarding policy, responsibilities, and duties to my Information
System Security Officer (ISSO), Information System Security Manager (ISSM), or Chief
Security Officer (CSO).

I will protect my password(s) in accordance with the classification level of the system or at
the highest classification of the data being secured.

I will only use strong passwords as defined in the FBI SPM and agree to change my
password with a frequency as specified by policy or as requested for security reasons.

| will use screen locks or logoff my workstation upon departing the immediate area.

| will use all required virus-checking procedures before accessing information from all
removable media or before accessing email attachments from unknown sources.

I will mark all media (fixed and removable) with the appropriate classification level and
ensure that it is properly safeguarded.

I will NOT disseminate any FBI non-public information to anyone who does not have a
verified authorization to access the information and appropriate security clearance.

| will complete the FBI's Annual INFOSEC Awareness Training or provide my ISSO, ISSM or
CSO with adequate documentation of my completion of my employing agency’s annual
information security training.

If designated as a “Privileged User” | will complete the required Privileged User Security
training and sign the Privileged User Rules of Behavior form.

I will immediately report any suspicious incidents or improper use to my ISSO, ISSM, or
CSO in accordance with SPM guidelines.

If issued digital certificates by the FBI PKI Certification Authority (CA), in addition to the
above | will:
a. Use the certificate and corresponding keys exclusively for authorized and legal
purposes for which they are issued and only use key pairs bound to valid certificates.
Note: Explanation of what certificates, keys, and key pairs are and how to use them
is explained on the PKI Registration Form when the token is issued.
b. Re-authenticate my identity to the FBI CA in-person and register for certificate re-key
at least once every three years, or as instructed by designated authorities.
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c. Protect my token and private keys from unauthorized access and be aware of the
location of my token and ensure its security at all times, whether in my immediate
possession, in FBI space, or in my home.

d. Use the “strong password” guidance mentioned in 4 and 5 above.

e. Immediately request my ISSO, ISSM, or CSO or an authorized FBI PKI authority to
revoke my associated credentials if | suspect that my token or keys are lost/stolen or
if my password was compromised.

Expressly Prohibited Behavior: | will NOT conduct or participate in any of the following
behaviors or activities on any FBI IT, IS, or on other agency IT/IS systems authorize to operate
in FBI space, unless required as part of my official duties:

1.

2.

No ok~

®

10.

11.
12.
13.
14.
15.
16.
17.
18.

19.

20.

Reveal my password to anyone or permit anyone to use my account, user ID, or
password(s).

Tamper (e.g., alter, change, configure, install software or hardware, or connect IT or
systems) with my computer to circumvent any FBI policy and IT/IS protections.

Install or connect non-FBI owned or leased (including privately owned) software or
hardware (e.g., PEDS, such as Palm Pilots, Blackberrys, MP3 Players...etc.) and
removable media (e.g., thumb drives, memory sticks...etc.) to FBI IT/IS.

Connect classified IT or IS's to the Internet or other unclassified systems.

Introduce wireless devices into FBI space without authorization from the ISSM.
Download, view, or send pornography or obscene material.

Download, view, or send matter that involves racist, discriminatory, supremacist or
"hate" type causes.

Access, retrieve, create, communicate or print text or graphics that are generally
inappropriate or unprofessional.

Engage in email hoaxes, gossip, chain emails, forwarding virus warnings, or
advertisements (spam).

Use FBI IT/IS or FBI non-public information for personal benefit, profit, to benefit other
persons, non-profit business dealings, any political (e.g., lobbying or campaigning) party
candidate or issue or for any illegal activity.

Knowingly violate any statute, such as copyright laws or laws governing disclosure of
information.

Attempt to process or enter information onto a system exceeding the authorized
classification level. (e.g., placing Top Secret information on Secret Enclave).

Use internet “chat” services (e.g., AOL, Instant Messenger, Microsoft Network IM, Yahoo
IM...etc).

Download Peer-to-Peer file sharing software or applets, or to use any other means to
download music, video or game files.

Introduce executable code (such as, but not limited to, .exe, .com, .vbs, or .bat files).
Create or intentionally spread malicious code (i.e. viruses and Trojans).

Attempt to circumvent access controls/permissions or hack into (e.g., by penetration
testing, password cracking, "sniffer" programs, etc.) any FBI IT/IS.

Attempt to circumvent access controls or to use unauthorized means to gain access to
accounts, files, folders or data on FBI IT/IS.

Use an account, User ID, or password not specifically assigned to me, masquerade as
another user, or otherwise misrepresent my identity and privileges to IT/IS administrators
and security personnel.

Setup automatic forwarding of email to non-government accounts (e.g., Gmail, Yahoo,
Hotmail, business/vendor email accounts, etc.).
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21. Download attachments via Outlook Web Access to a non-government computer.
22. Remove sensitive/classified media (paper or electronic) from controlled areas/facilities
(i.e. taking classified media home) without authorization.

Privacy Act Statement:
The information solicited on this form is collected pursuant to the Federal Information Security
Management Act (FISMA) of 2002, the Computer Security Act of 1987, the general
recordkeeping provision of the Administrative Procedures Act (5 U.S.C. § 301) and Exec. Order
9397, which permits the collection of social security numbers. The Public Key Infrastructure
(PKI) portion of this agreement is collected pursuant to 5 U.S.C. §§ 3301, 9101, Exec. Order
No. 12,968, Exec. Order No. 10,450, and 28 C.F.R. § 0.138. Pursuant to the Privacy Act of
1974, 5 U.S.C. § 552a, we are providing the following information on principal purposes and
routine uses. The principal purpose of this form is to verify that individual signatories are aware
of the rules of behavior that govern access to FBI IT/IS that operate in FBI space. If a digital
certificate from the FBI PKIl is issued, this form also supports the operation of the PKI Program,
which is designed to increase the security posture of the FBI. For the PKI Program, the
information submitted will be used to verify user identity in support of the digital signatures and
data encryption/decryption provided by the FBI PKI system. This information, in conjunction with
the PKI digital signatures and data encryption/decryption, is used to provide Authentication,
Non-repudiation, and Confidentiality services.

The information on this form may be shared within the Department of Justice (DOJ) components
and with other governmental agencies for the purpose of providing access to these facilities,
facilitating information sharing (i.e.-sending encrypted e-mails), and for other authorized
purposes. In addition, information may be disclosed to the following;

1. Appropriate federal, state, local, tribal, foreign or other public authorities conducting criminal,
intelligence, or security background investigations.

2. Officials or employees of other federal agencies to assist in the performance of their duties
when disclosure is compatible with the purposes for which the information was collected.

3. To contractors, grantees, experts, consultants, or others when necessary to accomplish an
agency function.

4. Pursuant to applicable routine uses for the FBI's Central Records System (Justice/FBI-002),
which is where the information solicited on this form will be maintained. The provision of the
information is voluntary, but without your acknowledgment of the rules of behavior for accessing
FBI information, and IT/IS’s that operate in FBI space, you may not be permitted such access or
receive FBI PKI credentials and certificates, which may affect your ability to perform your official
duties. Disclosure of the last four digits of your social security number is also voluntary, but will
help to differentiate you from other individuals with the same or a similar name.
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Applicant: Vera, Ted Application ID: 165414caa55c2a363d599997377

Chapter: Denver Application Date: 10/04/2010

Acknowledgment

| acknowledge that | have read and understand the above listed Rules of Behavior. | also state
that | will adhere to these Rules of Behavior and that failure to do so may constitute a security
violation resulting in denial of access to FBI IT/IS networks or facilities. | also understand that
violation of these Rules of Behavior will be reported to the appropriate authorities for further
administrative, civil or criminal disciplinary action deemed appropriate.

Once signed, please mail or fax your form to:

InfraGard Program
Attn: Membership

402 Johnston Hall
Baton Rouge, LA 70803
Fax: 225-578-9235

Printed Name:

Signature: Date:
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