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(U//FOUO) The Syrian Electronic Army (SEA), a pro-regime hacker group that emerged during Syrian anti-
government protests in 2011, has been compromising high-profile media outlets in an effort to spread pro-
regime propaganda. The SEA’s primary capabilities include spearphishing, Web defacements, and hijacking
social media accounts to spread propaganda. Over the past several months, the SEA has been highly effective
in compromising multiple high-profile media outlets.

e (U) The SEA has recently compromised high profile media Web sites through a new tactic of hacking
third party networks — including a Domain Name System (DNS) registrar and a content
recommendation website.

e (U) In April 2013, the SEA compromised the Twitter feed of the Associated Press, posting a false story
that President Obama was injured, causing in a brief drop in the stock market.

(U//FOUO) In addition to Syrian hackers, groups or individuals sympathetic to the SEA may also be observed
participating in CNO efforts against US Web sites and networks.

(U) Please maintain heightened awareness of your network traffic and take appropriate steps to maintain your
network security. If you detect anomalous or malicious traffic or network behavior, please contact your local
FBI Cyber Task Force or the FBI CyWatch (855) 292-3937 immediately.
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