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U.S. Department of Justice
Federal Bureau oflnvestigation

July, 2016
Washington, D.C.

CLINTON E-MAIL INVESTIGATION
MISHANDLING OF CLASSIFIED- UNKNOWN SUBJECT OR COUNTRY (SIM)
bl
b3

This report recounts the information collected in this investigation. It is not intended to address potential inconsistencies in, or the
validity of, the information related herein.
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(U/t'FOUO) On July 10, 2015, the Federal Bureau oflnvestigation (FBI) initiated a full
investigation based upon a referral received from the US Intelligence Community Inspector
General (ICIG), submitted in accordance with Section 811 (c) of the Intelligence Authorization
Act of 1995 and dated July 6, 2015, regarding the potential unauthorized transmission and
storage of classified information on the personal e-mail server of former Secretary of State
Hillary Clinton (Clinton). a The FBI's investigation focused on determining whether classified
information was transmitted or stored on unclassified systems in violation of federal criminal
a (U//FOU~)

For a complete listing of the interviews conducted, electronic media collected, legal process issued, and classified emails identified during this investigation, please refer to Appendices A-D. As background, Clinton was Secretary of State from
January 21,2009 through February 1, 2013.
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statutes and whether classified information was compromised by unauthorized individuals, to
include foreign governments or intelligence services, via cyber intrusion or other means.
(U//f'OUQ) In furtherance of its investigation, the FBI acquired computer equipment and mobile
devices, to include equipment associated with two separate e-mail server systems used by
Clinton, and forensically reviewed the items to recover relevant evidence. In response to FBI
requests for classification determinations in support of this investigation, US Intelligence
Community (USIC) agencies determined that 81 e-mail chains, b,c which FBI investigation
determined were transmitted and stored on Clinton's UNCLASSIFIED personal server systems,
contained classified information ranging from the CONFIDENTIAL to TOP SECRET/SPECIAL
ACCESS PROGRAM levels at the time they were sent between 2009-2013. USIC agencies
determined that 68 of these e-mail chains remain classified. In addition, the classification
determination process administered by the US Department of State (State) in connection with
Freedom oflnformation Act (FOIA) litigation identified approximately 2,000 additional e-mails
currently classified CONFIDENTIAL and 1 e-mail currently classified SECRET, which FBI
investigation determined were transmitted and stored on at least two of Clinton' s personal server
systems.d

b7E

(U/t'FOUO) The FBI's investigation and forensic analysis did not find evidence confirming that
Clinton' s e-mail accounts or mobile devices were compromised by cyber means. However,
investigative limitations, including the FBI's inability to obtain all mobile devices and various
computer components associated with Clinton's personal e-mail systems, prevented the FBI from
conclusively determining whether the classified information transmitted and stored on Clinton's
personal server systems was compromised via cyber intrusion or other means. The FBI did find
that hostile foreign actors successfully gained access to the personal e-mail accounts of
individuals with whom Clinton was in regular contact and, in doing so, obtained e-mails sent to
or received by Clinton on her personal account.

1. (Uh'FOUO) Clinton's Personal E-Mail Server Systems

A.

(UI/FOUO) Initial E-mail Server: June 2008- March 2009

(U/fFOU8) In or around 2007, Justin Cooper, at the time an aide to former President William
Jefferson Clinton (President Clinton), purchased an Apple OS X server (Apple Server) for the
sole purpose of hosting e-mail services for President Clinton' s staff 1•2 Due to concern over
ensuring e-mail reliability and a desire to segregate e-mail for President Clinton's various postpresidency endeavors, President Clinton's aides decided to maintain physical control of the
Apple Server in the Clinton residence in Chappaqua, New York (Chappaqua residence). 3' 4 ' 5
According to Cooper, in or around June 2008, a representative from Apple installed the Apple

b (U/~ The number of classified e-mail chains identified may change as classification determination responses continue to
be returned to the FBI.
c (U/~) For the purposes of the FBI's investigation, an "e-mail chain" is defined as a set of e-mail responses having the
same initial e-mail. The subject line may be edited in these chains to reflect the purpose of the forward or reply.
ct (U/If'Effi'E)) State did not provide a determination with respect to the classification of these e-mails at the time they were sent.
According to State Under Secretary of Management, Patrick Kennedy, unclassified information provided to State in confidence
can later be considered classified when it is "further assessed the disclosure of such information might damage national security
or diplomatic relationships." Such information is referred to as "up-class" or "up-classified."
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Servere in the basement of the Chappaqua residence. 6 ' 7 The FBI was unable to obtain records
from Cooper or Apple to verify the installation. At the time, Cooper was the only individual with
administrative access to the Apple Server; however, the Clinton family and their Chappaqua
residence staff had physical access to the Apple Server. 8•9 The Apple Server initially hosted the
domains presidentclinton.com and wjcoffice.com, which were used by President Clinton's
staff f, 10 •11
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(U/fli'OUO) Prior to January 21, 2009, when she was sworn in as the US Secretary of State,
Clinton used a personally-acquired BlackBerry device with service initially from Cingular
Wireless and later AT&T Wireless, to access her e-mail accounts. 12 •13 Clinton initially used the
e-mail addresses hr15@mycingular.blackberry.net and then changed to
hr15@att.blackberry.net. 14 ' 15 According to Cooper, in January 2009, Clinton decided to stop
using her hr15@att.blackberry.net e-mail address and instead began using a new private domain,
clintonemail.com, to host e-mail service on the Apple Server. 16 Clinton stated to the FBI that she
directed aides, in or around January 2009, to create the clintonemail.com account, and as a
matter of convenience her clintonemail.com account was moved to an e-mail system maintained
by President Clinton's aides. 17 While Cooper could not specifically recall registering the domain,
Cooper was listed as the point of contact for clintonemail.com when the domain was registered
with a domain registration services company, Network Solutions, on January 13, 2009. 18 •19
Clinton used her att.blackberry.net e-mail account as her primary e-mail address until
approximately mid-to-late January 2009 when she transitioned to her newly created
hdr22@clintonemail.com account. 20 •21 The FBI did not recover any information indicating that
Clinton sent an e-mail from her hr15@att.blackberry.net e-mail after March 18, 2009.
(Uh'FOUO) According to Cooper, in or around January 2009 the decision was made to move to
another server because the Apple Server was antiquated and users were experiencing problems
with e-mail delivery on their BlackBerry devices. 22 •23 At the recommendation ofHuma Abedin,
Clinton' s long-time aide and later Deputy Chief of Staff at State, in or around fall 2008, Cooper
contacted Bryan Pagliano, who worked on Clinton' s 2008 presidential campaign as an
information technology specialist, to build the new server system and to assist Cooper with the
. .
. of t h e new server system. 24252627p
. t h e process ofl'1qm'd atmg
. the
· · · ag1'1ano was m
adm1mstrat10n
computer equipment from Clinton's presidential campaign when Cooper contacted Pagliano
about using some of the campaign's computer equipment to replace the existing Apple Server at
Clinton' s Chappaqua residence. 28 ' 29 Pagliano was unaware the server would be used by Clinton
at the time he was building the server system; rather, he believed the server would be used by
President Clinton's staff 3 Clinton told the FBI that at some point she became aware there was a
server in the basement of her Chappaqua residence. 31 However, she was unaware of the
transition from the Apple Server managed by Cooper to another server built by Pagliano and
therefore, was not involved in the transition decision. 32

°

B.
e (U/~) The Apple Server consisted of an Apple Power Macintosh G4 or G5 tower and an HP printer.
r (U/~) Investigation detennined v ·
·
·
· ·
·

President Clinton did not maintain an e-mail account on the Apple Server. The e-mail
L.d~o-ma"'"'i,_n_w..,..jc-offl'l'i,...ce-.c--o_m_w_a_s-pn..,...ma____,ri'l"'"ly-a-;"le_.gacy domain that contained mostly forwarded e-mail.
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(U!J'FOUO) Between the fall of 2008 and January 2009, Pagliano requisitioned the original
hardware for the second e-mail server from Clinton's presidential campaign headquarters in
Arlington, VA 33 In addition to hardware acquired from Clinton's presidential campaign,
Pagliano and Cooperg purchased additional necessary equipment through commercial
vendors. 34 •35 •36 •37 In March 2009, after Pagliano had acquired all of the server equipment and
installed the necessary software, he and Cooper met at Clinton's Chappaqua residence to
physically install the server and related equipment in a server rack in the Clintons'
basement. h, 38 •39
(U//FOUO) Once the new server systemi was physically installed and powered on, Pagliano
began migrating the e-mail data from the Apple Server to the Pagliano-administered server
system (Pagliano Server). 40 Pagliano believed he "popped out" all of the e-mail from the Apple
Server and that no e-mail content should have remained on the Apple Server once the migration
41
took place Pagliano s~;ted to th:FBI~b~t he only transferred clintonemail.com e-mail
accounts for Abedin an
rom the Apple Server and said he was unaware of and
did not transfer an e-ma1 account or Chnton.j· 42 However, Cooper stated to the FBI that he
believed Clinton had a clintonemail.com e-mail account on the Apple Server, and that Abedin
did not have a clintonemail.com account on the Apple Server. 43 As the FBI was unable to obtain
the original Apple Server for a forensic review for reasons explained below, the FBI cannot
determine which clintonemail.com e-mail accounts were hosted on, and transferred from, the
Apple Server to the Pagliano Server.
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(U//FOUO) After the e-mail account migration was completed, Cooper changed the Mail
Exchange (MX) recordsk to ensure that delivery of all subsequent e-mail to or from e-mail
addresses on the presidentclinton.com and clintonemail.com domains would be directed toward
the new Pagliano Server instead of the Apple Server. 44 The Pagliano Server was only used foremail management, and the FBI' s review of the oldest available backup image of this server,
dated June 24, 2013, did not indicate that any e-mail users' files were stored on the Pagliano
Server. 45
(U/tfiOUO) In March 2009, following the e-mail migration from the Apple Server to the
Pagliro Server the Apple Server was rf.purposed to serve as a personal computer for household
staff 4
at Clinton's Chappaqua residence, subsequently used the
Apple Server equipment as a workstation. 47 In 2014, the data on the Apple computer was
transferred to an Apple iMac computer, and the hard drive of the old Apple computer, which

(U~) Cooper hadm.......-----------------....l~nd was often responsible for reimbursing
staff for purchases/expeJses.
h (U/If'Effie) Pagliano visited Clinton's Chappaqua residence on at least three occasions to work on the server: in March 2009, to
install the server; in June 2011, to upgrade the equipment; and in January 2012, to fix a hardware issue.
i (U/~) The Pagliano Server initially consisted of the following equipment: a Dell PowerEdge 2900 server running
Microsoft Exchange for e-mail hosting and management, a Dell PowerEdge 1950 server running BlackBerry Enterprise Server
(BES) for the management of BlackBerry devices, a Seagate external hard drive to store backups of the Dell PowerEdge 2900
server, a Dell switch, a Cisco firewall, and a power supply.
i (U/!ffltl'e) An e-mail obtained during the FBI investigation from Cooper to Clinton, indicated that in April2009, Cooper was
preparing to update Clinton's BlackBerry to "put it on our new system."
k (U) An MX record determines which server will handle e-mail delivery for a domain and is necessary for routing e-mail to its
proper destination.
g
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previously served as the Apple Server was discarded. 48 On October 14, 2015, Williams &
Connolly LLP (Williams & Connolly), counsel for Clinton, confirmed to the Department of
Justice (DOJ) that a review of the iMac was conducted, pursuant to a request by DOJ, and no emails were found belonging to Clinton from the period of her tenure as Secretary of State. 49

bl
b3

b7E

(U//Fe-He) Pagliano and Cooper both had administrative accounts on the Pagliano Server. 50 At
Cooper's direction, Pagliano handled all software upgrades and general maintenance. 51 Cooper
described his role as "the customer service face," and he could add users or reset passwords on
the e-mail server. 52 Cooper and Pagliano both handled the acquisition and purchase of serverrelated items. 53 For example, in March 2009, Cooper registered a Secure Sockets Layer (SSL) 1
encryption certificate at Pagliano' s direction for added security when users accessed their e-mail
from various computers and devices. 54 ' 55 Clinton stated she had no knowledge of the hardware,
software, or security protocols used to construct and operate the servers. 56 When she experienced
technical issues with her e-mail account she contacted Cooper for assistance in resolving those
.
57
Issues.
(U//f10~)

Pagliano stated that a complete backup of the Pagliano Server was made on a
Seagate external hard drive once a week and a differential backupm was completed every day,
and this continued from the initial Pagliano Server installation in March 2009 until June 2011
when the external hard drive was replaced. 58 As space on the hard drive ran out, backups were
deleted on a "first in, first out" basis. 59 In June 2011, Pagliano replaced the Seagate external hard
drive with a Cisco Network Attached Storage (NAS) device, to store backups of the server. 60
The FBI was unable to forensically determine how frequently the NAS captured backups of the
Pagliano Server.
(U/lf<OUO) According to Pagliano, in early 2013, due to user limitations and reliability concerns
regarding the Pagliano Server, staff for Clinton and President Clinton discussed future e-mail
server options, and a search was initiated to find a vendor to manage a Clinton e-mail servern. 61
Additionally, Pagliano' s expressed desire to seek new employment contributed to the decision to
62
move to a new server. A search for the new vendor was facilitated with the assistance o~
63 6
I
~nfograte, an information technology consulting company. • •
I
lwas introduced to Clinton's Chief of Staff, Cheryl Mills, on or about January 2, 2013
through a mutual business associate. 6
btated she worked with Mills and Pagliano to
produce a request for proposal which was used to solicit responses from multiple firms,
including Denver-based information technology firm Platte River Networks (PRN). 67 Clinton
recalled that the transition to the PRN Server was initiated by President Clinton' s aides seeking a
higher level of service than could be rovided b the Pa liano Server. 68 Pagliano identified
President Clinton's
as making the final decision to
69
select PRN. In the spnng o 2013, PRN negotiate t e terms of the contract to host e-mail
services and eventually signed a Service Level Agreement on July 18, 2013. 70 •71
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(U) SSL is a security protocol used to establish an encrypted connection between a server and another machine, allowing
sensitive information such as login credentials or credit card information to be transmitted in an encrypted format instead of in
plain text. SSL certificates, issued by a third-party Certificate Authority, are small files that must be installed on servers to
establish secure sessions with web browsers.
m (U) A differential backup is a cumulative backup of all changes that have occurred since the last full backup.
n (U/~) The new Clinton e-mail server hosted e-mail for Clinton, President Clinton,!
land their respective
staffs.
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c.
(U/fFOUO) Following the selection ofPRN to manage the Clintons' personal e-mail server and
accounts, PRN' s management assigned two PRN employees to handle the primary installation
who worked
and administration of the third server system (PRN Server). 7
remotely from his home inl
handled day-to-day administration for the PRN Server,
an4
lwho worked at PRN' s headquarters in Colorado, handled all hardware
installation and any required physical (i.e. "hands-on") maintenance for the PRN Server. 0 ' 73
During the transition to the PRN Server,!
!advised he worked with Pagliano to
understand the existing architecture of the Pagliano Server. 74 As part of this transition process,
on or around June 4, 2013J
lwas granted administrator access to the Pagliano Server, as
well as any accompanying services, such as the domain registration services through Network
Solutions. 75 ' 76 ' 77 ' 78

1

I

I

(U//FOUO) On June 23, 2013J
hraveled to Clinton's Chappaqua residence, where he
powered down the Pagliano Server and transported it to a datacenter in Secaucus, New Jersey,
run by Equinix, Inc. (Equinix). 79 •80 ' 81 The PRN Server remained at the Equinix facility until it
was voluntarily produced to the FBI on October 3, 2015. 82 ' 83 The only equipmen~
lleft
at the Chappaqua residence was the existinr firewall and switch, since PRN intended to purchase
econnected and powered on the equipment for the
its own firewalls and switches. 8
Pagliano Server at the datacenter, so users could connect to their e-mail accounts, 85 and he
continued to work at the datacenter for a few days setting up the remainim! equipmentP for the
8
PRN Server.
!completed all of the onsite work, whilel
]worked remotely to
81
get the server online. Afte~
left Secaucus, New Jersey, to travel back to PRN' s
headquarters all hysical pieces of hardware had been installed except for an intrusion detection
device
old the FBI that Equinix installed this device shortly after he left because the
intrusion etectwn device was shipped later. 88
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(U//POUO) On or around June 30, 2013,
~egan to remotely migrate all e-mail
accounts from the Pagliano Server to the PRN Server. 89 During this migration period, the two
server systems functioned together to ensure uninterrupted e-mail delivery to users. 90 After
several days of migration, all e-mail accounts hosted on the presidentclinton.com, wjcoffice.com,
and clintonemail.com domains were transferred to the PRN Server. q, 91 At that point, PRN kept
the Pagliano Server online to ensure e-mail was still being delivered; however, the Pagliano
Server was no longer hosting e-mail services for the Clintons. 92

0
(U/.m>) A third PRN employed
Ionly handled a few tasks related to the administration of the server system
until he left the company in the summer of 2015.
P (U/~) The PRN Server consisted of the following equipment: a Dell PowerEdge R620 server hosting four virtual
machines, including four separate virtual machines for Microsoft Exchange e-mail hosting, a BES for the management of
BlackBerry devices, a domain controller to authenticate password requests, and an administrative server to manage the other
three virtual machines, a Datto SIRIS 2000 to store onsite and remote backups of the server system, a CloudJacket device for
intrusion prevention, two Dell switches, and two Fortinet Fortigate SOC firewalls.
q (U/~) Th~
!domain was also added to the PRN Server at a later date.
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(U//FOUO) As part of the PRN Server environmend
~old the FBI that he configured a
backup device from Connecticut-based company Datto, Inc. (Datto), a Datto SIRIS 2000, r to
take multiple snapshots of the server system daily, with a retention period of 60 days. 93 The
backup device also made multiple copies of the Pagliano Server between June 24, 2013 and
December 23, 2013. 94 At the Clintons' request, PRN only intended that the backup device store
local copies of the backups. 95 · 96 However, in August 2015, Datto informed PRN that, due to a
technical oversight, the PRN Server was also backing up the server to Datto' s secure cloud
storage. 97 •98 After this notification, PRN instructed Datto to discontinue the secure cloud
backups. 99 •100
(UNFOUO)j
lstated the Clintons originally requested that e-mail on the PRN Server be
encrypted such that no one but the users could read the content. 101 However, PRN ultimately did
not configure the e-mail settings this way to allow system administrators to troubleshoot
. wit
. h'm user accounts. 102
probl ems occurnng
(U/fFOUO) PRN utilized an Intrusion Detection System (IDS)/Intrusion Prevention System
(IPS) called CloudJacket from SECNAP Network Security. 103 The IDS/IPS device implemented
by PRN had pre-configured settings that blocked or blacklisted certain e-mail traffic identified as
potentially harmful and provided real-time monitoring, alerting, and incident response
104 105 SECNAP
.
. noti'fiIcatwns
.
. activity
. . on t h e
services.
·
personne1wou ld receive
w h en certam
106
network triggered an alert. These notifications were reviewed by SECNAP personnel and, at
times, additional follow-up was conducted with PRN in order to ascertain whether specific
activity on the network was normal or anomalous. 107 Occasionally, SECNAP would send e-mail
10
notifications tq
prompting him to block certain IP addresses.
~escribed
these notifications as normal and did not recall any serious security incident or mtruswn
attempt. 109 PRN also implemented two firewalls for additional protection of the network.
110
lstated that he put two firewalls in place for redundancy in case one went down.

I
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(UNFOUO) According to the FBI's forensic analysis of the server system, on December 3, 2013,
Microsoft Exchange was uninstalled on the Pagliano Server. m The Pagliano Server remained in
the same server cage at the Equinix datacenter in Secaucus, New Jersey, and a forensic review of
the server, which was obtained in August 2015 via consent provided by Clinton through
Williams & Connolly, indicated that it continued to be powered on and off multiple times before
the FBI obtained it. 112 At the time of the FBI's acquisition of the Pagliano Server, Williams &
Connolly did not advise the US Government (USG) of the existence of the additional equipment
associated with the Pagliano Server, or that Clinton's clintonemail.com e-mails had been
migrated to the successor PRN Server remaining at Equinix. The FBI's subsequent investigation
identified this additional equipment and revealed the e-mail migration. As a result, on October 3,
2015, the FBI obtained, via consent provided by Clinton through Williams & Connolly, both the
remaining Pagliano Server equipment and the PRN Server, which had remained operational and
was hosting Clinton's personal e-mail account until it was disconnected and produced to the
FBI. 113,114,115, 116

'(U) The Datto SIRIS 2000 is a device that provides back-up capability and data redundancy.
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d' b egan usmg new e-ma1'1 account s on
(U/~)Invesf1gaf wn det ermme d crmt on an dAb em
the domain hrcoffice.com in December 2014. 111

lm.u" Abedin stated the clintonemail.com system was "going away" and,
followmg the Imtiatwn of the new domain Abedin did not have access to her clintonemail.com
account. 1201

r'·
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This is consistent with
re presentatwns made b·y Williams & Connolly, which stated in a February 22 2016letter:
"Secretary Clinton did not transfer her clintonemail.com e-mails for the time period January 21,
2009 through February 1, 2013 to her hrcoffice.com account ... " 123 The investigation found no
evidence Clinton's hrcoffice.com account contained or contains potentially classified
information or e-mails from her tenure as Secretary of State. The FBI has, therefore, not
requested or obtained equipment associated with Clinton's hrcoffice.com account.

D.

U.L.

(UIIFOUO) Mobile Devices Associated with Clinton's E-mail Server Systems

(U/lfOUO) Clinton stated she used a personal e-mail address and personal BlackBerry for both
personal and official business and this decision was made out of convenience. 124 Abedin recalled
that at the start of Clinton' s tenure, State advised personal e-mail accounts could not be linked to
State mobile devices and, as a result Clinton decided to use a personal device in order to avoid
. mu1tml
. 1e dev1ces.
.
12s 1
1
carrvmg
1

I

I

IlL' Cooper stated that he was aware of Clinton using a second mobile phone
number. s,ws Cooper indicated Clinton usually carried a flip phone along with her BlackBerry
because it was more comfortable for communication and Clinton was able to use her BlackBerry
lwas her primary BlackBerry
while talking on the flip phone. 129 Clinton believed 2121
phone number, and she did not recall using a flip phone during her tenure at State, only during
her service in the Senate. t, 130 Abedin and Mills advised they were unaware of Clinton ever using
a cellular phone other than the BlackBerry. 131 •132

(U/tfiOUO) FBI investigation identified 13 total mobile devices, associated with her two known
land 212j
jwhich potentially were used to send e-mails
phone numbers, 2121
using Clinton's clintonemail.com e-mail addresses. 133 Investigation determined Clinton used in
Ieight of
succession 11 e-mail capable BlackBerry mobile devices associated with 2121
which she used during her tenure as Secretary of State. ~ation identified Clinton used
two e-mail capable mobile devices associated with 212L______Jafter her tenure. u, 135 On

t

' (U/~)During his interview with the FBI, Cooper was mistakenly shown "2021

as the second phone number.
Cooper recognized the phone number as Clinton's second number; however the correct phone number is 21:(
1
(U/~) AT&T toll records associated with 21~
lndicated the number was consistently used for phone calls in
2009 and then used sporadically tlrrough the duration of Clinton' s tenure and the years following. Records also showed that no
BlackBerry devices were associated with this phone number.
u (U/!mtro) The FBI identified four additional mobile devices associated with 21~
lwmch were used during Clinton's
tenure. However, these devices lacked e-mail capability, and as a result the FBI did not conduct any further investigation
regarding these devices.

I
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February 9, 2016, DOJ requested all 13 mobile devices from Williams & Connolly. 136 Williams
& Connolly replied on February 22, 2016 that they were unable to locate any of these devices. 137
As a result, the FBI was unable to acquire or forensically examine any of these 13 mobile
devices.
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(U//FeHe) On October 16, 2015, Williams & Connolly provided two other BlackBerry devices
to the FBI and indicated the devices might contain or have previously contained e-mails from
Clinton's personal e-mail account during her tenure as Secretary of State.v· 138 •139 FBI forensic
analysis found no evidence to indicate either of the devices provided by Williams & Connolly
were connected to one of Clinton' s personal servers or contained e-mails from her personal
accounts during her tenure. 140 ' 141 ' 142
(U//FOUO) The FBI identified five iPad devices associated with Clinton which potentially were
used to send e-mails from Clinton's clintonemail.com e-mail addresses. 143 •144 • 145 •146 The FBI
obtained three of the iPads. 147 ' 148 ' 149 One iPad contained three e-mails from 2012 in the
hdr22@clintonemail.com "drafts" folder. 150 The FBI assessed the three e-mails did not contain
potentially classified information. 151 The FBI did not recover e-mails from Clinton's personal email accounts from either of the other two iPads in its possession. 152
(U//f'OUO) Monica Hanley, a former Clinton aide, often purchased replacement BlackBerry
devices for Clinton during her tenure at State. 153 Hanley recalled purchasing most of the
BlackBerry devices for Clinton from AT&T stores located in the Washington, D.C. area. 154
Whenever Clinton acquired new mobile devices, Cooper w~y responsible for setting up
and Hanley also assisted
the new devices and syncing them to the server. 155 Abedin
156
According to A e m, It was not uncommon for
Clinton with setting up any new devices.
Clinton to use a new BlackBerry for a few days and then immediately switch it out for an older
version with which she was more familiar. 157 Clinton stated that when her BlackBerry device
malfunctioned, her aides would assist her in obtaining a new BlackBerry, and, after moving to a
new device, her old SIM cards were disposed of by her aides. 158 Cooper advised he sometimes
assisted users, including Clinton, when they obtained a new mobile device by helping them back
up the data from the old device before transferring it to the new device and syncing the new
device with Clinton's server. 159 Abedin and Hanley indicated the whereabouts of Clinton's
devices would frequently become unknown once she transitioned to a new device. 160 •161 Cooper
did recall two instances where he destroyed Clinton's old mobile devices by breaking them in
half or hitting them with a hammer. 162

b6
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2. (U/ff?OUO) Clinton's Handling of E-mail and Classified Information

A.

(UI/FOUO) Clinton's Decision To Use Personal E-mail and Server Systems

(U/fFOUQ) FBI investigation determined the State Executive Secretariat's Office of Information
Resource Management (S/ES-IRM) offered Clinton a State e-mail address at the start of her

(U/~) The mobile devices provided to the FBI from Williams & Connolly on October 16, 2015 did not contain SIM cards
or Secure Digital (SD) cards.

v
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tenure; however, Clinton' s staffw declined the offer. 163 According tori
state S/ES-IRM, Clinton was offered a State e-mail address, but mstead decided to use
the personal server from her 2008 presidential campaign. x, 164 Investigation identified the
existence of two State-issued e-mail accounts associated with Clinton; however, these accounts
were used on Clinton' s behalf and not by Clinton herself According to State, SMSGS@state. gov
was used to send e-mail messages from the Secretary to all State employees. 165 ' 166 This account
was not configured to receive e-mails, and S/ES-IRM authored the messages sent from this
account. 167 S/ES-IRM created SSHRC@state.gov to manage an Outlook calendar for Clinton,
but this account was not configured to send or receive e-mails other than calendar
invitations. 168 •169 A May 25, 2016 report issued by the State Office oflnspector General (OIG)Y
stated that, during Clinton's tenure as Secretary of State, the State Foreign Affairs Manual
(F AM) required day-to-day operations at State be conducted using an authorized information
system. 170 The OIG stated it found "no evidence" that Clinton sought approval to conduct State
business via her personal e-mail account or private servers, despite her obligation to do so. 171
Clinton told the FBI that she did not explicitly request permission from State to use a private
server or e-mail address. 172 According to the State OIG report, State employees alleged that John
Bentel, then-Director of S/ES-IRM, discouraged employees from raising concerns about
Clinton' s use of personal e-mail. z, 173 When interviewed by the FBI, Bentel denied that State
employees raised concerns about Clinton's e-mail to him, that he discouraged employees from
discussing it, or that he was aware during Clinton's tenure that she was using a personal e-mail
account or server to conduct official State business. 174

I

I

(U//FOUO) The FBI investigation determined some Clinton aides and senior-level State
employees were aware Clinton used a personal e-mail address for State business during her
tenure. Clinton told the FBI it was common knowledge at State that she had a private e-mail
address because it was displayed to anyone with whom she exchanged e-mails. 175 However,
some State employees interviewed by the FBI explained that e-mails from Clinton only
contained the letter "H" in the sender field and did not display her e-mail address. 176 • 177 •178 The
majority of the State employees interviewed by the FBI who were in e-mail contact with Clinton
indicated they had no knowledge of the private server in her Chappaqua
. 1u de M'll
res1'd ence. 179 ·180 ·181 ·182 ·183 ·184 Cl'mton s 1mmed'1ate a1'd es, to me
1 s, Ab ed'm, J acob
ltold the FBI they were unaware of the existence of the private server until
Sullivan, aa an~
after Clinton's tenure at State or when it became public knowledge. 185 • 186 •187 • 188
I
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w (U~) S/ES-IRM employees interviewed indicated they did not communicate directly with Clinton regarding this issue
and could not specifically identify the members of Clinton's immediate staff with whom they spoke.
x (U/~ According td
lpart of his job at State was to maintain and support the infrastructure for the
UNCLASSIFIED and SECRET networks for the Executive Secretariat.
Y (U/~) Independent of the FBI's investigation, in April2015, the State OIG initiated its own investigation and review of
records management policies and practices regarding the use of non-State communications systems during the tenure of five
Secretaries of State, including Clinton. Portions of the State OIG' s May 25, 2016 report relevant to the FBI's investigation are
cited herein.
z (U) According to the State OIG report, two State information management staff members approached the Director of the S/ESIRM in 2010 with concerns they had about Clinton's use of a personal e-mail account and compliance with federal records
requirements. According to one staff member, the Director stated that Clinton's personal system had been reviewed and approved
by State legal staff. The Director allegedly told both staff members never to discuss Clinton's personal e-mail system again. OIG
found no evidence that State legal staff reviewed or approved Clinton's personal e-mail system.
aa (U) Sullivan served as the Deputy Chief of Staff and later the Director of Policy and Planning during Clinton's tenure as
Secretary of State.
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(U/!f'etr(J) The FBI investigation indicated Clinton was aware her use of a personal device, email account, and server did not negate her obligation to preserve federal records. On January 23,
2009, Clinton contacted former Secretary of State Colin Powell via e-mail to inquire about his
use of a BlackBerry while he was Secretary of State (January 2001 to January 2005).bb, 189 In his
e-mail reply, Powell warned Clinton that if it became "public" that Clinton had a BlackBerry,
and she used it to "do business," here-mails could become "official record[s] and subject to the
law." 190 Powell further advised Clinton, "Be very careful. I got around it all by not saying much
and not using systems that captured the data." 191 Clinton indicated to the FBI that she understood
Powell's comments to mean any work-related communications would be government records,
and she stated Powell's comments did not factor into her decision to use a personal e-mail
account. 192 In an e-mail to Mills on August 30, 2011, State Executive Secretary, Stephen Mull,
cited a request from Clinton to replace her temporarily malfunctioning personal BlackBerry with
a State-issued device. 193 Mull informed Mills that a State-issued replacement device for
Clinton's personal BlackBerry would be subject to FOIA requests. 194 On that same day, Bentel
sent a separate e-mail to Hanley, which was later forwarded to Abedin, stating that e-mails sent
to a State e-mail address for Clinton would be "subject to FOIA searches." 195 A State-issued
device was not ultimately issued to Clinton; in her FBI interview, Abedin stated she felt it did not
make sense to temporarily issue Clinton a State BlackBerry because it would have required
significant effort to transfer all of here-mails and contacts to a device that she would have only
used for a few days. 196 The Mull and Bentel e-mails to Mills and Hanley did not indicate that
transferring e-mail and/or contacts from Clinton's clintonemail.com account would be necessary
to issue her a State BlackBerry. 197 ' 198 ' 199 Abedin stated she always assumed all of Clinton's
communications, regardless of the account, would be subject to FOIA if they contained workrelated material. 200

I

(U//FOUO) While State policy during Clinton's tenure required that "day-to-day operations [at
State] be conducted on [an authorized information s_ysteml " 201 according to thel
the Bureau of Information Security ManagementJ :
jthere was no r...e-st-n':"'"c-t1'
. :"'"o_n_o_n-th:-e---'
.
use of personal email accounts for official business. 02 However, State employees were
cautioned about security and records retention concerns regarding the use of personal e-mail. In
2011, a notice to all State employees was sent on Clinton's behalf, which recommended
employees avoid conducting State business from personal e-mail accounts due to information
security concerns. 203 Clinton stated she did not recall this specific notice, and she did not recall
receiving any guidance from State regarding e-mail policies outlined in the State F AM. 204
Interviews with two State employees determined that State issued guidance which required
employees who used personal e-mail accounts for State business to forward those work-related
e-mails to their official State account for record-keeping purposes. 205 •206 Investigation
determined that State used the State Messaging and Archive Retrieval Toolset (SMART), which
· 11 y tag e-ma1.1s to preserve a recor d copy. 2o7 ·2os ·2o9 Accord.mg to
a11 ows emp1oyees toe1ectromca
lthen State'~
sMART was
210
According to the
developed to automate and streamline the process for archiving records.

I
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(U) According to the State OIG report, when Powell arrived at State in 2001, the official unclassified e-mail system in place
only permitted communication among State employees; therefore, Powell requested the use of a private line for his America
Online (AOL) e-mail account to communicate with individuals outside of State. Prior to Powell's tenure, State employees did not
have Internet connectivity on their desktop computers. During Powell' s tenure, State introduced unclassified desktop external email capability on a system known as OpenNet.

bb
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State OIG Report, IRM introduced SMART throughout State in 2009; however, the Office of the
Secretary elected not to use the SMART system to preserve e-mails, partly due to concerns that
21
~old the FBI
the system would "allow overly broad access to sensitive materials."
that representatives from the Executive Secretariat asked to be the last to receive the SMART
212
rollout, and ultimately SMART was never rolled out to the Executive Secretariat Office.
This
left the "print and file" method as the only approved method by which the Office of the Secretary
213
could preserve record e-mails.

1
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(U//Ii'OUO) Mills wrote in a letter to State, dated December 5, 2014, that it was Clinton's
practice to e-mail State officials at their government e-mail accounts for official business, and,
therefore, State already had records of Clinton's e-mails preserved within State recordkeeping
214
Abedin also stated in her FBI interview that Clinton's staff believed relevant e-mails
systems.
would be captured and preserved by State if any of the senders or recipients were using an
215
The State OIG stated in its report that this was not an appropriate
official State e-mail account.
method of preserving record e-mails, and Clinton should have preserved any record e-mails
created and received on her personal account by printing and filing the e-mails in the Office of
216
the Secretary.
State OIG also determined Clinton should have surrendered all e-mails relating
217
to State business before leaving her post as Secretary of State.
Clinton stated that she received
no instructions or direction regarding the preservation or production of records from State during
218
Furthermore, Clinton believed
the transition out of her role as Secretary of State in early 2013.
her work-related e-mails were captured by her practice of sending e-mails to State employees'
219
official State e-mail accounts.

B.

(UI/FOUOj Communications Equipment in Clinton's State Office and Residences

(U/tFOUO) Investigation determined Clinton did not have a computer in her State office, which
was located in a Sensitive Compartmented Information Facility (SCIF) on the seventh floor of
220 221 222
State headquarters, in an area often referred to as "Mahogany Row." • • State Diplomatic
Security Service (DS) instructed Clinton that because her office was in a SCIF, the use of mobile
223
Interviews of three former DS agents revealed Clinton
devices in her office was prohibited.
stored her personal BlackBerry in a desk drawer in DS "Post 1,"cc which was located within the
224 225 226
SCIF on Mahogany Row. • • State personnel were not authorized to bring their mobile
227
According to Abedin, Clinton primarily
devices into Post 1, as it was located within the SCIF.
used her personal BlackBerry or personal iPad for checking e-mails, and she left the SCIF to do
228
so, often visiting State's eighth floor balcony.
Former Assistant Secretary of State forDS Eric
Boswell stated he never received any complaints about Clinton using her personal BlackBerry
229
inside the SCIF.
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decision was relayed to Clinton's executive staff via a memo titled "Use of
232
Blackberries in Mahogany Row," dated March 6, 2009.
Clinton stated to the FBI that she
requested a secure BlackBerry while at State after hearing President Obama had one, but she

{EF)

cc~ The DS security detachment maintained a Post, known as Post l, located in the SCIF and directly outside of
Clinton's office on Mahogany Row.
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could not recall the reasons why State was unable to fulfill this request. dd, 233 Early in Clinton's
tenure at State, Clinton's executive staff also inquired about the possibility of the Secretary using
an iPad to receive communications in her office; however, this request was also denied due to
restrictions associated with the Secretary's office being in a SCIF. 234 According to the State OIG
report, in January 2009, in response to Clinton's desire to take her BlackBerry into secure areas,
Mills discussed with S/ES-IRM officials and with the State Under Secretary for Management,
Patrick Kennedy, alternative solutions which would allow Clinton to check e-mail from her
desk. 235 Setting up an Internet-connected, stand-alone computer was discussed as a viable
solution; however, a stand-alone system was never set up. 236

HJ)

~C;~W~ Investigation determined Clinton had access to a number of State-authorized secure

means of telephonic communication in her residences and in her office at State. ee, 237 At the start
of Clinton' s tenure, State installed a SCIF and secure communicatim1seql1iP1llentJ
n her residences m
..,.,..,...-.,.....___,,...-......,.......,..,......,......,.,........,..--en-r-e-si""T""e-n-c-e.--an~..,...,...a-p-p-a-q-u-a-.........
, ..-,.....-,~. 239 •240 •241 •242 According to
Abedin, Cooper, an
there were personally-owned desktop computers in the SCIFs in
Whitehaven and Chappaqua. 243 ' 244 ' 245 Conversely, Clinton stated to the FBI she did not have a
computer of any kind in the SCIFs in her residences. 246 According to Abedin and Clinton,
Clinton did not use a computer, and she primarily used her BlackBerry or iPad for checking emails.
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C.
(UI/FOUO) Individuals in Direct Communication with Clinton's Personal E-mail
Address
(U/;'FOUO) Investigation determined a limited number of individuals maintained direct e-mail
contact with Clinton through her personal clintonemail.com e-mail account during her tenure at
State. Thirteen individuals, consisting of State senior-level employees, work-related advisors,
and State executive administrative staff, maintained direct e-mail contact with Clinton and
individually e-mailed her between 100 and 1, 000 times during her tenure. ii Abedin, Mills, and
Sullivan, were most frequently in e-mail contact with Clinton and accounted for 68 percent of the
e-mails sent directly to Clinton. In addition to sending Clinton messages they wrote, Abedin,
Mills, and Sullivan reviewed e-mails they received from other State employees, USG contacts,
and foreign government contacts, and if deemed appropriate they then forwarded the information

HJJ dd~ According to Clinton, her request for a State-issued secure BlackBerry was not out of concern for the sensitivity of
the information on the device she was using at the time, rather she

·

·

·
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(U)
State installed the followin communications lines at the Whitehaven residence
L--~,...----,...-----.,~-,...--,...----~,...---,...--~-~,...-~tate installed communications equipment at

bl
b3

the Chappaqua residence similar to that at the Whitehaven residence. State finished installation of the SCIF in the Chappaqua
I
residence in!
ii (U/~) The statistics in this paragraph are based on thee-mails provided by Williams & Connolly as part of Clinton's
production to the FBI, excluding Clinton's personal correspondence with family and close friends, as well as e-mails Clinton
forwarded to herself.
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Investigation identified hundreds of e-mails sent by Abedin and other State staff to
L____jpresidentclinton.com e-mail address requesting him to print documents for Clinton.
Some of these e-mails were determined to contain information classified at the
~eceived a security clearance at the SECRET
CONFIDENTIAL level.jj,252 •253 •254 •255 ' 256 ' 25
level on October 25, 2007 from the Department of Defense (DOD). 258 Documentation retained
by DOD and provided to the FBI did not indicate!
~ecurity clearance was deactivated
upon his retirement from the US Navy Reserves in September 2010. 259
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l

D.

(UI/FOUO) Clinton Staffs Use ofPersonal E-mail Accounts for Official Business

(U/ffOUO) Clinton's immediate staff, to include Mills, Sullivan, Abedin,l
land Hanley,
told the FBI in interviews that they predominantly used their State-provided OpenNet e-mail
.
26o 261 262 263 264 E
·
· me
· lu d e d
. l State busmess.
· · · ·
xceptwns
toth.IS practice
accounts to con duct offiICia
instances when the State OpenNet e-mail system was down or when staff was traveling
internationally and OpenNet was not readily accessible. 265 ' 266 •267 •268 •269 The FBI's investigation
confirmed that Clinton's immediate staff used their personal e-mail accounts in combination with
their State-provided OpenNet e-mail accounts for official State business.kk
E.
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(UIIF:OUO) Clinton's Use of Personal E-mail Accounts While Overseas

(U/fFOUQ) FBI investigation and the State OIG report determined that State issued regular
notices to staff during Clinton's tenure highlighting cybersecurity threats and advising that
mobile devices must be configured to State security guidelines. 270 ' 271 Clinton and her immediate
staff were notified of foreign travel risks and were warned that digital threats began immediately
upon landing in a foreign country, since connection of a mobile device to a local network
provides opportunities for foreign adversaries to intercept voice and e-mail transmissions. 272 •273
The State Mobile Communications (MC) Team was responsible for establishing secure mobile
voice and data communications for Clinton and her team when they were travelin domesticall
274,275
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(S//OC/Nr) Investigation determined that of the e-mai~s prov~ded by Williams & Connolly as
-mails were sent or received by
part of Clinton's production to the FBI, approximately
Clinton on her personal e-mail accounts while she was traveling outside the continental United
States (OCONUS) on official State business.n· 27 1

(U/~ Investigation identified six e-mail chains forwarded tce=Jthat were determined from the State FOIA review to
contain CONFIDENTIAL information. Five were forwarded by Abedin, and one was from Clinton.
kk (U) See Section 3.C for discussion of classified e-mails contained in Clinton's staffs personal e-mail accounts.
u (U/~) State listed Clinton's overseas travel by individual days, but did not provide additional information such as arrival
and departure times. As a result, the FBI could not determine specifically which e-mails were sent while she was on the ground
OCONUS versus in flight.
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mves 1ga wn e ermme
a un re so e-ma1 s
classified CONFIDENTIALduringth~ State FOIA process were sent or received by Clinton
while she was OCONUS. ApproximatelyS?nl-mails were sent or received by Clinto~
I
oQccasions while OCONUS, Clinton had direct
e-mail contact with an e-mail address for President Barack Obama. Ofthe0e-mails between
Clintpn...apd President Obama,O,Vere sent and received!
INone of
thesE{__j-mails were determined to contain classified information. Clinton told the FBI that she
received no particular guidance as to how she should use President Obama' s e-mail address, and
279
thee-mails sent while Clinton was
m,

F.

I
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(UI/FOUO) Clinton's Production of E-mail in Response to FOIA and Other Requests

(U//f10UO) The House Select Committee on Benghazi was established on May 8, 2014 and
reached an agreement with State on July 23, 2014 regarding the production ofrecords. 280 State
sent a formal request to former Secretaries of State on October 28, 2014, asking them to produce
e-mails related to their government work. 281 Mter State requested that Clinton provide her emails, nn Clinton asked her attorneys, David Kendall 00 and Mills, to oversee the process of
providing Clinton's work-related e-mails to State. 282 Heather Samuelson, PP an attorney working
with Mills, undertook a review to identify work-related e-mails, while Kendall and Mills
oversaw the process. 283 Ultimately, on December 5, 2014, Williams & Connolly provided
approximately 55,000 pages of e-mailsqq to State in response to State's request for Clinton to
produce all e-mail in her possession that constituted a federal record from her tenure as Secretary
of State. 284 State ultimately reviewed the 55,000 pages of e-mail to meet its production
obligations related to FOIA lawsuits and requests. On May 27, 2015, State received a court order
to post Clinton's e-mails to the State FOIA website on a monthly production schedule with a
completion date of January 29, 2016. 285 State ultimately concluded its FOIA-related production
on February 29, 2016. Clinton told the FBI that she directed her legal team to provide any workrelated or arguably work-related e-mails to State; however she did not participate in the
development of the specific process to be used or in discussions of the locations of where heremails might exist. 286 Clinton was not consulted on specific e-mails in order to determine if they
were work-related. 287
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(U
) Dunng e sununer o 2014, tate m 1cate to M1 sa request or mton s wor -reate e-ma1 s wou
e
forthcoming, and in October 2014, State followed up by sending an official request to Clinton asking for her work-related emails.
oo (U) Kendall is a partner at Williams & Connolly.
PP (U) Samuelson worked in the White House Liaison Office at State during Clinton's tenure and currently serves as Clinton' s
personal attorney.
qq (U/~) According to Clinton's campaign website, 30,490 potentially work-related e-mails were provided to State on
December 5, 2014. On August 6, 2015, Williams & Connolly provided tlle FBI a .PST file containing 30,542 e-mail related files,
which included 30,524 e-mail messages.
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(U/1-FOUO) In July 2014, to initiate the review of Clinton's e-mails for production to State, Mills
~o export from the PRN Server all of Clinton's e-mails sent to or received
arranged fod
288 289 290
from a .gov e-mail address during Clinton's tenure as Secretary of State. • • Oncel:-1--:---....1
completed this export from the PRN Server, he remotely transferred a .PST file containing the emails onto Mills's and Samuelson' s laptops via Screen Connect. rr, 291 •292 •293 In late September
2014, Mills and Samuelson askedl
Ito provide a full export of all of Clinton's e-mails
. d f rom non-.gov e-ma1'1 add resses. 294 ·295 ·296
. 1u de e-mm'1 s sent to an d receive
f rom h er tenure, to me
Mills and Samuelson explained that this follow-up request was made to ensure their review
captured all of the relevant e-mails from Clinton's tenure. 297 ' 29
bompleted this export
and transfer in the same manner as the July 2014 request. ss Mills and Samuelson did not know
299 30
from what location on the served
!extracted Clinton's e-mails. '
lgave the
FBI inconsistent statements over the course of three interviews regarding from where on the
server he extracted Clinton's e-mails, and FBI investigation and forensic analysis have been
psed to
unable to specifically identify the location and composition of the repositoryj
create the export of Clinton's e-mails from her tenure. 301 •302 •303
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(U/ffOUQ) The FBI interviewed Samuelson on May 24, 2016 about her review of the PRNprovided e-mails. Samuelson indicated she conducted the review of these e-mails over the course
of several months and completed it just prior to December 5, 2014, when hard copies of the
work-related e-mails were turned over to State. 304 Using her laptop to conduct the review,
Samuelson placed any work-related e-mails into a folder that she had created in Microsoft
Outlook. 305 Samuelson first added to this folder all e-mails sent to or from Clinton's personal email account with .gov and .mil e-mail addresses. 306 Samuelson then searched the remaining emails for the names of State senior leadership, as well as any members of Congress, foreign
leaders, or other official contacts. 307 Finally, Samuelson conducted a key word search of terms
such as "Afghanistan," "Libya," and "Benghazi." 11•308 Samuelson reviewed the "To," "From,"
and "Subject" fields of every e-mail during this review; however, she did not read the content of
each individual e-mail, indicating that, in some instances, she made a determination as to
whether it was one of Clinton's work or personal e-mails by only reviewing the "To," "From,"
and "Subject" fields ofthe e-mai1. 309
(U//FOUO) As she completed the review, Samuelson printed all of thee-mails to be turned over
to State using a printer in Mills's office. 310 According to Samuelson, Mills and Kendall
subsequently reviewed e-mails that Samuelson printed, and any hard copy of an e-mail Mills and
Kendall deemed not to be work-related was shredded, and the digital copy of the e-mail was not
included in the folder Samuelson created in Microsoft Outlook to contain all of the work-related
e-mails. 311 Mills stated that, other than instances where Samuelson requested Mills's guidance,
Mills did not review the e-mails Samuelson identified as work-related, and once the review was
complete, Samuelson printed the work-related e-mails. 312 After the review was completed,
Samuelson created a .PST file containing all of the work-related e-mails and ensured that all
work-related e-mails were printed. 313 This .PST file was provided to Kendall on a USB thumb
(U) ScreenConnect is a remote support administration tool that allows teclmicians to remotely connect to customers via a
central web application to control and view end users' machines. According to product specifications, ScreenConnect encrypts
data transmitted from one machine to another, to include screen data, file transfers, key strokes, and chat messages.
ss (U/Ifflt:l'E)) Mills did not recall if this second .PST file was transferred to her computer.
tt (U/~) The FBI was unable to obtain a complete list of keywords or named officials searched from Samuelson, Mills, or
Clinton's other attorneys due to an assertion of privilege.
rr
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drive. 314 On August 6, 2015, this thumb drive was obtained by the FBI from Williams &
Connolly via consent from Clinton.
G.

(UIIFOUB) Deletion ofE-mail Associated with Clinton's Personal E-mail Accounts

(U/1-FOUO) According to Hanley, in spring 2013, Cooper assisted Hanley in creating an archive
of Clinton's e-mails. 315 Cooper provided Hanley with an Apple MacBook laptop (the Archive
Laptoptu from the Clinton Foundation and telephonically walked Hanley through the process of
remotely transferring Clinton's e-mails from the Pagliano Server to the laptop and a thumb
drive. 316 Hanley completed this task from her personal residence. 317 The two copies of the
Clinton e-mail archive (one on the Archive Laptop and one on the thumb drive) were intended to
be stored in Clinton's Chappaqua and Whitehaven residences; however, Hanley explained this
did not occur as Hanley forgot to provide the Archive Laptop and the thumb drive to Clinton's
staff following the creation of the archive. 318 •319 In early 2014, Hanley located the Archive
~o transfer the archive of Clinton's
Laptop at her personal residence and worked wit~
320 321 322 323
e-mails to PRN. • • • After trying unsuccerfu!!y to relrotely transfer the e-mails to
I
IHanley shipped the Archive Laptop to
residence iq
~n
February 2014, and
~igrated Clinton's e-mails from the Archive Laptop onto the PRN
~rans1erre
c
d a11 of t he c1·mton e-mai·1 content
. h t h.IS J
Server. 324 ·325 ·326 ·327 ·321s To accomp1IS
to a personal Google e-mail (Gmail) address he created,
~gmail.com, and
then downloaded all of the e-mail content from the Gmaii account to a mailbox named "HRC
Archive" with the e-mail address hrcarchive clintonemail.com on the PRN Server. 329 •330 •331
~dvised he used the
mail.com e-mail account to facilitate the
transfer because he had trouble exporting the e-mail from the Apple MacMail format to a format
that would be compatible with Microsoft Exchange. 332
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(UNf<OUO) Hanley stated she recommended thatl PRN win) the Archive Laptop after the e-mails
ltold the FBI that, after the transfer
were transferred to the PRN Server. 333 However,.
was complete, he deleted thee-mails from the Archive Laptop but did not wipe the laptop. 334 He
also advised he deleted thee-mails uploaded to thel
@gmail.com e-mail
account per Hanley's instructions ~nd shinned the Arc~ive Laptop via United States Postal
Jwho was Clinton'
t the
Service or United Parcel Service tq
~old the FBI that she never received the laptop from
time. 335 · 336 · 33
~-""T"'1""T""".....
however, she advised that Clinton's staff was moving offices at the time, and It wou
ave been
easy for the package to get lost during the transition period. 338 Neither Hanley no~
could identify the current whereabouts of the Archive Laptop or thumb drive contammg the
archive, and the FBI does not have either item in its possession. 339

b6
b7C

l

I

(Uh'FOUO) FBI investigation identified 940 e-mails associated with Clinton's personal e-mail
account from October 25. 2010 to December 31, 2010 that as of June 21, 2016 remained within
th~
~gmail.com account. 340 The FBI was able to determine that 56 of these
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uu (U~) According to Abedin, the archive of Clinton's e-mails was created as a reference for the future production of a
book. According to Hanley, the archive of Clinton's e-mails was created in response to Clinton's hdr22@clintonemail.com
address being released to the public following the online posting of e-mail exchanges between Clinton and an informal political
advisor, Sidney Blumenthal. Blumenthal' s personal e-mail account, which contained his e-mails with Clinton, was compromised
on March 14, 2013 by a Romanian cyber hacker. See Section 4.D.
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e-mails have been identified as currently classified at the CONFIDENTIAL level through the
341
ditionally, the FBI determined that 302 of the 940 e-mails identified in
Sta
the
mail. com account were not found in the set of e-mails Clinton
pro uce to State m December 2014. 342 Of the 302 e-mails, the FBI disseminated 18 to USG
agencies for classification review. State determined one e-mail to be classified SECRET when
sent and to be classified CONFIDENTIAL currently. State determined a second e-mail to be
classified as CONFIDENTIAL when sent and to be currently UNCLASSIFIED.
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or around December 2014 or January 2015, Mills and Samuelson requested that
~remove from their laptops all of thee-mails from the July and September 2014
exports. ·344 · 34 1
psed a program called BleachBitvv to delete the e-mail-related files so
~emotely connected to Mills's and Samuelson's
they could not be recovered. 346 ' 347 ' 34 1
btated to the FBI that an
laptops via Screen Connect to complete the deletions. 349 ' 350 · 35 1
unknown Clinton staff member told him s/he did not want the .PST file after the export and
wanted it removed from the PRN Server. 352 According to Mills, in December 2014, Clinton
153
decided ~e: Ion:~ needed access to any of her e-mails older than 60 days. Therefore, Mills
instructe
o modify the e-mail retention pol~y :n Clin:t s clintonemail.com e-mail
account to re ect t IS change. 354 However, according t
he did not make these
5
changes to Clinton's clintonemail.com account until Marc 2015. Clinton told the FBI that,
after her staff completed her e-mail production to State in December 2014, she was asked what
she wanted to do with her remaining personal e-mails, Clinton instructed her staff she no longer
needed the e-mails. 356 Clinton stated she never deleted, nor did she instruct anyone to delete, her
e-mails to avoid complying with FOIA, State or FBI requests for information. 357
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(U/H*OUO) On March 2, 2015, The New York Times (NYT) published an article titled, "Hillary
Clinton Used Personal Email Account at State Dept., Possibly Breaking Rules."ww· 358 This article
identified publicly that Clinton exclusively used a personal e-mail account to conduct official
State business while she was Secretary of State and had not produced her federal records to State
until December 2014. 359 On March 3, 2015, the United States House Select Committee on
Benghazi provided a letter to Williams & Connolly requesting the preservation and production of
all documents and media related to hdr22@clintonemail.com and hrc17@clintonemail.com. xx, 360
The following day, the House Select Committee on Benghazi issued a subpoena to Clinton to
produce e-mails from hdr22@clintonemail.com, hrod17@clintonemail.com, and other e-mail
addresses used by Clinton, pursuant to the events surrounding the 2012 terrorist attack in
. 361
B engh az1.
(U/fFOUO) In the days following the publication of the NYT article, Mills requested that PRN
conduct a complete inventory of all equipment related to the Pagliano Server. 362 •363 In response
to this request!
fraveied to the Eguinix djacenter in Secaucus, New Jersey to conduct
an onsite review of the equipment, whil~
also logged in to the server
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vv (U) BleachBit is open source software that allows users to "shred" files, clear Internet history, delete system and temporary
files and wipe free space on a hard drive. Free space is the area of the hard drive that can contain data that has been deleted.
BleachBit' s "shred files" function claims to securely erase files by overwriting data to make the data umecoverable.
ww (U) The same article was released on the NYT website on March 2, 2015. The print version appeared on page Al the
following day, March 3, 2015.
= (U) The House Select Committee on Benghazi submitted a preservation request for an accurate e-mail address,
hdr22@clintonemail.com, and an inaccurate e-mail address, hrcl7@clintonemail.com. for Clinton.
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364 365 36

remotely. • •
!powered on the Pagliano Server and confirmed for Mills that no
additional data existed on any server equipment, as all data was migrated to the PRN
Server. yy,367,368
(U/,WOU8) Investigation indicated that on March 25, 2015, PRN held a conference call with
Indicated that sometime
President Clinton's staff 369 •370 In his interviews with the FBI,I
between March 25-31, 2015, he realized he did not make the e-mail retention policy changes to
Clinton's clintonemail.com e-mail account that Mills had requested in December 2014. 371 In his
FBI interview on February 18, 20161
~ndicated that he did not recall conductrin:.:.:g.....___ __,
312
deletions based upon this realization.
In a follow-up FBI interview on May 3, 2016j
I
indicated he believed he had an "oh shit" moment and sometime between March 25-31, 2015
deleted the Clinton archive mailbox from the PRN server and used BleachBit to delete the
exported .PST files he had created on the server system containing Clinton's e-mails. 373
Investigation found evidence of these deletions 374 and determined the Datto backups of the PRN
Server were also manually deleted during this timeframe. 375 Investigation identified a PRN work
ticket, which referenced a conference call among PRN, Kendall, and Mills on March 31,
376 377
not to comment on the conversation with Kendall
2015. • PRN' s attorney advise1
based upon the assertion of the attorney-client privilege. 378
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(U//FOUJ) Investigation identified a March 9, 2015 e-mail to PRN from Mills, of which
was a recipient, referencing the preservation request from the Committee on
379 38
Benghazi. •
~dvised during his February 18, 2016 interview that he did not recall
seeing the preservation request referenced in the March 9, 2015 e-mail. 381 During his May 3,
2016 interview,
)ndicated that, at the time he made the deletions in March 2015, he
was aware of the existence of the preservation request and the fact that it meant he should not
disturb Clinton's e-mail data on the PRN Server. 3
~lso stated during this interview,
he did not receive guidance from other PRN personnel, PRN' s legal counsel, or others regarding
383
the meaning of the preservation request. Mills stated she was unaware tha~
~ad
conducted these deletions and modifications in March 2015. 384 Clinton stated she was also
unaware of the March 2015 e-mail deletions by PRN. 385

1
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3. (Uh'FOUO) Results of FBI Review of Clinton E-mails Stored and Transmitted on
Personal Server Systems

A.

(UIIf?OUO) Quantities of Clinton's E-mails Recoveredfrom Personal Server Systems

(Uh'FOUO) To date, the FBI has recovered from additional data sources and reviewed
approximately 17,448 unique work-related and personal e-mailszz from Clinton's tenure
containing Clinton' s hdr22@clintonemail.com aaa e-mail address that were not provided by

(U/~) FBI forensically identified deletions from the PRN Server on March 8, 2015 of .PST files not associated with
Clinton's e-mail account or domain, and other server data.
zz (U//FOU01 These approximately 17,448 e-mails were determined to be unique from thee-mails provided by Williams &
Connolly as part of Clinton's production to the FBI, through a distinctive Internet Message ID. These files do not include
documents or partial e-mail files without an Internet Message ID in the metadata.
aaa (U/rfiOUe') The approximate 17,448 e-mails may contain chains of e-mails in which Clinton is not on the most recent "To,"
"From," "CC," or "BCC" line.

YY
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Williams & Connolly as part of Clinton's production to the FBI, including e-mails from January
23, 2009 through March 18, 2009.bbb

B.
(UIIl"OUO) Classification Portion Markings in E-mail Recoveredfrom Personal Server
Systems
(UNFOUO) The FBI identified three e-mail chains, encompassing eight individual e-mail
exchanges to or from Clinton's personal e-mail accounts, which contained at least one paragraph
marked "(C)," a marking ostensibly indicating the presence of information classified at the
CONFIDENTIAL level. 386 •387 •388 The emails contained no additional markings, such as a header
or footer, indicating that they were classified. State confirmed through the FOIA review process
that one of these three e-mail chains contains information which is currently classified at the
CONFIDENTIAL level. ccc, 389 State determined that the other two e-mail chains are currently
UNCLASSIFIED. 390 •391 State did not provide a determination as to whether any of these three emails were classified at the time they were sent.
(U/tf'OUQ) When asked about the e-mail chain containing "(C)" portion markings that State
determined to currently contain CONFIDENTIAL information, Clinton stated she did not know
what the "(C)" meant at the beginning of the ~aragraphs and speculated it was referencing
paragraphs marked in alphabetical order. ddd, 3 2 Clinton identified a "CONFIDENTIAL" header
and footer (inserted in the document by the FBI prior to the interview) and asked if the "(C)"
related to the "CONFIDENTIAL" header and footer. 393 Clinton did not believe the content of the
e-mail was classified and questioned the classification determination. 394 When asked of her
knowledge regarding TOP SECRET, SECRET, and CONFIDENTIAL classification levels of
USG information, Clinton responded that she did not pay attention to the "level" of classification
and took all classified information seriously. 395

C.
(U7t?OUO) Classified Information Found in Clinton's E-mails on Personal Server
Systems
(U//FOUO) FBI and USIC classification reviews identified 81 e-mail chains containing
approximately 193 individual e-mail exchangeseee that were classified from the
CONFIDENTIAL to TOP SECRET levels at the time the e-mails were drafted on
UNCLASSIFIED systems and sent to or from Clinton's personal server. Of the 81 e-mail chains
classified at the time of transmittal, 68 remain classified. Twelve of the e-mail chains, classified
(U/WOUO} According to Clinton's campaign website, Clinton only provided State her work-related e-mails dated after March
18, 2009. E-mails from January 21, 2009 to March 18, 2009 were not produced to State or the FBI by Williams & Connolly.
According to Samuelson and Mills, they were unable to locate Clinton' s e-mails from this period. The e-mails from this time
period were not provided to them by PRN, and they believed the e-mails were not backed up on any server. Investigation
determined some of Clinton' s e-mails from January 23, 2009 to March 17, 2009 were captured through a Datto backup on June
29, 2013. However, thee-mails obtained are likely only a subset of thee-mails sent or received by Clinton during this time
period.
ccc (U/ffflUe} The three e-mail chains containing the portion mark of "(C)" are not considered as part of the group of e-mails
classified through the FBI classification review because State has not responded to the FBI request for classification
determinations for these e-mails.
ctctct (U/~) Earlier in her FBI interview, when asked what the classification marking "(SBU)" meant, Clinton correctly stated
Sensitive But Unclassified.
eee (U/~ Due to the limited insight into other USG and personal e-mail accounts, the investigation was unable to determine
if e-mails from the classified e-mail chains were forwarded to other USG or personal e-mail addresses.
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by State as SECRET or CONFIDENTIAL, were not among the approximately 30,000 e-mails
provided to State and the FBI by Williams & Connolly. In addition to State classified equities,
the investigation determined the 81 e-mail chains contained classified equities from 5 other
USIC agencies: the CIA, DOD, FBI, National Geospatial-Intelligence Agency (NGA), and
National Security Agency (NSA).
(S//OC/~ofF) The 81 classified e-mail chains contained 8 e-mail chains classified TOP SECRET,
37 e-mail chains classified SECRET, and 36 e-mail chains classified CONFIDENTIAL at the
time they were sent. Of these e-mail chains, 7 e-mail chains contained information associated
with a Special Access Program (SAP) and 3 e-mail chains contained Sensitive Compartmented
Information (SCI). fff Of the 81 classified e-mail chains, 3 6 e-mail chains were determined to be
Not-Releasable to Foreign Governments OFORN and 2 were considered releasable only to
Five Allied artners FVEY .

bl
b3

Sixteen of the e-mail chains, classified at the time thee-mails were sent, were downgraded in
current classification by USIC agencies.

CS/I'OC/H~
(S/feC/~W

(S//OCiNF
(S//OC/~W
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(S//OC/NT'j

bl
b3

(S/IOC/~ofF
~--~1 ~----------------------------------------~
-

I

CS//OCttfff

-

~----------------------------------~

( S//e-2,"; ~I

I

(S//OC/~W

I

I

I

(U/ffOUO) The State FOIA process identified 2,093 e-mails currently classified as
CONFIDENTIAL or SECRET. Of these e-mails, FBI investigation identified approximately 100
e-mails that overlapped with the 193 e-mails (80 e-mail chains) determined through the FBI
(U~) One of the TOP SECRET/SCI e-rnails was downgraded to a current classification of SECRET//REL TO USA,
FVEY by the owning agency during a FOIA-related review.
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classification review to be classified at the time sent. All except one of the remaining 2,093 emails were determined by the State FOIA process to be CONFIDENTIAL, with one e-mail
determined to be SECRET at the time of the FOIA review. ggg,hhh State did not provide a
determination as to whether the 2,093 e-mails were classified at the time they were sent.
(U//-FOUO) The FBI investigation determined Clinton contributed to discussions in four e-mail
chains classified as CONFIDENTIAL, three e-mail chains classified as SECRET//NOFORN,
and four e-mail chains classified as TOP SECRET/SAP. Inv~estigati~n identified 67 instances
where Clinton forwarded e-mails to either State personnel o
or printing that were
identified as classified CONFIDENTIAL or SECRET through either the State FOIA process or
FBI classification determination requests.
(U/ffOUO) FBI investigation determined at least 32 classified e-mail chains transited both the
personal e-mail account of Clinton and the personal e-mail accounts of Abedin, Mills, Sullivan,
One of these e-mails was TOP SECRET/SCI at the time of transmission, and is
currently considered SECRET//REL TO USA, FVEY; five were classified as
SECRET//NOFORN and one as SECRET both when sent and currently; two were classified
SECRET when sent and are CONFIDENTIAL currently; one was classified as SECRET when
sent and is UNCLASSIFIED//FOUO currently; 16 were classified CONFIDENTIAL both when
sent and currently; five were CONFIDENTIAL when sent and UNCLASSIFIED//FOUO
currently; and one was CONFIDENTIAL when sent and UNCLASSIFIED currently.jjj
Investigation determined at least 80 e-mails from the 2,093 e-mails deemed classified through
the State FOIA process were sent to or from the personal accounts of Abedin, Mills, Sullivan, or
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D.
(Uilfi0[]9j Witness Statements Related to Classified E-mails Found on Clinton's
Personal Server Systems

(U/fFOUQ) The FBI interviewed multiple officials who authored and/or contributed toe-mails,
the content of which has since been determined to contain classified
information. 396,397,398,399,4oo,4ol,402,403,404,40s,4o6,407 ,408 USG employees responsible for initiating
classified e-mail chains included State Civil Service employees, Foreign Service employees,
Senior Executive Service employees, Presidential appointees, and non-State elected officials.
(U//FOUO) During FBI interviews, the authors of these e-mails provided context surrounding
the e-mails in question as well as reasons for sending the e-mails on unclassified systems.

ggg (U/~) Investigation determined the following types of e-mails were not included in the list of 2,093 e-mails classified
through the State FOIA review: TS/SAP e-mails; e-mails not produced to State by Williams & Connolly; formerly classified emails now considered UNCLASSIFIED; and classified e-mails improperly released during FOIA production.
hhh (U/~) Two attachments labeled as SECRET through State FOIA process were not tracked as separate classified
documents in the FBI' s classification review.
iii (U/~) Due to the limited insight into other USG and personal e-mail accounts, FBI investigation was unable to determine
if e-mails from classified e-mail chains were forwarded to other personal e-mail~
iii (U/Iffltffi) In addition to the personal accounts of Abedin, Mills, Sullivan, ancL__Jseven classified e-mail chains were
initially drafted in or sent from the private e-mail accounts of five non-State individuals, to include Kerry and Blumenthal.
kkk (U/~) Personal e-mail accounts of Abedin, Mills, Sullivan, ancC::::]appeared in the "To," "From," or "CC" line of
the e-mail. Investigation was not able to determine if additional personal accounts were blind carbon copied ("BCC").
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Individuals who worked in the State Bureau of Public Affairsm often accessed classified
information to understand the context of unclassified information that was to be disseminated
publicly. 409 The Public Affairs officials primarily relied upon reporting from country desk
officers to generate talking points and believed the country desk officers were experienced in
protecting sensitive information within their reporting. 410 The Public Affairs officials were also
responsible for notifying State leadership of impending reports by the news media regarding
sensitive or controversial topics. 411 Furthermore, a former DOD official explained that he sent an
e-mail, since deemed to contain classified information, in order to quickly coordinate public
affairs responses by State and DOD with respect to a specific incident referenced in the email. 412
(U//fOUO) Individuals, including those in the State Operations Center (Ops Center), mmm who
were responsible for passing information to high-level State officials, worked to identify and
disseminate the information they deemed critical for review by State leadership. 413 •414 These
individuals noted that such information was generally sent on State unclassified e-mail systems
because of the need to quickly elevate information at times when the intended recipients did not
all have immediate access to classified e-mail accounts. =· 415 •416
(U//FOUO) Investigation identified seven e-mail chains comprised of22 e-mails on Clinton's
server classified by the USIC as TOP SECRET/SAP. State Department officials, both in
Washington, D.C. and overseas, were briefed into the SAP and communicated both internally
and with other USIC officials about the program. 417 ' 418 ' 419 ' 420 Only internal State e-mails
regarding the SAP were forwarded to Clinton, all of which were sent to Clinton's server by
Sullivan. Clinton and Sullivan engaged in discussions regarding the SAP in four of the seven email chains.
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tated the right method of communication was whichever method allowed for
t e aste...st_p_o_s_si.....b.....le.....dissemination of the message. 428 He also stated that information he received
from other USG agencies was "technically probably classified" but that "you can't do business
m (U/~) According to State's website, the Bureau of Public Affairs "engages domestic and international media to

communicate timely and accurate information with the goal of furthering US foreign policy and national security interests as well
as broadening understanding of American values."
mmm (U/!ftftffi') The Ops Center is staffed 24 hours a day and constantly monitors reporting from State cables, other USG
agencies, and open source news outlets for information of interest to State leadership.
nnn (U/~) Individuals who inputted classified information into e-mail chains to pass to high-level State officials indicated
that at times they were relying on information that others had summarized and provided to them.
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that way." 429 When interviewed by the FBI, authors of thee-mails stated that they used their
best judgment in drafting the messages and that it was common practice at State to carefullY.·r---...,
word e-mails on UNCLASSIFIED networks so as to avoid sensitive details or "ta....,._..............,......._ _....
430,431,432,43
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....__ _...-eferenced news articles claiming e-mails on
Clinton's server were over-classified, but after seeing thee-mails during the interview, stated he
"now understood why people were concerned about this matter." 436 Sullivan indicated he had no
reason to believe any State employee ever intentionally mishandled classified information. 437
(S//OC/~W) The FBI interviewed four USIC executives stationed both in the United States and
oversea
38,439,440,441 The USIC
executives reviewed the
e-mail chains which transited Clinton's personal e-mail account
and assessed that some of the e-mail chains should be considered classified 442 •443 •441
.I

I'

•u

However two of the USIC executives
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(U/;'FOUO) On April 9, 2016, Mills, who served as Chief of Staff to Clinton at State between
2009 and 2013, was interviewed by the FBI. During this interview, Mills was provided seven emails which contained information later determined to be classified. While Mills did not
specifically remember any of thee-mails, she stated that there was nothing in them that
concerned her regarding their transmission on an unclassified e-mail system. 455 Mills also stated
that she was not concerned about her decision to forward certain of these e-mails to Clinton. 456
In reviewing e-mails related to the SAP referenced above, Mills explained that some of the emails were designed to inform State officials of media reports concerning the subject matter and
that the information in thee-mails merely confirmed what the public already knew. 457
(U/fl'.QUE>) The FBI interviewed Sullivan on February 27, 2016. Sullivan, who between 2009
and 2013 served at State first as the Deputy Chief of Staff for Policy and then as the Director of
Policy Planning, communicated extensively with Clinton by e-mail. Their communications
included both e-mails written by Sullivan and e-mails written by others that Sullivan forwarded
to Clinton. During the interview, the FBI asked Sullivan to review approximately 14 e-mails
Sullivan sent or received on unclassified systems that were later determined to contain classified
information up to the TOP SECRET/SAP level. Sullivan did not specifically recall thee-mails,
aside from recognizing some of them from the materials released pursuant to FOIA litigation, but
Page 24 of 47
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provided reasons why the e-mails may have been sent by him or others on unclassified
systems. 458 With respect to the SAP, Sullivan stated that it was discussed on unclassified systems
due to the operational tempo at that time, and State employees attempted to talk around classified
information. 459 Sullivan also indicated that, for some of thee-mails, information about the
incidents described therein may have already appeared in news reports. 46 Furthermore, Sullivan
stated that his colleagues at State worked hard while under pressure and used their best judgment
to accomplish their mission. 461 When forwarding e-mails, Sullivan relied on the judgment of the
individuals who sent thee-mails to him to ensure that thee-mails did not contain classified
information. 462 Sullivan did not recall any instances in which he felt uneasy about information
conveyed on unclassified systems, nor any instances in which others expressed concerns about
the handling of classified information at State. 000 •463

b7E

°

(SNOC/NF) Sullivan was also asked about an e-mail exchange between him and Clinton in
which, on the morning of June 17, 2011, Clinton asked Sullivan to check on the status of talking
points she was supposed to have received. 464 Sullivan responded that the secure fax was
malfunctioning but was in the process of being fixed. Clinton instructed Sullivan that if the
secure fax could not be fixed, he should "tum [the talking points] into nonpaper [with] no
identifying heading and send nonsecure." 465 State uses the term "non-paper" to refer to a
document which is authorized for distribution to a foreign government without explicit
attribution to the U.S. government and without classified information. Sullivan did not recall
this specific e-mail but believed that Clinton's request indicated that she would have wanted him
·
·
·
to make an unclassifie
46
on a non-secure fax.
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(U//POUO) On April 5, 2016, Abedin, who served as Deputy Chief of Staff to Clinton at State
between 2009 and 2013, was interviewed by the FBI. When asked about an e-mail subsequently
determined to contain CONFIDENTIAL information, Abedin noted that she had only conveyed
the information from the e-mail and had not originated it. 470 She also stated that she relied upon
the sender to properly mark the e-mail for classification purposes and did not take it upon herself
to question the sender's judgment as to such marking. PPP· 471
(Uh'FOUO) Investigation determined Sidney Blumenthal, a former political aide to President
Clinton and an informal political advisor to Clinton during her tenure at State, had direct e-mail
contact with Clinton during her tenure at State. FBI investigation identified at least 179 e-

ooo (U/~)

Abedin and Mills also provided similar responses when asked about State security practices regarding classified

information.
(U/ii"etl'e) Although Abedin was a party to e-mails containing information that has since been determined to be classified,
due to the nature of her position at State, Abedin was not regularly included in the e-mail chains (discussed in this section of the
memorandum) about which Sullivan and Mills were questioned. Abedin' s position at State did not consistently involve her
participation in substantive policy decisions, and she was not a regular user of classified e-mail systems.

PPP
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mailsqqq that Blumenthal sent to Clinton containing information in memorandum format. The
State FOIA process identified 24 memos from Blumenthal that contained information currently
classified as CONFIDENTIAL and one as SECRET both when sent and currently. 472 •473 The FBI
interviewed Blumenthal on January 7, 2016. According to Blumenthal, the content of the
memos, which addressed topics to include Benghazi and foreign political developments, was
provided to him from a number of different sources to include former USIC employees and
contacts, as well as contacts within foreign
governments. 474,475,476,477,478,479,480,481,482,483,484,485,486,487 The memos contained a notation of
"CONFIDENTIAL"m and then often included a source summary statemeness similar to those
frequently found in USIC intelligence products. 488 •489 •490 Blumenthal indicated he was not tasked
to provide this information to Clinton; rather, he provided it because he deemed the information
helpful, which Clinton occasionally acknowledged via e-mail. 491 Clinton often forwarded the
memos to Sullivan asking him to remove information identifying Blumenthal as the originator
and to pass the information to other State employees to solicit their input. 492 •493 According to emails between Clinton and Sullivan, Clinton discussed passing the information to the White
House, other USG agencies, and foreign governments.ttt, 494 •495
E.
(UI/FOUO) Clinton's Statements Related to Classified E-mails Found on Her Personal
Server Systems
(S//OC/NF) On July 2, 2016, the FBI interviewed Clinton. Clinton was aware she was an
Original Classification Authority (OCA) at State; however, she could not recall how often she
used this authority nor could she recall any training or guidance provided by State. 496 Clinton
could not give an example of how the classification of a document was determined; rather she
stated there was a process in place at State before her tenure, and she relied on career foreign
service professionals to appropriately mark and handle classified information. 497 Clinton
believed information should be classified when it relates tcl
hhe use of
498
sensitive sources, or sensitive deliberations. When asked whether she believed information
should be classified if its unauthorized release would cause damage to national security, Clinton
responded "yes, that is the understanding." 499

{UJ

bl
b3

()Z/OC/NF) Clinton did not recall receiving any e-mails she thought should not have been on an
unclassified system. 500 She relied on State officials to use their judgment when e-mailing her and
could not recall anyone raising concerns with her regarding the sensitivity of the information she
received at her e-mail address. 501 The FBI provided Clinton with copies of her classified e-mails
ranging from CONFIDENTIAL to TOP SECRET/SAP and Clinton said she did not believe the
e-mails contained classified information. 502 Upon reviewing an e-mail classified
SECRET//NOFORN dated December 27, 2011, Clinton stated no policy or practice existed
(U~) The FBI obtained 177 of Blumenthal's memos from thee-mails provided by Williams & Connolly as part of
Clinton's production to the FBI. The FBI recovered two additional memos during the investigation from BlackBerry backups
provided by Cooper; State did not provide a classification determination on those additional memos.
rrr (U/~) According to Blumenthal, "CONFIDENTIAL" meant the memo was personal in nature and did not refer to
classified USG information.
sss (U~) According to Blumenthal, the individual who provided the content for a number of the memos authored the source
sunnnary statements (caveats provided regarding the source of information) in the memos.
ttt (U/~) Investigation was unable to determine if any of Blumenthal's memos were forwarded to the White House, or to
other USG agencies and foreign governments, as Sullivan's OpenNet sent items were not present in the data provided by State to
the FBI.
qqq
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related to communicating around holidays, and it was often necessary to communicate in code or
do the best you could to convey the information considering the e-mail system you were
using. 503 In reference to the same e-mail, Clinton believed if the foreign press was to obtain
information from that e-mail, it would not cause damage to the US Government. 504 When asked,
Clinton recalled being briefed on SAP information but could not recall any specific briefing on
how to handle SAP information. 505 Clinton stated she knew SAP information was of great
importance and needed to be handled carefully. 506

F.

(UIIFOUO) Gaps in Clinton E-mail Recovered from Personal Server Systems

(U/!FOU(j) There were no e-mails provided by Williams & Connolly to State or the FBI dated
from January 21, 2009 to March 18, 2009. FBI investigation identified an additional 18 days
where Clinton did not provide State any responsive e-mail. FBI investigation determined 14 of
the 18 days where Clinton did not provide State any responsive e-mail correspond with e-mail
outages affecting Clinton's personal server systems as a result of both Hurricane Ireneuuu and
Hurricane Sandyvvv. FBI investigation indicated other explanations for gaps in Clinton's e-mail
production could include user deletion prior to PRN' s transfer of Clinton's e-mails for review, or
flaws in the archiving and sorting process used to generate the responsive production to State.

4. (U//FOUO) Results of the FBI Investigation and Analysis ofCyber Intrusion Potential

A.

(U//ffltfC}) Cyber Analysis of Clinton's Personal Server Systems

(U/Ifi'(jUE>) FBI investigation and forensic analysis did not find evidence confirming that
Clinton's e-mail server systems were compromised by cyber means. The FBI's inability to
recover all server equipment and the lack of complete server log data for the relevant time period
limited the FBI's forensic analysis of the server systems. As a result, FBI cyber analysis relied,
in large part, on witness statements, e-mail correspondence, and related forensic content found
on other devices to understand the setup, maintenance, administration, and security of the server
systems.
(U/tfi'OU&) Investigation determined Clinton's clintonemail.com e-mail traffic was potentially
vulnerable to compromise when she first began using her personal account in January 2009. It
was not until late March 2009, when the Pagliano Server was set up and an SSL certificate www
was acquired for the clintonemail.com domain-providing encryption of login credentials, but
not e-mail content stored on the server-that access to the server was afforded an added layer of
507 508
security. • The certificate was valid until Se~tember 13, 2013, at which time PRN obtained a
new certificate valid until September 13, 2018. 5 9
~)During

his December 22, 2015 FBI interview. Pagliano recalled a conversation with
L_____ft the beginning of Clinton' s tenure, in whic~
~dvised he would not be
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(U/If'Effie) The first of two extended outages occurred from August 28 to 30, 2011 (3 days) as a result of Hurricane Irene.
(U/!ffltl'e) The second extended outage occurred from October 30, 2012 to November 9, 2012 (ll days) as a result of
Hurricane Sandy.
www (U/~) According to FBI forensic analysis, there was no SSL certificate on the Pagliano Server between March 19,
2009, when the mail service was operational, and March 29 or 30, 2009, when the SSL certificate was installed on the server.

uuu
vvv
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SECRE I JIQHCQN 1NQFORcl:
· d "f classified information was being transmitted to Clinton's personal server. 510
urther recommended that e-mail transiting from a state.gov account to the server
ent through a Transport Layer Security (TLsrxx tunnel.YYY Pagliano advised that the
transition to TLS never occurred. 5 u· 512 The FBI was unable to forensically determine if TLS was
implemented on the Pagliano Server.
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(U//FOUO) When asked about the maintenance and security of the server system he
administered, Pagliano stated there were no security breaches, but he was aware there were many
failed login attempts, which he referred to as brute force attacks. zzz. 513 He added that the failed
attempts increased over the life of the Pagliano Server, and he set up the server's logs to alert
Cooper when they occurred. 514 Pagliano knew the attempts were potential attackers because the
credentials attempting to log in did not match legitimate users on the system. 515 Pagliano could
not recall if a high volume of failed login attempts emanated from any specific country. 516
(U/A*OU&) In an attempt to thwart potential attacks, Pagliano set up Internet Protocol (IP)
filteringaaaa on the firewall and tried to review the firewall log files once a month. 517 After the
a United
Pagliano Server was established, Cooper put Pagliano in contact withl
States Secret Service (USSS) agent, who recommended Pagliano also perform outbound filtering
of e-mail traffic. 518 Pagliano further considered, but ultimately did not implement, a Virtual
Private Network (VPN)bbbb or two-factor authentication ecce to better secure administrative access
to the server system by him and Cooper. 519 The FBI forensically determined that Remote
Desktop Protocol (RDP)dddd was enabled on the Pagliano Server and was used by Pagliano,
Cooper, and later PRN, for remote administration of the server. 520 While the availability ofRDP

I
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xxx (U) TLS is a protocol that ensures privacy between connnunicating applications, such as web browsing, e-mail, and instantmessaging, with their users on the Internet. TLS ensures that no third-party eavesdrops on the two-way connnunication. TLS is
the successor to SSL and is considered more secure.
YYY (U) According to the State OIG report, State policy (12 F AM 544.3) stipulates normal day-to-day operations must be
conducted on an authorized system. In the absence of a device, such as a State OpenNet terminal, employees can send most
Sensitive But Unclassified (SBU) information unencrypted via the Internet only when necessary, with the knowledge that the
nature of the transmission lends itself to unauthorized access, however remote that chance might be. Furthermore, in August
2008, 12 F AM 682.2-5 was amended and mandated that SBU information on non-Department-owned systems at nonDepartmental facilities had to meet certain criteria. Employees had to: 1) ensure that SBU information was encrypted; 2) destroy
SBU information on their personally owned and managed computers and removable media when the files are no longer required;
and 3) implement encryption certified by the National Institute of Science and Technology (NIST), among other things. Although
12 F AM 682.2-5 was further amended in 2009, 2011, 2014, and 2015, the basic requirements did not change.
zzz (U) A brute force attack is a trial-and-error method used to obtain information, such as a password or personal identification
number (PIN). In a brute force attack, passwords may be attempted manually or automated software can be used to generate a
large number of consecutive guesses as to the targeted information.
aaaa (U) IP filtering is the practice of identifying and manually blocking IP addresses based on the identification of patterns that
are indicative of a potential attack.
bbbb (U) VPN is a private network that runs on top of a larger network to provide access to shared network resources, which may
or may not include the physical hard drives of individual computers, as in the case of Remote Desktop Protocol (RDP). VPN
offers an additional layer of security by encrypting the data traveling to the private network before sending it over the Internet.
Data is then decrypted when it reaches the private network.
ecce (U) Two-factor authentication is a method of confirming a user' s claimed identity by utilizing a combination of two different
components, often something the user knows and something the user has-such as a RSA keyfob/token.
ctctctct (U) RDP is a proprietary protocol developed by Microsoft that allows a user to remotely connect to another computer over a
network connection to view the computer and control it remotely. RDP is implemented in every version of Windows starting with
WindowsXP.

Page 28 of 47

SE~RE'l'/lltRC8Ft?'IlOL'ORrc=J

bl
b3
b7E

sECRE 1nottcsNJNaE<

,mjL...-_. .

bl
b3
b7E

on a server is convenient for remote access, the FBI is aware of known vulnerabilitieseeee
associated with the protocol.

I

(U/,'FOU01

b3

f"-',-'"" Pagliano recalled finding "a
L..v-i,...ru-s,""""...,.b_u_t_c_o_u..,..ld..,..-p-ro-v""'i'"'d,...e_n_o-ad..,..d"""i,...ti,...o_n_a.,..l""'d-et_a..,..il,...s-,-o""'th_e_r_t.,..h-an-..,..it_w_.as nothing of great concern, 525 FBI
examination of the Pagliano Server and available server backups did not reveal any indications
of mal ware, 526
(U//fiOUO) On January 9, 2011, Cooper sent Abedin an e-mail stating someone was attempting
527
to "hack" the server, prompting him to shut it down,
Cooper sent Abedin another e-mail later
528
the same day stating he had to reboot the server again,
The FBI's investigation did not identify
529
successful malicious login activity associated with this incident
(U/f.f'OUOj The FBI' s review of available Internet Information Services (liS) web logs showed
scanning attempts from external IP addresses over the course ofPagliano' s administration of the
server, though only one appears to have resulted in a successful compromise of an e-mail
53
Forensic analysis noted that on January 5, 2013, three IP addresses
account on the server,
matching known Torffff exit nodes were observed accessing a user e-mail account on the
Pagliano Server believed to belong to President Clinton staffed
IFBI
investigation indicated the Tor user logged in t~
le-mail account and browsed e-mail
531 532
folders and attachments, ' When asked during her interviewJ
lstated to the FBI she is
533
not familiar with nor has she ever used Tor software,
FBI investigatiOn to date was unable to
identify the actor(s) responsible for this login or ho~
login credentials were
, d, 534
compromise

°
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(U//J'IOU8') Forensic analysis of alert e-mail records automatically generated by CloudJacket
revealed multiple instances of potential malicious actors attempting to exploit vulnerabilities on
the PRN Server, FBI determined none of the activity, however, was successful against the
server, 535
(U/lf<OUO) Following the March 3, 2015 New York Times article publicly revealing Clinton's
536
use of personal e-mail to conduct government business,
the FBI identified an increased
number of login attempts to the PRN Server and its associated domain controller, gggg ' 537 Forensic
analysis revealed none of the login attempts were successful. FBI investigation also identified an

(U) Older versions ofRDP had a vulnerability in the method used to encrypt RDP sessions, While security patches, if applied,
have remedied these vulnerabilities, exposing RDP to direct connections could allow remote attackers the opportunity to guess
login credentials,
mr (U) Tor is free software allowing end users to direct their Internet traffic through a group of volunteer-operated servers around
the world in order to conceal their location and Internet usage,
gggg (U) A domain controller is a Microsoft server that responds to security authentication requests (logins, checking permissions,
etc,) within a Windows domain,
eeee
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increase in unauthorized login attempts into the Apple iCloudhhhh account likely associated with
Clinton's e-mail addressiiii during this time period. Investigation determined all potentially
suspicious Apple iCloud login attempts were unsuccessful. 538 Additionally, PRN made various
network changes to the PRN Server around March 7, 2015, to include disabling the server's
public-facing VPN page and switching from SSL protocol to TLS to increase security. 539 Staff
also discussed the possibility of conducting penetration testingjjjj against the PRN Server to
highlight vulnerabilities in the network. 540 The FBI interviewed an employee of the company
with which PRN had discussed the issue. The employee stated that the topic was broached but
that penetration testing against the PRN Server, ultimately, did not happen. 541

B.
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(UI/FOUO) Cyber Analysis of Clinton's Mobile Devices

(U/7'fiOUO) The FBI does not have in its possession any of Clinton's 13 mobile devices which
potentially were used to send e-mails using Clinton' s clintonemail.com e-mail addresses. As a
result, the FBI could not make a determination as to whether any of the devices were subject to
compromise. Similarly, the FBI does not have in its possession two of the five iPad devices
. h potentia
· 11 y were use db y c1·mton to sen d an d receive
· e-mai·1s dunng
· h er tenure. 542 ·543 ·544 ·545
w hIC
The FBI forensically examined two of the three iPadskkkk it obtained and found no evidence of
.
. 546
cyb er mtruswn.

C.

(UI/FOUO) Cyber Targeting of Clinton's Personal E-mail and Associated Accounts
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..,.............,.==""""""'h""'is"""h9ing e-mail, purportedly sent from the personal e-mail
L-----~-----IL......L.I..I.W..,I;;i.;.w.clf.l contained a potentially malicious
"Is this reall from ou? I was
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hhhh (U/~) Apple iCloud is a cloud storage medium available to users of Apple products. Clinton is known to have used
Apple iPads during the course of her tenure, and hdr22@clintonemail.com was likely used as her AppleiD to set up a new Apple
device.
iiii (U/~) While the NYT article did not reveal Clinton's e-mail address-and by default the domain name-it is very likely
those who tried to gain access to the related Apple iCloud account searched for and found the e-mail address in open sources.
News articles from 2013 contained a screenshot of Blumenthal's communication with "hdr22," thereby divulging Clinton's email alias. Other outlets mentioned the domain name in articles but withheld Clinton's e-mail alias. Clinton's full e-mail address
could therefore have been ascertained tlrrough piecing together various sources.
iili (U) Penetration testing, more commonly known as pentesting, is the practice of testing a computer system, network, or web
application to find vulnerabilities that an attacker could exploit.
kkkk (U/~) The third iPad the FBI obtained was not actually used by Clinton. Shortly after it was purchased, it was given as
a gift to a member of her staff, and therefore the FBI did not forensically examine the device.
llll (U) RAT is a piece of software that facilitates remote operation of a computer system.
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I

worried "someone [was] hacking into her email" given that she received an e-mail from a known
!associate containing a link to a website with pornographic material. 554 There is no
additional information as to why Clinton was concerned about someone hacking into her e-mail
or if the s ecific link referenced b Abedin was used as a vector to infect Clinton's
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pen source
information indicated, if opened, the targeted user's device may have been infected, and
information would have been sent to at least three com uters overseas includin one in
Russia. 560,56

D.
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(UI/fiOUO) Potential Loss of Classified Information

(U//tiOUO) On March 11, 2011, Boswell sent a memo directly to Clinton outlining an increase
since January 2011 of cyber actors targeting State employees' personal e-mail accounts. 563 The
memo included an attachment which urged State employees to limit the use of personal e-mail
for official business since "some compromised home systems have been reconfigured by these
actors to automatically forward copies of all composed e-mails to an undisclosed recipient." 564
Clinton' s immediate staff was also briefed on cybersecurity threats in April and May 2011. 565

(SI/~,G/~
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mmmm (U) In order for malicious executables to be effective, the targeted host device has to have the correct program/applications
installed. If, for example, the host is running an older version of Adobe but the exploit being used is newer, there is a chance the
host will not be infected because the exploit was unable to execute using the older version of the program.
nnnn (U) A "drop" account, in this case, is an e-mail account controlled by foreign cyber actors and which serves as the recipient
of auto-forwarded e-mails from victim accounts.
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(U/fti'OU6) On or about March 14, 2013, Blumenthal's AOL e-mail account was compromised
by Marcel Lehel Lazar, aka Guccifer, a Romanian cyber hacker. Lazar disseminated e-mails and
attachments sent b etween'r'-lu..u.~..~..~..~oo.~..~.~.~..w.~....u.u~........,.L.I.I.Io..~.~.~...~.~.~..."'-L....L.I.I.l"""""'-L.u...~o..~.~.o~..~.u...r.......,.L.I..Io.O.~..~.o~.~.~.~.~.~.oiO...U....,.~I.I.Wu....,
58

b7E

b7E

screenshots captured a list of 19 foreign policy and intelligence memos authored by Blumenthal
for Clinton. 589 The content of one of the memos on the list was determined by State to be
classified at the CONFIDENTIAL level. 590 Lazar was extradited from Romania to the United
States on March 31,2016. 591
(U/ff"eHO) Between April25, 2016 and May 2, 2016, Lazar made a claim to FOX News that he
used information from Blumenthal's compromise as a stepping stone to hack Clinton's personal
server. 592 On May 26, 2016, the FBI interviewed Lazar, who admitted he lied to FOX News
about hacking the Clinton server. 593 FBI forensic analysis of the Clinton server during the
timeframe Lazar claimed to have compromised the server did not identify evidence that Lazar
hacked the server. 594 An examination oflog files from March 2013 indicated that IP addresses
from Russia and Ukraine attempted to scan the server on March 15, 2013, the day after the
Blumenthal compromise, and on March 19 and March 21, 2013. 595 However, none of these
attempts were successful, and it could not be determined whether this activity was attributable to
Lazar. 596

E.

(UI1f?OUO) General Cyber Analysis Conducted

(S//0€/~~

IThe FBI conducted general cyber research and analysis of e-mail addresses

and user accounts associated with the clintonemail.com and presidentclinton.com domains.

(UNFOUO) FBI extracted the Thread-Index 0000 and Message-IDPPPP values for each identified
confirmed classified e-mail relevant to this investigation. The values were extracted from theemail headersqqqq in order to develop specific electronic signatures that could be used when
searching for exact references in large data repositories. In an effort to identify whether any
confirmed classified e-mails may have been compromised through computer intrusion methods,
the FBI conducted signature-based searches in available databases, to includ~
The
FBI also provided the unique identifiers to other government agencies, and one entity

F.

oooo (U) A Thread-Index value is a unique, alphanumeric, Microsoft Outlook-centric field found in an e-mail's header. The
identifier is used to track e-mail threads (or conversations). Each time there is a reply or forward in the e-mail thread, Outlookif it is the e-mail client being used-will append additional alphanumeric characters to the e-mail's original Thread-Index value.
PPPP (U) A Message-ID is a unique identifier found in an e-mail's header. Message-IDs are required to have a specific format and
be globally unique. Unlike Thread-Index values, Message-IDs are unique to every individual e-mail, regardless of whether two emails belong to the same thread (or conversation).
qqqq (U) A header precedes the body (content text) of an e-mail, and contains lines (metadata) that identify particular routing
information. Fjelds such as "From " "Jo " and "Date" are mandatory whjle others are optjonal
rrrr (U/Tf'ffifflJ

bl
b3

b6
b7C
b7E

b7E

b7E

bl
b3

b7E

responded. ssss To date, the signature-based searches in USG databases have not identified the
relevant e-mails. 601
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ssss (U/~)

The FBI provided the Executive Office of the President (EOP), State Cyber Threat Analysis Division (CTAD),
and State's Information Resource Bureau (IRE) with Thread-Index and Message-ill values. CTAD found no record of the
signatures provided. EOP stated they could only search "To," "From," and "Subject" lines, as did State IRE. Separately, in an
attempt to identify whether confirmed classified e-mails resided in unidentified e-mail provider accounts, or whether identified
accounts forwarded or replied to the classified messages, the FBI explored the possibility of sharing Thread-Index Value and
Message-IDs with e-mail service providers of interest. Google was asked if they could search those header fields in its dataset.
The company stated it does not index Thread-Index values, which is the identifier the FBI was most interested in, as it would
have provided insight into the extent the messages were forwarded.
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FEOERAL Bt.JREAV OF INVESTIGATION

(U/TOCO} On .hdy 2, 20 16, HlLLAR'{ RODHAtV1 CUNTON, date o,_fh.:;;.:.i~rt'.lo:ihL..-_ _ _~~
-.vas interviewed bv n.~~kral Burt~au 1.1flnvestigation (FBr) Special Agents (SA)..__ _ _ _ _ __.
t!K~ ,f. Edgar Hoover Building loc~~tr.:·d at935 Pcnnsyl\·tmhl AvcmK~ N\V.
\Vashingt(m. DC' 20535. Prl~:>enl f~Jr the interviesv Wi:.~re CUN'l ·. • l'' ·
· < ' · · L K'~ndal!,
Kalhtri!w f\l. Turner. ClK~l)'l D, tvfilb. lkath.er Sml)U\.dsqu and
/\iso ..resent was

I

ht

b6
b7C

m Chief Pch.~r P. Strzuk. as W'-~11 m~ David Laufman,
and
tiK~ Depmiml..~nt ofJustice {D.OJ). Prior to theinlt'!'Vic'\V, KendalL Turner,
nd Samuelson agreed ·liJ :-:;ign a . nlllHlisdostlf(~ agt~ement in anticipation or vh:'lving dnctlmcnb>
duri11g the int~:~rvll.~\v th~tt \vert.~ (~ !ussificd as part of11 Spcdal Ac~..x~ss .Program {SAP). /dlcr being ~~d"-vi.sed
of lhc identities nfthc inh.~rvk~\.VIng ~~gents. ami th1.~ purpose of the Interview, CLINTON pt\wid<:d the.
li!lf:o'>ving inforrmttion:

L .

hom

( U/,'fOt:O} Upon t~lkin.g flfti(:e HS the Secn:.~tary or Slate (Se!:.:Statc) at lhe u.s. [kpartnK~nt of State
(hcn:aftd·, State} in January 2009, CLINTON rec~lllcd her \)fH~e on the s~:~vcnth fhwr nl St~tte hm.tdquurtcn,;
had nne black phone capable ofunsi..~cure and s'·curc CI:Jnnnunitations. one yellov·<" phone Jhr secure
e.:Hmnunk<ition only, and on~ 'vhite phorw capahk '-~fdircct calls to certain govcmmentoffich.th.
CLINTON did not htW(~ a computer h.•rminal of any kind or a facsiJnilc mnchine in her oHke ttt StaM.
Additionally, Stuk mllfitwd CLINTON's rl~sidenti.'S in Washington. DC and ('happuqtw., 1'-h.~w ''r'ork \Vith
a Sen~itln.~ CompartnK~nted lnt()rnuttion HR:iUty (SClF). Each SCIF hud a cnmbimnion ~ock thaHmly
( 'LINTON kue\v thei:omhinatkm hJ. The SCIFs in both residcnct~s were outfhted .'>vith ~cure vidC(l
K~kc,onierenc(' (•quipm~mt a11d the s>tme phone systems as in her otlke <ll State. CLINTON did nm have a
;;~omrn,iter wrrninal ~Jfany kind in the:- SCJFs at her residem:cs, but did hav~ a hltsim.ik n1llchinc C~tj)abk (.)r
sc~Ut\.' and unsecun." transm isskm. C'UN·roN rarely U~(~d th~ SCIF in htr residcm.: ~~ in DC, prirnariJy dut:
1
!{l her pn:fcrence w WK' h\..~1' \)flke <lt State. It w·as CUNTON s practice w lm.~k th~ SCIF every time it \VHS
vH<:~lkd. \Vhtn in her residence s ~ CLINTON \.\'Ould receh'e da:ssU\ed in!hrrnati<.m through dlpiomntk
p()Uch via \..:ourier, secure phone call or secure lltx . .i\lh.~r consuming hard copy c!m~si.Hcd docwncms at her
rt.~$idenc~, CLINTON V>'m.tld ph.:~t' the docqments in a "hurn. hag."
(S/'!'#i) When travdl ng donwsticaH\', CLINTON had nu technical ~u .. :KH1 trav~:dlrn '<vith h~ras it
rdateJ h.l secul·e comimmicatktn$,
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(U.,/I~OCO}

Al'h.<r rtvkwing m1 email dated July L 20l2 \vith subject line ··h.v: Congratulations!,"

c:.JNT~she·t·\~~._:.····e···.h.···~.:··~(.i.nn gn.rticular.guida:1c. c as t~~ htnv s:he s!~ou. !d use :he Pr.es!.?F.·~u'.s •.em.•.:~il
midrC$&L_____jL~li1Pd,~9l?.d!9X· Snwe the Joregmng crmul \Yas sent !rom Russw, CL!N l (JN stated she
tm,Jst lmve s~mt it from th'~ plane,
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(U.hTOt.'O} /\Her revie\ving an email dated '1\Jarch 22, 2009 with subject line "Re: FolhH.'<' up,''
CLINTON sUited thi~ email pi:'rtain.;;.xl to ho\v her "flles:'' were going to he treated at St~lt\i, CLINTON
n.daycd whik in !lw Senate, she maintained a flers"ma! and tit11cia! pap!.!r !1le, This pmrc.ss was rlot
implrmenkd through Senati;' pWC~C~dure m guidance btu thmugh CLINTON's O\vn )'K~rs~:ma.l process,
C LlN f(}N was not <nv;m;~ ho\\' other State starT maintained their t~:.~cords and was ~mawarc ofStal~:.~'s State
l\'kssaging nnd

Archiv"~

Retrieval 'hJolsd (Sr-.,.fART).

(U/i'FOU~ CUNTON

could not K>call w!K~n she f1rst received het security ch:.~anmce and !f s!w
it \'<'ith her w SMe vi:necipn:lcity from her time in the Senate. CUNTON could nm recall any
br1d'ing (.W training by State rd~lled to the retention of lbdcml records or handling of dassinet!

~.·arried

iniiH'IlHltlon.
(U//FOUO) CLINTON was a\vare she was an Original C!assificatkm /\uthority (OCA) al State..
CLINTON ciw!d not n.·c~d! how on,~n she used this m.tth<Jrity or any training or guidance tJrovided by
Smtt. CUNTON could not give an example of hmv class:in~atinn Ma document was dewrmincd,
CUN'fON stated there W<'l.$ ~l process at State hethre she arrived ~md she relied on the career foreign
servk'~ pmlb.s;;;ionnls she \vorkcd \Vith H.i appropriately handle and mark dassincd inRmnation,

(U//f'OUE1-) CLINTON recalled being. brietcd nn Special /\ccess Progrmn (SAP) inlhnnatkm bm
could nnt rcca!J any specific brh:.~Hng. on hO\\' w. handle infomml1on associated with SAPs, CUN'I'ON was
~-.'crtnin ~<he si.gned mr agrel..'lrm:.~nt rmmwri<.tlizing her access: l\) SAP nmtednL but sb.:.~ could nt1t rcc;:!ll
~peciik~ d~.:tniL CLINTON recalled aH SAP rd.aterl inlhnnation 'vas d~;.'livercd W her hy paper in her oHke,
through courier at her 1\~sidcnce, or thnn.1g.h cmwer~atiM in her omte or in.th;;.~ Situation H.o(>m aJ tfk
\\'hit~:.· fbuse. ln generaL Cl.JNTON knew SAP informutiml was of great imporwm.x~ 1.md nct..~ded to be
lmmlh.xl carefully,

~ ~1L...-----------J~'/OC/Nf

bl
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bl
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I

~:~LINTON c.ould not recall ~t spedt1c procl)ss for

nominating n target thr a dr(lf\(.~ strike and recalled mw.:h ddxtte pertaining lo liK! concurrence prm;vss,
CUNTON knew tlwre was a roh." for DOD. State aud the CL\ hut could not providt' ~pediks as tn what it
was. DtK~ to a disugrecrncn~ betwt.~en these agencies. CLINTON n,-ealled havirn! manv discussion.s rdatcd
w l.Kuninating an im.Hvklual for a drone strikcJ

\Vht.:n CUNTON

dassthcd mtonnatl'-m pertmnm:g

cx~;~hrmgd

t~1

tl1e drone pr\Jgram

mtt.~rnnHy

bl
b3

at :-:.tate, 1t

w<L.'> in her M!1ce w· on a secun.~ ~::aiL \Vhen CLINTON exchanged classified inl(Jrma.tion pertaining to tlx~

drone program extemaHy it\\'>!!'> at the \Vhite House. CUNTON never had a concern v1ith ho\\' (:lassil1cd
inf(>rmatiml p(!I'Winiug to the drone program was handk~d.
( l)/,TOUO) CLINTON was not issued ;:t m~:Jbik~ d<.~Vlci:.~ by State, but continued to us'~ th~
r~a:->s\vord
t)rok~cted BhK:kBcrrv slR~. used durim.~
..
...... her time in the Senate, ·rhis tkvke was comwct;,;.~d to he.r
/\T&·r B!ackikrry wJdre~s \vhich vvas used mr bt~th persnnal comn1unkations and ntlkial business,
C'l.JNTON made this t!;;;•dsion out of convenim1cc and nottxi she h~td spoken to f(mw:.>r Sccn;~tary oC S.t.nc
COLIN POWELL \\'ltt1 used a private >;;~mail m.:!.'Otlnt, m; had tHher Se'-'l"Ctarles nfSt<lk bclbre him.
~

'

'

.;-

'

'

'

''

'

'

'

'

'

(U/ifOt.:O) Atler rcvko\ving an email dtttcd February 12, 2(109 with the sul~ect line "Re: Ne\v
<.edt" CLINTON stakd she•was nuniliar with the phone nun:-~ber.ending irOrcll~t-enccd in.•thc email.
She hclk~vtx! th.~ number '>Vas tb~ll of her BlackBerry because sh'~ did not recall using a Hip phom~ during
her time at Stat,~, only \vhik in HK~ Senate.
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(U/..'f'OUO) When ('LINTON's B!uckfkny device mnlftmctitmcd,. her nkh.$ \Vuuld assist in
obtaining a nc\\' BMckB~rr_y, Aller moving to the new device, her old SUvl Ct!ni \Vas. disposed of by twr
aides. CLIN·roN did notrec~\l! hot"' any data St(tn.~d on thi:.! <.kvke w·as destmyi.'XL CLINTON's aides
v,·ould also assist in setting upth<.~ n.e\.V BlackBerry and implementing any security fcatw-e~-

{U/ii'OUO) While on inkrnutinnal tmveL CLINTON never suspected her Blackf3en-y \Vas
with. nor did slw ~ver k)sc a H!aeklkrry \vhile trav~:~Iing. There \VCre a kw O(.:c.nsiuns wht.~l'C

tmnpert.~d

bl
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bl
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Cnminuat i>)ll.(!!' r:IJ-JU:! >.l!' ............. l.ui<.T~~b:.~):.l!X.!1llh1rr.1\'lill:llilll.ttht\ltL ............... on .J!2mU~W.A , !\1g~ ___ 4_~
CLINTON's staff was provided with a secure ~ell phone, but CLIN"l'ON did not recal l the
orJh!quency \\'ilh '>Vhk~h lhi ~ (~\'em occurred.

dtcWTlstances

~ CLINTON Rque::~tcd a secure Hh~tkBerry \\'hile at State, btlt cm.lld H()t recall why thl::'y
were unable to pn:wkk~ <.lrK~. She was a,.vare Pn.~si dent Ohama had one and it S<.~mcd (:•)nvcnicnt fkr
l'Ctlucst wa$ not ou§of conc;::m f()r the sc:n.shivity of the itlf(~mu~tinn oJrher then-current device.
CUNTON \\'tlnted the secure lllaekBerry m deal with any futun.~ (.:ontingcncks .:md thD\lght 1t would b'-~ a
good Idea to have a secure celL After rcvk!\Ving a memo \vtittc.n f()r CHERYL rvHLLS by ERIC
BOS\\-'HLL, CLINTON smtcd sh~nc\'er broughlher . undas~ilied BlackBerry intn her SClF fbr the
re:.ts()n ~ nutli.11ed in UK~ memo. She would h~cp her BlackHcny I)Utside of the serF and dwck it in 1Kil1 ~
SClF ;.treus of State, when t.nrvcling tn her onice, at speeches. n.nd Qthcr tlccashms outs.! de iJf the l.Jffice.

Hlt

(U//f'OUO} CLINTON did

lKH.

recall retx~i\dng any em<lils she thought should not h~ on an

1.mdassil1ed system. SlK~ rclk"\1 on State ol11cial~ hl usc theitjudgnlcnt when. emaiting her and c<)Uk! n<.H
rcc~dl anypne raising .:;onccrns 'With her regarding til~.:~ sensitivity of tht! int()n'llmion sh(~ rec.eived at her
ermiil address. CLINTON had frequent in~person .meetings v... ith State persnnnd \\'hen.~ clussilkd
inlhnnati<m was (~(H1lmunic~lted, indu~ling a .daily 8:30 AM starr nK-eling and m1m~tmls other walk-in ~md
\\"i~HHwl n1edings during the day,
~~ privat(.! (.!llmil addre.ss \Vith AT&T dudng her timt~ in the Sena:k for
and J:K~rsv1'mi w~c- CLINTON recalled knowing her hushand.·WlLLfAtv1 J, Cl..lNTON. had priva\(~
.:~mail addresses tiw his tlides., CLINTON did not r'~.c~\ll her speci1k conversmkm:§ regarding the creation of
the ''liottlllt~nwil,~mn domaiJt butarrmnd Jammry ·2009. directed aides to Grt~aw the email u~::count. h ':vas
n nwtkr of>:x~n'·'t~nk nc(~ to move onhl ~ svstem
muintuilK•d bv., her husband's staf[ CLINTON was avm.re
._ ,.
there was a sen !cr in her basement <:~t Chappaqua, but did not knuw of the variousscr\'t~r .systems umil
hi.·ing.made uwan.~ . tetendy. CLINTON did not re<.:aU receiving g;uidm1ce fhm1 State·regarding email
polkic$ outlined inthl..! Foreign /\.tlilirs rvhmual. CLINTON advi.scd cveryo11c at State knevv she had u
privah.~ ~mail addn.~ss becm..ISl~ it WllS displayed to a.nyone 'vitb v~'hum .she cxchtlnged emails~ hmvcvcr, l:'bc
did n6t cxplk:itly requc.~t pt:.~tmisskm {<) usc a private server or cmaihtddress. During her t~ntlr'-~. no Ot1'-~ :H
St<lk mi::tcd ctm<:erns regarding CLINTON's use of a private sen·t.~r Qf email a~:.h:lress.,

(t}/lHJU9} CLINTON tlsed

oHk:i~1l

.

.

(l.!/tfOUG) Ai)t-r rcvk~\vingan cmuil from POWELL with the subject Hne ·'Rc: Question,''
CLINTON stated she did not \V<Int to guess predsely what POWELL was try ing to :>ay in p~mlg_raph three.
but underslood h to mean any cmmm.tt1ications (I f \)fficiul hllsincss would be gtlVt..~tlmcnt reC(ln:.k Thiii
email did rwt factor into her ~,.n-.:cbkm H.~ use a pcrsmull entail account.
(Ui/FOL'O) Aft~rr~?vk\ving an email dated Fdmlaty J. 2009 \.Vith the subject Un~ '~{{;;.~: h.J!low
up.'' ('LlNTONstald ;,;he did not continue to rec~:~ ive email tit her /\'l'&J· add.russ after transhioning tt) her
~Hnh:mt..~ m~Ii Lcom tlddress. Smm~ aides had accc$s to CLINTON 's: Blm:.~kBerry ;.md email m.:ci..mnts, hut sht:
did nut nx:allspedfka!ly who h<~d access. Addilkmally, CI.JN"J'ON did ni.H re,~aH any sped fie muthK~ fbr
dekting yJnail fr1:JndH.:.! r t1\.~cmm! v..-hik Sccn:hlry of Sh.I.W, lll)f (iid she rec~!ll ever receiving «'l. ny messages

bl
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C~)ntii1Hillkln r>f fD·.W:~ {)( .-.........Jm;:r.~:l~:\~:-!~J1L~lhtr.U~,hlhnttUJ!nlwL .......___ ~; Or1 DJifJ2i1flJJ\.. l'ag~' .......... 5~
irldknling. her n:t:cuunt \V<l$ re<lching a stomgc lim.it CLINTON was nol avva.re or the specific

details

1\~garding the han.h~'an:~, soitwarc. or security of the si.!rvcr hl1Sting
odd kl()king ~muiL but ncvt~r notitt~d an irtcreasc in these

cJintoni.!mail.c():H1. She occasionally
types of t~rmlils that would be a ~:~mse
n)r concem. HUMA ABED IN also had an m.x:ount tm dinhmemail.com bt.-cttt,tse she tl'eqlH.~ntJy ussistcd
C Ll NTON with JR~rsmwl matters . CLl NTON did not recall any <lthcr individuab heing o Hcn.x! an
ac~.o tmt on dinhmcmail.eorn.
re(~eivcd

(U//f'OU8) CLlN'fON ~luted m Icusl a hurtdred~ ifrwt several hundred, State emph.)y,~es had her
clhltonenmiL4:om address, .S1mH> C\.mmmnkatcd directly with her, ~Nhlle others went thrqugh her top k.~v~~l
swm When her top staff r~cdvcd inlhrrnation, the recipient would determine if the inl{.mtmtion shtn.dd be
it)t'\\'ar<.kxl to lK~r. None of CUNTON 's staJf ever expressed ~~ concern t'egarding the sensitivity o.f the
anlli.~nt nfthese emails. CLINTON'spmi:lice \V<lii to entail State statTat their .state.gov w.:counts, hut
\'>'~ould somctimc8 send ~:.~mnillo. a s taffmemhc(~ personal account ifstate.gov \Vas do\\'ll.

(U/ffOUO) Atkr reviewing an email dated June 4, 2011 with the subject line "RE: Ch1ogle email
hackin.g and 'NOdUl slat~:.~ Qfdviliall tedmok)g.)\" CLINTON stilted she did nol recall the compromise of
Stme employees' Omail ·}tccounts. Ho\vcvcr, CUNTON did ret~an the fmstr.:ttion over State's inH>nmltion
technology syskrns.
(UfFOUO) Afkr n.~vk~\Ving a State commtmit~rttiml duttxl June 28, 2011 with the subject !ine
Ac<:iJlmts," CLINTON stated all cables {lfa certain polk)' nature
w~nt out under her munc and she did not recall this spqdf!c
cable.
Additiomllly. CLINTON did n.nl
.
.
r~aH thi:; .:able (:Mrdating with BRYAN PAOL!AN O upgrading the dinh.memtdLcorn server.
CLINTON did notconsider swit~hhtg w a stat~Z.gov m~count at this tim\.\ but did reca ll rept.irb 6f
compr<.lmises to stat<J.gov syst~ms, CUNTON understood the .email systt.~m us~:.~d by her husband's
p~ rsonul staiThad an (\\t:dk~nt · track r\.~cord \Vilh respect w ~t;'X~urhy and had never het~nbrt~adled.
··ss:.· L~liringPersona! E~mail

(U/,.TOUO) CLINTON \.Vas not involved in thcdccb;inn to move fl-nm the Apple server rnanaged
bv JUSTIN CO<.WER to n server built bv BRYAN PAGUANO, Thcrdbre. CLINTON had no
knowkJgc the reasons f()r s~k.>ctingto install it in the ha.sc.tncnt ofCIJNTON's Ne\v )'ork reskkncc or
thi:>hardware, softv.-an.~ . and security ptntncols used to construct and ()pcrah.~ tht- s:ervt~L Furthcnnnr~\
CL.INTON did not ·haw any conversations \Vith n:gard to using the server w UV('id the Fn.•edoni Qf
!nf(mnatioll Ad (FOfA). and spcdfkatly denied using the server to avoid F1..~deral Records A;::t (FRA.)
~

,'

,,f

'

'

~

re.q~•i. rcm:m~.. B.ased .on·. h'~r. p...·r.".'K.'. l.i~,;.·~~. ·. of email.ing.r sta·'.11.· o~._ ~~1.'.- ~. r .state.g.ov. a~.··com·1·· ~~.:' .{·. ·.'Ll. N
·.··.··t···(.}N. ~her
n>mm,mwml!rs.· . . ww t<·l ·J·)·H.·Ir.cd ·b...y.St.ate systet.ns. C.L..t·N.·· I ON.· ".vas.no.t awan..,.: o. l.S·,.. t•. at··c·.. ~. · '.n.p. h.J yeeL___j
'. .t

I

expressing cm1ccrns CLINTON's email server was not cmnpliam wilh tht~ FRA.
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(Ll/;l'OUO) \Vhen CL.IN'fON had technical issu~s \vith her \!mail acGt>Unt. ~h~ contacted
C~OOPER w f('St~!ve

CLJNTON

n;~~alkd

the issues. She could not rec~tll ever c.ontacting PJ\GUANO for tcchnicul Stlpport
having ls~m,~s '>'Vith cnmH during Hurricane Jrcnc b-ecause t:di phtmc system~ \\'l'tt'

~~-,~L-

________

___.I.'oc,·rqp

bl
b3

bl
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Ctmd~>mll iml ill' FD.<W2 (!f"'"""'"1nt.qJ.l'-'~~-gJJHl!l!f'< !bdh!lJ!tC!lUillll...................~--· On J!.?i02/.:Wl6 .• !'<tR~ _....~6mmmm

dov.'n; howt·v~~r, sh~ could still ri:'cei•tc email. llll her iPad. She did not recall using an iPad mini until alkr
her lcnure as Secretary of State ~md h<IS never used a ~:-lucbouk or other computer to access her emaiL

\ti//FOL'O} •S!DNE'!" BLtJNJENTHA.L is•a longtime friend ofCLlNTON who freqmmtly sent
infhrmatkm he thought would b.;,~ llseJhL CLlN'fON sometimes read Md for.vardcd t!w infbrmation tn
appn.1priatc personnel . but in other instances did not have the time tn read hi$ emaiL i\lkr l'CVte\vlng an

f''!h'd

t.~!.na.H
!anwwv 'l.l. ·)oJ l wh. h. th.. ·~. s.ub··.j~ct ~.t.·l·t·e.•"hry ·.m~. n.w i.n·t·;;;.·! t::.~gyp·. t. • 01..3ll·J· ,(.iocx.·,.'' (. .:. . ~.-.l. N.!'J'(.)N.(\.·
stated
a r~tm;:d CIA ofln.:er, but she had no concerns r~:~gmdmg the sources
of !h'-~ mentos being dassincd, CLlNTON vlc\vcd the content as jounmlistk lK~caus.;.~ BLUl\,1EN'Jll/\L.
did fK)t have a dcaranee and \\'as not in governm<mt at that time. CLlN'fON did not rt~qucst the memos,
but commt~nH:d HLU NH~NTHAL ls a prodigif'HJS wdti.!r\vhose in.tbrmatlon wa-"\ sqn~t~timcs a~..:cumw and
~ornetimcs lWL .After rcvii'No:'ing an J;.!ltKtil datt.~d June 24, 2012 vdth tile subje-ct lhK~ ''lh.:: H: Here it b:
!atcsc lnwst, intel on ~·'lB/SCi\F inskk~ d~:.~at Std.'' CLINTON comn1cnted it \'<'as a ccmfu~ing time in
Egypt and State \Vas trying to Qbtaln aU of the intdlig.ence it could on Egypt Hnwcvcr. she had no
concerns regard.!ng the dassltkation of the cnutiL

hvas

(S.!.-*') Adler wviewing ;m email datl~d October lJ. 20l2 ·with subject lint' ''This mn Green nn
.......~~··.,"CLINTON
....
stated she did nnt remt.~mb~ntht~ enwil spedtkally. CLINTON advis.cdl
1----.....L='-.,..,_,~,.\)ddng ~~~the DOD at th~: time of this cornmunicati,m, but had previously \\'Orked for the
.._____.,vas somemw vvho \Vas well acquaint~d \vilh hmtdling d.a~sified infi;.mnation ami CUNTON
described him ~ts sonKXHK' she hdd in high regard, Jvh:>reiwcr, CLINTON relied m~ . land had no
C(>.n;.;:t~rn ov~:~r hi;,; judgment and abilitv to handk dassHied inll.mnatitm ·~ NT ')N . ~ icv~d s 1c wo JJd be
S'K'cubtitHl. if she \Vt:re to state what
m.~ant ,,.·hen he refurred 1t

I

r--'----...,...~===--~~~~Atlct rcvk\">'ing an email datedl

hvith su~ied
Um:
CLINTON stated she did not rctxH:mbcr the email spt+cilka!I.Y, CUNTON stated
ddibemtkm ov,~r a futun: drone strike did not giv~ her caus;;.· tilr<:onccrn rcg~rding t~lassiilcatiorL
ClJNT'ON understood this type of convenmtion as part M thl'.~ ~''-'utine ddibenHinn process, rvton.:ovcr. s!w
rt~t.:allcd many ti.mvcrsa!lons about future strik(~S that IKwcr occum;~d.
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~~=-:-~~=~~-----'~===~=.,.......,,.,...,.=,.,..,..,,.,.,.,,.,......,.IIC'l:INTON moug11t any attempt she
rmWI:.' to at.~wnnmtt
llR'<mmg. 'WOUW l1C specuw.um1. 1\ft~r mentioning tht.~ names of the
individuals on the displayed email, CLINTON stmed they were experienced ll:~reign scrvk~~._~ professionals
and she had no rcmwn to dnuhltheir judgltK~nt and

~lhility

to handle dns;,;Uit.~d irdhrmatiOlL
bl
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CUNTC i l vwwe t K' em:n as a typnm t c I >Crat!on .:. ot:ument am 1<K no
._'-.,.~\-)l'"""K-:.:-r"""n.-s""'t,...l~o:-,""'--~~-·p"""'.~~~-_,·~o:-'<.""-~;.~...Jmail contained chlSsificd infhrmathm ..As it relates to chU>sifkatiml, CLINTON
stated the displayed email was forwarded to h'~r and she relied on th\.;~ judgment \>f the cittcer ll.wdgn
servk.:.• oflkers and other!> inthe "thick" of what was happening. ClJN"fON lmd no rc~1son not to rely on
tl1e pcopk she \vorkcd with at St~1te. CLINTON did not recall JACOB SULLIVAN using his Gong:!.::
e!n~~H atc4"mnt fc.1-r <.)ftk iul business and could not sav ''vhv it \Vas used in. this instance .
...

--

~>'

I

.---....._______________~,.:;f. !,\!.:tl: : .c!. r.:.;n::::;.~:\!,;-'i::;t~wing an cm~ril darcJ
\Vith su~~_iect
!inc
CLINTON stated she did not rcmemb.::r the {.~mail
.L--""""."::""--:---r----------...,..,..___,.....---.---.....--....l '.'LINTON

bl
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identifi.~:.~d the

!Kn·tirm of the email \VhL~I"C
writes ''let nK~ kn<.l\V what ynlJ can via thh~ chanm.~r' :t>>
~ing represcnwJh'c of the emphmH$ he pJaccd on handling intllmlation appropriately. Cf..JNTON had no

concerns th.:.~ displayed email cont>:tined cla.•.;siHed infi:.1rmalion . CUNTON ·viewed thb email as the State
de!.iberation pn>cess w determine bov~' to respond to a news report. During her temm.:, CLINTON stated
State did the best they C(l\lkllo not conHmt drone strikes and \\'em ~ts.catcful as p-ossibh:.~ . hut had t<Jdcal
w-ith a "rash" ofne\\'~ repnrts un drones. CLINTON did not recall a State policy on conHnning clussified
irW:Jrmation in m.:.~dia re1xn·ts.

fS~ Alh.:r.n.:vic ...,:Jng an email dated August 25., 2010. \'<'ith subjt:ct line ''F·w; N'l

bl
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TinK$ artide ()tl Salehi," CUNTON stated she did not remt~mbcr the crnaH ~necinca!Jv, CLINTON stated
thejudgment oftlK~ pcopk \V\}rkmg for .her on the ''tmnt mes. ·

r-......._--------------~oiJ.loool...lo;t.... l:.J,L: .,~ •·~:Jr'.u·.l is an email dati.~
lim.'

.:.·mail specltka!ly. CLlN"fON thought

I

. .
with subject
ClJNTON stated she did not remember the
\vas a competent proll~sskmal \Vho scr\'CiJ in s1nne of

State.;s mt.·):.·-'t d·i.f."l1cul~.p. )St···s; CI. . . .!N
. .~ . ~T.ON.! re. ~. ayc.:..i S.tat.e ~. .,i. .- ~d. t··h. . e..~e. st. ~.~~~Y co. u.'. d.·..·'\.•hi!:·· c. ~"•nsirlrl.·ing·!l•he
'\;m1stant t)~1rragt~ ol press' try1ng to contm11 drone stnkes. t. LIN I ON swtctt .... _ • .
tnust have
hdievtxl this email was ''SHU" hetause that \Vas ho\V he marked it. CLINTON understood SBU to mean

bl
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l·.

Scnsitivl..: But Undm;sified. CLiNTON stated foreign-based US E.mbassics would have a SClF with
:secure com)uters und hnncs hJ conm1unicutc sensitive .information.
(S/.~) A.tlcr re,i!e\ving an email dated December '17, 20tl, with subjed line "F\V: (S.BU).'<
CLINTON stah:.:d she dkl not remember the email spccincally, CLINTON was notconcemed the
displayed tmlail .~omained dassHkd in!{mna.tion. CLINTON stuted no policy m· prm.~tk<.~ existed related to
commtmicatln~ ~1round tw!.idnvs and it was often necessarv lo comlm.mkfll;• in rmk or dn tlw b.'~Sl vpq
~..:ou!d w cnnve)·· the irtihrmatk;n considering the system yt;u \ven.~
------------....J
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r--...L..-----1"':":"~=~-:-----""""!"'...,...~:-.-~.\ft{~r revie\ving an email datedl

Iwith suh_kct

lin
''LlN'fON stated she did not remember the email spcciHcally. CUNTON \vas not
ti.nK·enliXi the displayed email c~;uttaine:d c.IassiHi..'d inHmna.tion, CLINTON r-elk~d on HK• iud11.ment of thl~
Pt'<:)f)k' that •worked l{ir her t<) handle infbrmation appropriately, I
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r----(•1"""!.-..;.;
,'FO"OO) Atlcr reviewing an em~til dated June 17,. 201!, ·with stlbject !ineL.I____.....
L----~ICUNTON sMed sh~;~ did tKlt remember the enmil spet::H1cal!y, CLJNTON stated .a

·'nonpaper" \Vas a document with no on1cia.l heading, \)r identifying marks of any kind. that can not be bS
aur!bmcd l.n the lJS Government CLINTON thought a '•m:mpapcf' w11s a \'ltay to ctnrvcy the unoHkial
stanc(• ()f!ht• US Government ln a Rm~ign glwcrnmcnt and believ(!\J this pmctil.~e went back "200•ycnrs."
\Vhen \'le.wing the displayed email, CUNTON believed she wus asking SULLIVAN to remove the State
!etk•rhead and J)rovide uudas~>ified talking points. CLINTON sWttxl she had no inl~:mtion w remove
dassifh:atkm markings, CUNTt)N had no recollection of actually K"Ceiving a "mmpaper" ~Jr ~~ secure fax
in this insmncel
ha1king points are typically classiflcd,but CLINTON did n1.Jt recall
in lhis instmK!..~.

per DOS

HJ) ~ AHerrcvk~wing ~m email dated April 9. 2012, \Vtth subject line "Call to President. Banda,"
CUN'fON stated sht~ did not fl.'rtleml"X.!'r the email specifically, \\"'IK~n asked \Vhat the parcnthetk'l:l! "C"
m'-~mu bdi>re a pamgraph \Vithin the captioned eawil, CLINTON stated sh~.~ did not kmw.-· and could only
speculate it \vas referencing paragraphs marke-d in alphabctk:a,! r>rder, CLINTON could not say fbr sure if
the parenthetical "C" is uscd•f(>r portion marking dassifi.cd doc.umcnts. CUN'fON tuKk:rstood the top of
the ernail is marked "Cunfidcntia!" and a~kt.~d the intervie·wing Agents ifth~1t '>vas what''("' rd'cn:n~:ed.
[Agent note: Email was marked as classified at the Confidential kvd by the FBI based on u: tkt\~rminatkm
by th~ OCAJ \Vtwn·askcd of lwr knowkdgc.rcgarding TtJp Secret, Secret, and (\mfidential dassincation
levels of US government int'brmation, CUNTON responded dwt sh1.~ did not pay mtenti.on to the "level''
of;;.Hassil1..:d int1.lmmtitm and tonk all classincd information scriNisly. CLINTON was not \:Qnccrncd the
displayed email contained classincd inl'hrntatkm. CLINTON believed the email amounted to~~

'\:.ondQlcncc calF' and questioned the dassitkatkm leveL

~~L..~-------.....Jf)C'KP
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C\}ntinu....,·..........._"""""......,.......--"""""""'"'--I.IIO.Ia'-W..I.W~"--li.l.IWI~·-JtD.itlWJL,~-~-·· On ltz!Q.:WQJ.ft., !'ilg~~ ·"'"·"··-··9------

·.:UN'J'(JN believed infonm.ttkm should be dussincd .in the

cuse ol'~·~~·t':":}\~<e:-::r:-t-::n~U-r.!~l<::::ll~)':-:a::::,t-::'t~!(::::H':"'l~""'l't:'::c-:t~.ls:-::e:-:t:':"'l):-:s~:c:-::.n~s1.tivc sources and \Vheresensilive ddih~r.:ttions took pJace,
Wht·n a~ked \Vhethcr CUNTON betk~vtxl information should be dassifkxi if its u.nauthodzcdn.~kasc
would ~.~au.sc dtimage to national set:urHy, she responded~ "yes, that is the understur1ding." CUN'fON
bdic\'Cd lhc dassificHlion levd (Jf future dron~ slrikes depended '-mthc context. i'-···...· ....,.:~..~,;"""""~;..l~.I.Uoir.~"'---.....,
drone stri kt:s tv be an '•im Kwttmt H.Kll" but also a .. ro~ra.m fh..x ucntly in the res.
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(Uhl'OU~)) CUNTON stated she received no instructions or directkm regarding the prescrvatjon
or pwduction of rt:cord~ from Stat~ during the mu)sltion om oCher role us Sccreta.r_y t lf Stntc in c~1rly
201 J. Howev~:.•r, in D~.~cember of 2012, CLfNTON ~uffen:d a conctL'>sion and then around the Nt}\V Year
h~KI a bk1o(.h.:loL H~1sed on her dockw's advke, she could only woi'k .at State Jbr tl few lwurs a day;tnd
collld !h.H recall CV(~rv brkHnt.t .~hc rccdvt.xt CLINTON did m.lt have anvdiscu.ssioi"Js with ltidcs about
turning over her email record~. nor did anyone fh.Hn Stmc request them. She bdkved her W\)rk~rdawd
\til Jails \\'l:.'re captured by ·her practice of st.~nding email to the state.gov cmai 1addresses of her staff.
CUN'TON \vas unaware ofthc n:quiremcnt to tum Qver printed re~:.~ords at thatlimc. Her physi.c~l! n:cnrds
were htxed up und h~IItd!ed by aides.
.
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( t.U~'FOUO'.! Atler revkwing mr~ma.H .dan.xl December ll ,1012 with the subj~ct line "FW:
Signitkant FOlA Report:' CLlNTON stated she did 11ot recall the spcdfit n~qucst and \'«'>IS not a\vurt! of
receiving any FOIA requests fhr inibnnation related to her email during her tenure as Secretary of State.
Stm~ h~ld a FOIA ~:k~partment ~md CLtNTON relied '-m the pmfcssionals in that depur~m~nt to address

FotA mancrs.
(Uf.:l'OUO) 8lmrt!y after leaving State, tcpn:'\Scntalives from State cm11e to her rt.~sidence and
rcm(>V~d <.'.nnununittltkms.and t)ther <-Xtuipmcnt they had installed V.:.l fllcilitate her dtltics ;Js S:<.~crcta.ry
Stak~ . CLINTON did nN n;.~cutl being read--out of her clearance or any SAP.s by State pcN'<mmd.

of

(U!'ifOt:Q} CUNTON ':-: enHlil address was pubtk!y disdoscd in March 2013 \viwn
BLt.FrvtENTHAL's email acc.nun.t wa.'\ compromised. As a result, CUNTON was ~dvised to change her
~muil addn.•ss and did s.<.). httl she did not w.:all spedflcally \vho made this reCt)mmendMlon.
(U/lt"OCO) Rt~garding the tmnsitkm •fl-mn .the PagHano server to a server op<.~ratcd by Phltte Rivt~r
{PRN), CUNTON recalled her husband's st~10'\~'anted a higher levd nf se.rvke Hmn could he
pnJ\'ided by the Pugtiano .s~rvcr. 'Thi.s transition \Vas !ik~dy handled by one of her hu.sb~md's aides .
.H.! S.llN COOPER.
N<.~tworks

s~ni

( U/.'fOUO) In the Fall ot·:zo !4, Cl.JNTON recalkd rccdving ~dcttcr from State whtch\vu.s abn
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C\!Jltinuali\.m (!l' FfJ.-3\12 of"""""".llll~n:hm:.J.tLUilL::trJ::J~.<J4fJJ!tlJ.,t:Unmtt.w""'''''''' \')a ..QJL\l&fZHl!L l\~gc .,.........l•tL...._.

ALBRIGHT. From tlw .ktter. CLINTON undcrstvqd Stale Was (;nnccmed therc ·wcrc gaps in theirrecords
nnd fi..XJ.tlestcd CLINTON's ussi~t<lncc in HHingthose gl:'lps, CLINTON '\.V~mted to <1ssist Stak, so she
directed her kgal team to assist in any way they could. (UNTON exrx.-ck:d lK~r team to pmvidc any
t\'<)rk-relatcd or arguably '-'>"Ork-related emaiJs to State~ howcv·er, she did not participate in the
dcvck~pmt~nt of the spt:.:citk proct~ss to be wK':d or discussions Qfthe ltJcalimls \Yhcre her emails might
exi~t. AdditirmaUy, CLlNTON \V<.ts mR consulted on spedfk enutib as t<;) their content being work~
rekned or m.H. CLIN'TONdid not have any conversations regarding proceduresif~mypotcniinlly
classi fkd inf~mnation was cliscovcr(~d during the rcvi(~W of her cmulls because she had no rea..:;on tf:<
b-elieve ~,.~htsslned in!brmation \VOtdd be ibund in her cn1ail nccmmt.
(U//fOUO) .A lter n.wk:wing ~tn email dated November 26,2010 \Vith the subject line -·~·1bZcall ..
7: l5arn,'' CLINTONstt~wd she rect\Ucd the lime pcriNi of the \%/ikiLet~ks disclosun:.~s because it wasu
dil11cuh time thrStatc. She spcrH long hours on the plume \Vllh threign diplomats addressing the
WikiL:.+aks dis\.:1\)Sut\:s and ensuring no~;.mc was in danger as a result ofthc dis~IQst:i,res. Rcg!.lrding. the
SIX."dfic li.'mail, CLINTON did not kt1o\\' \vhy it was not in the approximate-ly 30,.000 cmails produced to
Stat>;: ~lnd, based on its content, \Vtmld expect it to be C(.Hlsiden:d \Vnrk-relat,~d .

(UYI'OU8-) In Deccmbt~r 2014.alkr her stnffc:()trtpkted their rcsponset<Jthc request fwm State
!hr lwr email records. CLINTON tvas asked what she wanted to dQ \vith her persomdt~mails. Shct\.l!d her
staff siN did 1Wt need thcn1 anymore. In or around this same timelhtrne the retention pdicy fhr her email
was chang~.~d m; part of her move to a nt;<w personal ntlke account
(IJ/ 4.:ovtrr .CLINTON tnmshioned wan email actdress on the hnml1ke,com domain lx.>cause !'h'·
h~1d u sm~t!l numbt.. r l.lf personal sta:iT, hut no physkal ol11ce or cQnummemail dmnain. l(J address !hese
issues, she moved to a connm.m email dt)ntaih and physicall.)nice SjMct:. Afkr this movt\ CLINTON Jid
lWt rt~call any ihrther wx:es~• tl.) clintQnemail.com,
(U/.:rotJO) CLJN'f'ON ni.:vcr deleted, nor did she h1stntet ;;myonc to dck~te. her em~til to avoid
nm1p!y!ng with UK~ F~d,~ra! Records Act, FOb\, or Swtc orF.BI requests fhr intbrm~t~ion. (\mc~..~ming the
Congressional prest~rvation r~quesl on ~·.'larch .3, 2015 t~)r email and ~)ther n.~ord~. CLJNTON trusted her

!(!gal wum tvmdd comply Viilh the request.
no.kncr~vk:dgc regarding the fhliowing liYpics:
stowge, transfer, orac\.:ess toan archive of her cm~til creaH..xl by MONICA I·! AN LEY in

(U/tr'OVQ) CLINTON htKI

•

TlK~ t:n:atkm.

the Spring of201J

•

·rhc sped fie processt.•s and procedures used byCUN'fON's legal te.am a.ndJ)RNtn sepamte !wr tvork
~md tx.~rsonal cma.U

•

Discussions of ll>dcml n:cords related to the Apple.

Pagli~mo,

IJr PRN serve~

~~·-tL..______. . .roc'Nr
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•

The cxislente of any to pies of her dinttmcmaiLcom emails, other than \vhm has been provided to the
FBI and St-ate

•

tvbrch ::WJ5 dcldions by PRN
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