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FOREWORD 

This Manual is issued under the authority of DoD Directive 0-8530.1, "Computer N 
Defense (CND)," January 8,2001. It provides direction to the DoD Components fol 
Certification and Accreditation (C&A) of their Computer Network Defense Services 

This Manual applies to the Office of the Secretary of Defense, the Military Departm 
Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Office of the 1 
General of the Department of Defense, the Defense Agencies, the DoD Field Activil 
other organizational entities within the Department of Defense (hereafter referred to 
as "the DoD Components"), all DoD-owned or -controlled information systems that 
process, store, display or transmit DoD information, regardless of mission assurance 
classification or sensitivity, including but not limited to: 
DoD information systems that support special environments, e.g., Special Access Pr 
(SAP) and Special Access Requirements (SAR), as supplemented by the special nee 
program, platform IT interconnections, e.g., weapons systems, sensors, medical tecf 
utility distribution systems, external networks, information systems under contract tc 
Department of Defense, outsourced information-based processes such as those supp 
Business or e-Commerce processes, information systems of Nonappropriated Fund 
Instrumentalities, stand-alone information systems, mobile computing devices such 
handhelds, and personal digital assistants operating in either wired or wireless mode 
information technologies as may be developed. 

Nothing in this manual shall alter or supercede the existing authorities and policies ( 
Director of Central Intelligence (DCI) regarding the protection of Sensitive Compar 
Information (SCI) and special access programs for intelligence as directed by  exec^ 
12333 and other laws and regulations. 

This manual does not apply to weapons systems as defined by DoD Directive 5 137. 
components, both hardware and software, that are physically part of, dedicated to, o 
real time to a weapon system's mission performance where no IT interconnection tc 
GENSER or Special Enclave network is present. 

This manual is effective immediately and is mandatory for use by all the DoD Com 

Send recommended changes to this Manual to: 

Defense Information Systems Agency 
Attn: OP53lPlans and Standards 
DISA Headquarters Bldg 12 
701 South Courthouse Road 
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The DoD Components may obtain copies of this Manual through their own publicat 
channels. Approved for release to DoD Components; distribution limited. Authorii 
users may obtain copies of the publication from the Defense Technical Information 
John J. Kingman Road, Fort Belvoir, VA 22060-62 18. Other Federal Agencies ma! 
copies from the U.S. Department of Commerce, National Technical Information Sei 
Port Royal Road, Springfield, VA 22 16 1. Copies are also available via controlled I 
access only at: https://powhatan.iiie.disa.mil/index2.html. 

I/ John P. Stenbit 
Department of Defense 

chief Information Officer 
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C 1. CHAPTER 1 I 
I 

INTRODUCTION 

C 1.1. BACKGROUND 

C 1.1.2. Reference (a) establishes the CND Operational Hierarchy and the CND 
process. The Department of Defense requires a CND capability that can quickly 
term changes and continuously evolve to meet long range threat and technology 
Additionally, the Department of Defense requires a CND capability that unites all 
under the coordination and direction of a single lead, the USSTRATCOM, to 
Component and Defense-wide CND operations. The CNDS C&A Process is 
in fulfilling this requirement by providing a methodology to certify and 
and capabilities of Component-wide Primary CNDS Providers who 
protection for DoD IT systems. 

C 1.1.1. By the authority of DoD Directive 0-8530.1, "Computer Network ~ e f e d s e  (CND)," 

C 1.1.3. Under the CND Operational Hierarchy, the CNDS C&A process is desi ed to 
certify and accredit CNDS providers and further enhance the security of DoD IT sys ems that are 
certified and accredited under DoDI 5200.40, "DoD Information Technology Securi 

will: 

! Certification and Accreditation Process (DITSCAP)." To ensure the effective imple entation of 
the CND Operational Hierarchy and delivery of CNDS to all DoD IT systems, DoD omponents F 

and DoD Instruction 0-8530.2, "Support to Computer Network Defense" (references' 
(b)), the DoD Components shall establish or provide for Computer Network Defense 
(CNDS). These policies direct United States Strategic Command (USSTRATCOM) 
supporting and coordinating the planning and execution of CND, developing national 
requirements for CND, and serving as the Accrediting Authority (AA) for the CNDS 
Certification Authorities (CNDSICA). DoD CND policies mandate all owners of DoD 
information systems and computer networks enter into a service relationship with a 
Provider. 

C 1.1.3.1 Ensure that all Component information systems and computer 
supported by a CNDS certified and accredited provider, and that support is 
condition of system accreditation in accordance with DoDI 5200.40. 

(a) and 
Services 
for 

:NDS 

C1.1.3.2. Ensure that all Component-established CND Services are certified 
accredited. 

I 

C 1.1.4 DoD Components must appoint a Primary CNDS Provider (hereafter 
"Provider") as the focal point for implementing and conducting 
CNDS for a Component are distributed among multiple 
the primary provider in coordination and integration of 
certified and accredited to deliver, coordinate, andlor 
networks. 

9 
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C1.1.5. This Manual shall assist Providers with their efforts in obtaining C&A 

This Manual provides standardized activities leading to accreditation and defines 
C&A process. Copies of this manual are available via controlled Internet access 
https://powhatan.iiie.disa.mil/index2.html. 

C 1.1.6. This Program Manual provides an overview and procedures for th 
C&A process. Chapter 1 introduces the CNDS C&A program and Chapter 2 i 
of the entire process. Chapters 3 through 6 of this guidance describe each pha 
process and clarify the actions necessary for obtaining accreditation. A 
each process phase depicts the responsibilities of the relevant organizations 
CNDS C&A process. Chapter 7 of this document defines specific roles and res 
management of the C&A process. The terms used in this manual are defined in 
Appendix 2 contains an itemized list of essential documentation supporting 
C&A process. Appendix 3 contains a template for the Letter of Request th 
the Provider's Application Package. 

C1.1.7. This Program assures increased defensive services across the 
DoD net-centric environment, any vulnerability in the enterprise is a shar 
Conversely, enterprise-wide defensive standards ensure a shared, robust 
environment. I 

C1.2. CNDS C&A OBJECTIVES I 
C1.2.1. The primary goal of the CNDS C&A process is assessing the performan e of 

Providers to advance CNDS execution and delivery. A secondary goal is increasing wareness, 
understanding and coordination of CNDS to facilitate information sharing and exch ge among 
all Providers. The C&A evaluation process incorporates an approach for assessing ission 
effectiveness and operational performance against a number of critical success facto s. These 
factors include: 1 I I 

C1.2.1.1. CNDS mission accountability. 

C1.2.1.2. CNDS capability development and process improvements. 

C1.2.1.3. CNDS performance measurement for requirements planning and a 
future capability investments. 

C 1.2.1.4. Support of the legislative requirements of both Subtitle I11 of Title 
United States Code (formerly the Clinger-Cohen Act) and the Federal Information S 
Management Act of 2002 (FISMA)(Chapter 35 of Title 44, United States Code). 

C 1.3. APPLICABILITY AND SCOPE 

C1.3.1. C&A is required for all Component-established CNDS. This Manual 
process identified herein apply to all DoD Providers responsible for CNDS 

10 
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Component information systems and networks. The three primary CNDS areas of P 
Monitor, Analyze and Detect, and Respond are depicted in Figure C1 .F1. These sex- 
actions employed for preventing or mitigating computer network attacks that may cz 
disruption, denial, degradation, destruction, exploitation, or access to computer netu 
information systems or their contents, or the theft of information. Capability Sustair 
reflects those areas that the CNDSP must perform internally to sustain their ability tc 
services to subscribers. The CNDS Evaluation Framework includes the three prima 
areas and Capability Sustainrnent. 

Figure C 1 .F 1. CNDS Evaluation Framework 

COMPUTER NETWORK DEFENSE SERVICES 

PROTECT 

Vulnerability Analysis 
and Assessment (VAA) 

Support 

CND Red Teaming 

Virus Protection 
Support 

Subscriber Protection 
Support and Training 

Information Operations 
Condition (INFOCON) 

Implementation 

Information Assurance 
Vulnerability 

Management (IAVM) 

MONITOR, 
ANALYZE & 

DETECT 

Network Security 
Monitoring/Intrusion 

Detection 

Attack Sensing & 
Warning (AS&W) 

Indications & Warning 
(I&W) 1 Situational 

Awareness 

RESPOND 

Incident Reporting 

Incident Response 

Incident Response 
Analysis 

CND, all DoD information systems and computer networks are classified at one oft 
levels, Special Enclave or GENSER. CNDS must be provided and certified at one ( 
these security levels, depending upon the classification of the enclaves defended. 

CAPA 
SUSTA 

MOUs a 
CND Polk 

CND 7 
Developm 

and Imy 

Personnc 
Training 

Security f 

Primary C 
Info m a  

r the purp 

C 1.3.2.1. Special Enclave. Special Enclaves are those DoD information sy: 
networks with special security requirements (e.g., Special Access Programs (SAP), 
Access Requirements (SAR)). Special Enclave systems and networks shall be assig 
certified Providers for Special Enclave Services. 
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C 1.3.2.1.1. The National Security Agency (NSA) shall function as the C: 
the CNDS Providers to Special Enclave computer networks or systems. 

C 1.3.2.1.2. The Provider is accountable for ensuring Component-wide dc 
CNDS to Special Enclaves. The Provider must also be aware of other organization($ 
CNDS to Special Enclave networks within the Component. 

C1.3.2.2. General Service. General Service (GENSER) are those DoD infor 
systems or computer networks ( e g ,  NIPRNET and SIPRNET) not otherwise specifi 
designated as a Special Enclave because of special security requirements. GENSER 
networks shall be assigned to certified Providers for GENSER Services. 

C1.3.2.2.1. The Defense Information Systems Agency (DISA) shall func 
CNDSICA for the CNDS Providers to GENSER computer networks or systems. 

C1.3.3. Dual GENSERISpecial Enclave C&A. Providers overseeing both GEN! 
Special Enclaves shall be evaluated and certified at each security level. The C&A pl 
defined within this Manual applies equally to GENSER and Special Enclave Provide 
However, when initiated, the entire C&A process shall occur separately for each seci 
due to security considerations. Providers undergoing dual GENSER and Special Enc 
must be aware of the following guidelines: 

C 1.3.3.1. Application packages must be submitted individually for GENSER 
Enclave CNDS. 

C1.3.3.2. Separate evaluation teams shall perform each assessment using the 
Scoring Metrics (ESM). The ESM is organized based on the CNDS Evaluation Frar 
depicted in Figure C1 .F1. Individual reports shall be generated for each evaluation. 
responsible for GENSER evaluations, while NSA is responsible for Special Enclave 

C 1.3.3.3. Each security level shall be certified and accredited separately. 
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C2. CHAPTER 2 

C2.1. CNDS C&A PROCESS OVERVIEW 

C2.1.1. The CNDS C&A 
accreditation. The process 
of capability based on 
self-assessment tools, 
Validation, and Post 
steps leading to a 

Figure C2.F.. Phased Approach for CNDS C&A 

Package Submission 

v 
I 

Verification I 
IV. On-Site Evaluation 

In brief 
Evaluation 
Out brief 

Validation I 
V. Reporting 
VI. Certification 
VII. Accreditation Award 

I 

Post Accreditation I 
VIII. C&A Maintenance 

C2.1.1.1. Phase 1, ~eaistratiob. The Registration Phase initiates the CNDS @&A 

C process. The Provider submits the ap lication package to the DoD CND Architect. 
package is reviewed by both the CND Architect and the relevant CNDS/CA(s) to 
the Provider is ready for C&A. Each NDSICA shall select and prepare an 
coordinate with the Provider to sched le the evaluation visit. 

Phase includes 
team assesses the Provider, along with 

that Provider. After the on-site 

C2.1.1.3. Phase 3. Validation. In the Validation Phase, the evaluation team 
Deficiency Report and a Certification Report for CNDSICA review. The 

13 
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Deficiency Report and then forwards 
Report, makes a certification determil 
appropriate recommendation for accrc 
review the CNDSICA's findings and 
Validation culminates with an accredi 

C2.1.1.4. Phase 4, Post Accre 
activities by the Provider to maintain 
prepare and apply for recertification. 
phase. Recertification is required eve 
CNDS Provider operations, policies a 

DoD 0-8530.1-M, Decen 

to the Provider. The CNDSICA reviews the 
tion, and then forwards the Certification Rer 
itation to the CND Architect. The CND Arc 
:cide on a final accreditation recommendatio 
kion decision by the AA to the Component. 

(tation Phase. The Post Accreditation Phase 
&A status, monitor changes to the CNDS mi 
eriodic self-assessments shall be conducted ( 
r three years or when there is a significant ch 
1 procedures, and performance levels. 
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PHASE 1 REGISTRATION 

C3.1. PHASE 1 ACTIVITIES 

C3.1.1. Phase 1 consists of three ctivities: Application Package Submission, A 
Package Review and Application Pac age Acceptance. These activities compile the 
necessary for identifying the Primary rovider organization, the CNDS provided, an 
commencing the C&A process. Figu e C3.Fl depicts the Registration Phase Proces: i 

C3.1.2.1. The Letter of shall be submitted in writing and be signed 1 
appropriate Component's Commander or Director. The Letter of l 
designates the applicant Primary Provider and requests entry int 
process. The Letter of the Component's Primary Provider ori 
and any sub-units POCs, phone numbers, and e-mail 
Appendix 3 

C3.1.2. Application Package 
package to the CND Architect. The 
and all documentation applicable to 
Program Manual details a checklist 
the CNDS application package. The 
include items marked FOUO) in 
hardcopy of the Letter of Request. Fc 
the Provider shall submit a Point of C 
shall provide the information, when 

C3.1.2.2. The documents for the application package are the focal 
identifying, the Provider for C&A. The app 
package must contain the delivery of CNDS and prc 
specific information and attributes. A comp 
application package 

Sub:nission. The Provider submits a formal applic 
a?plication package contains a Letter of Reques 
P::ovider operations and this process. Appendix 
of'documentation and information necessary for 

Provider shall submit all unclassified documen 
e1ect::onic format, preferably compact disk (CD), a1 

r documentation listed in Appendix 2 which is 
mtact (POC) with phone number and e-mail ac 

requested. 

C3.1.2.2.1. Providers sho Id be familiar with DoD Directive 0-8530.1 a 
Instruction 0-8530.2, which provide ND policy and guidance. F 

C3.1.2.2.2. The Evaluator's Scoring Metrics (ESM) and this Manual est: 
foundation of the C&A evaluation prclcess. Providers should have detailed knowled 
publications before submitting an app .ication package. The ESM are maintained seI 
this manual and shall be updated at least annually. This provides the agility to ensur 
update and implementing of metrics reflecting new and emerging policies, best praci 
technologies in a dynamic and maturi:~g CNDS environment. The ESM are availabl 
Information Assurance Support Envirmnent (IASE) website located at: 
https://powhatan.iiie.disa.miVindex2.html. 
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C3.1.2.2.3. The change management process for ESM updates begins 
10 months following the date of the current ESM. The process may begin earlier 
CND Architect, in consultation with the GENSER and Special Enclave CAs, 
update is warranted. All packages currently in progress may be 

~ previous ESM version. The change management process entails: 

C3.1.2.2.3.1. Assembling a working group for reviewing the metrics gainst past 
CNDS evaluations, new policies, procedures, and best practices for developing sugg sted 
changes. 

C3.1.2.2.3.2. Staffing the revised ESM via the IASE website for Do 
Component comment. i 

C3.1.2.2.3.3. Posting the new ESM version next to the previous vers'on on the 
IASE website showing notification of a new version for all self assessments. Additi nally, the 
DoD Component's Primary Providers shall be notified by e-mail when a new ESM i posted. i 

C3.1.2.3. Component CNDS C&A information shall be maintained in a C 
documentation repository. The CNDSICA's documentation repository shall be used or 
supporting CNDSICA program management, enhancing the C&A process, developi g CNDS 

from the originating Provider. 

TA 
training and tracking Component improvement in the delivery of CNDS. Third part 
dissemination of Provider information and documentation is prohibited without 

I C3.1.2.4. Documentation shall be handled at the appropriate classification 
sensitivity level by all parties involved in the C&A process. 

C3.1.3. Application Package Review. The CND Architect receives, registers, d reviews 
the application package, then forwards a copy to each of the two CNDS/CA(s), as a ropriate. 
Then the CND Architect designates one of the two CNDS/CA(s) to direct the remai der of the 
C&A process. 9 

C3.1.3.1. CNDSICA Review. The CNDS/CA(s) shall assign evaluators 
analyze and discuss all furnished documentation. The number of evaluators 
depending on the organization size and the scope of services being 
be selected based on their knowledge, skill, and ability. Evaluators 
identifying deviations from performance criteria and providing 
to applicant questions or concerns. 

I C3.1.3.1.1. Evaluators shall be cleared for the classification of the data h 

C3.1.3.1.2. If an application package contains insufficient documentatio 
CNDSICA shall coordinate with the Provider to resolve any discrepancies. 

C3.1.4. Application Package Acceptance. Phase 1 concludes with the acceptan 
application package by the CNDSICA and the CND Architect. If the Provider's 

16 
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accepted, the CNDSICA shall continue the C&A process. The CNDSICA shall coor 
the Provider to schedule the on-site evaluation. 

C3.1.4.1. The CNDSICA may require Providers to implement corrective actj 
regarding the self-assessment results and specific performance metrics before the on. 
evaluation. This allows the Provider sufficient opportunity for correcting actions or 
justification(s) for deviating from expected standards identified in the ESM. 

C3.1.4.2. In some cases, because of the review of the application, the CNDS 
determine the Provider shall not be able to attain C&A. When this occurs the CNDS 
provide justification to the DoD CND Architect. The DoD CND Architect shall ther 
appropriate actions based on the circumstances. 

17 
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Figure C3 .F 1. Registration Phase Process 
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PHASE 2 VERIFICATION 

C4.1. PHASE 2 ACTIVITIES 

C4.1.1. Phase 2 consists of the on-site evaluation. The evaluation activity verifi 
Provider is performing at a level consistent with CNDS certification standards (i.e., 1 

Evaluation activities are dependent on the types of enclaves (Special Enclave, GEN! 
under the Provider's purview. Figure C4.Fl depicts the Verification Phase Process. 

C4.1.2. On-site Evaluation. The on-site evaluation determines if the Provider's 
processes, and operational activities meet C&A standards established in the ESM. E 
activities verify standards of performance within the scope of the Provider's missior 
observation, interviews andlor demonstration of services. Evaluators compare these 
the application package and documentation checklist to make a complete assessmen 
Provider. 

C4.1.2.1. Evaluation Process. The evaluation may require one week to accc 
The CNDSICA and the evaluation team shall try to minimize impact to the Provider 
operations. The team shall accomplish the following activities during the on-site ev 

C4.1.2.1.1. An in-brief with the Provider's senior management. 

C4.1.2.1.2. Interviews of Provider personnel, utilizing the ESM. 

C4.1.2.1.3. Observations of selected CNDS processes and procedures. 

C4.1.2.1.4. Demonstrations of CNDS hardware and software utilities. 

C4.1.2.1.5. Documenting, observing, and recommending CNDS best prz 

C4.1.2.1.6. An out-brief to Provider staff personnel and management. 

C4.1.2.2. Evaluation Scoring. The evaluation teams shall utilize the ESM i 
the Provider. Providers shall be evaluated against CNDS standards and best practic 
crucial for success within the four CNDS areas: Protect; Monitor, Analyze & Detec 
and Capability Sustainment. Performance is measured against a set of metrics rangi 
from I through IV and assigned a point system. 

C4.1.2.2.1. Priority I metrics are the most critical. Priority I metrics recl 
point for full compliance or zero for non-compliance. These metrics are either "Pas 
no partial credit is awarded. 
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C4.1.2.2.2. Priority I1 - IV metrics address less critical CNDS factors, 

important than Priority I metrics. These metrics receive one point for h l l  complian 
for partial compliance, or zero for non-compliance. 

PRI CNDS 

Figure C4.Fl. Verification Phase Process 

STEP IV 
I I 

ON-SITE 
EVALUATION 

- 
rn Participate in Evaluation 

rn In Brief 
rn Performance Evaluation 
rn Out Brief 

Monitor Progress 

No Action Required 
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C5. CHAPTER 5 

PHASE 3 VALIDATION 

C5.1. PHASE 3 ACTIVITIES 

C5.1.1. Phase 3 includes the following activities: Reporting, Certification and , 
Award. These activities certify the Provider complies with minimum CNDS perfon 
standards and is awarded an accreditation level by the Accrediting Authority (USS? 
Figure C5.Fl depicts the Validation Phase Process. 

C5.1.2. Reporting. The evaluation team prepares a Certification Report and a L 
Report for the enclave(s) evaluated. 

(25.1.2.1. Certification Report. The Certification Report provides an overal 
of CNDS capability and includes actions to refine Provider performance. The repor 
ESM scores, observations of processes gathered during the evaluation, and identifie 
deficiencies and recommendations. The Certification Report includes both c o m e r  
actions, and any weaknesses identified in mission capabilities, practices, and proced 
report is forwarded to the CNDSICA for review, endorsement and accreditation 
recommendation. 

C5.1.2.1.1. A Certification Report shall be prepared for each security le 
Special Enclave and/or GENSER) evaluated. Reports shall be classified and handle 
and distribution restricted on a "need to know" basis. 

(25.1.2.2. Deficiency Report. The Deficiency Report is created by each CN 
the Provider. The report includes a detailed explanation of each deficiency identifie 
evaluation team and corrective actions. The Provider utilizes the report for initiatin 
improvements. A Deficiency Report shall be prepared for each security level evah 
distribution restricted on a "need to know" basis. 

C5.1.3. Certification. The CNDSICAs review their respective Certification Re] 
certify their assessment scores and results, and make an appropriate accreditation 
recommendation to the CND Architect. 

(3.1.3.1. If the CNDSICA determines that the Provider complies with the I 

performance requirements, the CNDSICA issues a letter of certification along with 
recommendation to accredit to the CND Architect. The CNDSICA may also make 
recommendations to the Provider for process improvements. 

C5.1.3.2. If the CNDSICA concludes the Provider has not achieved minim1 
performance standards, the CNDSICA shall deny certification. A letter of non-certi 
be issued to the CND Architect, including reasons that substantiate the decision. TI 
shall not be eligible for accreditation. 

2 1 
FOR OFFICIAL USE ONLY 

ccreditation 
ance 
!ATCOM). 

:ficiency 

assessment 
contains 

lable 
ses. The 

4 (e.g., 
as required 

WCA for 
by the 
CNDS 
ted and 

)rt, then 

inimum 

lpplemental 

n 
cation shall 
: Provider 

CHAPTER 5 



DoD 0-8530.1-My Decem er 17,2003 I) 
C5.1.3.3. The Certification Report, accompanying letter, CNDSICA 

and any supporting documentation shall be consolidated into an 
submitted to the CND Architect for review and approval, or 
Approval to Operate (IATO). 

C5.1.3.3.1. If the CNDSICA certifies the Provider, the CND 
the accreditation package and submit the package, including an 
the AA for review and final decision. 

C5.1.3.3.2. If the CNDSICA does not certify the Provider, the CND Arc itect shall 
recommend that the AA grant an IATO to the Provider. h 

C5.1.4. Accreditation Decision. After receipt and review of the accreditation pabkage, the 
AA, USSTRATCOM, makes the final decision for the Accreditation award. Based pon the 
review of the accreditation package fiom the CND Architect, the AA shall award an TO or 
one of three Accreditation Levels. ". 

I 
decision shall 

direction concerning compliance guidelines to the Provider. 

C5.1.4.1.1. The IATO shall be granted for a maximum period of 180 da . ? 
C5.1.4.1.2. The Provider shall submit a Provider Improvement Plan with n 45 days 

of the IATO notification date. i 
C5.1.4.1.2.1. The Provider Improvement Plan shall include 

actions, schedules and milestones focusing on the shortfalls identified 
Report. 

C5.1.4.1.2.2. The CNDSICA and the Provider must agree to all activ 
schedules defined within the Provider Improvement Plan. 

C5.1.4.1.3. The Provider shall be required to perform a self-assessment 
ESM upon completion of deficiency resolution. The assessment results shall be 
CNDSICA within 120 days of IATO notification and before any re-evaluation is 

C5.1.4.1.4. Corrective actions that cannot be implemented by the Provid 
identified, to include rationale, in the Provider Improvement Plan submitted to the 

required remediation support. 
and the CND Architect. The AA shall notify and involve the Headquarters Compon 

C5.1.4.1.5. The CNDSICA and Provider shall schedule an evaluation wi in 150 
days of the IATO notification date. The follow-on evaluation shall assess the resolu ion actions f I 
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applied by the Provider. The Provider shall be granted the appropriate level of accrc 
upon determination by the CNDSJCA, CND Architect, and AA of a successful impr 
effort. 

C5.1.4.2. Level 1 Accreditation - Minimum Acceptable Performance. The 
award a Level 1 Accreditation to a Provider meeting the minimum percentages of cc 
all four Priority levels of the metrics within the ESM. Attaining all of the following 
percentages shall result in a Level 1 Accreditation: 

C5.1.4.2.1. Priority I Metrics - 90% compliance. 

C5.1.4.2.2. Priority I1 Metrics - 75% compliance. 

C5.1 A.2.3. Priority I11 Metrics - 50% compliance. 

C5.1 A.2.4. Priority IV Metrics - 25% compliance. 

C5.1.4.3. Level 2 Accreditation - Commendable Performance. The AA sha 
Level 2 Accreditation to a Provider achieving the following compliance percentage2 
Priority levels: 

C5.1.4.3.1. Priority I Metrics - 95% compliance. 

C5.1 A.3.2. Priority I1 Metrics - 90% compliance. 

C5.1.4.3.3. Priority I11 Metrics - 75% compliance. 

C5.1.4.3.4. Priority IV Metrics - 50% compliance. 

C5.1.4.4. Level 3 Accreditation - Exemplarv Performance. This level of ac 
shall recognize exemplary Provider performance. The AA shall award an Exempla 
Performance Accreditation to a Provider achieving the following compliance percer 
four Priority levels: 

C5.1.4.4.1. Priority I Metrics - 100% compliance. 

C5.1.4.4.2. Priority I1 Metrics - 100% compliance. 

C5.1.4.4.3. Priority I11 Metrics - 90% compliance. 

C5.1.4.4.4. Priority IV Metrics - 90% compliance. 

C5.1.4.5. A final certification and accreditation decision shall be issued to t 
by the AA. The decision shall contain all recommendations by the CNDS/CA(s), tl 
Architect, and any supporting documentation. The C&A process now advances to I 
Accreditation. 
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(3.1.4.6. If the AA elects to withhold accreditation and issue an IATO to 
CNDS Provider, then that decision shall be issued to the Primary CNDS Provider 
shall include the specific reasons for accreditation denial. The C&A process then 
Phase I and IATO actions shall commence, as described above. 

C5.1.4.6.1. Under extreme circumstances, an extension of the initial 
considered by the AA. 
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C5 .F 1. Validation Phase Process 

STEP V STEP VI 
7 7 - 

H Implement Corrective 
Actions fiom Deficiency 
Report 

REPORTING 

- 

rn Evaluation Team Develops 
Reports 

H CNDSICA Reviews Reports 

CERTIFICATION 

H No Action Required 

H No Action Required 

rn No Action Required 

rn Certifies Assessment Results 
Recommends Accreditation 
or IATO to CND Architect 

rn Reviews Accreditation 
Package 

rn Sends Package to AA with 
Recommendation 

rn Reviews Accreditation 
Package 
Accreditation Decision 

PROCEED TO ACCREDITATION - . - . - - . - 
PHASE 4 

PRI CNDS 
PROVIDER 

CNDSICA 

I ARCHITECT CND 1 

H Receives Accreditation 1 
H No Action Required P 
H No Action Required 

rn Signs Accreditation 

H Submit Improvement Plan, 
Take Corrective Actions 

H Schedule Evaluation with 
CNDSICA 

H Review and Approve 
Improvement Plan 

H Monitor Progress 

w Monitor Progress 

H Provide IATO Notification 
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C6. CHAPTER 6 

PHASE 4 POST ACCREDITATION 

C6.1. PHASE 4 ACTIVITIES 

C6.1.1. Phase 4 consists of activities required to maintain the capability for prow 
in accordance with C&A standards. Post accreditation phase activities include main1 
Provider operations, policies and procedures, and periodic self-assessments. Figure I 
depicts the Post Accreditation Phase Process. 

C6.1.2. Phase 4 begins when the Provider is accredited, and continues until a sig 
change in operations occurs or the accreditation period has expired. In both cases, th 
process restarts at Phase I. 

C6.1.3. C&A Maintenance. The Provider must maintain its capability for provic 
effective CNDS in accordance with Accreditation standards. The Provider shall accc 
by sustaining current performance levels and closely monitoring for any changes tha 
significantly affect mission, personnel and/or performance. 

C6.1.3.1. Self-assessments. The Provider shall perform periodic self-assessr 
utilizing the ESM. These evaluations are an effective means for monitoring perform 
detecting both positive and negative changes in Provider operations. 

C6.1.3.2. Personnel. The Provider shall ensure operating policies and procec 
fully documented for maintaining performance levels and mitigating the turbulence ( 
significant personnel turnover. Additionally, the Provider should continuously revie 
CNDS training program to ensure it sustains and improves CNDS skills, and trains p 
the performance of their CNDS duties. 

C6.1.3.3. Operations. Changes in the Provider's environment may significa 
performance. The addition of new mission capabilities or requirements, an increase 
number of supported subscribers, and a dramatic increase in incidents and attempted 
are a few examples. The Provider should continuously assess the operational enviro. 
be prepared to implement contingency plans facilitating a surge in CNDS support foi 
new operational challenges. 

C6.1.3.4. Policies and Procedures. CND is dynamic by its nature. Provider: 
policies and procedures current with DoD guidance. 

C6.1.4. Recertification. The Provider shall ensure recertification is performed ti 
3 years or when a significant change occurs in items mentioned above. Additionally 
assessments and performance-based analysis may provide indications signaling a net 
AA to determine if a Provider's certification and accreditation status is being sustain 
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C6.Fl. Post Accreditation Phase Process 

STEP VIII - 
MAINTENANCE A 

w Track Changes in Operations 
and Personnel 

w Conduct Periodic Self 
Assessments 

w Monitor CNDS Provider 
Performance 

w Receive Operational 
Assessments 

w Request Operational 
Assessments 
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C7. CHAPTER 7 

CNDS C&A MANAGEMENT 

C7.1. ROLES AND RESPONSIBILITIES 

C7.1.1. Key participants in the CNDS C&A Process are the CND Architect, the 
CNDSICAs, Primary CNDS Providers, Heads of the Components, and CNDS Evalu 

C7.1.2. DoD CND Architect. The DoD CND Architect, IA Directorate, ASD (I 
manages the overall CNDS C&A program for DoD. The DoD CND Architect shall: 

C7.1.2.1. Oversee the establishment and implementation of the CNDS certif 
accreditation process. 

C7.1.2.2. Manage the Special Enclave designation process. 

C7.1.2.3. Support and deconflict the roles and responsibilities among CNDS 
Primary CNDS Providers, and DoD Components relevant to CNDS C&A. 

C7.1.2.4. Ensure that CNDS C&A requirements are addressed and integrate1 
DoD Information Technology Security Certification and Accreditation Process (DI'I 
National Information Assurance Certification and Accreditation Process (NIACAP), 
information technology (IT) registration and configuration management guidance an 

C7.1.3. CNDS Accreditation Authoritv (AA). USSTRATCOM is the AA for C 
role as the AA, USSTRATCOM shall: 

C7.1.3.1. In coordination with the DoD CND Architect, DISA and NSA, ov~ 
implementing and executing of the CNDS certification and accreditation process. 

C7.1.3.2. Provide a periodic operational assessment of the DoD Component: 
for defending DoD information systems and computer networks, through the Chairn 
Joint Chiefs of Staff, to the Office of the Secretary of Defense. 

C7.1.4. CNDS Certification Authorities (CNDSICAs). DISA and NSA are desi 
CNDSICAs for General Service and Special Enclaves respectively. The CNDSICAr 
conduct CNDS certifications throughout the Department of Defense. The CNDSICr 

C7.1.4.1. In coordination with the CND Architect and USSTRATCOM, dev 
implement the CNDS C&A program. 

C7.1.4.2. Assist the DoD CND Architect in assessing the effectiveness and I 
of Primary CNDS Providers. 
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C7.1.4.3. Monitor and advocate CNDS best practices and technical solutions 
enhancing CND detection, protection, and response, and supporting the developmenl 
CNDS Provider capabilities. 

C7.1.4.4. Coordinate relevant CNDS issues and requirements between the D 
Architect and Primary CNDS Providers. 

C7.1.4.5. Provide CNDS technical, analytical, and coordination support to P 
CNDS Providers relevant to C&A and this guidance. 

C7.1.4.6. Advocate common CNDS policies, procedures, training, and infon 
exchanges to support CNDS best practices. 

C7.1.4.7. Develop, maintain, and update a CNDS C&A education, training, i 
awareness program. 

C7.1.4.8. Monitor changes in Primary CNDS Provider certification status, PI 
Improvement Plans, and conduct periodic CNDS recertification. 

C7.1.4.9 Provide experienced technical members for supporting CNDS certi 
activities. 

C7.1.5. CNDS Promam Manager (PM). The CNDSPMs support their respecti\ 
and the DoD CND Architect. The CNDS Program Manager(s) shall: 

C7.1.5.1. Coordinate the planning, implementation, and delivery of support ( 
this Manual and as directed by their respective CNDSICA. 

C7.1 S.2. In the execution of their responsibilities with respect to the CNDS 
program, provide on-going Primary CNDS Provider interface in coordinating CNDS 
activities. 

C7.1.6. Primary CNDS Providers. Primary CNDS Providers are designated and 
for executing, monitoring, and managing component-wide CNDS for both GENSER 
Enclave security levels. Primary CNDS Providers shall: 

C7.1.6.1. Achieve and maintain CNDS C&A in accordance with DoD requir 
this Manual. 

C7.1.6.2. Notify the appropriate CNDSICA when or if a change in certificati 
occurs. 

C7.1.6.3. Ensure and maintain CNDS best practices, procedures, and techno 
consistent with the CNDS ESM. 
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C7.1.6.4. Maintain an inventory of all subscriber entities and associated info 
systems and computer networks. 

C7.1.7. The Heads of DoD Components shall: 

C7.1.7.1. Coordinate their CNDS activities and implement procedures in acc 
with guidance issued by Commander, USSTRATCOM, DoD Directive 0-8530.1 an1 
Instruction 0-8530.2. 

C7.1.7.2. Support and implement DoD-wide CND operational direction fron 
USSTRATCOM. 

C7.1.7.3. Designate the Component's Primary Provider for coordinating and 
Component-wide CNDS. Require the Primary CNDS Provider be certified and accrl 
accordance with established DoD requirements and this Manual. 

C7.1.7.4. Ensure that CNDS support is a condition of information and comp 
IT security certification and accreditation. 

C7.1.7.5. Ensure management of networks and CND operations are fully coc 
and integrated with the CNDS C&A process. 

C7.1.7.6. Provide guidance on service arrangements with non-Component P 
CNDS Providers. 

C7.1.7.7. In coordination with the CNDSJCAs, provide a coordinated and cc 
curriculum for CND education, training and awareness. 

C7.1.7.8. Maintain an inventory of IT systems and networks accredited undc 
5200.40 and identify their Primary CNDS Providers. 

C7.1.7.9. Support CND Architect and CNDSJCA sponsored activities and re 
information. 

C7.1.8. CNDS Evaluators shall: 

C7.1.8.1. Maintain the requisite knowledge and experience for applying the 
procedures, and techniques identified in relevant DoD, NSTISSI, and public law for 
CNDS certifications. 

C7.1.8.2. Provide CNDS technical, analytical, and coordination support to F 
CNDS Providers relevant to C & A and this guidance. 

C7.1.8.3. Review CNDS application packages and conduct on-site certificat 
evaluations. 
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AP1. APPENDIX 1 

DEFINITIONS 

DL1.l. 1. Accountability. Property shall allow auditing of IS activities for tracing to 
processes that may be held responsible for their actions. Accountability includes aut 
and non-repudiation. 

DL1.1.2. Accrediting Authority (AA). Official with the authority to formally approy 
Provider's level of performance. USSTRATCOM is the AA for the CNDS C&A pr 

DL1.1.3. Architecture. The configuration of any equipment or interconnected systen 
subsystems of equipment used in the automatic acquisition, storage, manipulation, m 
movement, control, display, switching, interchange, transmission, or reception of dat 
information; includes computers, ancillary equipment, and services, including suppo: 
and related resources. 

DL1.1.4. Assurance. Measure of confidence that security features, practices, proced 
architecture of an IS accurately mediates and enforces the security policy. 

DL1.1.5. Attack Sensing and Warning (AS&W). The detection, correlation, identifi 
characterization of intentional unauthorized activity, including computer intrusion or 
across a large spectrum coupled with the notification to command and decision-makt 
appropriate response can be developed. AS&W also includes attacldintrusion relatec 
intelligence collection tasking and dissemination; limited immediate response recom 
and limited potential impact assessments. 

DL1.1.6. Audit. Independent review and examination of records and activities for a 
adequacy of system controls, for ensuring compliance with established policies and (: 
procedures, and for recommending changes in controls, policies, or procedures. 

DL1.1.7. CND Architect. Provides oversight and direction for the CNDS Provider ( 
and accreditation process. Oversees and coordinates Defense-wide CND activities rc 
design and development of systems supporting the CND COP, the CND sensor grid, 
deconfliction and integration activities of the CND Research and Technology Progra 
and the establishment and certification of CNDS. The CND Architect facilitates the c 
of the CND aspects of the operational, systems and technical architecture views and 
CND requirements are incorporated into the DoD C4ISR Architectural Framework a 
Technical Architecture. 

DL1.1.8. CND Services (CNDS). A DoD service provided or subscribed to by own 
information systems andlor computer networks in order to maintain and provide CN 
awareness; implement CND protect measures; monitor and analyze in order to deteci 
unauthorized activity; and implement CND operational direction. 
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DL1.1.9. CNDS Accreditation. Formal declaration by the AA that the Primary C 
operates at a level meeting or exceeding CNDS certification standards and is 
CNDS in accordance with DoD Instruction (reference (b)). 

DL. 1.1.10. CNDS Certification. An evaluation of the technical and non-technical s ices of a 
Primary CNDS Provider completed in support of the CNDS Accreditation process. 
evaluation determines the extent a CNDS Provider performs specified CNDS criteria The 
certification integrates CNDS standards, self and independent assessment processes, 
improvement methods and tools, and information exchange among the CNDSICAs a d CNDS 
Providers. 1 

I 

DL1.l. 12. CNDS Program Manager (CNDSIPM). Incumbents of this role ensure 
mix of cost, schedule, performance, and program supportability throughout the life 
CNDS C&A program. 

DL1.l. 14. Computer Network. Two or more computers connected with one another for the 
purpose of communicating data electronically. A computer network includes the ph sical 
connection of a variety of computers, communication devices and supporting periph ral 
equipment and a cohesive set of protocols that allows them to exchange information n a near- 
seamless fashion. 1 

I 

DL1.l. 13. Computer Emergency Response TearnIComputer Incident Response Team 
JCERTICIRT). An organization chartered by an information systems owner to coordinate 
accomplish necessary actions in response to computer emergency incidents that threaten 
availability or integrity of its information systems. 

DL1.l. 15. Computer Network Attack (CNA). Operations to disrupt, deny, 
information resident on computers and computer networks or the computers 
themselves. 

or 
the 

DL1.1.16. Computer Network Defense (CND). Actions taken to protect, monito 
detect and respond to unauthorized activity within DoD information systems and 
networks. NOTE: The unauthorized activity may include disruption, denial, degr 
destruction, exploitation, or access to computer networks, information systems o 
or theft of information. CND protection activity employs information assurance 
activity and includes deliberate actions taken to modify an assurance configurati 
in response to a CND alert or threat information. Monitoring, analysis, detectio 
including trend and pattern analysis, are performed by multiple disciplines within t 
Department of Defense, e.g., network operations, CND Services, intelligence, 
counterintelligence, and law enforcement. CND response can include recomm 

3 2 
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actions by network operations (including information assurance), restoration prioriti s, law 
enforcement, military forces and other US Government agencies. 1 
DL1.l. 17. Configuration Management. Management of security features and 
control of changes made to hardware, software, firmware, documentation, test 
documentation throughout the life cycle of an Information System (IS). 

DL1.l. 18. DoD Information System. Set of information resources organized for 
storage, processing, maintenance, use, sharing, dissemination, disposition, 
transmission of information. Includes AIS applications, enclaves, outsourced 
and platform IT interconnections. 

DL1.l. 19. DoD Information Technologv Securitv Certification and Accreditation ~rbcess  
JDITSCAP). The standard DoD process for identifying information security requirements, 
providing security solutions, and managing IS security activities. 

DL1.1.20. Enclave. Collection of computing environments connected by one or mo e internal 
networks under the control of a single authority and security policy, including perso el and 
physical security. Enclaves always assume the highest mission assurance category a d security 
classification of the AIS applications or outsourced IT-based processes they support, 1 and derive 
their security needs from those systems. They provide standard IA 
defense, incident detection and response, and key management, and also 
applications, such as office automation and electronic mail. Enclaves are 
support systems as defined in OMB A-130. Enclaves may be specific to 
mission, and the computing environments may be organized by physical 
function independent of location. Examples of enclaves include local 
applications they host, backbone networks, and data processing centers. 

DL1.1.21. General Service (GENSER) Network or System. For the purposes of C , all DoD 
information systems and computer networks are classified at one of two security lev Is, 
GENSER or Special Enclave. All DoD information systems and/or computer netwo ks will be 
considered GENSER (e.g., NIPRNET & SIPRNET) unless designated as Special En lave 
because of special security requirements. 7 I 

I 
DL1.1.22. Indications and Warning (I&W). Those intelligence activities intended t 
report time sensitive intelligence information on foreign developments that could 
to the United States or allied and/or coalition military, political, or economic 
citizens abroad. It includes forewarning of enemy actions or intentions; the 
hostilities; insurgency; nuclear or non-nuclear attack on the United States, 
allied and/or coalition nations; hostile reactions to US reconnaissance 
attacks; and other similar events. 

DL1.1.23. Information Assurance (IA). Measures that protect and defend informati n and 
information systems by ensuring their availability, integrity, authentication, confiden iality, and 

protection, detection, and reaction capabilities. 

", 
non-repudiation. This includes providing for restoration of information systems by i corporating li 
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Assurance Vulnerability Management (IAVM). 

DLl.l.25. Information Operations Condition (INFOCON). The INFOCON is a def nse posture 
and response system for DoD information systems and networks. r 
DL1.1.26. Information System Security (INFOSEC). Protection of ISs against 
access to information, whether in storage, processing, or transit, and against 
to authorized users, including those measures necessary to detect, 
threats. 

DL1.1.27. Information Technolow (IT).. Any equipment or interconnected system dr subsystem 
of equipment that is used in the automatic acquisition, storage, manipulation, 
movement, control, display, switching, interchange, transmission or 
information by the DoD Component. 
by a DoD Component if the 
contractor under a contract with the DoD Component that 
or (2) requires the use, to a significant extent, of such 
or the h i s h i n g  of a product. The term "information 
equipment, software, firmware and similar 
related resources. Notwithstanding the 
include any equipment that is acquired 

! 
DL1.1.28. Interim A~proval to Operate (IATO). Temporary approval granted by thd AA for a 
Primary CNDS Provider to deliver CND Services based on results of a C&A evaluat on of the 
organization i 
DL1.1.29. Primary CNDS Providers. The organization(s) designated by a DOD 
provide Component-wide monitoring of the GENSER andlor 
Enclave CNDS within the Component. This is the 
by this Program for GENSER and Special Enclave 
may actually provide all the CNDS required for 
systemslnetworks, or may monitorlmanage 
CNDS provided by other DOD Component 
to be provided by another Component's 
must be formally established in writing. 
Primary Provider that is certified and accredited. 

DL1.1.30. Provider Improvement Plan. Plan submitted by Primary CNDS Provider 
IATO. Plan shall detail resolutions and schedules proposed by the Provider and shal 
approved by the CNDSICA. 
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DL1.1.3 1. Red Team. An independent threat based activity aimed at readiness impr 
through simulation of an opposing force. Red teaming activity includes becoming 
knowledgeable of a target system, matching an adversary's approach, gathering appr 
to attack the system, training, launching an attack, then working with system owners 
demonstrate vulnerabilities and suggest countermeasures. 

DLl.l.32. m. A combination of the likelihood that a threat will occur, the likelihc 
threat occurrence will result in an adverse impact, and the severity of the resulting in 

DL1.1.33. Security. Measures and controls that ensure confidentiality, integrity, ava 
accountability of the information processed and stored by a computer. 

DL1.1.34. Security Requirements. Types and levels of protection necessary for equ 
data, information, applications, and facilities to meet security policy. 

DL1.1.35. Special Enclave. DoD information systems andlor computer networks wi 
security requirements (e.g., Special Access Programs (SAP), Special Access Require 
(SAW. 

DL1.1.36. Support Provider. CNDS Providers not designated the primary provider 
arrangements where CNDS for a Component are distributed among multiple provide 
providers follow the direction of the primary provider in coordination and integratior 
Component CNDS. 

DL1.1.37. Vulnerability Analysis and Assessment (VAA). In Information Operatio 
systematic examination of an information system or product to determine the adequa 
security measures, identify security deficiencies, provide data from which to predict 
effectiveness of proposed security measures, and confirm the adequacy of such meas 
implementation. 
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AP2. APPENDIX2 

APPLICATION PACKAGE DOCUMENTATION 

Required Documents 
I. Primarv CNDS Provider Information 
A. Unit Name and Phvsical Address 
B. Unit POC Rank, Name, Phone Numbers, NIPRNET address and 

SIPRNET address 
C. Unit Organization DiagramKhart. This diagram shall reveal how 

the primary CNDS Provider is organized to conduct/monitor 
Component-wide CNDS for both GENSER and Special Enclave 
information systemslnetworks. The diagram shall also indicate 
any relationships to any otherlsubordinate Component CNDS 
Providers and be explained in detail. For example, for Special 
Enclave CNDS, the Primary CNDS Provider may have a 
Memorandum of UnderstandingIAgreement with the Component's 
Special Access Program (SAP) Control Office where the SAP 
Control Office is the assigned CNDS Provider for Special 
Enclaves and that organization ensures the CNDS for information 
systemslnetworks within the Component-owned SAPS. Such a 
possible relationship would be annotated on the diagramlchart and 
fully explained on an attachment. It would include what 
monitoring of those Special Enclave CNDS is performed by the 
Primary CNDS Provider, and what reporting or communications is 
given to the Primary CNDS 

D. Charter (if applicable) with Mission Statement 
E. SlidesIPresentations pertaining to the CNDS Provider's mission 

andlor the four CNU areas 
F. Personnel Points of Contact including: 

1. CommanderIDirector 
2. (C&A) at each organization and sub-unit 
3. POCs within each of the four CNDS areas of Protect. Detect. 

POC I POC Phone 
1 

Comments 
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Reauired Documents 
Response, & Sustainment 

4. Overall technical responsibility 
5. Contractor Program Manager (PM) (if CND Service Provider 

includes contractors) 
G. Listing of subscriber organizations to include: 

1. points of contact (system Administrator, ISSOIISSM, Phone 
numbers, and addresses 

2. Inventorv of CND subscriber networks (by mission catenon/) 
H. Service policy guidance on CND and CNDS activities 
I. MOUs or Agreements between the Primary CNDS Provider and 

I other organizations to cqnductlmonitor CNDS for GENSER and 
Special Enclave information systemslnetworks. 

111. Primarv CNDS Provider Policies and Procedures for 
GENSER CNDS - 

A. Protection Policies and ProceduresISOPs 
1. Policies and procedures for Vulnerability Analysis Scanning 

(VAS) tools 
2. VAA or Red Team recommendations to subscribers 
3. Anti-Virus Policy and associated procedural documents 

I 4. Subscriber network diaaams 
5. System hardening guidelines 
6. Assessments of subscriber ETA CND program 
7. Copies of training presentations and/or documentation (CND 

IAVM policies and procedures) 
8. INFOCON procedures (Subscriber supplemental INFOCON 

procedures if exist) 
9. IAVA Imdementation and Monitoring; ~rocedures 

POC I POC Phone I Comments 
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Reauired Documents POC I POC Phone I Comments 

B. Monitor, Analyze, and Detect Policies and ProceduresISOPs 
1. Network Security Monitoring policies and procedures 
2. Warnings and Notifications distribution procedures 
3. Firewall Configuration Best Practices (for distribution to 

subscribers) 
4. Threat Warning and Notification Distribution Procedures 
5. PolicvProcedures for Incident Analvsis 

C. Response Policies and ProceduresISOPs 
1. Incident Reporting Procedures 
2. Procedures for Incident Reporting to Law Enforcement and 

Counterintelligence 
3. Incident Reporting Guidelines for classified networks 
4. Incident Handling and Response Procedures (including I I I I 

classified networks) 
5. Surge Operations Procedures including Personnel Recall 

Procedures 
I 

D. GENSER CNDS Sustainment Policies and ProceduresISOPs. 
(Includes CNDS Training, Command Inspection Program, etc.) 
1. MOUs andor other written agreements wlsubscriber defining 

services provided 
2. Copy of order designating CNDSP as service provider 
3. Policies for information sharing w/DoD organizations 
4. Policy and procedures for support to law enforcement 

investigations 
.- 
3. PdI - - 

community 
6. Procedures for foreign national access to information and 
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I 9. Organization Chart 

Required Documents 
8. CNDS Provider Financial Plan 

10. Procedures for testing new CND technologies 
1 1. Procedures for testing ~atches before dedovment 

POC 

12. Documented Training Program (contains ETA requirements 
for CNDS Provider staff) that includes policies, procedures, 
andlor standards that support an organized CNDS training 

POC Phone I Comments 

- - 

program. Also provide information on: 
a. In-house training tools and techniques 
b. Training courses offered or acquired by the CNDS 

Provider 
13. Documented workforce plan 
14. Quality Assurance Policy 
15. Physical Security Policy 
16. Policies and procedures for personnel security 
17. Documentationlbriefing copies of OPSEC program 
18. Physical Access Control procedures 
19. Employee screening procedures 
20. Anti-Virus Policy for internal networks 

- 

21. Internal INFOCON procedures 
22. Contingency Plan 
23. Disaster Recovery Plan 
24. Emergency Response Plan 
25. SystemsData Backup Plan 
26. IAVM compliance procedure 

I I I 

A. Protection Policies and Procedures 
B. DetectionIMonitorinn Polices and Procedures 

- 
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Required Documents POC POC Phone. Comments 
C. Analvsis/Res~onse Policies and Procedures 
D. Special Enclave CNDS Sustainment Policies and Procedures. 

(Includes CNDS Training, Command Inspection Program, etc.) 
- 

V. Inspection results within past 3 years, which provide insight to 
the Component's performance in providing CNDS to both 
GENSER and Special Enclaves. 

A. DoD IG Reports 
B. Com~onent-level ins~ection re~orts 
C. Other inspections/evaluations of Component CNDS 

NOTE: 

Some of the documents listed may be composite parts of a larger document. For example, the Contingency Plan may contain an 
Emergency Plan, Disaster Recovery Plan, and other related documents. The requirement is that each document/subject matter listed 
must be addressed, whether as listed in the table, or as parts of a larger document. Use the "Comments" column to explain any such 
circumstances. 
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AP3. APPENDIX 3 

LETTER OF REOUEST 

[DoD Component Primary Provider Letterhead] 

To: 
DoD CND Architect 
Department of Defense 
Room 3D239 
6000, The Pentagon 
Washington, DC 2030 1-6000 

Subject: Letter of Application for Primary CNDS Provider Certification & Accredit, 

In accordance with DoDI 0-8530.2 and DoD Manual 0-8530.1, this letter serves as 
the Component Primary Provider Title] application for Certification & Accreditatior 
Primary CNDS Provider. 

[Enter the Organization Title of Primary CNDS Provider] is the Primary CNDS Pro1 
[Enter the DoD Component Title@)] . [Enter the Organization Title of Primary CNL 
is located at [Address of Primary CNDS Provider]. Your Point-of-Contact for all co 
will be: 
[POC rank and name] 
[POC title] 
[POC commercial phone number] 
[POC NIPRNet address] 
[POC SIPRNet address] 

The [Enter the Primary CNDS Provider organizational name] has assembled the req 
documentation, as listed in DoD Manual 0-8530.1, and provides it to you via the en 
Compact Disk (CD). If there are other documents or information required, the POC 
respond. 

Included in the CD is our self-assessment using the Evaluator's Scoring Metrics (ES 
self-assessment was conducted during the period of [time period entered] and result€ 
GENSER and Special Enclave scores which are as follows: 

GENSER CND Services: 
Priority I Metrics Compliance Percentage = [Enter compliance percentage here] 
Priority I1 Metrics Compliance Percentage = [Enter compliance percentage here] 
Priority I11 Metrics Compliance Percentage = [Enter compliance percentage here] 
Priority IV Metrics Compliance Percentage = [Enter compliance percentage here] 

41 
FOR OFFICIAL USE ONLY 

ier 17, 2003 

.tion (C&A) 

he [Enter 
as a 

ider for 
S Provider] 
rdination 

nired 
:losed 
~bove shall 

6). The 
i in 

PPENDIX 3 



DoD 0-8530.1-M, Decem 

As a result of these self-assessment scores, we believe that the [Primary CNDS Prov 
organizational name] will attain an Accreditation Level for GENSER CND Services 
self-assessment Accreditation Level from ESM calculations]. 

Special Enclave CND Services: 
Priority I Metrics Compliance Percentage = [Enter compliance percentage here] 
Priority I1 Metrics Compliance Percentage = [Enter compliance percentage here] 
Priority I11 Metrics Compliance Percentage = [Enter compliance percentage here] 
Priority IV Metrics Compliance Percentage = [Enter compliance percentage here] 

As a result of these self-assessment scores, we believe that the [Primary CNDS Prov 
organizational name] will attain an Accreditation Level for Special Enclave CND St 
[Enter self-assessment Accreditation Level from ESM calculations]. 

[SIGNED] 

Appropriate Primary Provider Authorit: 

Encl: Compact Disk wIApplication Documentation 
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