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(U//[FOUQ) Attacks on Drinking Water Systems

(U//FOUO) Drinking water systems, especially treatment, distribution, and chemical
storage facilities, may be targets for physical destruction, intentional contamination
(possibly with chemical, biological or radiological materials), or cyber attack because the
infrastructure is highly visible, less hardened, and more accessible than some other
critical infrastructure. Terrorists have shown interest in biological agents that could be
used for water contamination and, prior to 2003, planned surveillance of U.S. dams,
reservoirs, and water supply systems to assess their potential as targets. Even a
small-scale or thwarted attack could disrupt or deny service to businesses, households,
and emergency responders or inspire public fear.

(U//FOUO) Potential water sector targets are source water, reservoirs, wells, intakes, distribution
systems, pump stations, service lines, fire hydrants, finished water tanks, treatment facilities, equipment
and chemical storage units, and Supervisory Control and Data Acquisition (SCADA) systems.

(U//FOUOQ) Indicators of possible contamination:

— (U/IFOUO) A change in water quality and/or physical parameters (odor, taste, color, chemical
change, bacterial counts, Volatile Organic Compounds (VOC), etc...).

— (U/IFOUO) Increased consumer complaints of discoloration, unusual taste, or objectionable
odor; burning of the esophagus; and respiratory symptoms.

— (U/[FOUO) An increase in gastrointestinal symptoms/illnesses at emergency medical care
facilities.

— (U//[FOUO) An unexplained drop or change in water pressure.

— (U//[FOUO) Signs of forced entry at potential targets/routes of entry, triggering of security
alarms, or evidence of tampering.

(U//FOUOQO) Possible Indicators of action against drinking water systems:

— (U/IFOUO) Theft of water utility computers or other sensitive information.

— (U/IFOUOQ) Theft of radio devices that could be used to jam utility communications or disrupt
systems.

— (U/IFOUO) Suspicious inquiries regarding anticontamination protocols.

— (U/IFOUO) Persons impersonating water sector inspectors or officials, such as from the EPA.

— (U//FOUO) Unauthorized intrusion into water utility Web sites or online SCADA systems.

— (U/IFOUO) Utility employees being followed or photographed while working, or suspicious
photography or videotaping at or around water plants.

— (U//[FOUOQ) Stolen, cloned, or missing water utility vehicles or uniforms.
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(U) Prepared by the DHS/I&A Homeland Counterterrorism Division, the FBI/Directorate of Intelligence, and the Interagency Threat Assessment and Coordination
Group. This product is intended to assist federal, state, local, and private sector first responders in developing deterrence, prevention, preemption, or response
strategies. Coordinated with the DHS/I&A Cyber, Infrastructure and Science Division and the EPA.

(U) Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It contains information that may be exempt from public release under the
Freedom of Information Act (5 U.S.C. 552). ltis to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to
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sector security officials without further approval from DHS.
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Office of 4

Intelligence and Analysis

I&A Customer Survey

Product Title: |

Product Classification: [Select One |  Type of Partner: [Select One |

1. How did you use this product in support of your mission?
[] Integrated into one of our finished information or intelligence products

[] Shared contents with federal or DHS component partners

If so, which partners | |

[] Shared contents with state and local partners

If so, which partners | |

[] Shared contents with private sector partners

If so, which partners | |

[] Other (please specify) | |

2. Please rank this product's relevance to your mission.
Critical: O Veryimportant: (O Somewhatimportant: () Notimportant: O N/A: O

Comment:

3. How could our product or service be improved to increase its value to your mission?

Comment:

4. If this product was supplied in response to a specific request - please rate your satisfaction with
each of the following services provided by I&A:

Very Somewhat Somewhat Very N/A
Satisfied Satisfied Dissatisfied Dissatisfied

(a) Timeliness of

Product or Support O O O O ®
(b) Communication

During Processing of O O O @) ®

Your Request
(c) Responsiveness to

Your Questions O O O O ©

* To help us understand more about your organization so we can better tailor future products, please provide:

Your Organization: | |
Your Name/Position: | |

Your contact # or email: | |
Submit to IA.feedback@hq.dhs.gov -
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