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ROLL CALL RELEASE 
I n  C o l l a b o r a t i o n  w i t h  t h e  I T A C G  

9 November 2010 
 

(U//FOUO)  Potential for Small-Scale Attacks Using Toxins and 
Poisons 
 

(U//FOUO)  Terrorists continue to express broad interest in toxins and poisons that could be used to 
contaminate food or water supplies, or spread through skin contact.  Widely circulated terrorist manuals 
contain instructions for mixing toxins and poisons with skin penetrating enhancers such as oils, lotions, and 
other ointments.  Other possible methods of delivery include adding toxins or poisons to beverages, fruits, 
vegetables, or other foods.  Most toxins and poisons mentioned in terrorist manuals are more suitable for 
assassinations and small-scale attacks than for mass casualty attacks, but terrorists might calculate that a 
coordinated series of simultaneous small attacks could produce comparable casualties and widespread 
public fear, as well as erode consumer confidence. 
 

 

(U//FOUO)  Terrorist manuals often include tips for acquiring biological or chemical poisons and toxins such 
as those pictured above.  Ricin is a deadly toxin easily extracted from castor beans using household items 
and basic chemical extraction techniques.  Cyanide salts are solid compounds commonly used in 
manufacturing and the jewelry industry, and can be dissolved in water or other liquids.  “Meat jar”  
recipes—which often call for mixing several commonly available ingredients such as rotten meat, manure, 
corn, and water—might, under ideal conditions, grow Clostridium botulinum, the bacterium that produces 
botulinum toxin. 

(U//FOUO)  Attack Indicators: Perpetrators might try discreet delivery of toxins and poisons—possibly 
with help from insiders—to production, storage, and retail facilities associated with skin care products, 
foods, or beverages.  They may also attempt to use similar methods to contaminate drinking water 
systems.  Indicators of an attack could include: 

— (U//FOUO)  Punctured or tampered food, beverage, or skin products in storage, distribution 
centers, or retail stores. 

— (U//FOUO)  Suspicious behavior suggesting individuals may be adding unusual materials to 
buffet carts, salad bars, or food preparations in open dining areas. 

— (U//FOUO)  Breached fences, storage tanks, pipes, or buildings associated with drinking water 
systems—particularly those near post-treatment distribution points of entry. 

— (U//FOUO)  Suspicious application of foreign substances to escalator rails, doorknobs, car door 
handles, or other items commonly touched by the general public. 
 

(U)  Castor bean pods (U)  Castor beans (U)  Crude ricin 

(U)  Sodium cyanide (U)  Potassium cyanide (U)  Botulinum in jars 
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3. Please rank this product's relevance to your mission. (Please portion mark comments.)
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5. Was this product provided to you in response to a specific request to DHS I&A?

6. Please rate your satisfaction with each of the following:

Yes  No

1. Please select the partner type that best describes your organization.  

Integrated into one of my own organization’s finished information or intelligence products
Shared contents with federal or DHS component partners
 If so, which partners?
Shared contents with state and local partners
 If so, which partners?
Shared contents with private sector partners
 If so, which partners?
Other (please specify) 

Critical
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N/A
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Paperwork Reduction Act Compliance Statement

Legal Significance of Office of Management and Budget Control Number:  Your response to this feedback request is 
completely voluntary. The Paperwork Reduction Act requires that the Department of Homeland Security notify 
respondents that no person is required to respond to the collection of information unless it displays a currently valid 
OMB control number.

Privacy Act Statement: DHS’s Use of Your Information

Principal Purposes: When you provide feedback on an Intelligence and Analysis (I&A) intelligence product, DHS collects 
your name, position, contact information, and the organization you are representing. We use this information to contact 
you if we have additional questions about the feedback and to identify trends, if any, in the feedback that you and your 
organization provide.

Routine Uses and Sharing: In general, DHS will not use this information for any purpose other than the Principal 
Purposes, and will not share this information within or outside the agency. Aggregate feedback data may be shared 
within and outside DHS but without including the contact information. In certain circumstances, DHS may share this 
information on a case-by-case basis as required by law or necessary for a specific purpose, as described in the DHS 
Mailing and Other Lists System of Records Notice, DHS/ALL-002 (73 FR 71659).

DHS Authority to Collect This Information: DHS requests that you voluntarily submit this information under its 
following authorities: 5 U.S.C. 301; the Federal Records Act, 44 U.S.C. 3101. 

Effects of Not Providing Information: You may opt not to provide the requested information or to provide only some of 
the information DHS requests. However, if you choose to provide any feedback information, you must provide a 
classification level as requested on this form. If you opt not to provide some or all of the requested information, DHS 
will not be able to contact you to fully address your feedback and any additional information needs.

Accessing and Correcting Information: If you need to access or correct the information collected on this form, you 
should send an email to ia.feedback@dhs.gov. You may also direct your request in writing to the appropriate FOIA 
Officer, whose contact information can be found at http://www.dhs.gov/foia under “contacts.” Additional instructions 
are available at that website and in the DHS/ALL-002 System of Records Notice, referenced above.
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