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Background 
7KH 'HSDUWPHQW RI +RPHODQG 6HFXULW\ �'+6� 1DWLRQDO &\EHUVHFXULW\ DQG &RPPXQLFDWLRQV ,QWHJUDWLRQ 
&HQWHU �1&&,&� UHYLHZHG WKH ,QGHSHQGHQW $VVHVVPHQW� WLWOHG Information Security Risks of Anti-Virus 
Software �KHUHDIWHU ³%5* $VVHVVPHQW´�, SUHSDUHG E\ %HUNHOH\ 5HVHDUFK *URXS� //& �%5*�� DQG 
GDWHG 1RYHPEHU ��� ����� .DVSHUVN\ /DE �KHUHDIWHU ³.DVSHUVN\´� VXEPLWWHG WKH %5* $VVHVVPHQW WR 
'+6 DV DQ H[KLELW WR .DVSHUVN\¶V UHTXHVW IRU '+6 WR LQLWLDWH D UHYLHZ RI %LQGLQJ 2SHUDWLRQDO 'LUHFWLYH 
�%2'� ������ 7KH %5* $VVHVVPHQW� LQ SDUW� UHVSRQGV WR WKH NCCIC Information Security Risk 
Assessment �KHUHDIWHU ³1&&,& $VVHVVPHQW´� RQ FRPPHUFLDO RII�WKH�VKHOI �&276� DQWL�YLUXV VRIWZDUH 
DQG .DVSHUVN\�EUDQGHG SURGXFWV� GDWHG $XJXVW ��� ����� 7KH 1&&,& $VVHVVPHQW ZDV DWWDFKHG DV 
([KLELW � WR DQ ,QIRUPDWLRQ 0HPRUDQGXP IURP WKH $VVLVWDQW 6HFUHWDU\ IRU '+6 &\EHUVHFXULW\ DQG 
&RPPXQLFDWLRQV �&6	&� WR WKH $FWLQJ 6HFUHWDU\ RI '+6� GDWHG 6HSWHPEHU �� ���� �KHUHDIWHU 
³,QIRUPDWLRQ 0HPRUDQGXP´�� 7KLV GRFXPHQW LV D Supplemental Information Security Risk Assessment 
DQG ZLOO VLPLODUO\ EH DWWDFKHG WR DQ ,QIRUPDWLRQ 0HPRUDQGXP IURP WKH $VVLVWDQW 6HFUHWDU\ IRU &6	& WR 
WKH $FWLQJ 6HFUHWDU\ RI '+6� 

1. File Access and High-Level Privileges 
7KH %5* $VVHVVPHQW FRQILUPV WKH NH\ FRQFOXVLRQV RI WKH 1&&,& $VVHVVPHQW� 6SHFLILFDOO\� %5* 
H[SODLQV� FRQVLVWHQW ZLWK WKH 1&&,& $VVHVVPHQW� WKDW DQWL�YLUXV VRIWZDUH RSHUDWHV ZLWK ³EURDG DFFHVV 
WR WKH FRPSXWHU¶V KDUGZDUH DQG RSHUDWLQJ V\VWHP´ DQG WKDW WKH VRIWZDUH ³UXQV ZLWK WKH VDPH SULYLOHJHV 
DV WKH XVHU� DV ZHOO DV RQH RU PRUH XQGHUO\LQJ� KLJKO\�SULYLOHJHG VRIWZDUH FRPSRQHQWV� VXFK DV NHUQHO�
PRGH GULYHUV RU 6<67(0�OHYHO SURFHVVHV�´ %5* GHVFULEHV WKH ³NHUQHO´ DV D ³FRUH FRPSRQHQW RI D 
FRPSXWHU¶V RSHUDWLQJ V\VWHP DQG ODUJHO\ UHVSRQVLEOH IRU IDFLOLWDWLQJ WKH LQWHUDFWLRQ EHWZHHQ RWKHU 
VRIWZDUH UXQQLQJ RQ WKH FRPSXWHU DQG WKH FRPSXWHU¶V FHQWUDO SURFHVVLQJ XQLW �&38�� PHPRU\� DQG 
RWKHU KDUGZDUH GHYLFHV �RIWHQ YLD DGGLWLRQDO VRIWZDUH FDOOHG D ³GHYLFH GULYHU´��´� 7KH ³6<67(0 
DFFRXQW´ LV ³DQ LQWHUQDO DFFRXQW RQ 0LFURVRIW :LQGRZV RSHUDWLQJ V\VWHPV WKDW RSHUDWHV DW WKH KLJKHVW 
SULYLOHJH OHYHO�´� 0RVW DQWL�YLUXV VRIWZDUH QRZ DOVR ³LQWHUFHSWV DQG PRQLWRUV QHWZRUN WUDIILF RQ D XVHU¶V 
FRPSXWHU� LQFOXGLQJ HQFU\SWHG ZHE EURZVLQJ WUDIILF� LQ RUGHU WR LGHQWLI\ PDOLFLRXV FRGH HPEHGGHG LQ 
ZHEVLWHV YLVLWHG E\ WKH XVHU�´� 

%DVHG RQ LWV ³OLPLWHG WHFKQLFDO DQDO\VLV ZLWKLQ WKH WLPH DYDLODEOH´ RI .DVSHUVN\ DQG RWKHU DQWL�YLUXV 
SURGXFWV� %5* GHWHUPLQHG WKDW DOO RI WKH VRIWZDUH WKDW LW DQDO\]HG� LQFOXGLQJ .DVSHUVN\�EUDQGHG 
SURGXFWV� ³FRQWDLQHG FRPSRQHQWV WKDW RSHUDWHG ZLWK 6<67(0�OHYHO SULYLOHJHV�´ $GGLWLRQDOO\� %5* 
GHWHUPLQHG WKDW ³>H@DFK LQVWDOOHG PXOWLSOH NHUQHO GULYHUV ZLWKLQ RXU WHVW V\VWHPV IRU YDULRXV DQWL�PDOZDUH 
SXUSRVHV� LQFOXGLQJ ILOH V\VWHP PRQLWRULQJ� SURFHVV PRQLWRULQJ� DQG QHWZRUN WUDIILF LQWHUFHSWLRQ DQG 

                                                 

� %5* $VVHVVPHQW� S� �� Q� ���  
� %5* $VVHVVPHQW� S� �� Q� ��� 
� %5* $VVHVVPHQW� SS� ���� 
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LQVSHFWLRQ�´� %5* VWDWHV WKDW� ³>$@ VRIWZDUH YXOQHUDELOLW\ LQ DQ\ RQH RI WKH NHUQHO GULYHUV RU 6<67(0�
OHYHO SURFHVVHV FRXOG UHDVRQDEO\ UHVXOW LQ D FRPSOHWH FRPSURPLVH RI WKH XVHU¶V FRPSXWHU�´�  

:KLOH %5* UHIHUV �DERYH� WR D ³VRIWZDUH YXOQHUDELOLW\´ LQ D NHUQHO GULYHU RU 6<67(0�OHYHO SURFHVV� DV 
GHWDLOHG LQ WKH 1&&,& $VVHVVPHQW� '+6 LV FRQFHUQHG DERXW WKH LQIRUPDWLRQ VHFXULW\ ULVNV SUHVHQWHG E\ 
WKH QRUPDO IXQFWLRQDOLW\ RI DQWL�YLUXV VRIWZDUH� DSDUW IURP DQ\ VSHFLILF ³YXOQHUDELOLW\´ LQ WKH VRIWZDUH� 7KH 
5XVVLDQ *RYHUQPHQW RU .DVSHUVN\²LQ FROODERUDWLRQ ZLWK WKH 5XVVLDQ *RYHUQPHQW²FDQ H[SORLW WKLV 
IXQFWLRQDOLW\� LQFOXGLQJ EURDG DFFHVV WR ILOHV� KLJK�OHYHO V\VWHP SULYLOHJHV� DQG LQWHUFHSWLRQ DQG 
LQVSHFWLRQ RI HQFU\SWHG ZHE WUDIILF� 

2. BRG Preliminary Review of Kaspersky-Lab Software 

Overview 
7KH %5* $VVHVVPHQW VWDWHV WKDW %5* FRQGXFWHG D ³SUHOLPLQDU\ UHYLHZ´ RI VSHFLILF .DVSHUVN\ DQWL�
YLUXV SURGXFWV DQG VROXWLRQV� %5* VWDWHV WKDW WKH %5* $VVHVVPHQW LQWHQGHG WKH UHYLHZ WR DGGUHVV WKH 
IROORZLQJ WKUHH KLJK�OHYHO REMHFWLYHV�   

�� (YDOXDWH ZKHWKHU LW LV IHDVLEOH IRU DQ LQWHOOLJHQFH DJHQF\ WR SDVVLYHO\ PRQLWRU DQG GHFU\SW WUDIILF 
EHWZHHQ XVHUV RI .DVSHUVN\�EUDQGHG SURGXFWV DQG WKH .DVSHUVN\ 6HFXULW\ 1HWZRUN �.61�� 

�� 'HWHUPLQH ZKHWKHU WXUQLQJ .61 RII²RU XVLQJ WKH .DVSHUVN\ 3ULYDWH 6HFXULW\ 1HWZRUN 
�.361�²FDQ UHOLDELOLW\ SUHYHQW SRWHQWLDOO\ VHQVLWLYH GDWD IURP LQDGYHUWHQWO\ EHLQJ WUDQVPLWWHG WR 
.DVSHUVN\� DQG  

�� (YDOXDWH ZKHWKHU WKHUH H[LVWV D PHFKDQLVP E\ ZKLFK D PDOLFLRXV DFWRU OHYHUDJLQJ .61 FDQ 
FRQGXFW WDUJHWHG VHDUFKHV RI .DVSHUVN\ XVHUV IRU VSHFLILF LQIRUPDWLRQ� 

1&&,& DVVHVVHV HDFK RI WKHVH REMHFWLYHV LQ WXUQ EHORZ� 

Objective 1:  Passive Interception and Decryption of Traffic between Kaspersky-
Branded Products and KSN 
.DVSHUVN\¶V .61 LQIUDVWUXFWXUH ³VXSSRUWV VHYHUDO VHFXULW\�UHODWHG VHUYLFHV SURYLGHG E\ .DVSHUVN\ 
VRIWZDUH SURGXFWV� LQFOXGLQJ ILOH� ZHEVLWH� DQG ZLUHOHVV QHWZRUN UHSXWDWLRQ VHUYLFHV�´� .61 DOVR ³KDV WKH 
DELOLW\ WR UHFHLYH LQIRUPDWLRQ IURP FOLHQWV� VXFK DV VWDWLVWLFV UHJDUGLQJ PDOZDUH GHWHFWHG RQ XVHUV¶ 
FRPSXWHUV RU VDPSOHV RI PDOLFLRXV ILOHV� WR LPSURYH .DVSHUVN\¶V PDOZDUH GHWHFWLRQ FDSDELOLWLHV�´� 
7KHVH DUH DOO FRQVLVWHQW ZLWK 1&&,&¶V XQGHUVWDQGLQJ RI .61 IXQFWLRQDOLW\� 

                                                 

� %5* $VVHVVPHQW� S� ��� 
� %5* $VVHVVPHQW� S� ���  
� %5* $VVHVVPHQW� S� ��� 
� %5* $VVHVVPHQW� S� ��� VHH DOVR S� �� Q� �� 
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%5* LQGLFDWHV WKDW LW LGHQWLILHG WKLV REMHFWLYH EHFDXVH WKH 1&&,& $VVHVVPHQW DQG WKH ,QIRUPDWLRQ 
0HPRUDQGXP ³UHIHU WR .61 DV D SRWHQWLDO LQIRUPDWLRQ VHFXULW\ ULVN GXH WR WKH SUHVXPHG DELOLW\ RI D 
PDOLFLRXV WKLUG SDUW\ WR PRQLWRU DQG LQWHUFHSW FRPPXQLFDWLRQV EHWZHHQ .61 DQG XVHUV RI .DVSHUVN\ 
VRIWZDUH�´� 

'+6 QRWHV WZR VLJQLILFDQW OLPLWDWLRQV LQ WKLV SRUWLRQ RI WKH %5* $VVHVVPHQW� )LUVW� DV %5* VWDWHV� 
³%5* KDV QRW \HW LQGHSHQGHQWO\ UHYLHZHG DQ\ QHWZRUN SURWRFROV RU RWKHU FRPPXQLFDWLRQV V\VWHPV 
XVHG within .61 RU between KSN and Kaspersky’s non-KSN IT infrastructure �H�J�� .DVSHUVN\ RIILFHV 
RU RWKHU GDWDFHQWHUV�´ �HPSKDVLV DGGHG E\ DXWKRU��� ,W LV WKLV DFFHVV WR .DVSHUVN\ RIILFHV DQG 
GDWDFHQWHUV LQ 5XVVLD²DQG FRPPXQLFDWLRQV EHWZHHQ VXFK RIILFHV DQG GDWDFHQWHUV DQG .61²WKDW LV D 
SULQFLSDO FRQFHUQ RI '+6� ,Q DGGLWLRQ� %5* VWDWHV WKDW LWV REMHFWLYH LV WR HYDOXDWH WKH SRWHQWLDO IRU 
³SDVVLYH´ PRQLWRULQJ DQG GHFU\SWLRQ E\ DQ LQWHOOLJHQFH DJHQF\ RU RWKHU WKLUG SDUW\� $V H[SODLQHG LQ GHWDLO 
LQ WKH ,QIRUPDWLRQ 0HPRUDQGXP� '+6 LV FRQFHUQHG²QRW RQO\ DERXW VXFK SDVVLYH DFWLYLWLHV²EXW DOVR 
DERXW DFWLYH RSHUDWLRQV LQYROYLQJ 5XVVLDQ LQWHOOLJHQFH DFFHVV WR .DVSHUVN\ RIILFHV DQG GDWDFHQWHUV� 
UHTXHVWV IRU GHFU\SWLRQ NH\V� DQG RWKHU DELOLWLHV RI 5XVVLDQ JRYHUQPHQW DJHQFLHV WR FRPSHO RU UHTXHVW 
DVVLVWDQFH IURP .DVSHUVN\� 

2Q WKH VSHFLILFV RI ZKDW %5* GLG WHVW� %5* VWDWHV WKDW LW REVHUYHG .DVSHUVN\ DQWL�YLUXV VRIWZDUH 
SURGXFWV ³JHQHUDOO\´ XVLQJ RQH RI WKUHH QHWZRUN SURWRFROV IRU FRPPXQLFDWLQJ ZLWK .61 LQIUDVWUXFWXUH�  

x +\SHUWH[W 7UDQVSRUW 3URWRFRO �+773��  
x +773 6HFXUH �+7736�� DQG  
x .DVSHUVN\¶V SURSULHWDU\ .61 SURWRFRO� 

Use of HTTP in Kaspersky Products  
%5* VWDWHV WKDW .DVSHUVN\ FOLHQW�VLGH VRIWZDUH XVHV +773 WR GRZQORDG SURGXFW LQVWDOODWLRQ ILOHV GXULQJ 
LQLWLDO VHWXS� WR GRZQORDG VRIWZDUH XSGDWHV� DQG WR GRZQORDG PDOZDUH ³UHFRUG´ XSGDWHV� :KLOH RWKHU 
DQWL�YLUXV YHQGRUV XVH WKH WHUP ³GHILQLWLRQ´ RU ³VLJQDWXUH�´ DFFRUGLQJ WR %5*� .DVSHUVN\ SHUVRQQHO 
LQWHUQDOO\ XVH WKH WHUP ³UHFRUG´ WR UHIHU ERWK WR WUDGLWLRQDO VLJQDWXUHV �XVHG WR LGHQWLI\ PDOZDUH RQ D 
XVHU¶V FRPSXWHU� DV ZHOO DV PRUH PRGHUQ DSSURDFKHV WR PDOZDUH GHWHFWLRQ� VXFK DV KHXULVWLF PHWKRGV� 
PDFKLQH OHDUQLQJ PRGHOV� DQG EHKDYLRUDO PHWKRGV��� 

$V %5* VWDWHV� +773 WUDQVPLVVLRQV DUH XQHQFU\SWHG DQG XQDXWKHQWLFDWHG� 1HYHUWKHOHVV� %5* 
H[SODLQV WKDW DOO ILOH W\SHV GRZQORDGHG E\ .DVSHUVN\ VRIWZDUH IURP .DVSHUVN\ VHUYHUV DUH 
DXWKHQWLFDWHG XVLQJ ³VWDQGDUG FRGH� RU SDFNDJH�VLJQLQJ PHFKDQLVPV´� LQFOXGLQJ 0LFURVRIW¶V 
$XWKHQWLFRGH DQG *267 ����������� .DVSHUVN\ VRIWZDUH WKHQ ³YHULILHV WKH LQWHJULW\ RI WKH EDVHV RU 

                                                 

� %5* $VVHVVPHQW� S� ��� 
� %5* $VVHVVPHQW� S� ��� Q� ��� 
�� %5* $VVHVVPHQW S� �� Q� ���  
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LQGH[ ILOHV SULRU WR LQVWDOODWLRQ RQ WKH XVHU¶V FRPSXWHU´ DQG� FRQVHTXHQWO\� XVHUV ³ZRXOG OLNHO\ EH DEOH WR 
GHWHFW DWWHPSWV E\ D PDOLFLRXV DFWRU WR WDPSHU ZLWK DSSOLFDWLRQ�UHODWHG ILOHV GRZQORDGHG RYHU +773�´�� 

%5* GRHV QRW H[SODLQ H[DFWO\ ZKDW HUURU PHVVDJH ZRXOG EH SUHVHQWHG WR D XVHU RU DQ\ RWKHU 
PHFKDQLVP E\ ZKLFK D XVHU ZRXOG EH DOHUWHG WR D PDOLFLRXVO\ PRGLILHG XSGDWH� 0RUHRYHU� %5* VWDWHV 
WKDW� ³>G@XH WR WLPH FRQVWUDLQWV� ZH KDYH QRW \HW EHHQ DEOH WR LQFOXGH DQ DVVHVVPHQW RI .DVSHUVN\¶V 
LQWHUQDO VHFXULW\ SURFHVVHV DQG SURFHGXUHV UHJDUGLQJ DFFHVV WR DQG XVH RI >.DVSHUVN\ /DE 6LJQHU@ DQG 
WKH NH\V XVHG WR VLJQ EDVHV� SDFNDJHV� RU RWKHU XSGDWHV GLVWULEXWHG WR .DVSHUVN\ VRIWZDUH FOLHQWV�´ �� 
7KHVH DUH VLJQLILFDQW JDSV LQ %5*¶V DQDO\VLV� %5*¶V DQDO\VLV RI WKLV XVH RI +773 WKHUHIRUH GRHV QRW 
PROOLI\ '+6¶V FRQFHUQ WKDW .DVSHUVN\ RU 5XVVLDQ JRYHUQPHQW DFWRUV FRXOG LQFRUSRUDWH PDOLFLRXV 
IXQFWLRQDOLW\ LQWR .DVSHUVN\ VRIWZDUH WKURXJK WKH VRIWZDUH RU UHFRUG XSGDWH SURFHVV� 

Use of HTTPS in Kaspersky Products 
%5* VWDWHV WKDW LW REVHUYHG .DVSHUVN\ VRIWZDUH XVLQJ +7736 ³LQ OLPLWHG VLWXDWLRQV�´ 6SHFLILFDOO\� %5* 
H[SODLQV WKDW .DVSHUVN\ VRIWZDUH ZLOO FRQQHFW WR .61 LQIUDVWUXFWXUH�  

x WR DFWLYDWH WKH SURGXFW�  
x WR REWDLQ ³LQ�SURGXFW FRQWHQW´ �VXFK DV .DVSHUVN\ /DE QHZV��  
x IRU FRPPXQLFDWLRQV DERXW SURGXFW OLFHQVH SXUFKDVHV DQG UHQHZDOV� DQG  
x IRU XSORDGLQJ ³DSSOLFDWLRQ FUDVK GXPSV�´ ZKLFK RIWHQ LQFOXGH ³WKH VWDWH RI WKH DSSOLFDWLRQ ZKHQ 

WKH HUURU RFFXUUHG� SRVVLEO\ LQFOXGLQJ PHPRU\ FRQWHQWV� ORJV� RU RWKHU LQIRUPDWLRQ DERXW WKH 
VRIWZDUH RQ WKH V\VWHP DW WKH WLPH RI WKH DSSOLFDWLRQ FUDVK�´��  

%5* VWDWHV WKDW .DVSHUVN\ VRIWZDUH ³IROORZHG LQGXVWU\�VWDQGDUG EHVW SUDFWLFHV IRU 66/�7/6 
HQFU\SWLRQ�´ LQFOXGLQJ XVLQJ 7/6Y��� E\ GHIDXOW� SURSHUO\ YDOLGDWLQJ WKH DXWKHQWLFLW\ RI VHUYHU 
FHUWLILFDWHV� DQG XVLQJ VWURQJ FLSKHU VXLWHV IRU VHVVLRQ NH\ QHJRWLDWLRQ DQG HQFU\SWLRQ��� 

'+6 XQGHUVWDQGV WKHVH XVHV RI +7736 DQG JHQHUDOO\ DJUHHV ZLWK WKH XVH RI +7736� LI SURSHUO\ 
LPSOHPHQWHG� WR SURWHFW ZHE WUDIILF� +RZHYHU� '+6 QRWHV WKDW %5* VWDWHV WKDW LW QHHGV WR ³IXUWKHU 
YDOLGDWH WKH VHFXULW\ RI .DVSHUVN\¶V FOLHQW VLGH 66/�7/6 LPSOHPHQWDWLRQ �EDVHG RQ WKH RSHQ�VRXUFH 
2SHQ66/ OLEUDU\�� DV ZHOO DV WKH VHFXULW\ SURFHVVHV XVHG WR PDQDJH WKH DSSOLFDWLRQ VHUYHUV�´�� 7KXV� LI 
%5* LGHQWLILHV FOLHQW�VLGH LPSOHPHQWDWLRQ LVVXHV RU LVVXHV ZLWK WKH VHFXULW\ SURFHVVHV IRU PDQDJHPHQW 
RI .DVSHUVN\ DSSOLFDWLRQ VHUYHUV� WKHVH ZRXOG SUHVHQW DGGLWLRQDO ULVNV RI FRQFHUQ WR '+6�  

  

                                                 

�� %5* $VVHVVPHQW� S� ��� 
�� %5* VWDWHV WKDW .DVSHUVN\ /DE 6LJQHU �³./6´� LV .DVSHUVN\¶V LQWHUQDO� FHQWUDOL]HG VHUYLFH ³LQWHQGHG´ WR 
FU\SWRJUDSKLFDOO\ VLJQ WKH YDULRXV ILOH W\SHV XVHG E\ .DVSHUVN\ VRIWZDUH SULRU WR GLVWULEXWLRQ WR XVHUV� %5* 
$VVHVVPHQW� S� ��� 
�� %5* $VVHVVPHQW� S� ��� 
�� %5* $VVHVVPHQW� S� ��� 
�� %5* $VVHVVPHQW� S� ��� 
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Breaking and Inspecting of HTTPS by Kaspersky Products 
:KLOH %5* IRFXVHV RQ .DVSHUVN\¶V XVH RI +7736 WR HQFU\SW FRPPXQLFDWLRQV EHWZHHQ XVHUV DQG .61� 
%5* GRHV QRW DGGUHVV WKH ULVNV FUHDWHG E\ WKH .DVSHUVN\ VRIWZDUH¶V DELOLW\ WR EUHDN DQG LQVSHFW RWKHU 
+7736 FRPPXQLFDWLRQV E\ WKH XVHU¶V QRQ�DQWL�YLUXV DSSOLFDWLRQV�  

$V H[SODLQHG LQ WKH 1&&,& $VVHVVPHQW� .DVSHUVN\�EUDQGHG SURGXFWV KDYH WKH DELOLW\ WR GHFU\SW 
HQFU\SWHG +7736 WUDQVPLVVLRQV� LQVSHFW DQG DQDO\]H WKH FRQWHQWV� DQG WKHQ UH�HQFU\SW DQG IRUZDUG RQ 
WKH WUDIILF� 6SHFLILFDOO\� WKH 1&&,& $VVHVVPHQW VWDWHV� ZLWK UHVSHFW WR DQWL�YLUXV SURGXFWV²LQFOXGLQJ 
.DVSHUVN\ SURGXFWV WKDW KDYH WKLV IXQFWLRQDOLW\²WKDW WKH ³DQWLYLUXV VRIWZDUH XVHV LWV RZQ FHUWLILFDWH WR 
VLJQ RXWJRLQJ WUDIILF IURP WKH XVHU DQG LQFRPLQJ WUDIILF IURP WKH VHUYHU LQ RUGHU WR GHFU\SW WKH FRQWHQW 
DQG GHWHUPLQH ZKHWKHU PDOLFLRXV FRPPDQGV RU VRIWZDUH DUH SDUW RI WKH FRPPXQLFDWLRQ� +RZHYHU� WKLV 
WHFKQLTXH H[SDQGV WKH DWWDFN VXUIDFH IXUWKHU� EHFDXVH LW OHDYHV QR ZD\ IRU WKH FOLHQW WR LQGHSHQGHQWO\ 
YDOLGDWH LWV FRQQHFWLRQ WR WKH VHUYHU�´�� )XUWKHUPRUH� ³HPSOR\LQJ WKLV IXQFWLRQ GHIHDWV WKH SXUSRVH RI 
HQG�WR�HQG HQFU\SWHG +7736 FRQQHFWLRQV ZLWK DQ H[WHUQDO VHUYHU EHFDXVH D WKLUG SDUW\ LV DOORZHG WR 
UHDG� PDQLSXODWH� DQG IRUZDUG DQ\ LQIRUPDWLRQ LQ WKH FRQQHFWLRQ�´�� $QG� ³>L@Q WKH ZRUVW FDVH� D SURGXFW 
FRXOG VWRUH DQG H[ILOWUDWH VHQVLWLYH LQIRUPDWLRQ� LQFOXGLQJ ORJLQ FUHGHQWLDOV EHLQJ WUDQVPLWWHG IURP WKH 
FOLHQW WR WKH VHUYHU� RU RWKHUZLVH FRPSURPLVH WKH LQWHJULW\ RI WKH QHWZRUN FRQQHFWLRQ�´��  

.DVSHUVN\¶V DELOLW\ WR EUHDN DQG LQVSHFW HQFU\SWHG WUDIILF LV FOHDUO\ GHVFULEHG LQ SXEOLFDOO\�DYDLODEOH 

.DVSHUVN\ GRFXPHQWDWLRQ��� +RZHYHU� %5*¶V DQDO\VLV GRHV QRW DGGUHVV WKH DERYH ULVNV� 

Use of Proprietary Encryption Protocol for Communications with the KSN 
,Q DGGLWLRQ WR XVLQJ +773 DQG +7736� WKH %5* $VVHVVPHQW VWDWHV WKDW .DVSHUVN\ VRIWZDUH XVHV ³LWV 
RZQ SURSULHWDU\� HQFU\SWHG SURWRFRO IRU FRPPXQLFDWLQJ ZLWK .61�´�� '+6 XQGHUVWDQGV WKDW WKLV FXVWRP 
SURWRFRO LV WKH SULPDU\ HQFU\SWLRQ PHWKRG OHYHUDJHG E\ .DVSHUVN\ SURGXFWV WR SURWHFW VHQVLWLYH 
FXVWRPHU LQIRUPDWLRQ LQ�WUDQVLW EHWZHHQ WKH FXVWRPHU¶V .DVSHUVN\ VRIWZDUH DQG .61� 

7R DQDO\]H XVH RI WKLV SURWRFRO� %5* VWDWHV WKDW LW UHYLHZHG D VXEVHW RI WKH .DVSHUVN\ VRXUFH FRGH 
UHODWHG WR WKLV SURWRFRO� FRPPXQLFDWHG ZLWK D .DVSHUVN\ GHYHORSHU ZLWK NQRZOHGJH RI LWV 
LPSOHPHQWDWLRQ� DQG DQDO\]HG .61 QHWZRUN WUDIILF JHQHUDWHG E\ WKH .DVSHUVN\ SURGXFWV LW ZDV 
UHYLHZLQJ��� %5* WKHQ H[SODLQV� DW D KLJK OHYHO� WKH YDULRXV HQFU\SWLRQV DQG GHFU\SWLRQV²XVLQJ FHUWDLQ 
SXEOLF� SULYDWH� DQG VHFUHW NH\V²WKDW RFFXU ZKHQ .DVSHUVN\ FOLHQW VRIWZDUH ILUVW FRQQHFWV WR .61 �H�J�� 

                                                 

�� 1&&,& $VVHVVPHQW� SS� ���� 
�� 1&&,& $VVHVVPHQW� S� �� 
�� 1&&,& $VVHVVPHQW� S� ��  
�� .DVSHUVN\ /DE� How to scan encrypted connections in Kaspersky Internet Security 2012� $XJXVW ��� ����� ,'� 
����� KWWSV���VXSSRUW�NDVSHUVN\�FRP�XV������ 
�� %5* $VVHVVPHQW� S� ��� 
�� See %5* $VVHVVPHQW� S� ��� 
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ZLWK D ILOH UHSXWDWLRQ UHTXHVW�� ZKHQ WKH .61 VHUYHU UHVSRQGV WR WKH FOLHQW VRIWZDUH� DQG GXULQJ IXWXUH 
FRQQHFWLRQV EHWZHHQ WKH FOLHQW DQG WKH .61 VHUYHU� 

%5* FRQFOXGHV WKDW WKH .61 SURWRFRO ³DSSHDUV WR EH VHFXUH IURP GHFU\SWLRQ E\ D SDVVLYH DGYHUVDU\ 
ZKR GRHV QRW SRVVHVV WKH VHUYHU¶V 56$ SULYDWH NH\ RU VHFUHW >$GYDQFHG (QFU\SWLRQ 6WDQGDUG@ $(6 NH\ 
�.V��´ 6LJQLILFDQWO\� WKH .61 SURWRFRO ³GRHV QRW SURYLGH IRUZDUG VHFUHF\´²L�H�� ³LI WKH VHUYHU¶V 56$ 
SULYDWH NH\ >ZKLFK LV D ORQJ�WHUP NH\ VKDUHG DFURVV DOO .61 VHUYHUV@ LV FRPSURPLVHG� D PDOLFLRXV DFWRU 
FRXOG GHFU\SW WKH FOLHQW�JHQHUDWHG $(6 NH\ �.F� DQG SDVVLYHO\ GHFU\SW all previous or subsequent data 
sent by or to a Kaspersky client´ �HPSKDVLV DGGHG E\ DXWKRU���� 6LPLODUO\� %5* VWDWHV WKDW ³LI WKH 
VHUYHU¶V $(6 NH\ >ZKLFK LV D VHFUHW NH\ DOVR VKDUHG DFURVV .61 VHUYHUV DQG UH�JHQHUDWHG ZHHNO\@ LV 
FRPSURPLVHG� D PDOLFLRXV DFWRU FRXOG UHFRYHU WKH FOLHQW�JHQHUDWHG $(6 NH\ IURP WKH HQFU\SWHG 
VHVVLRQ WRNHQ DQG XVH WKH GHFU\SWHG $(6 NH\ WR SDVVLYHO\ GHFU\SW all previous or subsequent data sent 
by or to a Kaspersky client until the server rotates its AES key´ �HPSKDVLV DGGHG E\ DXWKRU����  

%5* VWDWHV WKDW� DFFRUGLQJ WR .DVSHUVN\� WKLV SURSULHWDU\� HQFU\SWHG SURWRFRO LV LQWHQGHG WR ³�D� UHGXFH 
ORDG RQ .61 FOLHQWV DQG VHUYHUV� �E� SHUPLW FOLHQWV WR FRQWLQXH DQ HQFU\SWHG .61 VHVVLRQ DFURVV 
PXOWLSOH VHSDUDWH 7&3 FRQQHFWLRQV� DQG �F� HQDEOH DQ\ .61 VHUYHU WR KDQGOH D FOLHQW¶V UHTXHVW VLQFH 
WKH VHUYHUV GR QRW PDLQWDLQ DQ\ FRQQHFWLRQ VWDWH�´�� +RZHYHU� DV %5* H[SODLQV� WKH HQFU\SWLRQ 
LPSOHPHQWDWLRQ FUHDWHV VLJQLILFDQW ULVNV WR WKH FRQILGHQWLDOLW\ RI WKH GDWD WUDQVPLWWHG EHWZHHQ .DVSHUVN\ 
VRIWZDUH DQG .61 VHUYHUV� LI D .61 56$ SULYDWH NH\ RU DQ $(6 VHFUHW NH\ LV FRPSURPLVHG RU 
RWKHUZLVH REWDLQHG� $V '+6 H[SODLQV LQ WKH ,QIRUPDWLRQ 0HPRUDQGXP WR ZKLFK WKLV 6XSSOHPHQWDO 
1&&,& $VVHVVPHQW LV DWWDFKHG� EDVHG RQ D UHSRUW SUHSDUHG E\ 3URIHVVRU 3HWHU 0DJJV� 5XVVLDQ ODZ 
UHTXLUHV .DVSHUVN\²DQG DOO RWKHU FRPSDQLHV WKDW XVH HQFU\SWHG FRPPXQLFDWLRQV²WR SURYLGH WR WKH 
5XVVLDQ )HGHUDO 6HFXULW\ 6HUYLFH �)6%� WKH NH\V RU RWKHU LQIRUPDWLRQ QHHGHG WR GHFU\SW WKH FRPSDQ\¶V 
HQFU\SWHG FRPPXQLFDWLRQV LQ 5XVVLD� 7KXV� '+6 KDV VLJQLILFDQW FRQFHUQV DERXW WKH DELOLW\ RI )6% WR 
REWDLQ DFFHVV WR XQHQFU\SWHG WUDQVPLVVLRQV EHWZHHQ .61 DQG 8�6� JRYHUQPHQW FXVWRPHUV WKDW XVH 
.DVSHUVN\�EUDQGHG SURGXFWV DQG SDUWLFLSDWH LQ .61� 

$FFRUGLQJ WR %5*� .DVSHUVN\ ³KDV FODLPHG WKDW LW LV PRGLI\LQJ LWV FXUUHQW .61 HQFU\SWLRQ SURWRFRO WR 
LQFRUSRUDWH D 'LIILH�+HOOPDQ NH\ H[FKDQJH SURWRFRO WKDW ZRXOG SURYLGH IRU IRUZDUG VHFUHF\�´�� 7KH 
DERYH LVVXHV QHYHUWKHOHVV FXUUHQWO\ UHPDLQ� 

Objective 2:  Turning KSN Off or Using the Kaspersky Private Security Network  
$V GHVFULEHG LQ WKH 1&&,& $VVHVVPHQW� '+6 LV DZDUH RI .DVSHUVN\ VWDWHPHQWV WKDW XVHU SDUWLFLSDWLRQ 
LQ .61 LV YROXQWDU\ DQG XVHUV FDQ ³GLVDEOH WHOHPHWU\ >GDWD@ UHSRUWLQJ FRPSOHWHO\ DW DQ\ JLYHQ WLPH�´�� 
+RZHYHU� %5* WHVWLQJ GHWHUPLQHG WKDW WKLV VWDWHPHQW LV LQDFFXUDWH� DW OHDVW ZLWK UHVSHFW WR .DVSHUVN\ 

                                                 

�� %5* $VVHVVPHQW� SS� ������ 
�� %5* $VVHVVPHQW� SS� ������ 
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FRQVXPHU�RULHQWHG SURGXFWV� SURGXFWV ZKLFK FRXOG EH XVHG E\ IHGHUDO GHSDUWPHQWV DQG DJHQFLHV� 
6SHFLILFDOO\� %5* REVHUYHG WKDW ³.DVSHUVN\ FRQVXPHU�RULHQWHG SURGXFWV �L�H�� .DVSHUVN\ $QWL�9LUXV� 
.DVSHUVN\ ,QWHUQHW 6HFXULW\� DQG .DVSHUVN\ 7RWDO 6HFXULW\�� FRPPXQLFDWHG ZLWK .61 WR D OLPLWHG 
GHJUHH despite declining to agree to the KSN Statement during product installation and also disabling 
KSN within the application’s user interface´ �HPSKDVLV DGGHG E\ DXWKRU���� ,Q SDUWLFXODU� ZKHQ WKH 
VRIWZDUH GHWHFWHG VDPSOH PDOZDUH� %5* LQIHUUHG WKDW ³VWDWLVWLFV´ DERXW WKH LQIHFWLRQ ZHUH XSORDGHG WR 
.DVSHUVN\² DOWKRXJK %5* GRHV QRW DSSHDU WR NQRZ ZKDW H[DFW GDWD ZDV XSORDGHG²DQG WKDW WKH 
VDPSOH ILOH ZDV ³OLNHO\ XSORDGHG´ WR .DVSHUVN\ ZKHQ .61 ZDV HQDEOHG��� 7KXV� HYHQ LI D FXVWRPHU 
GHFOLQHV WR SDUWLFLSDWH LQ .61 DQG GLVDEOHV .61 LQ WKH XVHU LQWHUIDFH� VRPH GDWD LV WUDQVIHUUHG WR 
.DVSHUVN\� DQG HYHQ D VRSKLVWLFDWHG XVHU LV XQDEOH WR GHWHUPLQH H[DFWO\ ZKDW WKDW GDWD LV� 

7KH 1&&,& $VVHVVPHQW DOVR DFNQRZOHGJHG WKH DELOLW\ RI JRYHUQPHQW FXVWRPHUV WR GHSOR\ D ORFDO 
YHUVLRQ RI .61 RQ WKH FXVWRPHU¶V QHWZRUN� UHIHUUHG WR DV WKH .DVSHUVN\ 3ULYDWH 6HFXULW\ 1HWZRUN 
�.361�� .DVSHUVN\ PDUNHWV .361 DV D ZD\ IRU FXVWRPHUV¶ ILOHV DQG RWKHU REMHFWV WR EH DQDO\]HG 
ORFDOO\� LQ DQ ,7 HQYLURQPHQW FRQWUROOHG E\ WKH FXVWRPHU� UDWKHU WKDQ VHQGLQJ WKH ILOHV EDFN WR .61 RYHU 
WKH SXEOLF ,QWHUQHW �XVLQJ WKH SURSULHWDU\� FXVWRP SURWRFRO GHVFULEHG DERYH��  

%5* H[SODLQV WKDW .361 FDQ EH LQVWDOOHG LQ RQH RI WKUHH FRQILJXUDWLRQV� ³�D� 6WDQGDUG� ZKLFK DOORZV DOO 
RQ�SUHPLVH .361 VHUYHUV WR DFFHVV .DVSHUVN\ VHUYHUV GLUHFWO\� �E� 8QLGLUHFWLRQDO *DWHZD\� LQ ZKLFK 
DFFHVV WR .DVSHUVN\ VHUYHUV LV PDQDJHG WKURXJK D JDWHZD\� LQVWDOOHG DQG FRQILJXUHG LQ DQ 
RUJDQL]DWLRQ¶V >GHPLOLWDUL]HG ]RQH@ '0=� WKDW DOORZV RQO\ LQERXQG WUDIILF WR WKH RQ�SUHPLVH .361 
VHUYHUV� DQG �F� 3UR[\� ZKHUH WUDIILF IURP WKH ORFDO QHWZRUN WR WKH ,QWHUQHW LV URXWHG WKURXJK D SUR[\ 
VHUYHU FRQILJXUHG DW WKH QHWZRUN¶V SHULPHWHU�´��   

,Q LWV WHVWLQJ� %5* REVHUYHG LWV WHVW .361 VHUYHU GRZQORDGLQJ DQG XSGDWLQJ LWV UHSXWDWLRQDO GDWDEDVHV 
XVLQJ +7736 DQG $0436� DQ HQFU\SWHG YHUVLRQ RI WKH $GYDQFHG 0HVVDJH 4XHXLQJ 3URWRFRO� ,Q 
UHVSRQVH WR D VDPSOH PDOZDUH LQIHFWLRQ� D .DVSHUVN\ HQWHUSULVH�RULHQWHG SURGXFW �.DVSHUVN\ (QGSRLQW 
6HFXULW\� FRPPXQLFDWHG �SUHVXPDEO\ DERXW WKH GHWHFWLRQ� WR WKH .361 VHUYHU� DQG %5* GLG QRW 
REVHUYH DQ\ WUDIILF IURP WKH .361 VHUYHU WR .61 RU DQ\ RWKHU .DVSHUVN\ VHUYHUV��� 

+RZHYHU� %5* GLG QRW DGGUHVV D PDLQ FRQFHUQ H[SUHVVHG LQ WKH 1&&,& $VVHVVPHQW DERXW WKH .361 
RSWLRQ� 6SHFLILFDOO\� WKH 1&&,& $VVHVVPHQW H[SODLQV WKDW 

x ³HYHQ RQ�SUHPLVH VROXWLRQV UHTXLUH YHQGRU XSGDWHV WR WKH DQWL�YLUXV VLJQDWXUHV DQG OHVV IUHTXHQW 
XSGDWHV WR WKH VRIWZDUH LWVHOI�´  

x ³WKHVH XSGDWHV DUH XVXDOO\ GRZQORDGHG YLD WHPSRUDU\ RU LQGLUHFW ,QWHUQHW FRQQHFWLRQ RU SK\VLFDO 
PHGLD OLNH 86% IODVK GULYHV�´ DQG  

                                                 

�� %5* $VVHVVPHQW� S� ��� 
�� %5* $VVHVVPHQW� S� ��� 
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x ³>D@Q\ VRIWZDUH XSGDWH KDV WKH SRWHQWLDO WR DGG IXQFWLRQDOLW\ RU H[SDQG WKH DWWDFN VXUIDFH RI WKH 
KRVW PDFKLQH�´��  

7KH .DVSHUVN\ FOLHQW VRIWZDUH VWLOO UHFHLYHV UHFRUG DQG VRIWZDUH XSGDWHV IURP .DVSHUVN\ WKURXJK 
.361� DQG VXFK VRIWZDUH XSGDWHV FDQ FRQWDLQ PDOZDUH RU WDNH DQRWKHU DFWLRQ WKDW SUHVHQWV ULVNV WR 
IHGHUDO LQIRUPDWLRQ DQG LQIRUPDWLRQ V\VWHPV �H�J�� E\ FRPSURPLVLQJ WKH LQWHJULW\ RI GDWD RU WKH 
DYDLODELOLW\ RI ,7 UHVRXUFHV� LQ DGGLWLRQ WR RWKHU PHFKDQLVPV IRU GDWD H[ILOWUDWLRQ RXWVLGH RI WKH 
FRQQHFWLRQ EHWZHHQ WKH FXVWRPHU DQG .61��  

7KH 1&&,& $VVHVVPHQW DOVR QRWHV WKDW D YHQGRU�ZLWKKHOG VLJQDWXUH ZRXOG PDNH WKH HQGSRLQW UHPDLQ 
YXOQHUDEOH WR D NQRZQ WKUHDW��� '+6 UHFRJQL]HV WKDW .DVSHUVN\ KDV SRLQWHG WR 1,67 6SHFLDO 3XEOLFDWLRQ 
������� 5HYLVLRQ � WR DUJXH WKDW WKH ULVN RI .DVSHUVN\ LQWHQWLRQDOO\ ZLWKKROGLQJ VLJQDWXUHV WR DOORZ 
VSHFLILF DWWDFNV FDQ EH PLWLJDWHG E\ XVLQJ DQWL�YLUXV SURGXFWV IURP PXOWLSOH YHQGRUV� +RZHYHU� WKH 1,67 
SXEOLFDWLRQ WKDW .DVSHUVN\ FLWHV DOVR VWDWHV WKDW ³UXQQLQJ PXOWLSOH DQWLYLUXV SURGXFWV RQ D VLQJOH KRVW 
VLPXOWDQHRXVO\ LV OLNHO\ WR FDXVH FRQIOLFWV EHWZHHQ WKH SURGXFWV´ DQG WKDW ³LI PXOWLSOH SURGXFWV DUH XVHG 
FRQFXUUHQWO\� WKH\ VKRXOG EH LQVWDOOHG RQ VHSDUDWH KRVWV´ �H�J�� RQH DQWL�YLUXV SURGXFW RQ SHULPHWHU 
HPDLO VHUYHUV DQG D GLIIHUHQW SURGXFW RQ LQWHUQDO HPDLO VHUYHUV���� 1,67 DOVR QRWHV WKDW WKLV ³ZRXOG 
QHFHVVLWDWH LQFUHDVHG DGPLQLVWUDWLRQ DQG WUDLQLQJ� DV ZHOO DV DGGLWLRQDO KDUGZDUH DQG VRIWZDUH FRVWV�´�� 
)LQDOO\� WKLV VXJJHVWLRQ GRHV QRW DGGUHVV WKH ULVNV RI VRIWZDUH XSGDWHV LQFOXGLQJ PDOZDUH� WKH ULVNV RI 
WKH LQFUHDVHG DWWDFN VXUIDFH DQG ULVN RI YXOQHUDELOLWLHV WKDW FRPH ZLWK GHSOR\LQJ PXOWLSOH DQWL�YLUXV 
SURGXFWV� RU RWKHU ULVNV� 

Objective 3:  Risk of Leveraging KSN to Conduct Targeted Searches of Kaspersky 
Users for Specific Information 
%5* H[SODLQV WKDW .DVSHUVN\ /DE $QWL�9LUXV $UFKLWHFWXUH �./$9$� LV WKH DUFKLWHFWXUH IRU WKH FRUH 
FRPSRQHQW RI WKH .DVSHUVN\ DQWL�YLUXV SURGXFWV� WKH DQWL�YLUXV ³HQJLQH�´ $FFRUGLQJ WR %5*� WKH ./$9$ 
DQWL�YLUXV HQJLQH� OLNH PRVW DQWL�YLUXV HQJLQHV� RSHUDWHV E\ LQJHVWLQJ D VHW RI DOJRULWKPV GHILQHG E\ 
.DVSHUVN\ PDOZDUH DQDO\VWV WR GHWHFW DQG� LQ VRPH FDVHV� UHPHGLDWH� D PDOZDUH LQIHFWLRQ��� .DVSHUVN\ 
UHIHUV LQWHUQDOO\ WR WKH LPSOHPHQWDWLRQ RI D SDUWLFXODU GHWHFWLRQ DOJRULWKP DV D UHFRUG� ZKLFK PD\ FRQWDLQ 
WKH QDPH RU RWKHU LGHQWLILHU DVVLJQHG WR WKH WKUHDW� LWV VLJQDWXUH� RU RWKHU PHDQV RI GHWHFWLQJ WKH WKUHDW� 
DQG DQ DFWLRQ �WKH ³YHUGLFW´� WR WDNH LI WKH VRIWZDUH LGHQWLILHV D ILOH RU SURFHVV PDWFKLQJ WKH WKUHDW��� 
%5* H[SODLQV WKDW� LQ DGGLWLRQ WR VLJQDWXUHV DQG PRUH DGYDQFHG GHWHFWLRQ PHWKRGV� UHFRUGV PD\ DOVR 

                                                 

�� 1&&,& $VVHVVPHQW� S� �� 
�� 1&&,& $VVHVVPHQW� S� �� 
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LQFOXGH UHIHUHQFHV �FDOOHG ³OLQNV´� WR H[HFXWDEOH SURFHGXUHV LPSOHPHQWHG LQ &�&�� FRGH� DQG WKHVH 
OLQNV ³KDYH QHDUO\ XQUHVWULFWHG DFFHVV WR WKH XVHU¶V V\VWHP� LQFOXGLQJ WKH DELOLW\ WR FDOO RSHUDWLQJ V\VWHP 
>$SSOLFDWLRQ 3URJUDPPLQJ ,QWHUIDFHV@ RU RWKHU ORZ�OHYHO V\VWHP IXQFWLRQV�´�� $GGLWLRQDOO\� UHFRUGV FDQ 
EH XVHG WR XSGDWH DQG SDWFK .DVSHUVN\ VRIWZDUH��� ,QGLYLGXDO UHFRUGV DUH FRPSLOHG DQG DJJUHJDWHG 
LQWR PXOWLSOH GDWDEDVH ILOHV �FDOOHG ³EDVHV´�� ZKLFK DUH VWRUHG LQ .DVSHUVN\¶V SURSULHWDU\ .'& ILOH IRUPDW 
DQG GLVWULEXWHG IRU LQJHVWLRQ LQWR WKH ./$9$ HQJLQHV�  

6LJQLILFDQWO\� %5* H[SODLQV WKDW ./$9$ SURYLGHV D IXQFWLRQ ³ZKLFK DOORZV WKH DQDO\VW WR XSORDG D ILOH 
SURFHVVHG E\ ./$9$ WR .DVSHUVN\ IRU IXUWKHU DQDO\VLV�´ DV ZHOO DV DGGLWLRQDO IXQFWLRQV WKDW FDQ EH XVHG 
WR UHWULHYH DQG XSORDG RWKHU LQIRUPDWLRQ� VXFK DV 0LFURVRIW :LQGRZV UHJLVWU\ NH\V��� 'HSHQGLQJ RQ WKH 
UHFRUG¶V ³YHUGLFW´ VHFWLRQ� .DVSHUVN\ PD\²RU PD\ QRW²QRWLI\ WKH XVHU DERXW WKH GHWHFWLRQ��� 
)XUWKHUPRUH� EHFDXVH .DVSHUVN\ XVHV D SURSULHWDU\ ILOH IRUPDW DQG HQFU\SWLRQ� D FXVWRPHU LV XQDEOH WR 
DFFHVV WKH UHFRUGV WR DQDO\]H ZKHWKHU DQ\ PLJKW EH PDOLFLRXV� 

%5* FRQFHGHV WKDW LW DQWLFLSDWHV GRLQJ� EXW KDV QRW \HW FRPSOHWHG�  

�� ³D PRUH FRPSUHKHQVLYH DVVHVVPHQW RI WKH FLUFXPVWDQFHV LQ ZKLFK D ILOH ZLOO EH XSORDGHG WR 
.DVSHUVN\ IURP D XVHU¶V FRPSXWHU´� DQG  

�� ³D UHYLHZ RI .DVSHUVN\¶V RSHUDWLRQDO SURFHVVHV UHODWHG WR DQ\ FRQWUROV VXUURXQGLQJ WKH 
GHYHORSPHQW� WHVWLQJ� GHSOR\PHQW� DQG DXGLWDELOLW\ RI UHFRUGV JLYHQ WKHLU FDSDELOLWLHV DQG 
EUHDGWK RI V\VWHP DFFHVV�´��  

%5* KDV QRW \HW DGGUHVVHV HLWKHU RI WKHVH DUHDV� ERWK RI ZKLFK DUH RI VLJQLILFDQW DUHDV RI FRQFHUQ IRU 
'+6� 

3. Conclusion 
7KH 1&&,& $VVHVVPHQW H[SODLQHG YDULRXV ULVNV WR IHGHUDO LQIRUPDWLRQ DQG LQIRUPDWLRQ V\VWHPV 
SUHVHQWHG E\ .DVSHUVN\�EUDQGHG SURGXFWV� $V GHWDLOHG LQ WKLV 6XSSOHPHQW� WKH %5* $VVHVVPHQW 
FRQILUPV 1&&,&¶V FRQFHUQV DERXW WKH EURDG ILOH DFFHVV DQG KLJK�OHYHO V\VWHP SULYLOHJHV RI .DVSHUVN\ 
DQWL�YLUXV SURGXFWV DQG %5*¶V ³3UHOLPLQDU\ 5HYLHZ´ RI .DVSHUVN\ DQWL�YLUXV VRIWZDUH� DFURVV WKUHH 
REMHFWLYHV� GRHV QRW PHDQLQJIXOO\ DGGUHVV WKH LQIRUPDWLRQ VHFXULW\ ULVNV LGHQWLILHG E\ '+6� 
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