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{U) Suspicious Activity Reporting (SAR): Observation/Surveillance 

(WIFOUO) Terroris;ts often ccoduci p hysical su!'<-eillano;:; to 
iden!Jfy suitable ta.rgets. de~ennine w lnerab9ifies. plan attack 
me-thods. or assess 1be target:s security posturft. In March 
2010. David Coleman Headley'-"S'U plftd gui lty for his role in the. 
No/E!fnbe£ 2008 terrorist attacks in Mumbai, India by 
oonducting video and phc(ographic .survei llance of potential 
targets. as wei£ as l3ter surveilling Danish newspaper offices
the target of another attack plot 

{U/IFOUO}. The following SAR incidents from the NSl 
shared space demonstrate types of behavior terrorists 
might exhibit during planning or actual attacks. Atfhough 
none were linked to terrorist activity, we eonsider -the 
examples relevant for s·itua.tionaJ awareness and training: 

(U!/FO 0 ) A city utility company reported suspicious 
surva oc:e activity at a hydroelectric plant. On six 
occasions w\ihin a three-day period, tv.o .. -ehicles of 
the same color. make. and model (but with cflff'erent 
license plate numbers) were observed traveling s1ov.1y 
on the road ac:ijaoent to the p lant, stopping at specific 
posts on the property, turning around. and slo-My 
reruming in the ~her direction. 

{UJ/FOUO) A prominent hotel in a major metropolitan 
are-a reported a male and a female ph<>".ographing the 
ho!-el entrances from a verucle with Canadian license 
plates. Security camera f~ showed the \o<ehiole 
mcJ'Jed at feast twice to diffe:renl loc:ations around the: 

fUI NatlOOWid& $AR -fnlila1Jve (HSI) D&llnrtlon 
or Obeerv:JtJ.oNsurve ance: oemonstratl.f19 
unusual lntaest bfacll~_s. ~ldn(J;,-OG 
1~ E oeyon:l mere casual« proreos~nal 
(e.g. eng!~} lrteresi sU'dl in~ a reawr.atle. 
OHSOO Mltlh2c.."'SJ.!!erme ~Mtv~ldous.. 
EXamoces llld.\Jilie ~1n:11 ttli"DUrrl ti."llaalilrs, 
faltlnq. not~. ar.c<r attempting t<J me<as!ft 
t11s'~-

· · TJf MahalliOfBI fn 
Mtmlal. Allow 111 a Photo taDn or 
tne nolii ·Otn!Q tne 2008 atbctl 

(U) NOte: Th& Funcbcmal Stancwd v 1.5 
d&tlnea s AR aa "omdal ·documentaUon of 
oli88£Wod beh.avlor reaaonaDJy lrnlcabve ar 
pr~al ptanniAQ reateo to ten:ooam 
or oth!tr Cl'lmlnaf acftvltvc" 

hotet while the passenger took photos of the hotel and surrounding restaurants an d the driver wrote 
on a clipboard. No additional information regarding tl'Vs incident is available. 

{U} PC!881Dte tndc3tora or ObalfVaftonlsurveroance 

1 '.'FOUOj ~. ilQa.At. q may ·Jrufe3te ~IClOur; otl6e><Vat'OO.f5urle tanoe ac".Mtv ana.snotlllte tePOried to allf!mMl~e 
<ll.lirol'tlli?s. '00! co ext flfrne,locatloo, personai bena.-Jors. ana dl!er , cat~nl R~::W:i !:~!!carefUlly eoo&ldereo to me om 
~· tr..aie, ® tMUSfllei'"..os ~" 

(UNFOUO) Unusual, repeate<f, or prolllfl9E!'3 005et'oato or~ l'fCX exa..'Tlple. '41tn b_,ocula%!i or vl:leo 
c.:v:neras}; . 
{UflFOtJO) Tat\!IQ note-s « measLRrnen:s. cooni!TIQ o.r..es. ue:l&l'lllQ nocx PI ns. mac>S. or Cf~; 
{UliFOUO) scruu . g secUrtty pe~&oonel •. &Mt Clla0ge6. or ra: · actMIIes; Cl1' 
{UIIFOUOJ EX'leru1eQ ~ttErntq 'lllltlooi el3)1ana'IIOO., par".tclia.J1Y In cooce~ IOCailons wtt :Jpl!m3l VlSlllUllY ri! 
;Kie:nll ~ 

(UI/FOOO) Anlt Aln8fl4nen o.prot&c:tsd aetlvltlea ahOUJd not b& reportBd In a SAR Of ISE-SAR sbaent artk:ul~& facla 
and ctrcuma-tancealbat support the .oorce agency a auapleton tnat l:ne· Defi3V1or ooa.erwcr 18 not lnr!OCtM'It. oof ralner 
r.a8011301y lneleabv& ofe11mlnal aeftvl.tv a.aaoelaf&O wlih ferrortam. llldudlnQ, &Vfd&nC8 of l)l'..oowatlonaJ P.lanntrtg. 
lllll1flKS tQ. tarr0f18m. Race. efhnlclty. natlonaf origin. « rellg!oua a.mllatlon abould not be conaklenMI aa fac:tora that 
aeate auaplaon (alblough tneae, lllctoomay be uucr n apecrne auaped: Claoac:t1pOona}. 
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(U) T!t\s lefJO!t l~ aem·c:csr. ~m:c ~~ ~moecltle NSL "1'!'1~ ~(\ ~or~~= ~::<ea. en SAR~b l'te!P~i 
:19:1 erco~n>lle ~ cr :tC:>~te:, It! In :erne cze. coucS con::!!UR ~:~nStia't; !Cctemrc:l ~1::-

(tJ) ~:· TII.b~itU~S:S;F>b!:I.'FOR:QFF ~• ' VSEG\\t. f..Y-'1"W_O.L Cfj("'.:J»i'k/2 toltt l!.llr "')"Ntllllll \U ~tfu!okflliltol,;p41lt'Jor '*~ Glf~rlli'OIJ . 
A ti' -!~1.1-~C..s&.",t A!i$,t+.;~~i;t:l'~. -lil<:\ 1"*1 -~·J2il'lllltlltJ.oJ'~q_f . a.~lll(fJCHSf?ICI.tt/(j'. tQ FO~~tn IO:trt ,_.Af,'<ll.«(t>!lto~liJ.G'"" 
;-;:.t< " ~ Nmi6!FW~'ii&lit.IMtl\ ... 'dP•\<Midn_,-re, . • tnr~~<IIMUJU~-~ilHSc.1'i*'.· SI.JIII- !f~ll!l~~u.!>Kt/·' . t ' y.n-l!h· 
~*'~41·~-tr'u:al ;~a':'tt .... ~~~MI<f~«•iiJkliiY.:U~. . • ·~~~""~ ,..ft1tl!£\'1'$. 
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