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(U/IFOUO) Terrorist Tactics, Techniques, and Procedures:
Impersonation of First Responders Overseas

(U//[FOUQO) Two disrupted plots in Europe earlier this year
highlight terrorists possible interest in impersonating first
responders through the acquisition of authentic or fraudulent
uniforms, equipment, vehicles, and other items which may be
associated with government, military, law enforcement, fire, and
emergency services personnel. We cannot rule out that

(V) Federal crimes associated with impersonation

»  (U) Title 18 § 1028, Identification document fraud

» (U) Title I8 § 701, Official badges, identification cards,
other insignia

» (U) Title I8 § 712, Misuse of names, words, emblems, or

insignia
terrorists possibly could consider using this tactic in the »  (U) Title 18 § 716, Fraudulent police badge
Homeland to conduct an attack, perform surveillance, facilitate »  (U) Title 18 § 499, Fraudulent military, naval or official
escape, or other operational activity. These items can be passes
acquired legally at local or online retailers, through theft, or (U) Check state and local statues for additional laws within
counterfeit manufacture. your jurisdiction

» (U) In April 2015, French authorities disrupted a potential terrorist plot after responding to a call for medical help at
a residence in Paris from a purported victim who falsely claimed he had been wounded by an armed thief. A
subsequent search of his vehicle and home turned up multiple firearms, ammunition, bulletproof vests, police
armbands, notes on potential targets, and other suspicious items suggesting he may have been planning to attack a
church in France.

» (U) In January 2015, Belgian police raided a safe house in Verviers, Belgium where a firefight ended in the deaths of
two suspects and disrupted what authorities described as an imminent terrorist plot against an unknown target.
Police searches uncovered police uniforms—among a host of other weapons and fraudulent identification
documents—raising concern that the suspects may have been seeking to impersonate law enforcement. The exact
target and purpose of the uniforms is unknown.

(V) Potential Indicators

(U//FOUO) The following activities could be indicative of pre-operational activity, attack planning, or criminal activity. Depending on the
context—time, location, personal behaviors, and other indicators—suspicious activities should be reported to appropriate authorities:

»  (U) Theft of first responder uniforms, credentials, equipment or vehicles;

» (U) Possession of counterfeit first responder uniforms, credentials, or other badges, without a reasonable explanation;

»  (U) Suspicious use of uniforms, equipment , or vehicles, inconsistent with those in service within a particular jurisdiction,
without a valid justification;

» (U) Visible identifiers—such as phone numbers painted on vehicles or license plates that are inconsistent with an operating area
or mission—that would arouse suspicion of terrorism or other criminal activity in a reasonable person;

»  (U) Unusual interest in or attempted purchase of authentic service uniforms and equipment without a valid justification or
credentials;

» (U) Use of official or emergency vehicles or equipment, which appear to be in a poor mechanical or cosmetic state, or which
appear to be loaded beyond capacity, and would arouse suspicion of terrorism or other criminal activity in a reasonable person;
and

»  (U) Presence of unauthorized individuals in a restricted area—or personnel with appropriate uniforms/vehicles in unapproved
areas—with no reasonable explanation.

(U) Report Suspicisous Activity

(U) To report suspicious activity, law enforcement, Fire-EMS, private security personnel, and emergency managers should follow established protocols; all
other personnel should call 911 or contact local law enforcement. Suspicious activity reports (SARs) will be forwarded to the appropriate fusion center and FBI Joint
Terrorism Task Force for further action. For more information on the Nationwide SAR Initiative, visit http://nsi.ncirc.gov/resources.aspx.
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