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(U) Suspicious Activity Reporting (SAR): Expressed or Implied Threat

(U//FOUQ) Expressed or implied threats by an individual or a group (U/IFOUO) Nationwide SAR Initiative
communicating intent to commit acts of terrorism or violence or advocating (NSI) Definition of Expressed or
violence against a person, population, or to damage or destroy a facility LTwr'lft‘inT:‘hr;i tg%’;‘m:gécgi'”g aspoken
can be an indicator of pre-operational attack planning. For example, in compromise a facility/infrastructure.
2010 a Virginia-based US person pled guilty to communicating threats after : UNCLASSIFIED

he posted a video to the Internet encouraging violent extremists to attack
the creators of a television show, including highlighting their residence and
urging online readers to “pay them a visit.” He also admitted to soliciting
others to desensitize law enforcement by placing suspicious looking but
innocent packages in public places, which could then be followed up by
real explosives.
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(U) Inspire Magazine, Winter 2010 4th
edition cover page.

(U//FOUO) The following SAR |nc!denF reported to the NSI shared (U) Note: The Functional Standard v.1.5
space provides an example of an implied threat that could be JETTES SRR 26 6l QerumeETETen of
indicative of pre-operational activity and attack planning. Although it observed behavior reasonably indicative
was not ultimately linked to terrorist activity, it is cited as an example of pre-operational planning related to

terrorism or other criminal activity.

for awareness and training purposes:

— (U//[FOUOQ) A courthouse building received an envelope, postmarked out of state, in which a
smaller envelope marked “white powder” contained an unknown substance. The incident
appeared to be related to 17 other similar suspicious letters containing white substance mailed
over a period of several weeks to financial institutions, police departments, state and local
government offices, and court facilities.

(U) Possible Indicators of Suspicious Expressed or Implied Threats

(U//FOUO) The following are examples of threats that may constitute warning signs of impending acts of violence. Depending on the context—state
of mind of the individual, personal behaviors, and other indicators—expressed or implied threats should be reported to appropriate authorities.

— (U/IFOUO) Statements by individuals or groups communicated verbally, in writing, or through video recordings stating the intent to commit
violence.

— (U/IFOUO) Letters and packages containing suspicious substances accompanied by a note stating that its contents are noxious or
intending to communicate threat.

— (U/IFOUO) Specific warnings about impending attacks that provide date, time, or place of the threatened attack.
— (U/IFOUO) Specific stated threats to individuals or facilities to deter an anticipated action or force compliance with a demand.

(U//FOUO) First Amendment-protected activities should not be reported in a SAR or ISE-SAR absent articulable facts and circumstances
that support the source agency’s suspicion that the behavior observed is not innocent, but rather reasonably indicative of criminal activity
associated with terrorism, including evidence of pre-operational planning related to terrorism. Race, ethnicity, national origin, or religious
affiliation should not be considered as factors that create suspicion (although these factors may be used as specific suspect descriptions).

’.'."-' ",.. (U) This report is derived in part from information reported under the NSI. It is part of a series based on SAR intended to help
@ identify and encourage reporting of activities that, in some cases, could constitute preparations for terrorist attacks.

(U) Report Suspicious Activity

(U) To report suspicious activity, law enforcement, Fire-EMS, private security personnel, and emergency managers should follow established
protocols; all other personnel should call 911 or contact local law enforcement. Suspicious activity reports (SARs) will be forwarded to the appropriate
fusion center and FBI Joint Terrorism Task Force for further action. For more information on the Nationwide SAR Initiative, visit
http://nsi.ncirc.gov/resources.aspx.
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(U) Prepared by the Office of Intelligence and Analysis (1&A) Homeland Counterterrorism Division and the Field Analytic Support Task Force, the FBI Directorate of Intelligence, the
Interagency Threat Assessment and Coordination Group, and the New Jersey Regional Operations Intelligence Center. Coordinated with the Transportation Security Administration, Office
of Intelligence and Analysis and the National Protection and Programs Directorate, Office of Infrastructure Protection. This product is intended to assist federal, state, local, tribal, territorial,
and private sector first responders in effectively deterring, preventing, preempting, or responding to terrorist attacks against the United States.

(U) Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It contains information that may be exempt from public release under the Freedom of Information
Act (5 U.S.C. 552). Itis to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO information and is not to be released to
the public, the media, or other personnel who do not have a valid need to know without prior approval of an authorized DHS official. State and local homeland security officials may share
this document with authorized critical infrastructure and key resource personnel and private sector security officials without further approval from DHS.
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