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(U) Suspicious Activity Reporting (SAR): Testing of Cybersecurity

fHFOUC) Terronists or cyber cominals might iry fo discover wuinerabiliies in computer systems by engagng in
unauthorized testing of cybersecurity in order to exploit those

vulnerabiliies during an altack. These attempis might include port (U} Nahionwice SAR Iniistive MSh
scanning. phishing, and password cracking. “Social enginesring,” another Dafinition of Tasting of Sscurdy
technique, ieverages umwitting insider access by eficiting information P
about operational and security procedures from employees, personnel, {U} Interactions with or mm?&sﬁ
and their associates. W-?W e
WEICal, PRBOONE], OF cvDErsasily

{UHFOUD) The following SAR incidents from the NSI shared space CapAALES,
demonstrate fypes of behavior terrorists or cyber criminals might ] Mam—zﬁmu
exhibit during the preoperational siage of attacks. Although none scanning far open computer porl(sl,
were linked to terrorist or other criminal activity, they are cited as m‘“m“ 0 dentity potential
relevant exampiles for awareness and training purposes: S

= & . = {i5j Phiahing - type of so0af engineerng,

— {U} Anindnaidual sent an e-mail to a state government office fraudfent a-mal o ofher seckronic
raguesting information on pubiic access to a local reservoir, COmUNEians 1o deceive CompIter users
The e-mai included a fnk to a Web site that contained malicious | 1o disciosing prvale information or
software {malware}. oMioANg matwae.

— {U} Avreview of 3 first responder’s computer system revealed an i:‘diﬁm possbiy paa
attempted hacking incident; several internet Protocol (IP)} syncivonzIng muticomputer atempts
addresses associated with the probes orginated from out-of- using aulomaad uliiies Inat Iy every
state and foreign lccations, suggesting that the actual 1P DOssitiz PIESAOT.
addresses were being masked and that the probes were {4} dote: The Funclional Standard v 1.5
malicious. oannes SAR a8 “officlal documentation
{U} In a likely social engineering attemp!, a privaie business vasﬁ‘ Mm
received unsciicited telephone calls from a caller attempting to mhmm“ ofher criminat
cbtain or confirm information regarding names, tiles, e-mail activity.”

addresses, and access badge numbers for its employses.
When asked, the calier provided no contact information and only gave her first name.

{U) Possible Indicators of Cybersecurity Testing
{LEFCUOT The foliontng actiilies miay indicate efors to lest oybarsecusity for polertially malcious purposes. Depending upon the

, bocation, and olher Inglcators—suspicious cyber acinity shoult be reporiad to e appropaale auinooties, paticulany ¥ a
SerTors o Crmingl ink s suspected.

— {INFCUD} Unsaickad phone, s, of Ir-Detson InQuires asuing for emploves o omanizabional information, insivding oMaal
oF propeeiany information such a8 rgantzational Sinachire ang nEtworks.

— (LU m&wtamﬁ&mm&mema areas, elecironic Sies, wmmmmmpmﬁm
ot required to compiede the renesions Jib or fask.

—  ARFCUD) reesse in wmmnmmﬁm4mmmwmﬁmammm
requesis], poel scanning. and iInfrusian detecton system alers—obiserved and recognized by T persornet.

- :wsouc, !&mmmmmmmmmmxmm%nﬂmm«ﬁm
drfves.

{U} For aoaional nformaion on cybersecutty best praciives, please refer 1o US-CERT Wl paoe hifptawa ue-osr govisecurly-

putliesions

{WIFQUOY Firet amendment activities sbould not be reparted in & SAR or Information Sharing Environment SAR sbsent
articulable facts and clrcumetances that support the sowce 3 behavior chesrded s not innocent, but
rather indicative activity sssociated mmmmmgmmm rataded
{o terroriem. Race, sitmscity, national odgin, or religious should mmmmmm:xmamm

lmmnmmdmmmmumm“\ﬁmm

{137 This repon! s otved In from information repatad under the NSE e Of 3 5er95 Dasad on SAR infended 3 hedp ientity ang
-':nimragerepctﬂngcﬂagz that, in soene £3%85, could constitute mwgaégm’wsﬁm:ss
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L0 Feapwad by B mwmmawmﬁwmwmrwmm MWQWMWMMC%&M mwamww
Conghaisn (o hwmmmm msmrmmmmm WM et O m;«umnmn

o oanal Bpdaval vlaie boced ioded Seorioviel an oot secior st saspoedines vE el deieig. M&awmﬁv»iﬂwmm
ek Wt e TrassporiaBion Secunly Adw umwmmmmmu" i fi o A m«uwwmw

L} Warndage T WWWWMMWSWV&W} Eemadion el ey be Boen mmmrmwmmwrﬂ
B D BEIVE s fo be oo Beat, Aaoded, SRaaied, aRSoNsl Ao NP of I seovciaics wilk CHS mm&gmm i ek fr D v sedt 1 o D,
S o, o mmwmm:mmwmmwfw«mmmm Mawmwumam u&mmmmm
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