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(U) Suspicious Activity Reporting (SAR): Breach/Attempted Intrusion

(U//FOUOQ) Terrorists may attempt to breach secured perimeters or gain unauthorized access to facilities,
sensitive locations, or restricted areas for preoperational activity or to conduct an attack. Timothy McVeigh
breached a locked storage shed at a Kansas rock quarry with a battery-operated drill and stole explosives
that were later used in the 1995 Oklahoma City bombing. Attempts at intrusion could take the form of
trespassing, forced entry, or impersonation of authorized personnel and could possibly involve the
assistance of knowledgeable “insiders.”

(U//IFOUO) The following SAR incidents from the NSI shared (U) Nationwide SAR Initiative (NSI)
space demonstrate the types of intrusive behaviors terrorists Definition of Breach/Attempted
might exhibit during preoperational stages or actual attacks. Intrusion: Unauthorized personnel

While none were ultimately linked to terrorist activity, they are B e
a restricted area or protected site.

cited as relevant examples for awareness and training Impersonation of authorized personnel
purposes: (such as police/security, janitor).

— (U//FOUQ) An intruder entered a fire station through a door
secured with coded entry; it is unknown how the intruder
gained access. Video surveillance captured images of the
intruder talking on a cellular phone while receiving what
appeared to be instructions. The intruder stole a fire
“turnout” coat and pants, boots, helmet, and eye protection.

— (U//FOUQ) A man dressed in black and wearing a
headlamp was seen trying to use a tool to open a manhole UNCLASSIFIED 5 L
cover late at night. The manhole covers in the area are 1AL D B Tl D

. i cutting tools that were abandoned
typically used only by water, telephone, or sewer utilities e U [y
personnel.

— (U//FOUQ) The compound fence surrounding a dam powerhouse was cut twice during evening or
overnight hours in a 30-day time period. The fence was cut from the bottom up and spread apart to
allow a person to crawl through.

(U) Possible Indicators of Breach/Attempted Intrusion

(U//FOUQO) The following can indicate suspicious breach/attempted intrusion activity, but context should be carefully
considered in order to rule out legitimate, non-suspicious activities. Depending on the context—time, location, personal
behaviors, and other indicators—suspicious activities should be reported to appropriate authorities:

— (UNFOUQ) Presence of unauthorized individuals or vehicles in a restricted area or location.

— (U/FOUQ) Evidence of breached security perimeters, such as cut/damaged/removed locks or fencing.

— (UN/FOUQ) Indications that unauthorized individuals attempt to follow, or “piggyback,” employees or vehicles
entering secure controlled access points.

— (U/FOUQ) Unauthorized individuals apparently trying to access secure or restricted areas and exhibiting
suspicious behavior, such as entering during an unusual time of day, or obviously trying to avoid detection.

— (U/FOUQ) Personnel who deviate from protocols or lack the correct uniform or identification.

(U) This report is derived in part from information reported under the NSI. It is part of a series based on SAR intended to help identify
and encourage reporting of activiies that, in some cases, could constitute preparations for terrorist attacks.
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