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We are pleased to present the 2015 Executive Order 13636 Privacy and Civil Liberties
Assessments Report. On February 12, 2013, President Obama issued Executive Order 13636
(Executive Order), Improving Critical Infrastructure Cybersecurity and Presidential Policy
Directive 21, Critical Infrastructure Security and Resilience , directing federal departments and
agencies to work together and with the private sector to strengthen the security and resilience of
the Nation’s critical infrastructure. Specifically, the Executive Order requires federal agencies to
develop and incentivize participation in a technology-neutral cybersecurity framework, to
increase the volume, timeliness, and quality of cyber threat information it shares with the private
sector, and to work with their senior agency officials for privacy and civil liberties to ensure that
privacy and civil liberties protections are incorporated into all of these activities.

Section 5 of the Executive Order also requires that senior agency officials for privacy and civil
liberties, in consultation with the United States Privacy and Civil Liberties Oversight Board (*“the
Board”), annually assess the privacy and civil liberties impacts of the activities their respective
departments and agencies have undertaken pursuant to the Executive Order. The senior officials
must submit those assessments to the DHS Office for Civil Rights and Civil Liberties and the
DHS Privacy Office for compilation and publication in this report. DHS released the first annual
compiled report on April 10, 2014, which covered activities under the Executive Order that
occurred during fiscal year 2013.

This second annual report provides assessments of activities under the Executive Order that
occurred in fiscal year 2014. This report builds on last year’s report, focusing on programs or
activities that are new or have substantially changed within the last fiscal year as a result of
Executive Order implementation. This year’s report also incorporates constructive feedback and
suggestions provided by the Board in response to the April 2014 report.

The chart below provides an overview of the departments and agencies that provided input for
this year’s report. We note that not all agencies were required to assess all sections of the
Executive Order.
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2015 Executive Order Section 5 Reports by Department and Topic
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For comparison purposes, the chart below provides a summary of the departments and agencies
that provided input for the 2014 report.
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2014 Executive Order Section 5 Reports by Department and Topic
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Our offices — the DHS Office for Civil Rights and Civil Liberties and the DHS Privacy Office —
coordinated with the senior agency official(s) for privacy and civil liberties for each reporting
agency. This coordination was accomplished with the goal of the reporting senior agency
officials assessing and reporting on their respective agencies in an objective and independent
manner, consistent with their own authorities and policies. We did not direct the officials in the
selection of activities for assessment, their assessment methods, or in the drafting of their reports.

The reporting senior agency officials did, however, work jointly to produce this report, sharing
best practices, following similar formats, and coordinating assessment coverage of those
Executive Order sections being implemented in multiple agencies.

Our offices also facilitated communications among the senior agency officials and the Board.
Each agency, however, worked independently and directly with the Board in its consultative role,
to maximize the senior officials’ latitude for disclosure and responsiveness to the Board during
this process.

Each agency’s report reflects its own senior agency official(s)” determination regarding which
activities were required under the Executive Order, or were otherwise deemed appropriate, to be
assessed. In future years, as the Executive Order is fully implemented across the U.S.
Government, senior agency officials will continue to identify, assess, and report on the privacy
and civil liberties impacts of new and/or substantially altered programs and activities under the
Executive Order.

o 1 (/&Awké M"“m

Megan H. Mack Karen L. Neuman
Officer for Civil Rights and Civil Liberties Chief Privacy Officer
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I. Introduction
Background and Scope

Section 5 of Executive Order 13636 (Executive Order) requires the DHS Chief Privacy Officer
and Officer for Civil Rights and Civil Liberties to assess the privacy and civil liberties impacts of
the activities the Department of Homeland Security (DHS, or Department) undertakes pursuant
to the Executive Order and to provide those assessments, together with recommendations for
mitigating identified privacy risks, in an annual public report. In addition, the DHS Privacy
Office and the Office for Civil Rights and Civil Liberties (CRCL) are charged with coordinating
and compiling the Privacy and Civil Liberties assessments conducted by Privacy and Civil
Liberties officials from other Executive Branch departments and agencies with reporting
responsibilities under the Executive Order.

The first annual report, covering activities conducted by the Department during 2013, along with
Privacy and Civil Liberties Assessments conducted by other departments was released as a
combined document in April 2014.

This year’s assessment covers Department activities conducted during fiscal year 2014. It
includes a civil liberties assessment of new activities under Sections 9(a) and 9(c) of the
Executive Order and also follows up on outstanding items and recommendations discussed in
last year’s assessment of activities under Sections 4(a), 4 (b), 4(c), and 4(e) of the Executive
Order. As in last year’s assessment, the scope of this year’s assessment is limited to those DHS
activities that were undertaken as a result of the Executive Order or substantially altered by it.
Section 5 of the Order directs the assessment of “the functions and programs undertaken by DHS
as called for in this order,” and the scope of the assessment is therefore limited to those functions
and programs, rather than attempting to assess the many DHS cybersecurity programs and
activities conducted under other authorities. Attempting to include that wide array of programs
and activities within this assessment would be impractical, straining oversight office resources,
and diluting the in-depth focus on the activities which are driven by the Executive Order. More
information on DHS’s cybersecurity responsibilities and activities is available at:
http://www.dhs.gov/topic/cybersecurity.

The DHS Privacy Office

The Privacy Office is the first statutorily created privacy office in any federal agency, as set forth
in Section 222 of the Homeland Security Act (Homeland Security Act), as amended. The
mission of the Privacy Office is to protect all individuals by embedding and enforcing privacy
protections and transparency in all DHS activities. The Privacy Office works to minimize the
impact of DHS programs on an individual’s privacy, particularly an individual’s personal
information, while achieving the Department’s mission to protect the homeland. The Chief
Privacy Officer reports directly to the Secretary of Homeland Security.

'6U.S.C.§142
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The DHS Privacy Office accomplishes its mission by focusing on the following core activities:

Requiring compliance with federal privacy and disclosure laws and policies in all DHS
programs, systems, and operations, including cybersecurity-related activities;
Centralizing Freedom of Information Act (FOIA) and Privacy Act operations to provide
policy and programmatic oversight, to support operational implementation within the
DHS components, and to ensure the consistent handling of disclosure requests;
Providing leadership and guidance to promote a culture of privacy and adherence to the
Fair Information Practice Principles (FIPPs) across the Department;

Advancing privacy protections throughout the Federal Government through active
participation in interagency fora;

Conducting outreach to the Department’s international partners to promote understanding
of the U.S. privacy framework generally and the Department’s role in protecting
individual privacy; and,

Ensuring transparency to the public through published materials, reports, formal notices,
public workshops, and meetings.?

The DHS Office for Civil Rights and Civil Liberties

The Office for Civil Rights and Civil Liberties supports the Department's mission to secure the
nation while preserving individual liberty, fairness, and equality under the law. The Officer for
CRCL reports directly to the Secretary of Homeland Security. CRCL integrates civil rights and
civil liberties into all of the Department’s activities by:

Promoting respect for civil rights and civil liberties in policy creation and implementation
by advising Department leadership and personnel;

Communicating with individuals and communities whose civil rights and civil liberties
may be affected by Department activities, informing them about policies and avenues of
redress, and promoting appropriate attention within the Department to their experiences
and concerns;

Investigating and resolving civil rights and civil liberties complaints filed by the public
regarding Department policies or activities, or actions taken by Department personnel,;
and

Leading the Department's equal employment opportunity programs and promoting
workforce diversity and merit system principles.®

? Detailed information about DHS Privacy Office activities and responsibilities, including Privacy Impact
Assessments conducted by the Privacy Office for DHS cybersecurity-related efforts, is available at
http://www.dhs.gov/privacy.

® Detailed information about the activities and responsibilities of the DHS CRCL is available at
http://www.dhs.gov/office-civil-rights-and-civil-liberties.
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DHS Methodology for Conducting Executive Order (EO) 13636 Assessments

Section 5(b) of the Executive Order directs senior agency privacy and civil liberties officials of
agencies engaged in activities under the order to perform an “evaluation of activities against the
Fair Information Practice Principles [(FIPPs)] and other applicable privacy and civil liberties
policies, principles, and frameworks.” DHS has evaluated its activities against the FIPPs and
other applicable privacy and civil liberties policies, principles, and frameworks. More
information on this evaluation process is described below.

The DHS Privacy Framework

The FIPPs, which are rooted in the tenets of the Privacy Act of 1974, have served as DHS’s
core privacy framework since the Department was established. They are memorialized in the
DHS Privacy Office’s Privacy Policy Guidance Memorandum 2008-01, The Fair Information
Practice Principles: Framework for Privacy Policy at the Department of Homeland Security® and
in DHS Directive 047-01, Privacy Policy and Compliance (July 2011).° The DHS
implementation of the FIPPs is as follows:

Transparency: DHS should be transparent and provide notice to the individual regarding
its collection, use, dissemination, and maintenance of personally identifiable information
(P1). Technologies or systems using PIl must be described in a System of Record Notice
(SORN)" and Privacy Impact Assessment (PI1A)®, as appropriate. There should be no
system the existence of which is a secret.

“5U.S.C. §552a

> Available at http://www.dhs.gov/xlibrary/assets/privacy/privacy_policyguide_2008-01.pdf.

® Directive 047-01 is available at http://www.dhs.gov/xlibrary/assets/foia/privacy-policy-compliance-directive-047-
01.pdf. The Directive supersedes the DHS Directive 0470.2, Privacy Act Compliance, which was issued in October
2005.

’ The Privacy Act requires that federal agencies issue a SORN to provide the public notice regarding personally
identifiable information collected in a system of records. A system of records means a group of records under the
control of the agency from which information is retrieved by the name of the individual or by some identifying
number, symbol, or other identifying particular assigned to the individual. SORNSs explain how the information is
used, retained, and may be corrected, and whether certain portions of the system are subject to Privacy Act
exemptions for law enforcement or national security reasons. If a SORN is required, the program manager will work
with the Component Privacy Officer to demonstrate accountability, and to further the transparency of Department
activities. PIAs and SORNSs relevant to the Department’s activities under EO Section 4 are discussed in the
assessments reported below. The Privacy Point of Contact and Component counsel write the SORN for submission
to the Privacy Office. The DHS Chief Privacy Officer reviews, signs, and publishes all DHS SORNSs.

® The E-Government Act and the Homeland Security Act require PIAs, and PIAs may also be required in accordance
with DHS policy issued pursuant to the Chief Privacy Officer’s statutory authority. PIAs are an important tool for
examining the privacy impact of IT systems, initiatives, programs, technologies, or rulemakings. The DHS PIA is
based on the FIPPs framework and covers areas such as the scope and use of information collected, information
security, and information sharing. Each section of the PIA concludes with analysis designed to outline any potential
privacy risks identified in the answers to the preceding questions and to discuss any strategies or practices used to
mitigate those risks. The analysis section reinforces critical thinking about ways to enhance the natural course of
system development by including privacy in the early stages. PIAs are initially developed in the DHS Components,
with input from the DHS Privacy Office. Once approved at the Component level, PIAs are submitted to the DHS
Chief Privacy Officer for final approval. Once approved, PIAs are published on the Privacy Office website, with the
exception of a small number of P1As for national security systems.
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Individual Participation: DHS should involve the individual in the process of using PII.
DHS should, to the extent practical, seek individual consent for the collection, use,
dissemination, and maintenance of PIl and should provide mechanisms for appropriate
access, correction, and redress regarding DHS’s use of PII.

Purpose Specification: DHS should specifically articulate the authority which permits
the collection of P11 and specifically articulate the purpose or purposes for which the Pl
IS intended to be used.

Data Minimization: DHS should only collect P11 that is directly relevant and necessary
to accomplish the specified purpose(s), and only retain PII for as long as is necessary to
fulfill the specified purpose(s). PII should be disposed of in accordance with DHS
records disposition schedules as approved by the National Archives and Records
Administration.

Use Limitation: DHS should use P1I solely for the purpose(s) specified in the notice.
Sharing P11 outside the Department should be for a purpose compatible with the purpose
for which the P11 was collected.

Data Quality and Integrity: DHS should, to the extent practical, ensure that PII is
accurate, relevant, timely, and complete, within the context of each use of the PII.

Security: DHS should protect PII (in all forms) through appropriate security safeguards
against risks such as loss, unauthorized access or use, destruction, modification, or
unintended or inappropriate disclosure.

Accountability and Auditing: DHS should be accountable for complying with these
principles, providing training to all employees and contractors who use PII, and auditing
the actual use of PIl to demonstrate compliance with these principles and all applicable
privacy protection requirements.

The FIPPs govern the appropriate use of PlI at the Department, and are the foundation of all
DHS privacy-related policies and activities at DHS. DHS uses the FIPPs to assess privacy risks
and enhance privacy protections by assessing the nature and purpose of all PII collected to
ensure it fulfills the Department’s mission to preserve, protect, and secure the homeland. The
DHS Privacy Office applies the FIPPs to the full breadth and diversity of Department systems,
programs, and initiatives that use personally identifiable information, or are otherwise privacy-
sensitive, including the Department’s cybersecurity-related activities. Because the FIPPs serve as
the foundation of privacy policy at DHS, the Privacy Office works with Department personnel to
complete Privacy Threshold Analyses (PTA), PIAs, and SORNSs to ensure the implementation of
the FIPPs at DHS.® When conducting a Privacy Compliance Review (PCR)*, such as the one

° The first step in the DHS privacy compliance process is for DHS staff seeking to implement or modify a system,
program, technology, or rulemaking to complete a PTA. The Privacy Office reviews and adjudicates the PTA, which
serves as the official determination as to whether or not the system, program, technology, or rulemaking is privacy
sensitive and requires additional privacy compliance documentation such as a PIA or SORN.
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completed on the Enhanced Cybersecurity Services (ECS) program,** the Privacy Office
evaluates the program’s compliance with the FIPPs, any requirements outlined in its PTA, PIA,
or SORN, and any privacy policies that are specific to that program. It is important to note,
however, that because DHS uses the FIPPs as its foundational privacy policy framework, many
DHS programs or activities do not require specific privacy policies aside from DHS’s Privacy
Policy Guidance Memorandum on the FIPPs and any specific privacy requirements documented
in an applicable PTA, PIA, and/or SORN.

Civil Rights and Civil Liberties Assessment Framework

CRCL conducts assessments using an issue-spotting approach rather than a fixed template of
issues because the particular issues presented by any given program or activity vary greatly. This
approach involves in-depth factual examination of a program or activity to determine its scope
and how it is implemented. Next, CRCL considers the applicability of relevant individual rights
protections, first evaluating compliance with those protections, then considering whether a
program or activity should modify its policies or procedures to improve the protection of
individual rights. As CRCL evaluates programs and activities, consideration is given, but not
limited to, the following legal and policy parameters:

e Individual rights and constraints on government action provided for in the Constitution of
the United States.

e Statutory protections of individual rights, such as the Civil Rights Act of 1964, 42 U.S.C.
88 1981-2000h-6.

e Statutes that indirectly serve to protect individuals, such as the Electronic
Communications Privacy Act, 18 U.S.C. 8§ 2510-2522.

e Executive Orders, Regulations, Policies, and other rules or guidelines that direct
government action and define the government’s relationship to the individual in specific
circumstances.

e Other sources of law or authority that may be relevant in specific instances, such as
international law standards pertaining to human rights, or prudential guidelines
suggesting best practices for governance of particular types of government activities.

The assessment process typically results in the evaluation of several possible individual rights
questions raised by a program or activity. The most salient of the factual findings and policy
concerns are then addressed in policy advice, and sometimes in a formal memorandum or similar
document, or in a format comparable to this assessment. CRCL then works with the DHS
elements involved, including the Department’s Office of the General Counsel, to craft workable
policy recommendations and solutions to ensure individual rights are appropriately protected
within the assessed program or activity. These solutions may be embedded in program-specific

' The DHS Privacy Office exercises its authority under Section 222 of the Homeland Security Act to assure that
technologies sustain and do not erode privacy protections through the conduct of PCRs. Consistent with the DHS
Privacy Office’s unique position as both an advisor and oversight body for the Department's privacy sensitive
programs and systems, the PCR is designed as a constructive mechanism to improve a program’s ability to comply
with assurances made in existing privacy compliance documentation.

1 See Section 1V, “EO Section 4(c): Enhanced Cybersecurity Services,” for more information on the Privacy
Compliance Review.
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policies, operating procedures, other documentation or simple changes in program activities, as
appropriate.

Related DHS Privacy and Civil Liberties Cyber Activities

Our work under the Executive Order is a continuation of the Department’s efforts to provide
transparency into its cybersecurity-related activities dating back to PIAs and SORNSs published in
2004.%? In addition, the Department has sought the guidance of its Data Privacy and Integrity
Advisory Committee (DPIAC)* on cybersecurity-related matters. The DHS Privacy Office has
briefed the DPIAC on cybersecurity-related matters in numerous public meetings. At the Chief
Privacy Officer’s request, the DPIAC issued a public report and recommendations on
implementing privacy in cybersecurity pilot programs. The report, which was issued in
November 2012, has informed the Department’s development work in this area, and will serve as
a guide for future assessments by the Privacy Office.

In this year’s report, the DHS Privacy Office and CRCL provide updates to the assessments they
conducted last year under Executive Order Sections 4(a), (c), and (e), including explaining
instances where implementation approaches have changed, and new civil liberties assessments of
activities under Executive Order Sections 9(a) and 9(c). As the Department continues its
implementation activities under the EO, the DHS Privacy Office and CRCL will assess new
activities, and provide any necessary updates to previous assessments in future reports.

1. EO Section 4(a): Cybersecurity Information Sharing:

It is the policy of the United States Government to increase the volume,
timeliness, and quality of cyber threat information shared with U.S. private sector
entities so that these entities may better protect and defend themselves against
cyber threats. Within 120 days of the date of this order, the Attorney General, the
Secretary of Homeland Security (the *““Secretary’”), and the Director of National
Intelligence shall each issue instructions consistent with their authorities and with
the requirements of section 12(c) of this order to ensure the timely production of
unclassified reports of cyber threats to the U.S. homeland that identify a specific
targeted entity. The instructions shall address the need to protect intelligence and
law enforcement sources, methods, operations, and investigations.

Introduction

The Department undertook no new activities under Section 4(a) during this reporting period. As
discussed in last year’s assessment, the Department’s June 2013 memorandum Departmental
Cyber Threat Information Sharing Procedures (Shareline Memorandum), established the
“Shareline” product line to implement Section 4(a). DHS interprets Section 4(a) as the
unclassified release of a portion or excerpt of a dissemination-controlled cyber threat report

2 These PI1As and links to associated SORNS are available on the DHS Privacy Office’s website at
http://www.dhs.gov/privacy-documents-national-protection-and-programs-directorate-nppd.

3 The DPIAC is a discretionary advisory committee established under the authority of the Secretary of Homeland
Security in 6 U.S.C. § 451. The DPIAC operates in accordance with the Federal Advisory Committee Act, 5 U.S.C.
Appendix 2. More information about the DPIAC, including all reports and recommendations, is available on the
DHS Privacy Office website at http://www.dhs.gov/privacy-office-dhs-data-privacy-and-integrity-advisory-
committee
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(interpreted by the program offices as DHS-originated classified reports) to specific targeted
entities, rather than general threat reporting to an entire sector (e.g., financial, energy, retail).*

In last year’s assessment the Department also indicated that a Shareline directive and instruction
would be forthcoming. Although the Department expected to identify DHS-originated classified
cyber threat reports, it became evident that the vast majority of cyber threat reports originated in
DHS are unclassified in the first instance in order to ensure a timely and wide distribution of
releasable cyber threats to private critical infrastructure entities. The primary sources of
information specific to a targeted entity are typically discovered by DHS law enforcement
components in the course of an investigation and shared directly with the targeted entity—victim
notification—through longstanding procedures that pre-date the Executive Order and fall outside
the articulated Shareline process. Also, prior to the issuance of the Executive Order, two DHS
non-law enforcement components, National Protection and Programs Directorate (NPPD) and
the Office of Intelligence and Analysis (I&A), had already been sharing unclassified cyber threat
reports (not DHS-originated classified products) with the private sector. Because cyber threat
reports originating within the Department are primarily unclassified, a Shareline process
designed to capture and appropriately disseminate DHS-originated classified information
regarding cyber threats has not led to the production of any Sharelines or the issuing of a
Shareline directive or instruction in Fiscal Year 2014 as originally contemplated. Accordingly,
the Department is currently reevaluating the utility in using Sharelines to disseminate cyber
threat reports and reconsidering its approach to best implement Section 4(a) of the Executive
Order.

The Department noted in last year’s report that Executive Order Sections 4(a) and 4(b) are
closely related because any products created pursuant to Section 4(a) will be subject to the
broader U.S. Government process for disseminating cyber threat information created under
Section 4(b). As DHS works with other departments and agencies to conduct activities required
under Section 4(b), we will be mindful of related activities that could fall within the scope of
Section 4(a), and if such activities are occurring will assess them at that time.

“ The Department has a number of sharing programs to support this kind of general threat reporting that do not fall
within the Department’s specific interpretation of Section 4(a) and therefore are beyond the scope of this report.
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Update on Fiscal Year 2013 Recommendations on Sharelines

Recommendation 1. The Department should give consideration to requiring a review or audit
of Sharelines by the DHS Privacy Office, CRCL, and other oversight offices. This will enhance
the Principle of Accountability and Auditing in service of the rest of the FIPPs implemented in
support of this activity. An appropriate review regime would provide a means of ensuring
compliance with the Procedures and the pending Directive and Instruction, and ensuring privacy
and civil liberties oversight in Sharelines.

Update: As discussed, the absence of a Shareline product line makes this recommendation
obsolete.

Recommendation 2. DHS should establish specific procedures to encourage Shareline
recipients to limit their use of information contained in a Shareline to that which is necessary to
respond to the threat, including limiting onward dissemination of any PII, Sensitive PII, or other
sensitive information contained in the Shareline report. This recommendation will support the
Security and Use Limitation Principles.

Update: The absence of a Shareline product line makes this recommendation obsolete.

Recommendation 3. Sharelines that include P11, Sensitive PII, or other sensitive information
should include a statement notifying recipients that the product contains information that should
be protected from further disclosure unless it is necessary to respond to the reported threat. This
recommendation will support the Security and Use Limitation Principles.

Update: The absence of a Shareline product line makes this recommendation obsolete.

Recommendation 4. Generally, the Department should continue to work with the DHS Privacy
Office and CRCL as it develops the forthcoming Directive and Instruction on Sharelines, and
components creating Sharelines should work with the Privacy Office to ensure their activities
are consistent with existing privacy compliance requirements, protective of individual rights, and
managed in ways consistent with good oversight practices.

Update: To the extent that Sharelines or other products are developed pursuant to section
4(a), the Privacy Office and CRCL will work to ensure that they incorporate privacy and
civil liberties considerations at the outset.

Recommendation 5. DHS should develop a tracking mechanism for Shareline dissemination,
leveraging the processes developed under Executive Order Section 4(b). This will enhance the
Accountability and Auditing Principle, which can reinforce implementation of the rest of the Fair
Information Practice Principles.

Update: The tracking mechanisms for disseminating DHS-originated unclassified cyber
threat reports are still being developed through an interagency process. To the extent that
DHS Component-originated disseminated reports may be developed, the Privacy Office
and CRCL will follow the development of the tracking mechanism, and report as
appropriate in a future Executive Order Assessment Report.
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1. EO Section 4(b): Dissemination of Reports

The Secretary and the Attorney General, in coordination with the Director of National
Intelligence, shall establish a process that rapidly disseminates the reports produced
pursuant to section 4(a) of this order to the targeted entity. Such process shall also,
consistent with the need to protect national security information, include the
dissemination of classified reports to critical infrastructure entities authorized to receive
them. The Secretary and the Attorney General, in coordination with the Director of
National Intelligence, shall establish a system for tracking the production, dissemination,
and disposition of these reports.

DHS participated in a pilot with the Federal Bureau of Investigation (FBI) to determine whether
the Guardian system on the SECRET Internet Protocol Network Router (SIPRNET)™ could be
leveraged to track the production and dissemination of cyber threat reports to targeted private
sector critical infrastructure entities. As a result of this pilot and with guidance from the National
Security Council (NSC) staff, FBI, DHS, and the Department of Defense (DOD) developed an
interagency Joint Requirements Team (JRT) to develop requirements for a system that meets the
Section 4(b) mandate. The Privacy Office and CRCL will monitor this progress and assess as
appropriate in future Executive Order Assessment Reports.

IV. EO Section 4(c): Enhanced Cybersecurity Services.

To assist the owners and operators of critical infrastructure in protecting their systems
from unauthorized access, exploitation, or harm, the Secretary, consistent with 6 U.S.C.
143 and in collaboration with the Secretary of Defense, shall, within 120 days of the date
of this order, establish procedures to expand the Enhanced Cybersecurity Services
program to all critical infrastructure sectors. This voluntary information sharing
program will provide classified cyber threat and technical information from the
Government to eligible critical infrastructure companies or commercial service providers
that offer security services to critical infrastructure.

Background

DHS’s ECS is a voluntary information sharing program that assists critical infrastructure owners
and operators to improve protection of their systems from unauthorized access, exploitation, or
data exfiltration. ECS consists of the operational processes and security oversight required to
share sensitive and classified cyber threat information with qualified commercial service
providers'® and operational implementers®’ (hereinafter “commercial service providers”) that
will enable them to better protect their critical infrastructure customers.

> SIPRNET is a service gateway function that provides protected connectivity to federal, intelligence community,
and allied information at the secret level.

'® The term Commercial Service Provider (CSP), refers to a public or private company is capable of providing
managed security services for the protection of critical infrastructure customers. Any managed security service
provider meeting the eligibility requirements may become a CSP.

Y"The term Operational Implementer refers to a critical infrastructure organization that may choose to build their
own infrastructure for the purposes of receiving, managing, and utilizing the DHS cyber threat indicators in the
protection of their information assets, in effect to act as their own commercial service provider. The requirements for
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The calendar year 2014 Privacy and Civil Liberties Assessment Report on Enhanced
Cybersecurity Activities focused on discussing key foundational questions in the establishment
and operation of the program. This year’s assessment will provide a brief summary of the basic
operation of that program, an overview of privacy, civil rights, and civil liberties oversight of the
program, a description of the assessment methodology and, finally, the assessments of CRCL
and the Privacy Office.

Basic Operation of the Program

Within the ECS program, the NPPD Office of Cybersecurity and Communications (CS&C)
provides government furnished information, specifically indicators of malicious cyber activity*®
to participating commercial service providers. An indicator is human-readable cyber data (e.g.,
related to Internet Protocol (IP) addresses, domains, email headers, files, and strings) used to
identify some form of malicious cyber activity.'® These indicators can be used by the
commercial service providers to create intrusion detection signatures,? or other means of
detecting and mitigating cyber threats. A signature is a machine-readable software code that
enables the automated detection of the known or suspected cyber threats associated with the
indicators.?* DHS is not a party to the agreements between the commercial service providers and
critical infrastructure owners and operators. The purpose of the program is to assist the owners
and operators of critical infrastructure® in enhancing their ability to protect their systems from
unauthorized access, exploitation, or data exfiltration through a voluntary information sharing
program.

As a condition for receiving government-furnished information, commercial service providers
agree to secure this sensitive information consistent with the Government’s guidelines for the
protection of national security information. If a critical infrastructure entity and its commercial
service provider agree, then the commercial service provider may provide aggregated

operational implementers are the same as those for commercial service providers. For simplicity, references in this
assessment to commercial service providers also apply to operational implementers.

18 Cyber threats can be defined as any identified efforts directed toward accessing, exfiltrating, manipulating, or
impairing the integrity, confidentiality, security, or availability of data, an application, or a Federal system, without
lawful authority. Information about cyber threats may be received from government, public, or private sources.
Categories of cyber threats may include, for example: phishing, IP spoofing, botnets, denials of service, distributed
denials of service, man-in-the-middle attacks, or the insertion of other types of malware.

19 |ndicators can be either unclassified or classified. Whether an indicator is classified is dictated by its source and
whether the originator chooses to exercise original national security classification authority to control the
dissemination of the indicator.

2 Sjgnatures are specific machine readable patterns of network traffic that affect the integrity, confidentiality, or
availability of computer networks, systems, and information. For example, a specific signature might identify a
known computer virus that is designed to delete files from a computer without authorization.

2! Additional information about indicators and signatures is addressed in the National Cybersecurity Protection
System (NCPS) Privacy Impact Assessment, published July 30, 2012, and available at:
http://www.dhs.gov/sites/default/files/publications/privacy/privacy-pia-nppd-ncps.pdf.

22 Critical infrastructure are the assets, systems, and networks, whether physical or virtual, that are so vital to the
United States that their incapacitation or destruction would have a debilitating effect on physical and national
economic security, public health or safety, or any combination thereof.
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cybersecurity metrics information back to DHS.? Other than a DHS validation that an entity is a
part of U.S. Critical Infrastructure, there is no relationship established under this program
between DHS and that critical infrastructure entity.

Importantly, the ECS program does not involve the monitoring of communications by the
Government, either directly or by proxy. Cybersecurity metrics provided to DHS about cyber
threats encountered are aggregated, and do not include PIl, monitored or collected content, or the
identification of the critical infrastructure entity (unless otherwise agreed by the critical
infrastructure entity or commercial service provider).

The roles of participants, and how they participate in this program, are described below.

Critical Infrastructure Entities: Section 4(c) of the Executive Order requires DHS to “establish
procedures to expand the ECS program to all critical infrastructure sectors.” ECS is open to
eligible critical infrastructure entities from all critical infrastructure sectors. Critical
infrastructure entities seeking to participate in ECS program are required to contact one of the
qualified commercial service providers, currently AT&T or CenturyLink, to begin the process to
become a validated critical infrastructure entity. The commercial service providers in turn
contact DHS for validation. DHS validates the critical infrastructure status by evaluating the
entity to confirm it is an owner or operator of critical infrastructure systems or assets. DHS is not
involved in the discussions between commercial service providers and potential critical
infrastructure customers and is not otherwise involved in the relationship, unless the critical
infrastructure owner or operator voluntarily chooses to have a broader engagement with DHS.
More information about this onboarding process is available on the ECS program website at:
http://www.dhs.gov/enhanced-cybersecurity-services.

Commercial Service Provider: Interested commercial service providers must enter into a
memorandum of agreement with DHS and meet the security requirements set forth by the ECS
program. Commercial service providers must agree to handle, use, and maintain all sensitive and
classified information in accordance with Government-provided security requirements. An
approved commercial service provider will be permitted to provide cybersecurity services to
validated critical infrastructure entities. ECS can be offered to subscribing critical infrastructure
customers as a stand-alone service, without requiring the commercial service provider to serve as
the customer’s internet service provider. The relationship with the Government is strictly
voluntary; the commercial service provider must provide enhanced cybersecurity services, but
need not employ all cyber threat indicators it receives or all approved services or
countermeasures (hereinafter “services” unless otherwise noted for clarity).?*

% The identities of operational implementers who encounter cyber threats cannot be redacted where those entities
choose to report to DHS, since the operational implementers function as their own commercial service providers and
their identity is therefore known to DHS.

* NIST 800-95 defines a service “as a processing or communication service that is provided by a system to give a
specific kind of protection to resources, where said resources may reside with said system or reside with other
systems.” Countermeasures, which can be provided as services, are interpreted by the program to include automated
actions with defensive intent to modify or block data packets associated with electronic or wire communications,
internet traffic, program code, or other system traffic transiting to or from or stored on an information system, for
the purpose of protecting the information system from cybersecurity threats. As used in this report, the term
“services” can be read to include countermeasures.
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Operational Implementers: Operational implementers are validated critical infrastructure
entities that are interested in receiving government-furnished information from the ECS to use in
the protection of their own — and only their own — internal network. Operational implementers
must enter into a memorandum of agreement with DHS that is identical in most respects to the
agreements entered into by the commercial service providers with the exception that operational
implementers do not provide services to other entities, and are not anonymous if they choose to
provide information about cyber threats encountered. Operational implementers must meet the
same security requirements as commercial service providers, and when the term “commercial
service providers” is used in this document, it should be understood to include operational
implementers, unless otherwise noted.

Government Furnished Information to Commercial Service Providers: The ECS program
shares sensitive and classified government cyber threat information with qualified commercial
service providers. In turn, commercial service providers use the cyber threat information to
protect their customers who are validated critical infrastructure entities. The selection of cyber
threat information that is provided to the commercial service providers occurs as a routine matter
at the operational level within CS&C, acting in concert with government partners. Commercial
service providers may provide aggregated and anonymized cyber metric information back to
DHS in order to ascertain the effectiveness of cyber threat information sharing.

When using government-furnished information provided through this program, commercial
service providers can only provide the types of services that are approved by DHS for use with
this information. Restricting how this information is deployed on a commercial service
provider’s network ensures the protection of government-furnished information from
adversaries.?

Commercial Service Provider’s Provision of Cybersecurity Metrics to DHS and DHS’s Use
of those Metrics: Commercial service providers are permitted (not required) to provide metric
information to the government for the purposes of assessing indicator and service effectiveness.
This is voluntary and the commercial service provider or critical infrastructure entity can choose
not to share any or all of its information with the government. The Memoranda of Agreement
between DHS and the commercial service providers include a clause to this effect. The
information shared with DHS is limited by that memorandum, and may include metrics
information such as the following at the discretion of the critical infrastructure entity and the
commercial service provider: the “fact of” a cyber threat detection; the indicator used; the
number of hits per indicator per customer; the critical infrastructure sector in which the threat
was detected, along with the date and time encountered; the source IP address; and the port and
protocol that was targeted. Although the Memoranda of Agreement permits the sharing of the
types of metrics described above, DHS standard operating procedures further limit the metrics
the ECS Program routinely requests from commercial service providers. For more information
on the metrics DHS routinely requests, please see subsection B, “Close Oversight and Advisory
Involvement Serves as a Protective Measure,” of the “New Programmatic Protections of
Individual Rights,” portion of the CRCL assessment. The metrics shared with DHS may prompt
DHS to look at an indicator in greater depth, and this subsequent analysis may cause DHS to
develop additional indicators.

% gee Executive Order 13636 Privacy and Civil Liberties Assessment Report, April 2014, at pp 32-33. Available at
http://www.dhs.gov/publication/executive-order-13636-privacy-and-civil-liberties-assessment-report-2014
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DHS Sharing of Information Received Under Enhanced Cybersecurity Services: The ECS
Program Management Office generates monthly reports utilizing the voluntary metric
information DHS receives from commercial service providers, for the purpose of measuring
program effectiveness. These monthly performance reports are shared with ECS partners
consistent with the ECS Program Metrics and Reporting Standard Operating Procedures.

Privacy, Civil Rights, and Civil Liberties Participation

As noted in last year’s assessment, CS&C is supported by CRCL, the NPPD Office of Privacy,
the Office of the General Counsel (OGC), and the DHS Privacy Office, particularly in
developing the 2013 ECS PIA. The collaboration among these offices continued in Fiscal Year
2014,

All four offices reviewed the implementing activities required under the Executive Order, and on
a regular basis, the offices provided policy advice and oversight to NPPD elements, including the
ECS Program Operations (National Cybersecurity and Communication Integrations Center
(NCCIC)/ United States -—Computer Emergency Readiness Team (US-CERT)) and the ECS
Program Management Office. The NPPD Office of Privacy and CRCL also routinely provided
advice and guidance to ensure that privacy and civil liberties were protected in the provision of
government furnished information and in the approved services.

Assessment Scope and Methodology

CRCL: CRCL conducted reviews of program documentation, including policies, procedures,
and reporting on the conduct of Enhanced Cybersecurity Services program activities. CRCL
additionally conducted interviews with relevant program staff. Information incorporated into
this Assessment was collected following the completion of Fiscal Year 2014, and also on a
continuing basis during Fiscal Year 2014.

Privacy: The Privacy Office assessment includes (1) an updated, high-level analysis of the
program’s implementation of key aspects of the DHS FIPPs and (2) a summary of the results of
its PCR on the ECS program, as noted in last year’s assessment. Additional information on the
PCR Process is included in the Privacy Assessment section.
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CRCL Assessment

The focus of last year’s assessment was to examine whether the government was using Enhanced
Cybersecurity Services to unreasonably collect private sector or other non-Federal internet
communications, either directly or by using the commercial service providers as a proxy to
perform the collection. The assessment also addressed concerns that this program could be used
to conduct targeted monitoring of individuals, either for criminal investigative or intelligence
surveillance purposes.

In the Assessment Report on Enhanced Cybersecurity Services activities conducted during Fiscal
Year 2013, CRCL found that the Government was not using the system to monitor or collect
private sector and non-Federal Internet communications, that it was not susceptible to use for
targeted monitoring of individuals and that the voluntary nature of participation was an important
safeguard to protect against these concerns. The Enhanced Cybersecurity Services program has
not substantially changed its manner of operations since that time, though it has begun to expand,
and the program office has begun to expand its governance and operational policies accordingly.

This year’s assessment of the civil liberties implications of the Enhanced Cybersecurity Services
program is focused on how the program was implemented during Fiscal Year 2014, how civil
liberties protections were incorporated into the policies governing the program, how CRCL
advice was sought in deliberative decision-making, and how the program supported regular
compliance review by sharing the metrics information returned to the Department by the
commercial service providers. Following our review, CRCL determined that the policies,
procedures and governance activities undertaken by the Enhanced Cybersecurity Services
program have served to strengthen the program’s posture with respect to the protection of civil
liberties, and its participation with CRCL in developing policies and procedures to safeguard
individual rights. CRCL concluded that, while there is still room for development as the
program grows, the policies and procedures that serve to protect civil liberties are commensurate
with the program’s current stage of development.

New Programmatic Protections of Individual Rights

The Enhanced Cybersecurity Services program formalized policies and procedures that govern

program operations, and took steps to ensure regular oversight office review, including, among
other things, routine inclusion of CRCL in the making of significant governance decisions and

routine compliance activities. Together, these measures directly or indirectly worked to protect
individual rights. These measures include:

a. Policy and Standard Operating Procedures Developed to Protect Civil
Liberties. It is important for a program that routinely deals with complex activities and
classified information to develop and institutionalize governance practices to
appropriately address the possible civil liberties implications of proposed government
actions. The Enhanced Cybersecurity Services program is in a relatively nascent stage,
but has begun formalizing policies and processes to govern program activities, which
collectively aid in the protection of privacy and civil liberties. These includes the
following DHS guidance documents: 1) Policy Principles; 2) Government Furnished
Information Data Verification and Vetting Process; and 3) Service Expansion Workflow
Process, discussed below:
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I. Policy Principles. All proposed services for use with DHS-provided cyber
threat indicators must adhere to the principles articulated in the Enhanced
Cybersecurity Services Policy Principles standards. All proposed services must
adhere the following policy principles:

e Policy Principle #1 — Service deployment shall protect U.S. Government
equities and provide appropriate operational security protections.

e Policy Principle #2 — Services should be implementable using commercial
capabilities

e Policy Principle #3 — Services should increase security of protected
networks.

e Policy Principle #4 — Appropriate government furnished information
(GFI) should be available to support the new service.

e Policy Principle #5 — Services shall be limited to automated actions taken
to modify, block or redirect data packets to protect a network, and shall
not cause damage or provide unauthorized access to any other network or
system.

e Policy Principle #6 — Services must adhere to the Fair Information
Practice Principles to minimize the adverse impacts on privacy, and
should apply appropriate protections of individual rights to ensure civil
liberties are not violated.

e Policy Principle #7 - Services shall be deployed only for the purposes of
defending against and preventing cybersecurity threats to protected
information systems.

Policy principles 1 through 3 primarily address operational equities and how the
Enhanced Cybersecurity Services program stays within appropriate operational
boundaries and protects the integrity and security of the data it shares. Policy
principles 4 through 7 address privacy and civil liberties concerns more directly
by imposing limitations on DHS activity that may affect persons or networks. For
instance, under Principle #5, approved services may only involve the analysis,
modification, blocking, or redirection of data packets to protect a network; no
other types of services are authorized, and the use of government-furnished
information for services that might involve destruction of systems or unauthorized
access is expressly prohibited. Principle #6 requires the protection of privacy via
application of the Fair Information Practice Principles, and that any individual
rights issues present be addressed with “appropriate protections to ensure civil
liberties are not violated,” a protection that effectively requires the Program
Office to seek guidance from the oversight offices. Finally, Principle #7 is a strict
use limitation that prohibits the use of Enhanced Cybersecurity Services for
anything other than cybersecurity and network defense purposes.
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Avrticulation of a policy does not necessarily ensure protection of individual rights,
but these principles are used to guide the methodical evaluation of the capabilities
being proposed. The primary role of the Principles articulated in this policy is to
establish baseline program guidelines, along with embedding the oversight offices
within the deliberative process. This policy is primarily aimed at the evaluation
of new services proposed by the Government, or by the commercial service
providers, but it also drives other policies, including the policy discussed below
governing the vetting of government furnished information.

Any proposed service undergoes review prior to being offered to commercial
service providers. If a proposed service does not adhere to these guiding
principles, then it fails the review and is not forwarded through the program for
implementation by commercial services providers. The role of CRCL in this
process is to review proposed services for civil liberties concerns and provide any
relevant advice on potential ways to mitigate such risks where applicable.

ii. Government Furnished Information Data Verification and Vetting. The
systematic vetting of data to be furnished by the Government and utilized as
government furnished information by commercial service providers is guided by
DHS’s Government Furnished Information Data Verification and Vetting Process
(November 2013). The aim is to ensure that possible cyber threat information
provided to the Enhanced Cybersecurity Services program is timely and
appropriate in scope and type.

The procedures in the Government Furnished Information Data Verification and
Vetting Process are consistent with the processes in place to minimize personally
identifiable information and other sensitive information and vet cyber threat
information, indicators and signatures within the National Cybersecurity
Protection System.?®

As with threat information used in other capabilities operated under the ambit of
the National Cybersecurity Protection System, the touchstone handling and use
standard revolves around minimization of personally identifiable information or
other potentially sensitive information (such as communications or proprietary
content) in cybersecurity activities, unless that information is necessary for
understanding or responding to the threat. The Government Furnished
Information Data Verification and Vetting Process policy applies this standard in
several ways within the Enhanced Cybersecurity Services program depending on
the context in which the information is being handled. That policy directs that
providers of government furnished information to the Enhanced Cybersecurity
Services program (including DHS and other government sources) should not

% The National Cybersecurity Protection System is the Department’s integrated system for intrusion detection,
analysis, intrusion prevention, and information sharing capabilities that are used to defend federal civilian
government networks from cyber threats, and for capabilities to share cyber threat information with critical
infrastructure. Programs and activities within the National Cybersecurity Protection System program support the
Enhanced Cybersecurity Services program, but are not assessed within this assessment because the National
Cybersecurity Protection System program is not one of the activities directed by Executive Order 13636.
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provide information that “contain[s] personally identifiable information unless it
is necessary to understand or analyze the cyber threat. Indicators should be
narrowly tailored to a cybersecurity threat and not capture extraneous information
that could have an impact on Privacy and Civil Liberties.” This standard has
been provided to other government agencies that provide cyber threat information
to DHS to help them identify the types of information appropriate for sharing
through the Enhanced Cybersecurity Services program.

DHS uses this same standard in vetting its cyber indicators, applying it with the
assistance of oversight offices to cyber threat information developed by DHS and
furnished to the commercial service providers. DHS analysts developing DHS
cyber threat indicators are trained to follow standard operating procedures that
address the identification, use, and handling of information that could be
considered personally identifiable information. DHS does not include
information that could be considered personally identifiable information in a
cyber indicator shared through the Enhanced Cybersecurity Services program
unless that indicator is necessary to detect or mitigate a cyber threat.?” This
standard is consistent with practices across all National Cybersecurity Protection
System activities. DHS analysts are trained to identify and raise with oversight
offices any information (whether shared cyber threat information, cyber threat
indicators, or automated network screening templates or signatures) that could be
considered personally identifiable information, or which are likely to implicate
personally identifiable information when deployed.

The types of cyber threat data that may include personally identifiable
information and which trigger this interaction typically include (but are not
limited to) cyber threat indicators that may themselves contain personally
identifiable information, or a proposed signature template or signature that
contains, or is likely to capture, information that could be personally identifiable
information when deployed.?® For example, if DHS’s use of a particular network
traffic screening signature is likely to capture personally identifiable information,
then such a signature would be referred to oversight offices, including the NPPD
Office of Privacy, the Office of the General Counsel, and CRCL, for review prior
to deployment.

%" For more information on this concept, see Sub-section 1, “Indicators — Identifying, Minimizing, and Marking
Personally Identifiable Information as a Privacy Protection,” of the Privacy Assessment.

%8 Cyber threat indicators that are vetted under this process could be used in DHS-developed signatures, or shared
under the Enhanced Cybersecurity Services program. All cyber threat information that could contain or implicate
personally identifiable information, like all signatures that could contain or implicate personally identifiable
information, is evaluated under the same standard. Signatures are based on and derivative of cyber threat indicators,
and signatures developed by DHS are only for use in DHS cybersecurity programs such as the National
Cybersecurity Protection System’s EINSTEIN capabilities, a DHS activity to secure U.S. Government networks
which is not within the scope of this Executive Order. Cyber threat indicators (but not signatures) may also be
shared with commercial service providers when they meet the standards articulated in the Policy Principles, and the
Government Furnished Information Data Verification and Vetting Process. When a commercial service provider
decides to use a particular indicator shared under Enhanced Cybersecurity Services, the provider develops and
deploys a signature which is tailored to operate effectively on their own unique network architecture.
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This referral starts a review process between the program and the oversight
offices, to determine whether using such an indicator is necessary for
characterizing or mitigating the identified threat, or if some narrower sharing of
technical information, without personally identifiable information, would be
sufficient. The intent is to minimize the sharing of personally identifiable
information or other sensitive information linked to individuals in indicators, and
to minimize the possible effect on personally identifiable information or
individuals’ communications once the indicators are crafted into a signature.

The policy for government furnished information provided to DHS also contains
other standards for timeliness and reliability of the information deployed, to
ensure that commercial service providers are given up-to-date information that is
responsive to actual threats, rather than outdated information that could lead to the
impairment of network traffic that is not malware. The policy also describes the
types of cyber threat information that should be considered for sharing, including
among other things malware, exploits, filenames, Uniform Resource Locators,
Internet Protocol addresses, and other types of data that are sometimes associated
with particular cyber threats. The aim is to solicit from other Government
agencies and sources within DHS only that cyber threat information that might be
helpful in mitigating the threat against the critical infrastructure sectors, while
also consistently minimizing the collection, use, retention and sharing of
personally identifiable information and other sensitive types of information.
Although this assessment is focused on those instances where personally
identifiable information and other sensitive information, such as communicative
content must be shared to characterize a threat, the bulk of the information sharing
involves various types of technical information, as reflected in this list.

iii. Service Expansion Process Flow. During Fiscal Year 2014, DHS
instituted the addition of the Service Expansion Process Flow (December 2013).
This process is triggered when the Government determines that a proposed
service — service — fitting within the broad guidelines of the Enhanced
Cybersecurity Services Policy Principles could improve the cybersecurity posture
of protected entities. It is also triggered when a commercial service provider
suggests offering a new or additional service based upon the Government
Furnished Information. This process spells out a formal DHS and interagency
vetting process to ensure that such changes in the program are subjected to
thoughtful, comprehensive deliberation using the vetting process to work through
the relevant operational and oversight implications, as well as any interagency
equities.

Under the Service Expansion Process Flow, when a new service is proposed, the
Enhanced Cybersecurity Services program confers with the commercial service
providers to discuss the feasibility and desirability of the proposed service, and to
flesh out the details about how it might be implemented. A Policy Principles
review then ensues at DHS to consider whether the proposal is consistent with the
rules of the road prescribed for the program; the Enhanced Cybersecurity Services
program office staff, operational personnel within CS&C, and the oversight
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offices participate. This review might also result in appropriate modifications to
ensure that the service will meet applicable operational and oversight office
requirements. If approved by CRCL and the other staff and oversight offices, the
proposal then undergoes legal review. If legally approved, the proposal then
precedes either to interagency review within the National Security Staff-led
Interagency Policy Committee for Cybersecurity or, if the proposal does not
implicate interagency equities, then it is presented for approval to the DHS
Secretary. Although new, this process was used effectively twice during Fiscal
Year 2014. One proposed new service was approved, while another proposed
service was withdrawn following the deliberative discussion.

b. Close Oversight and Advisory Involvement Serves as a Protective Measure.
The Enhanced Cybersecurity Services program worked in Fiscal Year 2014 to establish a
good working relationship with CRCL.?® A key governance feature of the Enhanced
Cybersecurity Services program is embedding NPPD Office of Privacy and OGC staff
within CS&C, in addition to adding regular consultation with CRCL. Both the Enhanced
Cybersecurity Services program office and CS&C operational staff participate in these
activities. These offices are engaged by CS&C staff and the Enhanced Cybersecurity
Services program on a myriad of issues that are not all directly relevant to this
Assessment. This close advisory relationship serves a dual purpose of helping the
program stay focused on its mission, while allowing the oversight offices to work
together with the programs to create operational and compliance policies that respond to
privacy, civil liberties and legal concerns when appropriate.

A close working relationship is important because the technical nature of the
cybersecurity problem set changes frequently, requiring fresh operational and policy
approaches. Even though many of the same advisory and oversight challenges arise
frequently, there are significant variations that merit detailed assessment by policy
advisors on each occasion.

As discussed above, CRCL participates directly in advising CS&C when DHS-developed
cyber threat information®® or signatures could contain or implicate personally identifiable
information, consistent with the policies and procedures governing the National
Cybersecurity Protection System. The United States Computer Emergency Readiness
Team (US-CERT) handles and develops cyber threat information that is used to support
Enhanced Cybersecurity Services and National Cybersecurity Protection System
activities. When cyber threat information or signatures that could be considered

% In last year’s Privacy and Civil Liberties Assessment of the Enhanced Cybersecurity Services program, CRCL
concluded about that “[o]ngoing vigilance is necessary due to the ever-present threat of mission-creep, and because
as programs evolve and grow, new and frequently unanticipated civil liberties concerns may arise.” Executive
Order 13636 Privacy and Civil Liberties Assessment Report, April 2014, at 33.

%0 \When DHS receives information from other government entities for use in ECS, DHS relies on those entities to
comply with the policy principles described above. This is accomplished via the terms of the memoranda of
agreement with those entities, and via sharing of the Government Furnished Information Data Verification and
Vetting Process policy, which provides detailed guidance on what information is suitable for sharing with
Commercial Service Providers through the Enhanced Cybersecurity Services program, as well as instructions for
minimization.
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personally identifiable information ** or are likely to implicate personally identifiable
information are developed, the US-CERT analyst handling the matter is required by US-
CERT policy to provide notice to US-CERT leadership and reach out to OGC, NPPD
Office of Privacy, and CRCL to trigger a closer review. As noted above, this is a
standard procedure within US-CERT, which is followed regardless of which activity is
being supported, and the Government Furnished Information Data Verification and
Vetting Process policy is just a version of that procedure which is specific to Enhanced
Cybersecurity Services.

Following notification, US-CERT and the programs involved in sharing or using the
information then work with the oversight offices to seek less intrusive means to
effectively characterize the threat and enable appropriate response by commercial service
providers, with the goal of finding a way to characterize the threat and permit mitigation
without using that information. That inquiry frequently requires deliberation across
several programs, as it may include discussion of other technical and operational options,
such as sharing different elements of threat information, or sharing different pieces of
information associated with the threat, which might help commercial service providers
detect and deter threats in a less intrusive way. This narrower sharing might be
accomplished by not including personally identifiable information and/or context
information about the threat, while still providing enough cyber threat information to be
actionable. ldentifying the personally identifiabl