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(U//[FOUO) Mubtakar: An Improvised Cyanide-Producing Device

(U//FOUO) Terrorists have shown considerable interest in an improvised chemical
device called the mubtakar, which is designed to release lethal quantities of hydrogen
cyanide, cyanogen chloride, and chlorine gases. One or more devices could be used in
attacks in enclosed spaces, such as restaurants, theaters, or train cars. The mubtakar is
small and could be transported in a bag or box, or assembled at the attack site. DHS
and FBI encourage recipients of this document to report information about suspicious
devices and the acquisition or possession of mubtakar precursor chemicals or
components (see figures for details) to the nearest state and local fusion center and to
the local FBI Joint Terrorism Task Force.

- ——
(UIFOUO) Mubtakar Use [HE
Indicators

(U//FOUO) Violent spewing
of white gas or dark liquid
from a container

(U//FOUO) A bitter almond
smell from cyanide gas (not
all can detect this odor)

(U//FOUO) An acrid

choking odor or burning of
victim’s eyes from
cyanogen chloride

U CLA5§IFIED/IFOR OFFICIAL USE:ONLY
(U/IFOUO) Demonstration of a mubtakar release. (U/I[FOUO) Mubtakar production indicators (mock-up).

(U) Symptoms of Cyanide Gas Exposure/Medical Information

(U//FOUO) High Dose Exposure: Inhalation usually causes immediate loss of consciousness, followed by convulsions and
respiratory and cardiac system failure within 5 to 15 minutes of exposure. Death occurs mainly from cardiac arrest.

(U//[FOUO) Low Dose Exposure: Inhalation causes symptoms that mimic poisoning from other toxic compounds, including
giddiness, hyperventilation, palpitations, dizziness, nausea, vomiting, headache, and eye irritation. Low to moderate
exposure can be treated if done quickly; fatality is proportional to dose.

(U//FOUO) Skin Exposure: Cyanide is unlikely to pose a dermal hazard, but skin should be washed with soap and water
immediately after any contact.

(U//FOUO) First responders should follow departmental guidelines and call in a hazardous material (HAZMAT) team if
cyanide gas release is suspected. Although a mubtakar may appear to be exhausted, if disturbed, unreacted materials could
reinitiate the production of cyanide gas. Until HAZMAT's arrival, responders should deny access to the area and identify and
isolate the material. The Emergency Response Guide (ERG) and National Institute for Occupational Safety and Health
(NIOSH) Pocket Guide to Chemical Hazards contain detailed information on appropriate Personal Protective Equipment
(PPE).

(U//FOUO) For more information, read the joint DHS/FBI assessment: (U//FOUO) Cyanide: Easily Obtainable Chemical of
Interest to Terrorists, 18 March 2010. This is an update to a previous Roll Call Release, (U) Mubtakar Improvised Chemical
Dispersal Devices: Assessment and Indicators, 22 December 2008.

IA-0052-11

(U) Prepared by the DHS/I&A Cyber, Infrastructure, and Science Division, the FBI/WMD Directorate/Intelligence Analysis Section, and the Interagency Threat Assessment and Coordination
Group. This product is intended to assist federal, state, local, and private sector first responders in developing deterrence, prevention, preemption, or response strategies.

(U) Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUOQ). It contains information that may be exempt from public release under the Freedom of Information
Act (5 U.S.C. 552). Itis to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO information and is not to be released to the
public, the media, or other personnel who do not have a valid need to know without prior approval of an authorized DHS official. State and local homeland security officials may share this
document with critical infrastructure and key resource personnel and private sector security officials without further approval from DHS.
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Office of Intelligence and Analysis
I&A Customer Survey

Product Title: (U//FOUO) Mubtakar: An Improvised Cyanide-Producing Device

1. Please select the partner type that best describes your organization. BSEEIell:!

2. How did you use this product in support of your mission?

[ Integrated into one of my own organization’s finished information or intelligence products
[] Shared contents with federal or DHS component partners
If so, which partners?
[J Shared contents with state and local partners
If so, which partners?
[ Shared contents with private sector partners
If so, which partners?
[J Other (please specify)

3. Please rank this product's relevance to your mission. (Please portion mark comments.)

O Critical

O Very important

O Somewhat important
O Not important

O N/A

4. How could this product or service be improved to increase its value to your mission? (Please portion mark comments.)

5. Was this product provided to you in response to a specific request to DHS I&A? ® Yes

6. Please rate your satisfaction with each of the following:

Very Somewhat Somewhat Very
Satisfied Satisfied Dissatisfied Dissatisfied N/A

Timeliness of product

or support b O O O O O
Responsiveness to your

intelligence needs O O O O O

If you answered yes to
question 5, please rate your

satisfaction with DHS |&A’s O O O O O

communication during the
processing of your request

To help us understand more about your organization so we can better tailor future products, please provide:
Your Name and Position

Your Organization

Your Contact Number or Email

D
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Submit
Feedback
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Paperwork Reduction Act Compliance Statement

Legal Significance of Office of Management and Budget Control Number: Your response to this feedback request is
completely voluntary. The Paperwork Reduction Act requires that the Department of Homeland Security notify
respondents that no person is required to respond to the collection of information unless it displays a currently valid
OMB control number.

Privacy Act Statement: DHS’s Use of Your Information

Principal Purposes: When you provide feedback on an Intelligence and Analysis (I&A) intelligence product, DHS collects
your name, position, contact information, and the organization you are representing. We use this information to contact
you if we have additional questions about the feedback and to identify trends, if any, in the feedback that you and your

organization provide.

Routine Uses and Sharing: In general, DHS will not use this information for any purpose other than the Principal
Purposes, and will not share this information within or outside the agency. Aggregate feedback data may be shared
within and outside DHS but without including the contact information. In certain circumstances, DHS may share this
information on a case-by-case basis as required by law or necessary for a specific purpose, as described in the DHS
Mailing and Other Lists System of Records Notice, DHS/ALL-002 (73 FR 71659).

DHS Authority to Collect This Information: DHS requests that you voluntarily submit this information under its
following authorities: 5 U.S.C. 301; the Federal Records Act, 44 U.S.C. 3101.

Effects of Not Providing Information: You may opt not to provide the requested information or to provide only some of
the information DHS requests. However, if you choose to provide any feedback information, you must provide a
classification level as requested on this form. If you opt not to provide some or all of the requested information, DHS
will not be able to contact you to fully address your feedback and any additional information needs.

Accessing and Correcting Information: If you need to access or correct the information collected on this form, you
should send an email to ia.feedback@dhs.gov. You may also direct your request in writing to the appropriate FOIA
Officer, whose contact information can be found at http://www.dhs.gov/foia under “contacts.” Additional instructions
are available at that website and in the DHS/ALL-002 System of Records Notice, referenced above.

Return to Form
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