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(U//IFOUO) Backpressure Contamination of Water
Distribution Systems: A Potential Terrorist Tactic

(U//FOUO) Backpressure, the reverse flow of contaminated water into a potable water
distribution system, has the potential to affect the public health of a community by using
residential, commercial, or industrial connections in water distribution systems as a
pathway for contamination. A water contamination incident using an effective
contaminant and delivery method would cause immediate public health effects, require
costly cleanup, and cause lasting economic and psychological impact. The amount of
toxicity depends on many factors, including the type of contaminant, dilution and
solubility of the contaminant, and the proximity of the consumer to the point of entry.

(U//IFOUQO) Over the last decade, violent extremists have expressed aspirational interest
in contaminating unspecified water supplies, and as recently as July 2011 specifically
raised backpressure as a means of contamination. Minimal technical expertise or
equipment is needed to introduce contaminants into the water system, and general
information on backpressure processes is available to the public.

(U) Potential Indicators of Contamination
(U/[FOUO) Physical Indicators:

— (U//[FOUO) Suspicious opening of or tampering with water distribution infrastructure (e.g.,
signs of forced entry or broken locks).

— (U/[FOUO) A vehicle other than a fire truck hooked up to a fire hydrant or other access point to
water pipes where the individual is not in possession of a permit.

— (U//[FOUO) Signs of obvious tampering with water pipes in commercial buildings, especially in
lower levels or stairwells.

— (U//[FOUQ) Water discoloration, unusual taste, objectionable odor, or decline in water quality.

(U//[FOUO) Medical Indicators:

— (U/[FOUO) Burning of the esophagus and respiratory symptoms associated with water
consumption.

(U//FOUO) We encourage reporting of suspicious activity to appropriate authorities and encourage our
homeland security, military, law enforcement, first responder, and private sector partners to remain
vigilant.
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(U) Prepared by the Office of Intelligence and Analysis (I&A), Cyber, Infrastructure and Science Division and the Interagency Threat Assessment and Coordination Group. This product is
intended to assist federal, state, local, tribal, and territorial authorities and private sector first responders in order to assist in the deterrence, prevention, preemption of, or response to, terrorist
attacks against the United States. The product is also produced to identify priorities for protective and support measures related to an existing or emerging threat to homeland security. This
product was coordinated with the I&A Homeland Counterterrorism Division, DHS Office of Infrastructure Protection, FBI, and the Environmental Protection Agency.

(U) Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It contains information that may be exempt from public release under the Freedom of Information
Act (5 U.S.C. 552). ltis to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO information and is not to be released to the
public, the media, or other personnel who do not have a valid need to know without prior approval of an authorized DHS official. State and local homeland security officials may share this
document with authorized critical infrastructure and key resource personnel and private sector security officials without further approval from DHS.
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Product Title: (U//FOUQO) Backpressure Contamination of Water Distribution Systems: A Potential Terrc

1. Please select the partner type that best describes your organization. KE[Slagel[=]

2. Overall, how satisfied are you with the usefulness of this product?

Very Somewhat Neither Satisfied Somewhat Very
Satisfied Satisfied Nor Dissatisfied Dissatisfied Dissatisfied

3. How did you use this product in support of your mission?

[] Integrated into one of my own organization’s finished information or intelligence products
[C] Shared contents with federal or DHS component partners
If so, which partners?
[] Shared contents with state and local partners
If so, which partners?
[] Shared contents with private sector partners
If so, which partners?
[C] other (please specify)

4. Please rank this product's relevance to your mission. (Please portion mark comments.)

O critical

O Very important

O Somewhat important
O Not important

O N/A

5. Please rate your satisfaction with each of the following:

Very Somewhat Somewhat Very

Satisfied Satisfied Dissatisfied Dissatisfied N/A
Timeliness of product
or support @) @) @) (@) O
Responsiveness to your
intelligence needs O O O O O

6. How could this product or service be improved to increase its value to your mission? (Please portion mark comments.)

To help us understand more about your organization so we can better tailor future products, please provide:
Name: Position:
Organization: State:
Contact Number: Email:

Submit
Feedback

e —

Privacy Act Statement
Paperwork Reduction Act Compliance Statement
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