






























































R&D Support to the DARPA Cyber Genome Program 

III.F.1 Past Performances 

III.F.1.1 GDAIS Past Performance 

GENERAL. DVNAMICS 
Advanced Information Systems 

GDAIS has been the prime contractor for the Defense Computer Forensics 
Laboratory (DCFL) for over eight years. We worked alongside Government and 

Military personnel to form, evolve, and mature DC3 into the premier digital 
forensics laboratory in the nation. 

Program Manager: 
Mike Buratowski 

Department of Defense Cyber Crime Center (DC3) is a $126M multi-year T &M contract in support of the Air 
Force Office of Special Investigations (AFOSI). Since 2001, the GD Team has been the prime contractor for 
the Department of Defense Computer Forensics Laboratory (DCFL). In this capacity, the GD Team has 
conducted extensive network intrusion examinations and generated detailed reports documenting the intrusions. 
The DCFL, and DoD Cyber Crime Institute (DCCI) all fall under this contract. 

Business Relationships & Customer Satisfaction: The GD management team provided the leadership that 
organized, planned, and managed the resources for the contract's major projects. Since careers and legal 
convictions are dependent upon our findings, we insist on the highest standards of quality and cross-check. The 
GD Team is tightly integrated with the DC3 workforce of Government and Military personnel and work as 
equals in all facets offorensic support. The GD Team provides onsite program management at the DC3 for all 
contractor and subcontractor work. The Program Manager manages a staff of 140 personnel consisting of 
General Dynamics engineers, technicians, support personnel, and subcontractors. In March 2007, General 
Dynamics was awarded a new, I-year (plus four option years) contract to provide Computer Forensic 
Examination support as well as Research, Development, Testing and Evaluation for computer forensic 
hardware and software. 

Cost, Schedule & Timeliness: The GD Team has exceeded Government expectations by completing over 2,500 
examinations, providing expert testimony in over 100 court proceedings (both CONUS and OCONUS), and 
serving as the DoD authority on electronic media forensics. DC3 Incident Response Support has experience 
with responses involving single system through large networks with enormous data storage capabilities. In its 
role, the GD Team has created a Virtual Analysis Environment where various system configurations including 
installed software packages and patch levels are already saved as Virtual Machines. The examiner can execute 
the known malicious logic within a system that is configured exactly how the compromised system would have 
been at the time of an intrusion. 

Key Personnel: The GD Team accounts for over 80 percent of the personnel that perform data recovery, 
imaging and extraction, and forensic examinations in support of criminal, fraud, counterintelligence, data 
recovery, terrorism, and safety investigations in DC3. The team currently consists of 19 Cyber Intelligence 
Analysts, 13 Forensic Technicians, 48 Forensic Examiners, 15 Software Developers, and 5 Forensic Managers 
that perform casework for DC3. 
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cyber threats seeing in DoD and Defense Industrial Base networks. In tum, it has provided GDAIS with the 
capabilities and knowledge to detect these cyber threats and their artifacts by using many of the forensics and 
reverse engineering capabilities within our analysis and R&D team. Since the number of intrusion cases has 
increase exponentially at DC3, we had the need to start performing automated behavior analysis and correlation 
between malware binaries. Within the DCFLlIntrusions Section, our engineers and computer scientist are 
developing a capability to automatically correlate these malicious binaries against malware found in previous 
intrusion cases. This is done with the use ofIDA Pro and various fuzzy hashing techniques to disassemble the 
malicious binaries into individual function and perform correlation against the malware obtained through the 
many different intrusion cases. By using open source, freeware, and government sponsored tools they have also 
developed a capability to submit malicious binaries to perform automated behavioral analysis. This is the type 
of capabilities that together with our vast knowledge of the latest intrusions, GDAIS could leverage and 
enhanced for the DARPA Cyber Genome program. From the DCFLlNCIJTF perspective, our intelligence 
analysts use the analysis report generated by our DCFLIIA examiners to perform additional correlation against 
various events and data. Once this is done, reports and signatures (intrusion indicators) are distributed to the 
community. The DCCI R&D team is constantly collaborating with different DoD, academia, and industry 
organization to learn about their effort and share tools for addition into our DC3 operations. l\1any of these 
tools are tested and validated by our DCCI T &E team to verify that the results are accurate and reliable. 

For technical area one of the DARPA Cyber Genome program, GDAIS, together with their partners, will 
employ revolutionary techniques to exploits our collective knowledge and expertise to automatically ingest 
these malicious binaries and provide correlation, lineage, and provenance in order to gain a better 
understanding of software evolution, detect zero-day malware, and when possible determine attribution. 

III.F.1.2 AV/-Secure Decisions Past Performance 
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VIAssist is a visualization framework used by computer security specialists to ensure the security of computer 
networks. It was developed to visualize NetFlow data, and is currently used by the intelligence community and 
being modified for adoption by DRS for the US-CERT. In addition to NetFlow data, VIAssist can visualize 
intrusion detection and other data sources. VIAssist converts network data into a collection of graphical 
representations to make it easier to see patterns and trends. This technique takes advantage of the innate ability 
of humans to perceive patterns in pictures that they might otherwise miss when looking at raw data. 

What makes VIAssist's suite of 
integrated tools unique is how 
the component visualiza-tions 
work together synergistically. 
VIAssist's value is in presenting 
several visualizations at once, 
and synchronizing them to a 
single common data source. 

VIAssist's Smart Aggregation 
and filtering capabilities address 
scalability issues, and its rich 

report-generating capability allows analysts to create comprehensive written reports and PowerPoint 
presentations to effectively communicate findings with colleagues and supervisors. VIAssist's strengths lie in 
its ability to: 

Provide global & detailed situational awareness. Dual monitor displays provide a global, summarized view 
of the rise, as well as a focused view of specific incidents. 

Provide multiple views of the same data. Multiple coordinated views of the data are provided to make it 
easier to identify anomalies, relationships and interdependencies between data points. 

Correlate multiple data sources. Using an intermediary data store, VIAssist can integrate with and visualize 
multiple disparate data sources, such as firewall logs, IDS data and NetFlow data. 

Aggregate data. Through the use of Smart Aggregation technology, VIAssist has the ability to effectively 
display voluminous data by visually aggregating data into meaningful visualizations with drill-down capability 
and in so doing, reduce load on system and response time. 

Filter data. Through the use of an advanced Expression Builder VIAssist can filter data based upon various 
pre-defined or complex user-defined criteria, allowing analysts to focus on specific data, to the exclusion of the 
mass of "noise" that can often obscure security risks. 

VIAssist was named one of the top ten technologies ofCWID 2006. It is a mature product at TRL 8. 

~=--= ------= 
--~---------
---~ -= - -

~ 

-----

Provide workflow continuity & collaboration. With 
VIADiary analysts can record observations. Shared 
annotations allow users to collaborate with colleagues about 
their findings. 

Provide effective reporting. Through the use of the Report 
Desiguer and pre-defined report templates, VIAssist 
streamlines report building and reduces the likelihood of data 
transfer errors. 

Provide spatial context. By 2009, VIAssist will include geo­
graphical visualizations, global and local network topologi-
cal visualization as well as the of 
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Specific technologies developed for VIAssist that support smart data aggregation may be leveraged to assist in 
providing compelling and scalable visualizations to support malware analysis. 

III.F.1.3 HBGary Federal Past Performance 

Program l\1anager: 

III.F.1.4 SRI International Past Performance 

Phillip Porras is the Principal Investigator of the Army Research Office sponsored Cyber-T A Project. Cyber­
TA is an ongoing 5-year research project to develop the next-generation of real-time national-scale Internet­
threat analysis technologies. Our team has developed many new sophisticated antimalware and malware 
tracking technologies, produced over 50 publications in scientific peer reviewed venues, and has deployed its 
technologies widely across DoD and the U.S. Govemment. The Cyber-TA research project has brought 
together many of the world's most established researchers across the fields of data privacy, cryptography, 
malware and intrusion detection research, as well as operational experts in Internet-scale sensor management, 
to develop leading edge solutions to the evolving threat of increasingly virulent and wide-spread self­
propagating malicious software. Examples of Cyber-TA research technologies include: 

• Eureka - A binary unpacking and decompilation system designed to overcome a broad spectrum of 
malware binary logic protection services: http://eureka.cyber-ta.org 

• BLADE - A system to immunize Windows platforms from malicious drive-by malware exploits: 
http://www . blade-defender. org 
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• Highly Predictive Blacklists - A link-analysis-based IP blacklist production system for producing high­
quality network blacklists: http://www.cyber-ta.orgireleasesIHPB/ 

• BotHunter - A network-based host infection diagnosis system: http://www.bothunter.neti 

• l\1alware Threat Center - A portal for tracking Internet malware threats across the Internet: 
http://mtc.sri.com 

• l\1alware Cluster Lab - An example of SRI's experience in appling malware forensic clustering to 
detect malware binary lineage is available at http://cgi.mtc.sri.com/Cluster-Lab/, and an example of our 
ability to conduct a quantifiable comparison of pair-wise binary logic within two malware binary 
samples that employ multi-layered packing is available at 
http://mtc.sri.com/Conficker/addendumC/HMA Compare ConfB2 ConfCI. 

A Cyber-TA project overview description is available at: http://www.cyber-ta.orgipubsIIEEE-SnP-Magazine­
CTA Nov2006.pdf 

Relevance to DeC Technical Area 1 

Cyber-TA has provided an ongoing resource for SRI's Computer Science Laboratory to conduct both breadth 
and depth research in understanding and combating the modem Internet crimeware epidemic. Of particular 
relevance to DCG is the extensive Cyber-T A research that our team has produced in the area of binary 
unpacking, disassembly, decompilation, and deobfuscation. We have demonstrated our advanced deobfuscation 
techniques in work such as (http://mtc.sri.com/Conficker/P2P/index.html), which is to our knowledge the only 
published description of the multi-layered obfuscated code base of the Conficker P2P subsystem. An example 
of our ability to handle mobile malware binary reverse engineering on non-x86 binaries is available at 
http://mtc.sri.com/iPhone/. 

III.F.1.5 Pikewerks Past Performance 

Program l\1anager: 
Dr. David 

Erika . 

Anti-Forensics is the art and practice of obscuring data storage, transmission, and execution in such a way that 
it remains hidden from even a professional, dedicated examiner. Traditionally, hackers have used anti-forensic 
methods as a means of hiding their tools, techniques, and identities from forensic investigators. However, anti­
forensic methodologies can also be adopted for defensive purposes. In particular, Anti-Forensic techniques 
have the ability to greatly increase the level of effort required to reverse-engineer malicious code. This is 
especially useful when the attacker has full access to the memory, disk, and possibly even the processor of a 
computer system running the protection software. 

For this effort, Pikewerks has identified a number of anti-forensic research areas that would significantly 
enhance the confidentiality and integrity of executable code, data, and cryptographic materials through all 
stages of operation: at rest, in transit, and during execution. These areas include novel out-of-band storage and 
transmission techniques within Commercial Off The Shelf (COTS) computers, which go beyond the highest 
level of access available to an attacker and thus . increase the level of effort . 
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identify, understand, or reverse-engineer the underlying code. The end goal of this development effort is a 
diverse suite of innovative anti-forensic capabilities that can be easily integrated into, and deployed with, 
technologies where stealth is critical. 

Relevance to DCC Technical Area 1 

This effort has resulted in the identification of anti-forensic capabilities that could be employed by 
sophisticated malware analysis authors, like the kind the Cyber GNOl\1E Project is expected to engage. This 
effort is particularly useful to the DCG effort as it demonstrates the advanced research and development 
ongoing within Pikewerks Corporation. For the DCG effort revolutionary methods and techniques must be 
employed to analyze sophisticated malware that will in the future likely employ many of the techniques being 
studied by Pikewerks. Utilizing this research will assist in developing methods for identifying, analyzing, and 
relating sophisticated anti-forensic techniques within malware. The approaches developed include anti-forensic 
file system storage techniques, indirect function hooking, memory protection techniques using processor debug 
registers, and BIOS-based anti-forensic strategies. As part of the development of these techniques, Pikewerks 
has written several kernel modules and custom analysis capabilities for Windows and Linux that both 
characterize and detect sophisticated anti-forensic techniques. 

III.F.1.6 UC Berkeley Past Performance 

UC Berkeley is a top institution and Computer Science Dept. at UC Berkeley ranks #1 in the US 
according to USA News. UC Berkeley routinely receives grants and contracts from various 
government agencies and has consistently delivered excellent results and performance. Research 
resulted from government grants and contracts has led to revolutionary technical innovation in 
many different areas. In particular, the earlier work on BitBlaze was funded by NSF and DoD 
and has led to great success and improvement in novel binary analysis techniques and tools for 
computer security. 

III.G Place of Performance, Facilities, and Locations 
The GDAIS team will perform work at their individual locations. We propose no classified work. 
Each team member has a primary location and may have secondary locations in which they will 
perform their research and development. A summary listing is provided in Figure 9 and Figure 
10. 

Figure 9. Summary of Team Member Locations 

Team Member Location 
GOAlS Centennial, Colorado 
HBGary Federal Sacramento California 
UC Berkeley Berkeley, California 
SRI International Menlo Park, California 
AVI-Secure Decisions Northport, New York 
Pikewerks Alexandria, Virginia 
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Figure 10. DARPA Cyber Genome Program Team Locations 

III.H Detailed Teaming Structure 
Detail support enhancing that of Section II, including fonnal teaming agreements that are 
required to execute this program. 
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Program Manager 1 

DARPA 
Dr. Michael VanPutte 

DARPA 

IP. _ 1- - GOAlS 

I Program Manager r Principal Investigator 
CYBER GENOME GOAlS GOAlS 

John Spi ller Jason Upchurch TEAM 

I 
Program Office I 

Automated Malware Correlat ion Universal Memory-Resident 
Automated Correlation Database Executable Reconstruction 

Use Case Development Malware Trait Correlation 
GOAlS HBGary 

Universal Binary Unpacker 
Universa l Memory-Resident 

Decompilation Executable Reconstruction 

Decompiliation Correlation Automatic Dynamic Analysis & 

SRI Correlation 
Symbolic Execution & Correlation 

UC Berkeley 

Non-Windows Platforms 
Universa l Memory-Resident 

Visualization 
Executable Reconstruction 

AVI-Secure Decisions 
Malware Trait Correlation 

Pikewerks 

Figure 11. DARPA CyberGenome Team 

III.I Cost Schedules and Milestones 
Cost schedules and measurable milestones for the proposed research, including estimates of cost 
for each task in each year of the effort delineated by the primes and major subcontractors, total 
cost, and any company cost share. 
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PERIODIA PHASE I PERIODlB 
~ ,""" Team Kickoff Meeting 

..... DAR!' A Kickoff Meeting ..... 
0' 0' 

Technicallnterchange and Quarterly Team Meeting 
Menlo Park, California 

Technical Interchange and Quarterly Team Meeting 
San Antonio, Texas 

- Technical Interchange and Quarterly Team Meeting 

-------Northport, New York 
Technical Interchange and Quarterly Team Meeting 

Annap olis Jun ction, l\.iaryl and 
... 

.... • DARPA Annual Review Meeting 

" DAR!'AIV&V 

Figure 12. Phase I Schedule 

PERIOD2A PHASEll PERIOD2B 
,,---.., ,""" 

..... ..... 
0' 0' 

Technicallnterchange and Quarterly Team Meeting 
Menlo Park, California 

Technical Interchange and Quarterly Team Meeting 
San Antonio, Texas 

Technical Interchange and Quarterly Team Meeting 

-------Northport, New York 
Technical Interchange and Quarterly Team Meeting 

Annap olis Jun ction, l\.iaryl and 
~ DARPA Annual Review Meeting ... .. ... 

DAR!'AIV&V 

Figure 13. Phase /I Schedule 
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All proposals must include a description of the data they will use during their research, potential 
privacy issues, and how they propose mitigating any privacy issues. 
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