































































































GENERAL DYNAMICS
R&D Support to the DARPA Cyber Genome Program Advanced Information Systems

cyber threats seeing in DoD and Defense Industrial Base networks. In turn, it has provided GDAIS with the
capabilities and knowledge to detect these cyber threats and their artifacts by using many of the forensics and
reverse engineering capabilities within our analysis and R&D team. Since the number of intrusion cases has
increase exponentially at DC3, we had the need to start performing automated behavior analysis and correlation
between malware binaries. Within the DCFL/Intrusions Section, our engineers and computer scientist are
developing a capability to automatically correlate these malicious binaries against malware found in previous
intrusion cases. This is done with the use of IDA Pro and various fuzzy hashing techniques to disassemble the
malicious binaries into individual function and perform correlation against the malware obtained through the
many different intrusion cases. By using open source, freeware, and government sponsored tools they have also
developed a capability to submit malicious binaries to perform automated behavioral analysis. This is the type
of capabilities that together with our vast knowledge of the latest intrusions, GDAIS could leverage and
enhanced for the DARPA Cyber Genome program. From the DCFL/NCIJTF perspective, our intelligence
analysts use the analysis report generated by our DCFILALA examiners to perform additional correlation against
various events and data. Once this is done, reports and signatures (intrusion indicators) are distributed to the
community. The DCCI R&D team is constantly collaborating with different DoD), academia, and industry
organization to learn about their effort and share tools for addition into our DC3 operations. Many of these
tools are tested and validated by our DCCI T&E team to verify that the results are accurate and reliable.

For technical area one of the DARPA Cyber Genome program, GDAIS, together with their partners, will
employ revolutionary techniques to exploits our collective knowledge and expertise to automatically ingest
these malicious binaries and provide correlation, lineage, and provenance in order to gain a better
understanding of software evolution, detect zero-day malware, and when possible determine attribution.

H.F.1.2 AVI-Secure Decisions Past Performance

Offeror Name: AVI-Secure Decisions Customer Organization: AFRL / TARPA / NSA

Program Manager: Address: 525 Brooks Road, Rome, NY 13441

Walter Tirenin Phone Number: 315-330-1871

Contracting Officer: Address: 26 Electronics Parkway, Rome, NY 13441
Rebecca Willsey Phone Number: 315-330-4710

Contract Type: BAA Contract Value: $2.3M PoP: Sep 2005 — Dec 2008

Description of Worked Performed
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VIAssist 1s a visualization framework used by computer security specialists to ensure the security of computer
networks. It was developed to visualize NetFlow data, and is currently used by the intelligence community and
being modified for adoption by DHS for the US-CERT. In addition to NetFlow data, VIAssist can visualize
intrusion detection and other data sources. VIAssist converts network data into a collection of graphical
representations to make it easier to see patterns and trends. This technique takes advantage of the innate ability
of humans to perceive patterns in pictures that they might otherwise miss when looking at raw data.

What makes VIAssist’s suite of
integrated tools unique is how
the component visualiza-tions
work together synergistically.
VIAssist’s value is in presenting
several visualizations at once,
and synchronizing them to a
single common data source.

VIAssist’s Smart Aggregation
and filtering capabilities address
scalability issues, and its rich
report-generating capability allows analysts to create comprehensive written reports and PowerPoint
presentations to effectively communicate findings with colleagues and supervisors. VIAssist’s strengths lic in
its ability to:

Provide global & detailed situational awareness. Dual monitor displays provide a global, summarized view
of the rise, as well as a focused view of specific incidents.

Provide multiple views of the same data. Multiple coordinated views of the data are provided to make it
casier to identify anomalies, relationships and interdependencies between data points.

Correlate multiple data sources. Using an intermediary data store, VIAssist can integrate with and visualize
multiple disparate data sources, such as firewall logs, IDS data and NetFlow data.

Aggregate data. Through the use of Smart Aggregation technology, VIAssist has the ability to effectively
display voluminous data by visually aggregating data into meaningful visualizations with drill-down capability
and in so doing, reduce load on system and response time.

Filter data. Through the use of an advanced Expression Builder VIAssist can filter data based upon various
pre-defined or complex user-defined criteria, allowing analysts to focus on specific data, to the exclusion of the
mass of “noise” that can often obscure security risks.

VIAssist was named one of the top ten technologies of CWID 2006. It is a mature product at TRL 8.

Provide workflow continuity & collaboration. With
VIADiary analysts can record observations. Shared
annotations allow users to collaborate with colleagues about
their findings.

Provide effective reporting. Through the use of the Report
Designer and pre-defined report templates, VIAssist
streamlines report building and reduces the likelihood of data
transfer errors.

Provide spatial context. By 2009, VIAssist will include geo-
graphical visualizations, global and local network topologi-
cal visualization components, as well as the augmentation of
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expression-building capability to help analysts improve their understanding of network security activity.

Relevance to DCG Technical Area 1

Specific technologies developed for VIAssist that support smart data aggregation may be leveraged to assist in
providing compelling and scalable visualizations to support malware analysis.

il.F.1.3 HBGary Federal Past Performance

Offeror Name: HBGary Federal

Customer Organization: DHS Science and Technology Directorate

Program Manager:
Douglas Maughan

Address: 1120 Vermont Ave NW 8th Floor, Washington, DC 20528

Phone Number: 202-254-6145

Contracting Officer:
Doreen Vera-Cross

Address: P.O. Box 12924, Fort Huachuca, AZ 85670

Phone Number: 520-533-8993

Contract Type: SBIR Phase II Contract Value: $975,000 Dec 2007 — Nov 2010

Description of Worked Performed

Relevance to DCG Technical Area 1

H.F.1.4 SRI International Past Performance

Offeror Name: SRI International Customer Organization: Army Research Office

Program Manager: Address: 4300 S. Miami Blvd, Durham, NC 27703

Cliff Wang Phone Number: 919-549-4207

Contracting Officer: Address: P.O. Box 12211, Research Triangle, NC 27709
Kathy Terry Phone Number: 919-549-4337

Contract Type: Grant Contract Value: $13.4M PoP: Jun 2006 — Jul 2010

Description of Worked Performed

Phillip Porras is the Principal Investigator of the Army Research Office sponsored Cyber-TA Project. Cyber-
TA is an ongoing 5-year research project to develop the next-generation of real-time national-scale Internet-
threat analysis technologies. Our team has developed many new sophisticated antimalware and malware
tracking technologies, produced over 50 publications in scientific peer reviewed venues, and has deployed its
technologies widely across DoD) and the U.S. Government. The Cyber-TA research project has brought
together many of the world’s most established researchers across the fields of data privacy, cryptography,
malware and intrusion detection research, as well as operational experts in Internet-scale sensor management,
to develop leading edge solutions to the evolving threat of increasingly virulent and wide-spread self-
propagating malicious software. Examples of Cyber-TA research technologies include:

¢ Eurcka — A binary unpacking and decompilation system designed to overcome a broad spectrum of
malware binary logic protection services: http://eureka.cvber-ta.org

e BLADE — A system to immunize Windows platforms from malicious drive-by malware exploits:
http://www.blade-defender.org
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e Highly Predictive Blacklists — A link-analysis-based IP blacklist production system for producing high-
quality network blacklists: http://www.cyber-ta.org/releases/ HPB/

¢ BotHunter — A network-based host infection diagnosis system: hitp://www.bothunter.net/

e Malware Threat Center — A portal for tracking Internet malware threats across the Internet:
http://mtc.sri.com

¢ Malware Cluster Lab — An example of SRI’s experience in appling malware forensic clustering to
detect malware binary lineage is available at hitp://cgi.mte.sri.com/Cluster-Lab/, and an example of our
ability to conduct a quantifiable comparison of pair-wise binary logic within two malware binary
samples that employ multi-layered packing is available at
http://mte.sri.com/Conficker/addendumC/HMA Compare ConfB2 ConfC/.

A Cyber-TA project overview description is available at: http://www.cyber-ta.org/pubs/IEEE-SnP-Magazine-
CTA Nov2006.pdf

Relevance to DCG Technical Area 1

Cyber-TA has provided an ongoing resource for SRI’s Computer Science Laboratory to conduct both breadth
and depth research in understanding and combating the modern Internet crimeware epidemic. Of particular
relevance to DCG is the extensive Cyber-TA research that our team has produced in the area of binary
unpacking, disassembly, decompilation, and deobfuscation. We have demonstrated our advanced deobfuscation
techniques in work such as (hitp://mte.sri.com/Conficker/P2P/index.html), which is to our knowledge the only
published description of the multi-layered obfuscated code base of the Conficker P2P subsystem. An example
of our ability to handle mobile malware binary reverse engineering on non-x86 binaries is available at
http://mtc.sri.com/iPhone/.

IH.F.1.5 Pikewerks Past Performance

Offeror Name: Pikewerks Customer Organization: Air Force Research Laboratory

Program Manager: Address: 2310 Eighth Street, Bldg 167, Wright-Patterson AFB, OH 45433
Dr. David Kapp Phone Number: 937-320-9068 x130

Contracting Officer: Address: 2310 FEighth Street, Bldg 167, Wright-Patterson AFB, OH 45433
Erika Lindsey Phone Number: 937-255-3379

Contract Type: CPFF Contract Value: $750,000 PoP: Aug 2008 — Aug 2010

Description of Worked Performed

Anti-Forensics is the art and practice of obscuring data storage, transmission, and execution in such a way that
it remains hidden from even a professional, dedicated examiner. Traditionally, hackers have used anti-forensic
methods as a means of hiding their tools, techniques, and identities from forensic investigators. However, anti-
forensic methodologies can also be adopted for defensive purposes. In particular, Anti-Forensic techniques
have the ability to greatly increase the level of effort required to reverse-engineer malicious code. This is
especially useful when the attacker has full access to the memory, disk, and possibly even the processor of a
computer system running the protection software.

For this effort, Pikewerks has identified a number of anti-forensic research areas that would significantly
enhance the confidentiality and integrity of executable code, data, and cryptographic materials through all
stages of operation: at rest, in transit, and during execution. These areas include novel out-of-band storage and
transmission techniques within Commercial Off The Shelf (COTS) computers, which go beyond the highest
level of access available to an attacker and thus dramatically increase the level of effort required to fully
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identify, understand, or reverse-engineer the underlying code. The end goal of this development effort is a
diverse suite of innovative anti-forensic capabilities that can be easily integrated mto, and deployed with,
technologies where stealth is critical.

Relevance to DCG Technical Area 1

This effort has resulted in the identification of anti-forensic capabilities that could be employed by
sophisticated malware analysis authors, like the kind the Cyber GNOME Project is expected to engage. This
effort is particularly useful to the DCG effort as it demonstrates the advanced research and development
ongoing within Pikewerks Corporation. For the DCG effort revolutionary methods and techniques must be
employed to analyze sophisticated malware that will in the future likely employ many of the techniques being
studied by Pikewerks. Utilizing this research will assist in developing methods for identifying, analyzing, and
relating sophisticated anti-forensic techniques within malware. The approaches developed include anti-forensic
file system storage techniques, indirect function hooking, memory protection techniques using processor debug
registers, and BIOS-based anti-forensic strategies. As part of the development of these techniques, Pikewerks
has written several kernel modules and custom analysis capabilities for Windows and Linux that both
characterize and detect sophisticated anti-forensic techniques.

I.F.1.6 UC Berkeley Past Performance

UC Berkeley is a top institution and Computer Science Dept. at UC Berkeley ranks #1 in the US
according to USA News. UC Berkeley routinely receives grants and contracts from various
government agencies and has consistently delivered excellent results and performance. Research
resulted from government grants and contracts has led to revolutionary technical innovation in
many different areas. In particular, the earlier work on BitBlaze was funded by NSF and DoD
and has led to great success and improvement in novel binary analysis techniques and tools for
computer security.

.G Place of Performance, Facilities, and Locations

The GDALIS team will perform work at their individual locations. We propose no classified work.
Each team member has a primary location and may have secondary locations in which they will
perform their research and development. A summary listing is provided in Figure 9 and Figure
10.

Figure 9. Summary of Team Member Locations

Team Member Location

GDAIS Centennial, Colorado

HBGary Federal Sacramento, California

UC Berkeley Berkeley, California

SRI International Menlo Park, California

AVI-Secure Decisions | Northport, New York

Pikewerks Alexandria, Virginia
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T ZA

AY- Secure Decisions

HEGary Federal
Sacramento, CA

UC Berkeley GDAIS
Berkeley, CA Centennial, CO

SRI International
enlo Park,CA

Figure 10. DARPA Cyber Genome Program Team Locations

II.LH Detailed Teaming Structure

Detail support enhancing that of Section I, including formal teaming agreements that are
required to execute this program.
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Program Manager g
- DARPA g
Dr. Michael VanPutt S
. r. Michael VanPutte DARPA
Program Manager | Principal Investigator Slit
GDAIS GDAIS CYBER GENOME
John Spiller Jason Upchurch TEAM

Program Office

Automated Malware Correlation
Automated Correlation Database

Universal Memory-Resident
Executable Reconstruction

Use Case Development
GDAIS

Decompilation

Malware Trait Correlation
‘ HBGary

Universal Binary Unpacker
Universal Memory-Resident
Executable Reconstruction

Decompiliation Correlation
SRI

Non-Windows Platforms
Universal Memory-Resident

Automatic Dynamic Analysis &
Correlation
Symboalic Execution & Correlation
UC Berkeley

Visualization

Executable Reconstruction
Malware Trait Correlation
Pikewerks

AVI-Secure Decisions

Figure 11. DARPA Cyber Genome Team

III.I Cost Schedules and Milestones

Cost schedules and measurable milestones for the proposed research, including estimates of cost
for each task in each vear of the effort delineated by the primes and major subcontractors, total

cost, and any company cost share.
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PERIOD 1A PHASE 1 PERIOD 1B
' T eam Kickoff Meeting E 3
DARPA Kickoff Meeting

01

Technical Interchange and Quarterly Team Meeting
Menlo Park, California

Technical Interchange and Quarterly Team Meeting
San Antonio, T exas

Technical Interchange and Quarterly Team Meeting
Nurthp ort, New Y ork

Technical Interchange a.nd Quarterly Team Meetmg

Annap olis Junction, Maryland

DARPA Annual Review Meeting

DARPAIVE&Y
Figure 12. Phase | Schedule

PERIOD 2A PHASE II PERIOD 2B

Q1

Technical Interchange and Quarterly Team Meeting
Menlo Park, California

Technical Interchange and Quarterly Team Meeting
San Antonio, T exas

Technical Interchange and Quarterly Team Meeting

Nurthp ort, New Y ork
Technical Interchange and Quarterly Team Meeting

Annap olis Junction, Maryland
DARPA Annual Review Meeting

DARPA IV&V

Q4

Figure 13. Phase Il Schedule
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IMI.J Data, Intellectual Property, and Privacy

All proposals must include a description of the data they will use during their research, potential
privacy issues, and how they propose mitigating any privacy issues.

General Dynamics Advanced Information Systems Proprietary. Volume |, Technical and Management Proposal
Use or disclosure of data contained on this sheet is subject to the Page - 41
restriction on the title page of this proposal.



GENERAL DYNAMICS

R&D Support to the DARPA Cyber Genome Program Advanced Information Systems

IV. Bibliography of Technical Papers and Research Notes

AVI-Secure Decisions

L.

D’Amico, A., Goodall, J., Tesone, D. and Kopylec, J. (2007) “Visual discovery in
computer network defense,” IEEE Proceedings on Computer Graphics and Applications,
Special Issue on Discovering the Unexpected, p. 20 — 27.

D’Amico, A., Whitley, K., Tesone, D., O’Brien, B., and Roth, E. (2005) “Achieving
cyber defense situational awareness: A cognitive task analysis of information assurance
analysts,” Proceedings of the Human Factors and Ergonomics Society 49th Annual
Meeting, p. 229-233.

D’Amico, A. & Larkin, M. (2001) “Methods of visualizing temporal patterns in and
mission impact of computer security breaches,” Proceedings of DARPA Information
Survivability Conference and Exposition ( DISCEX II), IEEE Computer Society, p. 343-
351.

HBGary Federal

4.

10.

11.
12.
1%

14.

Ahmed, F., H. Hameed, ¢t al. (2009). Using spatio-temporal information in API calls
with machine learning algorithms for malware detection. Proceedings of the 2nd ACM
workshop on Security and artificial intelligence. Chicago, Illinois, USA, ACM: 55-62.

Anh, M. N. (2009). MAVMM: Lightweight and Purpose Built VMM for Malware
Analysis.

Bertrand, A. (2009). Runtime Protection via Dataflow Flattening,

Carbone, M., W. Cui, et al. (2009). Mapping kernel objects to enable systematic integrity
checking. Proceedings of the 16th ACM conference on Computer and communications
security. Chicago, Illinois, USA, ACM: 555-565.

Chen, H., L. Yuan, et al. (2009). Control flow obfuscation with information flow
tracking. Proceedings of the 42nd Annual IEEE/ACM International Symposium on
Microarchitecture. New York, New York, ACM: 391-400.

Chouchane, M. R., A. Walenstein, et al. (2007). Statistical signatures for fast filtering of
instruction-substituting metamorphic malware. Proceedings of the 2007 ACM workshop
on Recurring malcode. Alexandria, Virginia, USA, ACM: 31-37.

Crandall, J. R., R. Ensafi, et al. (2008). The ecology of Malware. Proceedings of the 2008
workshop on New security paradigms. Lake Tahoe, California, USA, ACM: 99-106.

Desmond, 1. (2010). RBACS: Rootkit Behavioral Analysis and Classification System.
George, S. O. (2009). Using Nature to Best Clarify Computer Security and Threats.

Hengli, 7. (2010). Malicious Executables Classification Based on Behavioral Factor
Analysis.

Hu, X., T.-c. Chiueh, et al. (2009). Large-scale malware indexing using function-call

graphs. Proceedings of the 16th ACM conference on Computer and communications
security. Chicago, Illinois, USA, ACM: 611-620.

General Dynamics Advanced Information Systems Proprietary. Volume |, Technical and Management Proposal
Use or disclosure of data contained on this sheet is subject to the Page - 42
restriction on the title page of this proposal.



GENERAL DYNAMICS

R&D Support to the DARPA Cyber Genome Program Advanced Information Systems

I3

16.

17.

18.

19.
20.

21.

22.

23

24.

25.
26.

27.

28.

29.
30.
31

32.
33.

Jiang, X., X. Wang, et al. (2007). Stealthy malware detection through vmm-based "out-
of-the-box" semantic view reconstruction. Proceedings of the 14th ACM conference on
Computer and communications security. Alexandria, Virginia, USA, ACM: 128-138.

Kang, M. G., H. Yin, et al. (2009). Emulating emulation-resistant malware. Proceedings
of the 1st ACM workshop on Virtual machine security. Chicago, Illinois, USA, ACM:
11-22.

Lakhotia, A., D. R. Boceardo, et al. (2010). Context-sensitive analysis of obfuscated x86
executables. Proceedings of the 2010 ACM SIGPLAN workshop on Partial evaluation
and program manipulation. Madrid, Spain, ACM: 131-140.

Maughan, D. (2010). "The need for a national cybersecurity research and development
agenda." Commun. ACM 53(2): 29-31.

Min, F. (2009). Detecting virus mutations via dynamic matching.

Minoru, F. (2000). A New Rule Generation Method from Neural Networks Formed
Using a Genetic Algorithm with Virus Infection.

Mohammad, T. (2010). A Survey of Hardware Trojan Taxonomy and Detection. K.
Farinaz. 27: 10-25.

Norman, S. (2010). Metrics for Mitigating Cybersecurity Threats to Networks. 14: 64-71.

Preda, M. D., M. Christodorescu, et al. (2007). A semantics-based approach to malware
detection. Proceedings of the 34th annual ACM SIGPLAN-SIGACT symposium on
Principles of programming languages. Nice, France, ACM: 377-388.

Preda, M. D., M. Christodorescu, et al. (2008). "A semantics-based approach to malware
detection.” ACM Trans. Program. Lang. Syst. 30(5): 1-54.

Sean, F. (2009). Analyzing and Detecting Malicious Flash Advertisements.

Shakeel, B. (2009). Protecting Commodity Operating System Kernels from Vulnerable
Device Drivers.

Tabish, S. M., M. Z. Shafiq, et al. (2009). Malware detection using statistical analysis of
byte-level file content. Proceedings of the ACM SIGKDD Workshop on CyberSecurity
and Intelligence Informatics. Paris, France, ACM: 23-31.

Tengfei, Y. (2009). Anti-debugging Framework Based on Hardware Virtualization
Technology.

Wei, P. (2009). A Novel Anomaly Detection Approach for Executable Program Security.
Wei, W. (2009). A Hierarchical Artificial Immune Model for Virus Detection.

Wenjian, Y. (2009). A Control Flow Graph Reconstruction Method from Binaries Based
on XML.

Xinran, W. (2009). Detecting Software Theft via System Call Based Birthmarks.

Xue, I., C. Hu, et al. (2009). Metamorphic malware detection technology based on
aggregating emerging patterns. Proceedings of the 2nd International Conference on
Interaction Sciences: Information Technology, Culture and Human. Seoul, Korea, ACM:

General Dynamics Advanced Information Systems Proprietary. Volume |, Technical and Management Proposal
Use or disclosure of data contained on this sheet is subject to the Page - 43
restriction on the title page of this proposal.



GENERAL DYNAMICS

R&D Support to the DARPA Cyber Genome Program Advanced Information Systems
1293-1296.
34. Yuan-yuan, L. (2009). AOP-Based Attack on Obfuscated Java Code.

35.

Zhou, Y. and W. M. Inge (2008). Malware detection using adaptive data compression.
Proceedings of the 1st ACM workshop on Workshop on AlSec. Alexandria, Virginia,
USA, ACM: 53-60.

SRI International

36.

37.

38.

39.

40.

41.

42.

43.

44,

P. Porras, H. Saidi, V. Yegneswaran (2007). “A multi-perspective analysis of the Storm
(Peacomm) Worm.” SRI Technical Report, November 2007. http://www.cyber-
ta.org/pubs/StormWorm

G. Gu, P.A. Porras, V. Yegneswaran, M. Fong, W. Lee. (2007), “BotHunter: Detecting
Malware Infection Through IDS-Driven Dialog Correlation.” In Proceedings of the 16th
USENIX Security Symposium (Security'07), Boston, MA, August 2007.

M. Sharif, V. Yegneswaran, H. Saidi, P.A Porras, W. Lee (2008). “Eurcka: A Framework
for Enabling Static Malware Analysis.” In Proceedings of the 13th European Symposium
on Research in Computer Security, Malaga, Spain, October 2008.

Phillip Porras, Hassen Saidi, Vinod Yegneswaran (2009). “A Foray into Conficker's
Logic and Rendevous Points” In Proceedings of 2nd USENIX Workshop on Large-Scale
Exploits and Emergent Threats (LEET).

Phillip Porras, Hassen Saidi, Vinod Yegneswaran (2009). “Conficker C Analysis.” SRI
Technical Report, April 2009 http://mtc.sri.com/Conficker/addendumC/index.html

Zhaosheng Zhu, Vinod Yegneswaran, Y an Chen (2009). “Using Failure Information
Analysis to Detect Enterprise Zombies.” In the Proc. of the 5th International Conference
on Security and Privacy in Communication Networks (SecureComm).

Phillip Porras, Hassen Saidi, Vinod Yegneswaran (2009). “Conficker C P2P Protocol and
Implementation™ SRI Technical Report. http:/mtc.sri.com/Conficker/P2P/index.html

P. Porras, H. Saidi, V. Yegneswaran (2009). ““An analysis of the Ikee.B (Duh) Iphone
botnet.” SRI Technical Report, December 2009 http://www.cyber-
ta.ore/pubs/StormWorm

Guofei Gu, Vinod Yegneswaran, Phillip Porras, Jennifer Stoll, Wenke Lee (2009).
“Active Botnet Probing to Identify Obscure Command and Control Channels.” In
Proceedings of 2009 Annual Computer Security Applications Conference (ACSAC'09),
Honolulu, Hawaii, December 2009.

UC Berkeley

45.

46.

James Newsome and Dawn Song (2005). "Dynamic Taint Analysis: Automatic
Detection, Analysis, and Signature Generation of Exploit Attacks on Commodity
Software." In Proceedings of the Network and Distributed Systems Security Symposium,
February 2005.

David Brumley, James Newsome, Dawn Song, Hao Wang, and Somesh Jha (2006).
"Towards Automatic Generation of Vulnerability Signatures." In Proceedings of the
IEEE Symposium on Security and Privacy, May 2006.

General Dynamics Advanced Information Systems Proprietary. Volume |, Technical and Management Proposal
Use or disclosure of data contained on this sheet is subject to the Page - 44
restriction on the title page of this proposal.



GENERAL DYNAMICS

R&D Support to the DARPA Cyber Genome Program Advanced Information Systems

47.

48.

49.

50.

51.

52

33.

54,

55.

56.

57.

James Newsome, David Brumley, Jason Franklin, and Dawn Song (2006). "Replayer:
Automatic Protocol Replay by Binary Analysis." In Proceedings of the 13th ACM
Conference on Computer and Communications Security (CCS), October 2006.

David Brumley, Juan Caballero, Zhenkai Liang, James Newsome, and Dawn Song
(2007). "Towards Automatic Discovery of Deviations in Binary Implementations with
Applications to Error Detection and Fingerprint Generation." In Proceedings of USENIX
Security Symposium, Aug 2007,

Min Gyung Kang, Pongsin Poosankam, and Heng Yin (2007). "Renovo: A Hidden Code
Extractor for Packed Executables." In Proceedings of the 5th ACM Workshop on
Recurring Malcode (WORM), Oct 2007.

Heng Yin, Dawn Song, Manuel Egele, Christopher Kruegel, and Engin Kirda (2007).
"Panorama: Capturing System-wide Information Flow for Malware Detection and
Analysis." In Proceedings of ACM Conference on Computer and Communication
Security, Oct 2007,

Juan Caballero, Heng Yin, Zhenkai Liang, and Dawn Song (2007). "Polyglot: Automatic
Extraction of Protocol Message Format using Dynamic Binary Analysis." In Proceedings
of the 14th ACM Conference on Computer and Communications Security (CCS),
October 2007.

Heng Yin, Zhenkai Liang, and Dawn Song (2008). "HookFinder: Identifying and
Understanding Malware Hooking Behaviors." In Proceedings of the 15th Annual
Network and Distributed System Security Symposium, February 2008.

David Brumley, Pongsin Poosankam, Dawn Song, and Jiang Zheng (2008). "Automatic
Patch-Based Exploit Generation is Possible: Techniques and Implications” In
Proceedings of the IEEE Symposium on Security and Privacy, May 2008.

James Newsome, Stephen McCamant, and Dawn Song (2009). "Measuring Channel
Capacity to Distinguish Undue Influence” In Proceedings of the Fourth ACM SIGPLAN
Workshop on Programming Languages and Analysis for Security, June 2009.

Prateck Saxena, Pongsin Poosankam, Stephen McCamant, and Dawn Song (2009).
"Loop-Extended Symbolic Execution on Binary Programs" In Proceedings of the
ACM/SIGSOFT International Symposium on Software Testing and Analysis, July 2009.

Juan Caballero, Pongsin Poosankam, Christian Kreibich, and Dawn Song (2009).
"Dispatcher: Enabling Active Botnet Infiltration using Automatic Protocol Reverse-
Engineering" In Proceedings of the 16th ACM Conference on Computer and
Communication Security, November 2009.

Juan Caballero, Noah M. Johnson, Stephen McCamant, and Dawn Song (2010). "Binary
Code Extraction and Interface Identification for Security Applications” In Proceedings of
the 17th Annual Network and Distributed System Security Symposium, February 2010.

General Dynamics Advanced Information Systems Proprietary. Volume |, Technical and Management Proposal
Use or disclosure of data contained on this sheet is subject to the Page - 45
restriction on the title page of this proposal.



	891_Page_01
	891_Page_02
	891_Page_03
	891_Page_04
	891_Page_05
	891_Page_06
	891_Page_07
	891_Page_08
	891_Page_09
	891_Page_10
	891_Page_11
	891_Page_12
	891_Page_13
	891_Page_14
	891_Page_15
	891_Page_16
	891_Page_17
	891_Page_18
	891_Page_19
	891_Page_20
	891_Page_21
	891_Page_22
	891_Page_23
	891_Page_24
	891_Page_25
	891_Page_26
	891_Page_27
	891_Page_28
	891_Page_29
	891_Page_30
	891_Page_31
	891_Page_32
	891_Page_33
	891_Page_34
	891_Page_35
	891_Page_36
	891_Page_37
	891_Page_38
	891_Page_39
	891_Page_40
	891_Page_41
	891_Page_42
	891_Page_43
	891_Page_44
	891_Page_45

