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Dubé, Roxanne -DCD

From: Kutz, Heidi -CSD

Sent: November 24, 2010 9:56 AM

To: Dubé, Roxanne -DCD; Brown, Debora -BCD; Barban, Gaston -AlD; Grant, Heather -GGD,;
Lulashnyk, Troy -IGD; Thomsen, Lillian -CLD; Cremonese, René -GLB

Cc: Allen, Jon -GNM; Glauser, Mark -CSS

Subject: Urgent - Wikileaks
importance: High

Roxanne:

Issue of upcoming wikileaks was reviewed at Ops this am. In short, estimated release of approx 285 000
documents from State Dept databanks will occur shortly. We do not know the full range of documents, but can
anticipate that it will deal with the breadth of US foreign relations, Canada and Canadian insterets included. CSD
{formerly ISD) has been tasked to provide a sitrep memos to Deputees on what informaiton we have available,
which we are doing immediately.

Roxanne - | understand that it was also mentioned that you head up an integrated Taskforce to deal with the
issue. | estimate that this will involve 'trolling' the documents for those that refer Canada, 'distributing’ them to the
Bureaus that can assess the documents quickly in terms of damage, and provide a 'roll-up / assessment’ of
overall implications (media, national interest, bilateral relations)

Roxanne - would you like to pull a quick group together at noon to assess/organize. | am copying a number of
people that | expect may be heavily implicated as a core group you may wish to engage. Our boardroom on A3 is
available to you at noon if that is of help.

Heidi

22/02/2011
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Barber, Shawn -DCL

From: Barber, Shawn -DCL

Sent: November 26, 2010 12:17 PM

To: Dubé, Roxanne -DCD

Subject: RE: CALL FROM NSA ON WIKILEAKS
Sure,

From: Dubé, Roxanne -DCD

Sent: November 26, 2010 12:17 PM

To: Barber, Shawn -DCL

Subject: CALL FROM NSA ON WIKILEAKS

Shawn, | am called to meet USS at 1:30pm, to participate in call from NSA on this. Can we compare notes at 1pm as to
where we are on all fronts. Many thanks. Roxanne

From: Barber, Shawn -DCL
Sent: November 26, 2010 12:15 PM
To: Dubé, Roxanne -DCD; Shannon, Ulric -BCM; Beaulieu, Sebastien -DMA; Kutz, Heidi -CSD; Oak, Brian -GND -GWX; Grant, Heather -

GGD; Sinclair, Donald -IDD; Barban, Gaston -AID; Lulashnyk, Troy -IGD; Thomsen, Lillian -CLD; McCulloch, Monique -DCP; Adsett,
Hugh -JLA; Giroux, André Frangois -USS; Cremonese, René -GLB; MacArthur, Karen -MINA; Wordsworth, Tyler -DMA; Boudreau,
Ryan -USS; Hardy, Susan -AIEM; Moreau, Jean Maurice -AITC; Angell, David -MID; Brown, Debora -BCD; Glauser, Mark -CSS;
Calvert, Phil -GPD; Macartney, Kenneth -GSD; Bobiash, Donald -GFD; Kur, John -GUD; Fortier, Patricia -CND; Holmes, John -GMD;
Reeder, Neil -GCD; Wilson, Randle -BSD; Alexander, Arun -DMT; Brouca, Elaine -DMT; Savage, Stuart -BSI; Moreau, Jean Maurice -
AITC; Firlotte, Nick -CEC; Martin, Barbara -DFD -FTAG; Fortier, Patricia -CND

Cc: Cacchione, Alain -BCM; Monette, Lisa -BCM; Driscoll, Lynne -BCM; Belmahdi, Latifa -BCF; Media Monitoring / Surveillance Médias
(BCM); Cormier-Lassonde, Eugenie -DCD; O'Shea, Kevin -WSHDC -GR; Allen, Jon -GNM; DALLAIRE, Heather -DCD; LaRochelle,
Frangois -DTL; Sran, Ramneet -GNM; McCulloch, Monique -DCP; Kessel, Alan -JFM; Schachter, Davida -DCL; McCormick, Claudette

-DCL
Subject: RE: IMPORTANT for YOUR REVIEW AND ACTION: Wikileaks - FOLLOW-UP
Importance: High

FOLLOW-UP:

1. Rosters - we are now in the process of putting together the roster of analysts for the Wikileaks war
room. Hours will be 8 am to 8 pm Saturday and Sunday and from 5 pm to 8 pm this evening.

As we do not know exactly when the full 250,000 documents will be posted on Wikileaks people will need
to be on call for the period for which they have indicated they are available.

In addition, we are asking for several Team Leaders to be available to review materials that have been
identified in 5 broad categories (1) Security and intelligence, (2) Canada-US Bilateral Relations, (3) Trade
Issues, (4) General Foreign Policy/Political, (5) Legal and other Issues.

We would appreciate if you could forward names and contact details of individuals who would be available
to help on an as needed basis. Please send this information to Claudette McCormick (DCL) cc'ing
DCL/Davida Schachter and myself.

2. Key Search Terms - as there is a lot of material to review we are developing a list of priority search
terms that information specialists from the Library will use to identify documents that will require scrutiny
by our analysts. Noting the five broad categories above, we would appreciate if you could provide us as
soon as possible with

A prioritized list of search terms that would be of interest for your specific Branch or Bureau. As an
example, the Legal Bureau has provided us with the following list (Hugh - could you confirm if this list is
prioritized?):
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For those of you who have not already done so appreciate if we could receive this information ASAP.
Please forward to me by COB today.

Thanks

Shawn Barber

Director / Directeur

Parliamentary Affairs (DCL) / Relations avec le Parlement

Corporate Secretariat / Secrétariat des services intégrés

Foreign Affairs and International Trade Canada / Affaires étrangéres et Commerce international Canada
Tél./Tel. (613) 944-5153

Cell. (613) 697-3664

Fax (613) 944-0665

courriel/e-mail: shawn.barber@international.gc.ca

From: Dubé, Roxanne -DCD
Sent: November 25, 2010 5:42 PM
To: Dubé, Roxanne -DCD; Shannon, Ulric -BCM; Beaulieu, Sebastien -DMA; Kutz, Heidi -CSD; Oak, Brian -GND -GWX; Grant, Heather -

GGD; Sinclair, Donald -IDD; Barban, Gaston -AID; Lulashnyk, Troy -IGD; Thomsen, Lillian -CLD; McCulioch, Monique -DCP; Adsett,
Hugh -JLA; Giroux, André Francois -USS; Cremonese, René -GLB; MacArthur, Karen -MINA; Wordsworth, Tyler -DMA; Boudreau,
Ryan -USS; Hardy, Susan -AIEM; Moreau, Jean Maurice -AITC; Angell, David -MID; Brown, Debora -BCD; Glauser, Mark -CSS;
Calvert, Phil -GPD; Macartney, Kenneth -GSD; Bobiash, Donald -GFD; Kur, John -GUD; Fortier, Patricia -CND; Holmes, John -GMD;
Reeder, Neil -GCD; Wilson, Randle -BSD; Alexander, Arun -DMT; Brouca, Elaine -DMT; Savage, Stuart -BSI; Moreau, Jean Maurice -
AITC; Firlotte, Nick -CEC

Cc: Cacchione, Alain -BCM; Monette, Lisa -BCM; Driscoll, Lynne -BCM; Belmahdi, Latifa -BCF; Media Monitoring / Surveillance Médias
(BCM); Cormier-Lassonde, Eugenie -DCD; O'Shea, Kevin -WSHDC -GR; Allen, Jon -GNM; DALLAIRE, Heather -DCD; LaRochelle,
Frangois -DTL; Barber, Shawn -DCL; Sran, Ramneet -GNM; McCulloch, Monique -DCP

Subject: IMPORTANT for YOUR REVIEW AND ACTION: Wikileaks

THIS E-MAIL CONTAINS IMPORTANT TASKINGS, please review immediately.

We are informed that at least 90 out of the 250,000 documents anticipated to be posted on Wikileaks by Friday afternoon
or soon thereafter relate to Canada. Many more documents may also pertain to Canada. DFAIT is the lead
interdepartmentally on this file. Following appropriate consultations and for security reasons, access to the Wikileaks site
from DFAIT computers has been blocked on all signet computers. Consequently, it was agreed at the second meeting of
the taskforce today that:

A "war room" will be set up by noon, November 26th and will remain in operation for the weekend and beyond, as needed
(see hours of operations below). Thank you to AITC and CEC for their assistance. The war room will be located on
A2-217.

The war room will be charged with:
e The safe downloading of wikileaks documents on stand alone computers
s The identification and initial assessment of documents of interest to DFAIT and OGDs

» The preparation of Situation Reports, primarily for the use of senior management and ministers, as appropriate (a
template will be developed overnight, contact point is Shawn Barber (DCL)

The war room will be staffed as follows:
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e Arotating team leader (to be confirmed tomorrow morning) who will oversee the operations

e Arotating group of team experts (to be circulated tomorrow morning) who will be responsible for the initial review of
pre-identified, and "of interest to" Canada documents

e A group of search experts who will narrow the list of documents of interests based on pre-identified search words
Supporting and technical staff

e A Communication bureau liaison officer

Al communications on this matter will be channelied to BCD, BCM for onward review and action with ministers’offices and
if required, interdepartmentally

For the time being, the Corporate Secretariat will be responsible to lead the taskforce, constituted of all those in the
addressee line to this e-mail. ‘

To support this effort, we are asking: :

1. With respect to the US branch more specifically, GGD and GWX i) to remain on alert starting at 5pm, Friday November
26; ii) to assign a rotating team expert to be in the war room from Friday noon to Sunday night at 10:00pm to provide
initial review of Canada-US relations documents; and as appropriate, iii) to liaise with other government departments
on issues from a policy perspective.

2. Each geographic DG to i) make himself or herself available to be reached by phone over the weekend through the Ops
centre, starting at 5pm on Friday; ii) be ready to sign off on assessments pertinent to their sectors for onward
transmission to deputies and/or ministers; iii) pre-designate a number of experts in their branch to be made available
as needed. DCL will be in contact with your offices to follow up on this request.

3. All addressees to this e-mail to review an initial list of search words which will be circulated by DCL tomorrow morning.

4. BSD and BSI to be prepared to engage provincial and territorial governments, as needed, on files of interest.

Thank you for your cooperation. The taskforce will meet again midday tomorrow to review status of preparations.

Roxanne Dubé

From: Dubé, Roxanne -DCD
Sent: November 24, 2010 4:54 PM
To: Shannon, Ulric -BCM; Beaulieu, Sebastien -DMA; Kutz, Heidi -CSD; Oak, Brian -GND -GWX; Grant, Heather -GGD; Sran, Ramneet -

GNM; Sinclair, Donald -IDD; Barban, Gaston -AID; Lulashnyk, Troy -IGD; Thomsen, Lillian -CLD; McCulloch, Monique -DCP; Najm,
Ami -DCP; Adsett, Hugh -JLA; Giroux, André Frangois -USS; Cremonese, René -GLB; MacArthur, Karen -MINA; Wordsworth, Tyler -
DMA; Boudreau, Ryan -USS; Hardy, Susan -AIEM; Moreau, Jean Maurice -AITC; Angell, David -MID; Brown, Debora -BCD; Glauser,
Mark -CSS

Cc: Cacchione, Alain -BCM; Monette, Lisa -BCM; Driscoll, Lynne -BCM; Belmahdi, Latifa -BCF; Media Monitoring / Surveillance Médias
(BCM); Calvert, Phil -GPD; Macartney, Kenneth -GSD; Bobiash, Donald -GFD; Kur, John -GUD; Cormier-Lassonde, Eugenie -DCD;
O'Shea, Kevin -WSHDC -GR; Allen, Jon -GNM; DALLAIRE, Heather -DCD; LaRochelle, Frangois -DTL; Barber, Shawn -DCL

Subject: Report: First meeting of "Taskforce" on Wikileaks and next steps.

A brief meeting was held earlier today to assess DFAIT implications and next steps on the anticipated, non-authorized
release of approximately 285,000 documents from State Department databanks (see AP story below for reference).
Release is expected Friday, November 26 and relates to a range of unclassified and secret documents, covering roughly 5
years, over an unknown but vast array of issues. Addressees to this e-mail are now part of a rapidly assembled
taskforce. Geographic DGs are welcome to attend all meetings.

Participants noted at the meeting the potentially many implications for Canada: bilateral and multilateral relations,
national security, privacy, consular.

It was subsequently confirmed by PCO Comms that DFAIT is the lead, at least until the documents are published and
assessment is made of their content.

The taskforce agreed that:
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On a responsive basis:

e BCM will act as the assembling and distributing division for relevant media coverage of wikileaks
e The policy lead for media lines and overall integration of analysis will be GND/GGD

On a proactive basis:

o AIEM and AITC will provide taskforce with recommendations on how best to "process”, "store" the wikileaks to
support an easy, and non-duplicative review by relevant sectors by COB November 24th.

e All represented branches/bureaux at the taskforce meeting will be responsible for reviewing those sections of the
wikileaks relevant to their areas of responsibilities

o DCD will task the production of an initial assessment by relevant sectors, for sign off by DGs, compilation and
integration by a team/lead sector (likely GND and GGD), and onward transmission to deputies’offices

¢ BCM and GLB will assess the need to equip HOMs with media lines as needed

o CSD/CSS will assess need to provide directives to DFAIT employees regarding reviewing the wikileaks site.

A meeting will be held on November 25 to review state of piay.

Roxanne Dubé

+++++t b4

WASHINGTON (AP) _ The Obama administration said Wednesday it has warned Congress that the Wikileaks
website is preparing to release sensitive U.S. diplomatic records that could damage U.S. relations across the
globe.

"These revelations are harmful to the United States and our interests," State Department spokesman P.J.

Crowley said. "They are going to create tension in relationships between our diplomats and our friends around
the world."

In anticipation of the posting of the leaked documents by the self-styled whistle-blower website, U.S.
diplomatic outposts around the world have begun notifying other governments that it may happen within days,
Crowley told reporters.

"We wish this would not happen, but we are obviously prepared for the possibility that it will," he said.

A Pentagon spokesman, Marine Col. David Lapan, said the Pentagon also has notified congressional
committees of an expected WikilLeaks release. He said the files are believed to be State Department documents,
but they could contain information about military tactics or reveal the identities of sources.

Crowley said the State Department "has known all along" that Wikil.eaks has obtained classified State
Department documents.
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Barber, Shawn -DCL

From: Barber, Shawn -DCL

Sent:  November 26, 2010 5:38 PM

To: Dubé, Roxanne -DCD

Subject: RE: Contact # for US State Dept Task Force on WikiLeaks

Everything is under control. A lot of media buzz but that's it.

Technical people are spending the time getting used to the search engine supplied and
finalizing the installation of equipment in the war room.

We're finalizing contact lists and confirming our roster people for tomorrow,
Will be in touch if required.
Enjoy your evening.

Shawn

From: Dubé, Roxanne -DCD

Sent: November 26, 2010 5:31 PM

To: Barber, Shawn -DCL

Subject: Re: Contact # for US State Dept Task Force on WikiLeaks

Thanks Shawn. Won't be able to go back tonight. It seems you have everything under control. Is there something
I can do to help. Can you also give me your bb number. | will check my e-mails regularly and forward incoming
messages when needed. Thanks again for doing all this. Roxanne

From: Barber, Shawn -DCL

To: Grant, Heather -GGD; McCormick, Claudette -DCL

Cc: Kutz, Heidi -CSD; Dubé, Roxanne -DCD; Rousseau, Hugues -WSHDC -GR; Glauser, Mark -CSS
Sent: Fri Nov 26 17:23:40 2010

Subject: RE: Contact # for US State Dept Task Force on WikiLeaks

Our War Room tel nbr is 613-944-0996. It is operational now. I will be 'moving in' when there is a
functioning SIGNET terminal available - hopefully shortly.

Shawn

From: Grant, Heather -GGD

Sent: November 26, 2010 3:49 PM

To: McCormick, Claudette -DCL

Cc: Kutz, Heidi -CSD; Dubé, Roxanne -DCD; Barber, Shawn -DCL; Rousseau, Hugues -WSHDC -GR
Subject: Contact # for US State Dept Task Force on WikiLeaks

Not sure if | am sending this to the correct person (forgive me if | am wrong, Claudette).

08/02/2011
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If it would be possible to expedite receipt of the phone number for our War Room so that it can be provided to
State/US Embassy here in town, that would be much appreciated.

many thanks.

Heather Grant

Director General | Directrice générale

North America Policy Bureau | Direction générale des politiques de I'Amérique du Nord

Tel: (613) 944-1966

Fax: (613) 943-2423

heather.grant@international.gc.ca

125 Sussex Drive, Ottawa, ON K1A 0G2

Foreign Affairs and International Trade Canada | Affaires étrangéres et Commerce international Canada
Government of Canada | Gouvernement du Canada

I*I Foregn Aftairs and Aftaires dtrangéresel C, . dﬁ,ﬂ
Intarnationsl Trade Canada  Commerce infernational Canacda Aldda

08/02/2011
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Barber, Shawn -DCL

From: Barber, Shawn -DCL
Sent: November 26, 2010 9:06 PM

To: Dubé, Roxanne -DCD; Shannon, Ulric -BCM; Beaulieu, Sebastien -DMA; Kutz, Heidi -CSD; Oak, Brian -
GND -GWX; Grant, Heather -GGD; Sinclair, Donald -IDD; Barban, Gaston -AID; Lulashnyk, Troy -IGD;
Thomsen, Lillian -CLD; McCulioch, Monique -DCP; Adsett, Hugh -JLA; Giroux, André Frangois -USS;
Cremonese, René -GLB; MacArthur, Karen -MINA; Wordsworth, Tyler -DMA; Boudreau, Ryan -USS;
Hardy, Susan -AIEM; Moreau, Jean Maurice -AITC; Angell, David -MID; Brown, Debora -BCD; Glauser,
Mark -CSS: Calvert, Phil -GPD; Macartney, Kenneth -GSD; Bobiash, Donald -GFD; Kur, John -GUD;
Fortier, Patricia -CND; Holmes, John -GMD; Reeder, Neil -GCD; Wilson, Randle -BSD; Alexander, Arun -
DMT: Brouca, Elaine -DMT; Savage, Stuart -BS!; Moreau, Jean Maurice -AITC; Firlotte, Nick -CEC;
Martin, Barbara -DFD -FTAG; Fortier, Patricia -CND

Cc: Cacchione, Alain -BCM; Monette, Lisa -BCM; Driscoll, Lynne -BCM; Belmahdi, Latifa -BCF; Media
Monitoring / Surveillance Médias (BCM); Cormier-Lassonde, Eugenie -DCD; O'Shea, Kevin -WSHDC -
GR; Allen, Jon -GNM; DALLAIRE, Heather -DCD; LaRochelle, Frangois -DTL; Sran, Ramneet -GNM;
McCulloch, Monique -DCP; Kessel, Alan -JFM; Schachter, Davida -DCL; McCormick, Claudette -DCL;
Zed, Jordan -PCO; Venner, Gordon -DFM -FTAG; 'allen.brown@pco-bcp.gc.ca'

Subject: WikiLeaks Update - 26Nov. 9 pm.

1. The Wikileaks Task Force war room is now closed and will re-open at 8 am tomorrow morning.
Telephone number is 613-944-0996. SIGNET and C5 address is
WikiLeaksTaskForce@international.gc.ca. Contact has been made with the equivalent Wikileaks
operations centre in the US State Department and staff at the US Embassy.

2. A roster of 18 people is on stand-by to man the war room tomorrow if required. A skeleton staff
including DCL/Barber/McCormick, technical support staff from the Information Management and
Technology Bureau and a representative from the US Bureau will be in the war room from 8 am. until
the office closes at 8 pm. Heather Grant (GGD), Heidi Kutz (CSD), and Patricia Fortier (CND) will also be
available at various times throughout the day.

3. An inter-departmental contact list has been compiled and will be available tomorrow morning.

4. A consolidated (and extensive) list of search terms has been developed. Thanks to everyone who
contributed to this exercise.

5. The first SitRep will be ready by tomorrow noon in advance of a meeting of Deputies tomorrow at 1
pm.

6. As of this moment there continues to be no further information as to when the first newspaper
reports based on the 90 pre-leaked documents will appear nor when the bulk of the material will be up-
loaded to the Wikileaks website.

Shawn

Shawn G. Barber

Director / Directeur

Parliamentary Affairs (DCL) / Relations avec le Parlement

Corporate Secretariat / Secrétariat des services intégrés

Foreign Affairs and International Trade Canada / Affaires étrangéres et Commerce international Canada
Tél./Tel. (613) 944-5153

Cell. (613) 697-3664

Fax (613) 944-0665

courriel/e-mail. shawn.barber@international.gc.ca

08/02/2011
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Barber, Shawn -DCL

From: Barber, Shawn -DCL

Sent: November 26, 2010 6:27 PM
To: Angell, David -MID

Subject: Wikileaks Task Force

David - thanks for the message. At the moment we're in a holding pattern waiting for

the document dump to happen on the Wikileaks website. Information at the moment is that this
may start with NY Times stories on Monday. But we're here over the weekend in any case. If
something comes up which requires your attention we'll be sure to get in touch.

Shawn

Shawn G. Barber

Director / Directeur

Parliamentary Affairs (DCL) / Relations avec le Parlement

Corporate Secretariat / Secrétariat des services intégrés

Foreign Affairs and International Trade Canada / Affaires étrangéres et Commerce international Canada
Tél./Tel. (613) 944-5153

Cell. (613) 697-3664

Fax (613) 944-0665

courriel/e-mail: shawn.barber@international.gc.ca

08/02/2011
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Barber, Shawn -DCL

From: Barber, Shawn -DCL
Sent: November 27, 2010 4:30 PM
To:
Subject: Re: Transfer of docs

I'm here.

Sent from my mobile device / Envoye de mon appareil de mobilite

From:
To: Barber, Shawn -DCL

Sent: Sat Nov 27 16:29:30 2010
Subject: Re: Transfer of docs

Leaving now
Sent from my Blackberry

From: Shawn.Barber@international.gc.ca <Shawn.Barber@international.gc.ca>

To: stephane.Jobin@international.gc.ca <Stephane.Jobin@international.gc.ca>

Cc: Heather.Grant@international.gc.ca <Heather.Grant@international.gc.ca>; Brian.Oak@international.gc.ca
<Brian.Oak@international.gc.ca>

Sent: Sat Nov 27 16:14:10 2010

Subject: RE: Transfer of docs

'l be there.

Shawn

From: \  [mailto:\ T
Sent: November 27, 2010 4:14 PM

To: Barber, Shawn -DCL; Jobin, Stephane -GGA

Cc: Grant, Heather -GGD; Oak, Brian -GND -GWX

Subject: RE: Transfer of docs

They are hard copy and only five documents in total.. Sorry for the misinformation. | am leaving the embassy
right now to deliver them. Can someone meet at the entrance of DFAIT in 10 minutes?

SBU
This email is UNCLASSIFIED.

From: Shawn.Barber@international.gc.ca [mailto:Shawn.Barber@international.gc.ca]

08/02/2011
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Sent: November 27, 2010 4:12 PM

To: _____ Stephane.Jobin@international.gc.ca

Cc: Heather.Grant@international.gc.ca; Brian.Oak@international.gc.ca
Subject: RE: Transfer of docs

Thanks

Shawn

From: \ _ [mailto:

Sent: November 27, 2010 2:36 PM

To: Barber, Shawn -DCL; Jobin, Stephane -GGA
Cc: Grant, Heather -GGD; Oak, Brian -GND -GWX
Subject: Re: Transfer of docs

Sent from my Blackberry

From: Shawn.Barber@international.gc.ca <Shawn.Barber@international.gc.ca>

To: Stephane.Jobin@international.gc.ca <Stephane.Jobin@international.gc.ca>

Cc: Heather.Grant@international.gc.ca <Heather.Grant@international.gc.ca>; Brian.Oak@international.gc.ca
<Brian.Oak@international.gc.ca>

Sent: Sat Nov 27 14:25:36 2010

Subject: RE: Transfer of docs

; 5 ’MyBB
number is 613-618-4662. The telephone number of our Wikileaks war room (where | will be until 8 pm this

evening) is 613-944-0996.

Thanks

Shawn

From:: [mailto:y -

Sent: November 27, 2010 2:12 PM

To: Jobin, Stephane -GGA

Cc: Barber, Shawn -DCL; Grant, Heather -GGD; Oak, Brian -GND -GWX
Subject: Re: Transfer of docs

Stephane,

I'will be the delivery boy for the documents to DFAIT. | have instructions as well to deliver them to Stephen Rigby,

too, and would appreciate your help in getting a good after hours contact number for him or Mr McNab or Ms
Marcoux or whoever is the appropriate person.

We have not yet gotten the documents but | will let you know when | have the okay.

Best regards,

Sent from my Blackberry

08/02/2011
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Transfer of docs Page 3 of 3

From: Stephane.Jobin@international.gc.ca <Stephane.Jobin@international.gc.ca>

To:

Cc: Shawn.Barber@international.gc.ca <Shawn.Barber@international.gc.ca>; Heather.Grant@international.gc.ca
<Heather.Grant@international.gc.ca>; Brian.Oak@international.gc.ca <Brian.Oak@international.gc.ca>

Sent: Sat Nov 27 11:33:30 2010

Subject: Transfer of docs

Here is the message that we just received from our point of contact in DC, Hugues Rousseau:

Grateful you find out more from your end about this interesting possibility, it would obviously make our work easier.
Contact here is Shawn Barber. Please also copy Heather (today) and Brian (tomorrow).

Thank you

Stéphane

08/02/2011
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Barber, Shawn -DCL

From: Barber, Shawn -DCL

Sent:  November 27, 2010 7:55 PM

To: Sproule, David -JLD; Martin, Barbara -DFD -FTAG
Cc: Kutz, Heidi -CSD; Dubé, Roxanne -DCD

Subject: 5 Docs

Barbara / David,

This afternoon the Task Force received the 5 Canada related documents out of the 94 that Wikileaks has aIready
provided to several newspapers.
. Nevertheless, the Task Force would appreciate if you could, |f

possible, take the opportunlty tomorrow to review the documents yourselves and offer views from your respective
areas of responsibility.

We'll be open from about 8 am tomorrow morning until well into the evening. We're in A2-217.

Thanks

Shawn

08/02/2011
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Barber, Shawn -DCL

From: Barber, Shawn -DCL
Sent:  November 27, 2010 1:29 PM

To: Dubé, Roxanne -DCD; Shannon, Ulric -BCM; Beaulieu, Sebastien -DMA; Kutz, Heidi -GLD; Oak,
Brian -GND -GWX; Grant, Heather -GGD; Sinclair, Donald -IDD; Barban, Gaston -AlD; Lulashnyk,
Troy -IGD; Thomsen, Lillian -CLD; McCulloch, Monique -DCP; Adsett, Hugh -JLA; Giroux, André
Frangois -USS; Cremonese, René -GLB; MacArthur, Karen -MINA; Wordsworth, Tyler -DMA,
Boudreau, Ryan -USS; Hardy, Susan -AIEM; Moreau, Jean Maurice -AlITC; Angell, David -MID;
Brown, Debora -BCD; Giauser, Mark -CSS; Calvert, Phil -GPD; Macartney, Kenneth -GSD;
Bobiash, Donald -GFD; Kur, John -GUD; Fortier, Patricia -CND; Holmes, John -GMD; Reeder, Neil -
GCD; Wilson, Randle -BSD; Alexander, Arun -DMT; Brouca, Elaine -DMT; Savage, Stuart -BSI;
Moreau, Jean Maurice -AlTC; Firlotte, Nick -CEC; Martin, Barbara -DFD -FTAG; Fortier, Patricia -
CND:; Lantsman, Melissa -MINA; Hong, Paul -MINA; Terrien, Paul -MINA; Whitehead, Darryl -MINA,;
'marcoux@pco-bcp.gc.ca’; 'Christine.Hogan@pco-bcp.gc.ca'; 'Shawn. Tupper@ps-sp.gc.ca’;
'Claude.Carriere@pco-bcp.ge.ca'; 'sjorgensen@pco-bep.ge.ca'; jzed@pco-bep.ge.ca';
'bdiogo@pco-bep.ge.ca’; Cossette, Gerald -DMA; Lévesque, Louis -DMT; 'robert.gordon@ps-
sp.gc.ca'; 'stephanie.durand@ps-sp.gc.ca’; ‘paul.mackinnon@ps-sp.gc.ca’; " .

Cc: Cacchione, Alain -BCM; Monette, Lisa -BCM; Driscoll, Lynne -BCM; Belmahdi, Latifa -BCF; Media
Monitoring / Surveillance Médias (BCM); Cormier-Lassonde, Eugenie -DCD; O'Shea, Kevin -
WSHDC -GR; Allen, Jon -GNM; DALLAIRE, Heather -DCD; LaRochelle, Francois -DTL; Sran,
Ramneet -GNM; McCulloch, Monique -DCP; Kessel, Alan -JFM; McCormick, Claudette -DCL;
Musani, Farrah -USS; Jasmin-Benoit, Jonathan -DMT; Wordsworth, Tyler -DMA; Tremblay, Philippe
-MINA, Brown, Debora -BCD; Stephenson, Don -TFM; Jobin, Stephane -GGA; Rooney, Michael -
GGB; Fawcett, Peter -GGA; Cowl, Terrence -GGA; Watson, Lynda -GNC: Ahmad, Nadia -GNB;
Chaput, Ghislain -GGA, Rousseau, Hugues -WSHDC -GR; Lyons, Deborah -WSHDC -DHOM

Subject: WIKILEAKS SITREP NBR. 1

DFAIT WIKILEAKS TASK FORCE
SITUATION REPORT

SitRep Nbr. 1
Date: 27Nov10
Time: 13:00 HRS

Summary Update

08/02/2011
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« The DFAIT Wikileaks Task Force is up and running with an Operations Centre
established and a stand-by roster of up to 18 analysts available today to begin
processing the documents should they be uploaded to the Wikileaks site.

Communications
Number of new media calls today on Wikileaks: 0
Media Summary:

Of the news organizations with advance copies, only the Guardian editor acknowledged that
the paper has reviewed the material. The UK has also issued a Defence Advisory to the press
and requested that news organizations brief the government if they plan to publish sensitive
diplomatic files.

Anticipation of the release of the newest documents is being widely discussed and analysed.
From a Canadian context, commentators referred to the damage caused during Naftagate as a
possible reference point for damage control but also noted that previously-leaked information
from Wikileaks generally had little consequence for Canada.

Generally, commentators agree it is valid to be concerned for the safety of foreigners and
people at risk who are named in cables.

Speculation about what's in the documents ranges from allegations of corruption against
foreign governments and reports on politicians in Russia and Afghanistan, to notes exposing
behind-the-scenes Canada-U.S. diplomacy over Omar Khadr.

CBC reader survey: “Should WikiLeaks publish sensitive U.S. diplomatic files?”, 85% in
favour , 11% against out of 57,000 votes. Comments online range from calling the wikileaks a
form of terrorism to others encouraging as much exposure as possible.

Twittersphere following closely with many urging a quick release of information before a war
breaks out between North and South Korea and steals the headlines.

Next Steps

A message providing additional guidance, communication and additional tasking is being
prepared for consideration by USS and DMA for onward transmission to Heads of Mission this
weekend.

08/02/2011
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s.21(1)(b)

Barber, Shawn -DCL

From: Fortier, Patricia -CND

Sent:  November 26, 2010 12:28 PM

To: Barber, Shawn -DCL

Cc: Adsett, Hugh -JLA, Puxley, Evelyn -FCID; Thomsen, Lillian -CLD; James, Blair -CFM
Subject: Wikileaks Search terms for .

We have not included those terms already submitted by Legal . etc).

Evelyn, | have included some of the high profile critical incident search terms. If you have others, grateful you
provide to Shawn this p.m.

pf

Patricia Fortier

Director General, Consular Operations Bureau/Directrice Générale, Direction Générale des opérations
consulaires

patricia.fortier@international.gc.ca

Telephone | Téléphone: 1613 996-0639

Facsimile | Télécopieur: 1 613 947-0366

125 Sussex Drive/ 125, promenade Sussex, Ottawa (Ontario) K1A OG2

Foreign Affairs and International Trade Canada | Affaires étrangéres et Commerce international Canada
Government of Canada | Gouvernement du Canada

Foragn Aflairs and Affaires dirangeres ot ™ g el
l*l Interriational Trade Canada Commetce infernational Canada (,'al lada

08/02/2011
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Patricia Fortier

Director General, Consular Operations Bureau/Directrice Générale, Direction Générale des opérations
consulaires

patricia.fortier@international.gc.ca

Telephone | Téléphone: 1613 996-0639

Facsimile | Télécopieur: 1 613 947-0366

125 Sussex Drive/ 125, promenade Sussex, Ottawa (Ontario) K1A OG2

Foreign Affairs and International Trade Canada | Affaires étrangéres et Commerce international Canada
Government of Canada | Gouvernement du Canada

Foraign Afairs and Aifaires étrangéres et N, Lt d
I*l Inmarnational ﬁ&de Canada  Commerceiniernational Canada (ilr’ladd

08/02/2011
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Barber, Shawn -DCL

From: McCormick, Claudette -DCL

Sent: November 26, 2010 5:36 PM

To: Grant, Heather -GGD

Cc: Kutz, Heidi -CSD: Dubé, Roxanne -DCD; Barber, Shawn -DCL; Rousseau, Hugues -WSHDC -GR
Subject: Contact # for US State Dept Task Force on WikiLeaks

Heather,

Justspokethh I and gave her our
number in the WAR Room (613) 944-0996.

| also left a message with the number for the WAR
Room.

Claudette McCormick

Parliamentary Affairs Officer | Agente des relations avec le Parlement
Parliamentary Affairs (DCL) | Relations avec le Parlement (DCL)
Corporate Secretariat | Secrétariat des services intégrés

Email address claudette. mccormick@international.gc.ca

Telephone | Téléphone 613-944-0338 / Mobile 613-219-1681
Facsimile | Télécopieur (613) 944-0665

Foreign Affairs and International Trade Canada | Affaires étrangéres et Commerce international Canada
125 Sussex - B5- 115

Ottawa, ON K1A 0G2

Government of Canada | Gouvernement du Canada

Foragn Aftairs and Alfaires étrangéresat A 4%
l*l Inter??atmmai?mcm:aﬁada Commarce infernational Canada (ﬂnada

From: Grant, Heather -GGD

Sent: November 26, 2010 3:49 PM

To: McCormick, Claudette -DCL

Cc: Kutz, Heidi -CSD; Dubé, Roxanne -DCD; Barber, Shawn -DCL; Rousseau, Hugues -WSHDC -GR
Subject: Contact # for US State Dept Task Force on WikiLeaks

Not sure if | am sending this to the correct person (forgive me if | am wrong, Claudette).

If it would be possible to expedite receipt of the phone number for our War Room so that it can be provided to
State/US Embassy here in town, that would be much appreciated.

many thanks.
Heather Grant
Director General | Directrice générale

North America Policy Bureau | Direction générale des politiques de 'Amérique du Nord
Tel: (613) 944-1966

08/02/2011
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Fax: (613) 943-2423

heather.grant@international.gc.ca

125 Sussex Drive, Ottawa, ON K1A 0G2

Foreign Affairs and International Trade Canada | Affaires étrangéres et Commerce international Canada

Government of Canada | Gouvernement du Canada

Farmsgn Affairs and Miairas dtrangdres ot I L)
l*' Intarnational Trade Canada  Commaercainfermationai Canada (,:dl 13(13

08/02/2011
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Barber, Shawn -DCL

s.19(1)

s.21(1)(b)

From:
Sent:
To:

Cc:
Subject:

Shawn as requested:

Mark Glauser

Office: 613-996-0861
Home:

BB: 613-668-2488

Erin Dorgan

Office: 613-995-0750
Home: .

BB: 613-863-4867

Michael Kovrig
Office: 613-992-3293
Home:

BB: 613-222-4671

Frainetti, Diane -CSS

November 26, 2010 5:01 PM

Barber, Shawn -DCL
Kutz, Heidi -CSD

RE: IMPORTANT for YOUR REVIEW AND ACTION: Wikileaks - FOLLOW-UP

David Olson

Office: 613-992-6606

Home: .

Cell: .

BB: 613-862-7094

Diane

From: Kutz, Heidi -CSD

Sent: November 26, 2010 1:26 PM

To: Frainetti, Diane -CSS

Cc: Glauser, Mark -CSS

Subject: FW: IMPORTANT for YOUR REVIEW AND ACTION: Wikileaks - FOLLOW-UP

Importance: High

Diane - could you submit the contact info for

Mark G

Erin D

Michael Kovrig

David Olson

From: Barber, Shawn -DCL

Sent: November 26, 2010 12:15 PM

To: Dubé, Roxanne -DCD; Shannon, Ulric -BCM; Beaulieu, Sebastien -DMA; Kutz, Heidi -CSD; Oak, Brian -GND -GWX; Grant, Heather -
GGD; Sinclair, Donald -IDD; Barban, Gaston -AID; Lulashnyk, Troy -IGD; Thomsen, Lillian -CLD; McCulloch, Monique -DCP; Adsett,
Hugh -JLA; Giroux, André Francois -USS; Cremonese, René -GLB; MacArthur, Karen -MINA; Wordsworth, Tyler -DMA; Boudreau,
Ryan -USS; Hardy, Susan -AIEM; Moreau, Jean Maurice -AITC; Angell, David -MID; Brown, Debora -BCD; Glauser, Mark -CSS;
Calvert, Phil -GPD; Macartney, Kenneth -GSD; Bobiash, Donald -GFD; Kur, John -GUD; Fortier, Patricia -CND; Holmes, John -GMD;
Reeder, Neil -GCD; Wilson, Randle -BSD; Alexander, Arun -DMT; Brouca, Elaine -DMT; Savage, Stuart -BSI; Moreau, Jean Maurice -
AITC,; Firlotte, Nick -CEC; Martin, Barbara -DFD -FTAG; Fortier, Patricia -CND

Cc: Cacchione, Alain -BCM; Monette, Lisa -BCM; Driscoll, Lynne -BCM; Belmahdi, Latifa -BCF; Media Monitoring / Surveillance Médias
(BCM); Cormier-Lassonde, Eugenie -DCD; O'Shea, Kevin -WSHDC -GR; Allen, Jon -GNM; DALLAIRE, Heather -DCD; LaRochelle,
Frangois -DTL; Sran, Ramneet -GNM; McCulloch, Monique -DCP; Kessel, Alan -JFM; Schachter, Davida -DCL; McCormick, Claudette
-DCL

Subject: RE: IMPORTANT for YOUR REVIEW AND ACTION: Wikileaks - FOLLOW-UP

Importance: High

000021



8.15(1) - International

FOLLOW-UP: s-21(1)(b)

1. Rosters - we are now in the process of putting together the roster of analysts for the Wikileaks war
room. Hours will be 8 am to 8 pm Saturday and Sunday and from 5 pm to 8 pm this evening.

As we do not know exactly when the full 250,000 documents will be posted on Wikileaks people will need
to be on call for the period for which they have indicated they are available.

In addition, we are asking for several Team Leaders to be available to review materials that have been
identified in ‘ - e e

We would appreciate if you could forward names and contact details of individuals who would be available
to help on an as needed basis. Please send this information to Claudette McCormick (DCL) cc'ing
DCL/Davida Schachter and myself,

2. Key Search Terms - as there is a lot of material to review we are developing a list of priority search
terms that information specialists from the Library will use to identify documents that will require scrutiny
by our analysts. Noting the five broad categories above, we would appreciate if you could provide us as
soon as possible with

A prioritized list of search terms that would be of interest for your specific Branch or Bureau. As an
example, the Legal Bureau has provided us with the following list (Hugh - could you confirm if this list is
prioritized?):
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For those of you who have not already done so appreciate if we could receive this information ASAP.
Please forward to me by COB today.

Thanks

Shawn Barber

Director / Directeur

Parliamentary Affairs (DCL) / Relations avec le Parlement

Corporate Secretariat / Secrétariat des services intégrés

Foreign Affairs and International Trade Canada / Affaires étrangéres et Commerce international Canada
Tél./Tel. (613) 944-5153

Cell. (613) 697-3664

Fax (613) 944-0665

courriel/e-mail: shawn.barber@international.gc.ca

From: Dubé, Roxanne -DCD
Sent: November 25, 2010 5:42 PM
To: Dubé, Roxanne -DCD; Shannon, Ulric -BCM; Beaulieu, Sebastien -DMA; Kutz, Heidi -CSD; Oak, Brian -GND -GWX; Grant, Heather -

GGD; Sinclair, Donald -IDD; Barban, Gaston -AID; Lulashnyk, Troy -IGD; Thomsen, Lillian -CLD; McCulloch, Monique -DCP; Adsett,
Hugh -JLA; Giroux, André Frangois -USS; Cremonese, René -GLB; MacArthur, Karen -MINA; Wordsworth, Tyler -DMA; Boudreau,
Ryan -USS; Hardy, Susan -AIEM; Moreau, Jean Maurice -AITC; Angell, David -MID; Brown, Debora -BCD; Glauser, Mark -CSS;

3
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Calvert, Phil -GPD; Macartney, Kenneth -GSD; Bobiash, Donald -GFD; Kur, John -GUD; Fortier, Patricia -CND; Holmes, John -GMD;
Reeder, Neil -GCD; Wilson, Randle -BSD; Alexander, Arun -DMT; Brouca, Elaine -DMT; Savage, Stuart -BSI; Moreau, Jean Maurice -
AITC; Firlotte, Nick -CEC

Cc: Cacchione, Alain -BCM; Monette, Lisa -BCM; Driscoll, Lynne -BCM; Belmahdi, Latifa -BCF; Media Monitoring / Surveillance Médias
(BCM); Cormier-Lassonde, Eugenie -DCD; O'Shea, Kevin -WSHDC -GR; Allen, Jon -GNM; DALLAIRE, Heather -DCD; LaRochelle,
Frangois -DTL; Barber, Shawn -DCL; Sran, Ramneet -GNM; McCulloch, Monique -DCP

Subject: IMPORTANT for YOUR REVIEW AND ACTION: Wikileaks

THIS E-MAIL CONTAINS IMPORTANT TASKINGS, please review immediately.

We are informed that at least 90 out of the 250,000 documents anticipated to be posted on Wikileaks by Friday afternoon
or soon thereafter relate to Canada. Many more documents may also pertain to Canada. DFAIT is the lead
interdepartmentally on this fite. F -

~ , Consequently, it was agreed at the second meeting of
the taskforce today that:

A "war room" will be set up by noon, November 26th and will remain in operation for the weekend and beyond, as needed
(see hours of operations below). Thank you to AITC and CEC for their assistance. The war room will be located on
A2-217.

The war room will be charged with:

* The safe downloading of wikileaks documents on stand alone computers

o The identification and initial assessment of documents of interest to DFAIT and OGDs

e The preparation of Situation Reports, primarily for the use of senior management and ministers, as appropriate (a
template will be developed overnight, contact point is Shawn Barber (DCL)

The war room will be staffed as foliows:
e Arotating team leader (to be confirmed tomorrow morning) who will oversee the operations

e A rotating group of team experts (to be circulated tomorrow morning) who will be responsible for the initial review of
pre-identified, and "of interest to" Canada documents

e A group of search experts who will narrow the list of documents of interests based on pre-identified search words
Supporting and technical staff
¢ A Communication bureau liaison officer

All communications on this matter will be channelled to BCD, BCM for onward review and action with ministers’offices and
if required, interdepartmentally

For the time being, the Corporate Secretariat will be responsible to lead the taskforce, constituted of all those in the
addressee line to this e-mail.

To support this effort, we are asking: :

1. With respect to the US branch more specifically, GGD and GWX i) to remain on alert starting at 5pm, Friday November
26; ii) to assign a rotating team expert to be in the war room from Friday noon to Sunday night at 10:00pm to provide
initial review of Canada-US relations documents; and as appropriate, iii) to liaise with other government departments
on issues from a policy perspective.

2. Each geographic DG to i) make himself or herself available to be reached by phone over the weekend through the Ops
centre, starting at 5pm on Friday; ii) be ready to sign off on assessments pertinent to their sectors for onward
transmission to deputies and/or ministers; iii) pre-designate a number of experts in their branch to be made available
as needed. DCL wili be in contact with your offices to follow up on this request.

3. All addressees to this e-mail to review an initial list of search words which will be circulated by DCL tomorrow morning.

4. BSD and BSlI to be prepared to engage provincial and territorial governments, as needed, on files of interest.

Thank you for your cooperation. The taskforce will meet again midday tomorrow to review status of preparations.

Roxanne Dubé
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5.21{1)}{b)}
From: Dubé, Roxanne -DCD
Sent: November 24, 2010 4:54 PM
To: Shannon, Ulric -BCM; Beaulieu, Sebastien -DMA; Kutz, Heidi -CSD; Oak, Brian -GND -GWX; Grant, Heather -GGD; Sran, Ramneet -

GNM; Sinclair, Donald -IDD; Barban, Gaston -AID; Lulashnyk, Troy -IGD; Thomsen, Lillian -CLD; McCulloch, Monigue -DCP; Najm,
Ami -DCP; Adsett, Hugh -JLA; Giroux, André Francois -USS; Cremonese, René -GLB; MacArthur, Karen -MINA; Wordsworth, Tyler -
DMA; Boudreau, Ryan -USS; Hardy, Susan -AIEM; Moreau, Jean Maurice -AITC; Angell, David -MID; Brown, Debora -BCD; Glauser,
Mark -CSS

Cc: Cacchione, Alain -BCM; Monette, Lisa -BCM; Driscoll, Lynne -BCM; Belmahdi, Latifa -BCF; Media Monitoring / Surveillance Médias
(BCM); Calvert, Phil -GPD; Macartney, Kenneth -GSD; Bobiash, Donald -GFD; Kur, John -GUD; Cormier-Lassonde, Eugenie -DCD;
O'Shea, Kevin -WSHDC -GR; Allen, Jon -GNM; DALLAIRE, Heather -DCD; LaRochelle, Francois -DTL; Barber, Shawn -DCL

Subject: Report: First meeting of "Taskforce" on Wikileaks and next steps.

A brief meeting was held earlier today to assess DFAIT implications and next steps on the anticipated, non-authorized
release of approximately 285,000 documents from State Department databanks (see AP story below for reference).
Release is expected Friday, November 26 and relates to a range of unclassified and secret documents, covering roughly 5
years, over an unknown but vast array of issues. Addressees to this e-mail are now part of a rapidly assembled
taskforce. Geographic DGs are welcome to attend ail meetings.

Participants noted at the meeting the potentially many implications for Canada: bilateral and multilateral relations,
national security, privacy, consular.

It was subsequently confirmed by PCO Comms that DFAIT is the lead, at least until the documents are published and
assessment is made of their content.

The taskforce agreed that:

On a responsive basis:

e BCM will act as the assembling and distributing division for relevant media coverage of wikileaks
e The policy lead for media lines and overall integration of analysis will be GND/GGD

On a proactive basis:

e AIEM and AITC will provide taskforce with recommendations on how best to "process”, "store" the wikileaks to
support an easy, and non-duplicative review by relevant sectors by COB November 24th.

* Allrepresented branches/bureaux at the taskforce meeting will be responsible for reviewing those sections of the
wikileaks relevant to their areas of responsibilities

e DCD will task the production of an initial assessment by relevant sectors, for sign off by DGs, compilation and
integration by a team/lead sector (likely GND and GGD), and onward transmission to deputies offices

e BCM and GLB will assess the need to equip HOMs with media lines as needed

o CSDICSS will assess need to provide directives to DFAIT employees regarding reviewing the wikileaks site.

A meeting will be held on November 25 to review state of play.

Roxanne Dubé

R T

WASHINGTON (AP) _ The Obama administration said Wednesday it has warned Congress that the WikiLeaks

website is preparing to release sensitive U.S. diplomatic records that could damage U.S. relations across the
globe.

"These revelations are harmful to the United States and our interests," State Department spokesman P.J.
Crowley said. "They are going to create tension in relationships between our diplomats and our friends around

5
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the world."

In anticipation of the posting of the leaked documents by the self-styled whistle-blower website, U.S.
diplomatic outposts around the world have begun notifying other governments that it may happen within days,
Crowley told reporters.

"We wish this would not happen, but we are obviously prepared for the possibility that it will," he said.

A Pentagon spokesman, Marine Col. David Lapan, said the Pentagon also has notified congressional
committees of an expected WikiLeaks release. He said the files are believed to be State Department documents,
but they could contain information about military tactics or reveal the identities of sources.

Crowley said the State Department "has known all along" that WikiLeaks has obtained classified State
Department documents.
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5.21(1)(b)
Barber, Shawn -DCL
From: Kutz, Heidi -CSD
Sent: November 26, 2010 3:20 PM
To: Rousseau, Hugues -WSHDC -GR; Elliott, Mike -WSHDC -GR; O'Shea, Kevin -WSHDC -GR
Cc: Barber, Shawn -DCL
Subject: RE: Question

Thanks Hugues!
Shawn - passing on

----- Original Message-----

From: Rousseau, Hugues -WSHDC -GR

Sent: November 26, 2010 3:09 PM

To: Kutz, Heidi -CSD; Elliott, Mike -WSHDC -GR; O'Shea, Kevin -WSHDC -GR
Subject: RE: Question

Thanks Heidi !

Also , I ve asked Roxanne to forward all reIevant numbers and names ( Team leaders and hours )so I can
fhp to ; - ; ; ) and already in
. They can be reached at .

Best;
Hugues

----- Original Message-----

From: Kutz, Heidi -CSD

Sent: November 26, 2010 2:45 PM

To: Elliott, Mike -WSHDC -GR; O'Shea, Kevin -WSHDC -GR; Rousseau, Hugues -WSHDC -GR
Subject: Re: Question

Looping in Hughes who I just spoke to on the conference call.

----- Original Message -----

From: Elliott, Mike -WSHDC -GR

To: Kutz, Heidi -CSD; O'Shea, Kevin -WSHDC -GR
Sent: Fri Nov 26 14:32:41 2010

Subject: RE: Question

----- Original Message-----

From: Kutz, Heidi -CSD

Sent: November 26, 2010 2:29 PM

To: Elliott, Mike -WSHDC -GR; O'Shea, Kevin -WSHDC -GR
Subject: Re: Question

S0 no worries about viruses, etc?

----- Original Message -----
From: Elliott, Mike -WSHDC -GR
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To: Kutz, Heidi -CSD; O'Shea, Kevin -WSHDC -GR
Sent: Fri Nov 26 14:27:17 2010
Subject: RE: Question

----- Original Message-----

From: Kutz, Heidi -CSD

Sent: November 26, 2010 2:27 PM

To: Elliott, Mike -WSHDC -GR; O'Shea, Kevin -WSHDC -GR
Subject: Re: Question

----- Original Message -----

From: Elliott, Mike -WSHDC -GR

To: Kutz, Heidi -CSD; O'Shea, Kevin -WSHDC -GR
Sent: Fri Nov 26 14:17:58 2010

Subject: RE: Question

----- Original Message-----

From: Kutz, Heidi -CSD

Sent: November 26, 2010 2:07 PM

To: O'Shea, Kevin -WSHDC -GR; Elliott, Mike -WSHDC -GR
Subject: Question

Importance: High

s.21(1)(b)
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Dubé, Roxanne -DCD 5.21(1)(b)

From: Kutz, Heidi -CSD

Sent: November 27, 2010 10:24 AM

To: Dubé, Roxanne -DCD; Barber, Shawn -DCL; Fortier, Patricia -CND; Grant, Heather -GGD
Subject: Re: Call by « ‘

Copying in Heather

————— Original Message -----

From: Kutz, Heidi -CSD

To: Dubé, Roxanne -DCD; Barber, Shawn -DCL; Fortier, Patricia -CND
Sent: Sat Nov 27 10:13:42 2010

Subject: Re: Call by -

Definitely

————— Original Message -----

From: Dubé, Roxanne -DCD

To: Barber, Shawn -DCL; Kutz, Heidi -CS8D; Fortier, Patricia -CND
Sent: Sat Nov 27 10:04:41 2010

Subject: Fw: Call by ¢ o

For reference in SITREP

————— Original Message -----

From: MacArthur, Karen -MINA

To: Grant, Heather -GGD; Giroux, André Frangois -USS; Beaulieu, Sebastien -DMA

Cc: Allen, Jon -GNM; Jobin, Stephane -GGA; Chaput, Ghislain -GGA; Kutz, Heidi -CSD; Dubég,
Roxanne -DCD; Rosenberg, Morris -USS; Cossette, Gerald -DMA; Rousseau, Hugues -WSHDC -GR
Sent: Sat Nox 27 09-50-08 2010

Subject: -
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8.15(1) - International

s.21(1)(a)
Barber, Shawn -DCL 5.21(1)(b)

From: Barber, Shawn -DCL

Sent: November 27, 2010 10:56 AM

To: Jobin, Stephane -GGA

Subject: FW: Contact # for US State Dept Task Force on WikiLeaks

From: Rousseau, Hugues -WSHDC -GR

Sent: November 27, 2010 10:55 AM

To: Grant, Heather -GGD; Barber, Shawn -DCL; McCormick, Claudette -DCL

Cc: Kutz, Heidi -CSD; Dubé, Roxanne -DCD; Glauser, Mark -CSS; O'Shea, Kevin -WSHDC -GR; Lyons, Deborah -
WSHDC -DHOM

Subject: Re: Contact # for US State Dept Task Force on WikiLeaks

From: Grant, Heather -GGD

To: Barber, Shawn -DCL; McCormick, Claudette -DCL
Cc: Kutz, Heidi -CSD; Dubé, Roxanne -DCD; Rousseau, Hugues -WSHDC -GR; Glauser, Mark -CSS
Sent: Fri Nov 26 17:24:35 2010

Subject: RE: Contact # for US State Dept Task Force on WikiLeaks

Many thanks. Shawn.
‘ . ___cheers, Heather

From: Barber, Shawn -DCL

Sent: November 26, 2010 5:24 PM

To: Grant, Heather -GGD; McCormick, Claudette -DCL

Cc: Kutz, Heidi -CSD; Dubé, Roxanne -DCD; Rousseau, Hugues -WSHDC -GR; Glauser, Mark -CSS
Subject: RE: Contact # for US State Dept Task Force on WikiLeaks

Our War Room tel nbr is 613-944-0996. It is operational now. I will be 'moving in' when there is a
functioning SIGNET terminal available - hopefully shortly.

Shawn

From: Grant, Heather -GGD

Sent: November 26, 2010 3:49 PM

To: McCormick, Claudette -DCL

Cc: Kutz, Heidi -CSD; Dubé, Roxanne -DCD; Barber, Shawn -DCL; Rousseau, Hugues -WSHDC -GR
Subject: Contact # for US State Dept Task Force on WikiLeaks

Not sure if | am sending this to the correct person (forgive me if | am wrong, Claudette).
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many thanks.

Heather Grant

Director General | Directrice générale

North America Policy Bureau | Direction générale des politiques de I'Amérique du Nord

Tel: (613) 944-1966

Fax: (613) 943-2423

heather.grant@international.gc.ca

125 Sussex Drive, Ottawa, ON K1A 0G2

Foreign Affairs and International Trade Canada | Affaires étrangéres et Commerce international Canada
Government of Canada | Gouvernement du Canada

Foresgn Affairs and Affaires dlrangéres ot AT kel
l*l International Trade Canada  Commerce infernationa Canata (,dnada
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DALLAIRE, Heather -DCD -C5
From: German, Betty Ann -KABUL -GR -C5
Sent:  November 27, 2010 12:00 PM
To: EXTOTT (USS C5); Cossette, Gerald -DMA -C5; EXTOTT (DMT C5)
Cc: IM Repository / Répertoire de Gl; Giroux, André Frangois -USS -C5; Boudreau, Ryan -USS -C5;

Beaulieu, Sebastien -DMA -C5; Musani, Farrah -USS -C5; Alexander, Arun -DMT -C5&; Brouca,
Elaine -DMT -C5; Jasmin-Benoit, Jonathan -DMT -C5; Wordsworth, Tyler -DMA -C5; Kutz, Heidi -
CSD -C5; Oak, Brian -GWX -C5; Grant, Heather -GND -C5; Barban, Gaston -AlD -C5; Lulashnyk,
Troy -IGD -C5; Thomsen, Lillian -CLD -C5; McCulloch, Monique -DCP -C5; Adsett, Hugh -JLA -C5;
Cremonese, René -GLB -C5: MacArthur, Karen -MINA -C5; Hardy, Susan -AIEM -C5; Moreau,
Jean Maurice -AlTC -C5; Angell, David -MID -C5; Brown, Debora -BCD -C5; Glauser, Mark -CSS -
C5; Calvert, Phil -GPD -C5: Macartney, Kenneth -GSD -C5; Bobiash, Donaid -GFD -C5; Kur, John -
GUD -C5; Fortier, Patricia -CND -C5; Holmes, John -GMD -C5; Reeder, Neil -GCD -C5; Savage,
Stuart -BSI -C5; Firlotte, Nick -CEC -C5; EXTOTT (BCM C5); EXTOTT (DCD C5);, EXTOTT (BSD
C5); EXTOTT (IDD C5); Venner, Gordon -DFM -FTAG -C5; Martin, Barbara -DFD -FTAG -C5;
Norfolk, Adrian -DFA -FTAG -C5; Fleming, Catherine -DFA -FTAG -C5; Murdock, Bruce -DFB-
FTAG -C5; Gibbins, Christopher -DFC -FTAG -C5; Brodeur, Yves -IFM -C5; Martin, Tim -KANDH -
GR -C5; Whiting, Shelley -KANDH -GR -C5; Luput, Philip -KANDH -GR -C5; Golberg, Elissa -IRD -
C5; Ducros, Frangoise -CIDAHQ -C5; Lortie, Marc -PARIS -HOM/CDM -C5; Sloan, John -MOSCO -
HOM/CDM -C5; Fox, James -ROME -HCOM/CDM -C5; Wright, James -LDN -HOM/CDM -C5; Fried,
Jonathan -TOKYQ -HOM -C5; Boehm, Peter -BRLIN -HOM/CDM -C5; Doer, Gary -WSHDC -
HOM/CDM -C5; McNee, John -PRMNY -HOM/CDM -C5; McRae, Robert -BNATO -HOM/CDM -C5;
Beck, Stewart -DELHI -HOM/CDM -C5; Hynes, Ross -ISBAD -HOM/CDM -C5; Court, Charles -PCO
-AFG -C5; Hradecky, Sara -PCO -AFG -C5; Bossenmaier, Greta -PCO -AFG -C5; Yen, Mia -PCO -
AFG -C5; Carriere, Claude -PCQO -C&; Rossiter, Sandra -LDN -GR -C5; Netley, Rebecca -WSHDC -
GR -C5

Subject: ;f._ __

Security/Sécurité: SECRET / SECRET

PLEASE FORWARD TO:

For USS; Please forward to Morris Rosenberg
For DMT: Please forward to Louis Lévesque
For DCD: Please forward to Roxanne Dubé
For IDD: Please forward to Don Sinclair

For BSD: Please forward to Randle Wllson
For BCM: Pleast forward to Ulric Shannon

SENT ON BEHALF OF AMBASSADOR WILLIAM CROSBIE
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Barber, Shawn -DCL

From: Barber, Shawn -DCL

Sent: November 27, 2010 9:45 AM

To: 'shawn.barber@c.international gc.ca'
Subject: Wikileaks Task Force SitRep Template

Attachments: DFAIT WIKILEAKS TASK FORCE - SITREP Template (2).doc

08/02/2011
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DFAIT WIKILEAKS TASK FORCE
SITUATION REPORT

SitRep Nbr.
Date:
Time:

Summary Update

Total number of files reviewed:
Total number of files of interest:

Security and Canada-US Trade Issues General Foreign | Legal/Consular
Intelligence Bilateral Policy /Political | and Other
Relations

Key Issues and Findings:

International Developments / Implications:

Communications

Number of new media calls:
The following responsive lines have been approved for use by DFAIT media
relations division (BCM):

Next Steps / Action
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Barber, Shawn -DCL

From: Barber, Shawn -DCL

Sent:  November 27, 2010 9:34 AM

To: Sproule, David -JLD

Cc: Adsett, Hugh -JLA

Subject: RE: IMPORTANT for YOUR REVIEW AND ACTION: Wikileaks - FOLLOW-UP

OK thanks David.

From: Sproule, David -JLD

Sent: November 27, 2010 9:34 AM

To: Barber, Shawn -DCL

Cc: Adsett, Hugh -JLA

Subject: Re: IMPORTANT for YOUR REVIEW AND ACTION: Wikileaks - FOLLOW-UP

Shawn,

Will be checking my bb for emails so if phonecall were to be missed could find message immediately on bb.
David

From: Barber, Shawn -DCL

To: Adsett, Hugh -JLA

Cc: Sproule, David -JLD

Sent: Fri Nov 26 20:59:31 2010

Subject: RE: IMPORTANT for YOUR REVIEW AND ACTION: Wikileaks - FOLLOW-UP

Hugh - that's great, thanks very much.

Shawn

From: Adsett, Hugh -JLA

Sent: November 26, 2010 8:59 PM

To: Barber, Shawn -DCL

Cc: Sproule, David -JLD

Subject: FW: IMPORTANT for YOUR REVIEW AND ACTION: Wikileaks - FOLLOW-UP
Importance: High

Shawn,
| just noted that you asked if our list was prioritized. It's not really, so |'ve taken a stab at a rough prioritization. |

haven't been able to consult with others in the branch on the priority that I've just now assigned, but hopefully this
is still of some assistance:

08/02/2011
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From: Barber, Shawn -DCL

To: Dubé, Roxanne -DCD; Shannon, Ulric -BCM; Beaulieu, Sebastien -DMA; Kutz, Heidi -CSD; Oak, Brian -GND -
GWX; Grant, Heather -GGD; Sinclair, Donald -IDD; Barban, Gaston -AID; Lulashnyk, Troy -IGD; Thomsen, Lillian -
CLD; McCulloch, Monique -DCP; Adsett, Hugh -JLA; Giroux, André Francois -USS; Cremonese, René -GLB;
MacArthur, Karen -MINA; Wordsworth, Tyler -DMA; Boudreau, Ryan -USS; Hardy, Susan -AIEM; Moreau, Jean
Maurice -AITC; Angell, David -MID; Brown, Debora -BCD; Glauser, Mark -CSS; Calvert, Phil -GPD; Macartney,
Kenneth -GSD; Bobiash, Donald -GFD; Kur, John -GUD; Fortier, Patricia -CND; Holmes, John -GMD; Reeder, Neil -
GCD; Wilson, Randle -BSD; Alexander, Arun -DMT; Brouca, Elaine -DMT; Savage, Stuart -BSI; Moreau, Jean
Maurice -AITC; Firlotte, Nick -CEC; Martin, Barbara -DFD -FTAG; Fortier, Patricia -CND

Cc: Cacchione, Alain -BCM; Monette, Lisa -BCM; Driscoll, Lynne -BCM; Belmahdi, Latifa -BCF; Media Monitoring /
Surveillance Medias (BCM); Cormier-Lassonde, Eugenie -DCD; O'Shea, Kevin -WSHDC -GR; Allen, Jon -GNM;
DALLAIRE, Heather -DCD; LaRochelle, Frangois -DTL; Sran, Ramneet -GNM; McCulloch, Monique -DCP; Kessel,
Alan -JFM; Schachter, Davida -DCL; McCormick, Claudette -DCL

Sent: Fri Nov 26 12:14:43 2010

Subject: RE: IMPORTANT for YOUR REVIEW AND ACTION: Wikileaks - FOLLOW-UP

FOLLOW-UP:

1. Rosters - we are now in the process of putting together the roster of analysts for the Wikileaks
war room. Hours will be 8 am to 8 pm Saturday and Sunday and from 5 pm to 8 pm this evening.

08/02/2011
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As we do not know exactly when the full 250,000 documents will be posted on Wikileaks people will
need to be on call for the period for which they have indicated they are available.

In addition, we are asking for several Team Leaders to be available to review materials that have
been identified in 5 broad categories (1) Security and intelligence, (2) Canada-US Bilateral
Relations, (3) Trade Issues, (4) General Foreign Policy/Political, (5) Legal and other Issues.

We would appreciate if you could forward names and contact details of individuals who would be
available to help on an as needed basis. Please send this information to Claudette McCormick (DCL)
cc'ing DCL/Davida Schachter and myself.

2. Key Search Terms - as there is a lot of material to review we are developing a list of priority
search terms that information specialists from the Library will use to identify documents that will
require scrutiny by our analysts. Noting the five broad categories above, we would appreciate if
you could provide us as soon as possible with

A prioritized list of search terms that would be of interest for your specific Branch or Bureau. As an
example, the Legal Bureau has provided us with the following list (Hugh - could you confirm if this
list is prioritized?):

08/02/2011
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For those of you who have not already done so appreciate if we could receive this information
ASAP. Please forward to me by COB today.

Thanks

Shawn Barber

Director / Directeur

Parliamentary Affairs (DCL) / Relations avec le Parlement

Corporate Secretariat / Secrétariat des services intégrés

Foreign Affairs and international Trade Canada / Affaires étrangéres et Commerce international Canada
Tél./Tel. (613) 944-5153

Cell. (613) 697-3664

Fax (613) 944-0665

courriel/e-mail: shawn.barber@international.gc.ca

From: Dubé, Roxanne -DCD
Sent: November 25, 2010 5:42 PM

To:  Dubé, Roxanne -DCD; Shannon, Ulric -BCM; Beaulieu, Sebastien -DMA; Kutz, Heidi -CSD; Qak, Brian -GND -GWX; Grant, Heather -GGD;
Sinclair, Donald -IDD; Barban, Gaston -AID; Lulashnyk, Troy -IGD; Thomsen, Lillian -CLD; McCulloch, Monique -DCP; Adsett, Hugh -JLA; Giroux, André
Frangois -USS; Cremonese, René -GLB; MacArthur, Karen -MINA; Wordsworth, Tyler -DMA; Boudreau, Ryan -USS; Hardy, Susan -AIEM; Moreau, Jean
Maurice -AITC; Angell, David -MID; Brown, Debora -BCD; Glauser, Mark -CSS; Calvert, Phil -GPD; Macartney, Kenneth -GSD; Bobiash, Donald -GFD;
Kur, John -GUD; Fortier, Patricia -CND; Holmes, John -GMD; Reeder, Neil -GCD; Wilson, Randle -BSD; Alexander, Arun -DMT; Brouca, Elaine -DMT;
Savage, Stuart -BSI; Moreau, Jean Maurice -AITC; Firlotte, Nick -CEC

Cc:  Cacchione, Alain -BCM; Monette, Lisa -BCM; Driscoll, Lynne -BCM; Belmahdi, Latifa -BCF; Media Monitoring / Surveillance Médias (BCM);
Cormier-Lassonde, Eugenie -DCD; O'Shea, Kevin -WSHDC -GR; Allen, Jon -GNM; DALLAIRE, Heather -DCD; LaRochelle, Francois -DTL; Barber, Shawn
-DCL; Sran, Ramneet -GNM; McCulloch, Monique -DCP

Subject: IMPORTANT for YOUR REVIEW AND ACTION: Wikileaks

THIS E-MAIL CONTAINS IMPORTANT TASKINGS, please review immediately.

We are informed that at least 90 out of the 250,000 documents anticipated to be posted on Wikileaks by Friday

afternoon or soon thereafter relate to Canada. Many more documents may also pertain to Canada. DFAIT is 7
the lead interdepartmentally on this file. | . 5
- S Consequently, it was agreed
dl Ine Secona meeting o the 1askKrorce toaay tnat.

A "war room" will be set up by noon, November 26th and will remain in operation for the weekend and beyond, as
needed (see hours of operations below). Thank you to AITC and CEC for their assistance. The war room will
be located on A2-217.

The war room will be charged with:

e The safe downloading of wikileaks documents on stand alone computers
¢ The identification and initial assessment of documents of interest to DFAIT and OGDs

08/02/2011
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e The preparation of Situation Reports, primarily for the use of senior management and ministers, as
appropriate (a template will be developed overnight, contact point is Shawn Barber (DCL)

The war room will be staffed as follows:

e A rotating team leader (to be confirmed tomorrow morning) who will oversee the operations

e A rotating group of team experts (to be circulated tomorrow morning) who will be responsible for the initial
review of pre-identified, and "of interest to" Canada documents

e A group of search experts who will narrow the list of documents of interests based on pre-identified search
words

e Supporting and technical staff

¢ A Communication bureau liaison officer

All communications on this matter will be channelled to BCD, BCM for onward review and action with
ministers offices and if required, interdepartmentally

For the time being, the Corporate Secretariat will be responsible to lead the taskforce, constituted of all those in
the addressee line to this e-mail.

To support this effort, we are asking: :

1. With respect to the US branch more specifically, GGD and GWX i) to remain on alert starting at 5pm, Friday
November 26; ii) to assign a rotating team expert to be in the war room from Friday noon to Sunday night at
10:00pm to provide initial review of Canada-US relations documents; and as appropriate, iii) to liaise with other
government departments on issues from a policy perspective.

2. Each geographic DG to i) make himself or herself available to be reached by phone over the weekend through
the Ops centre, starting at 5pm on Friday; ii) be ready to sign off on assessments pertinent to their sectors for
onward transmission to deputies and/or ministers; iii) pre-designate a number of experts in their branch to be
made available as needed. DCL will be in contact with your offices to follow up on this request.

3. All addressees to this e-mail to review an initial list of search words which will be circulated by DCL tomorrow
morning.

4. BSD and BS! to be prepared to engage provincial and territorial governments, as needed, on files of interest.

Thank you for your cooperation. The taskforce will meet again midday tomorrow to review status of
preparations.

Roxanne Dubé

From: Dubé, Roxanne -DCD
Sent: November 24, 2010 4:54 PM

To:  Shannon, Ulric -BCM; Beaulieu, Sebastien -DMA; Kutz, Heidi -CSD; Oak, Brian -GND -GWX; Grant, Heather -GGD; Sran, Ramneet -GNM;
Sinclair, Donald -IDD; Barban, Gaston -AID; Lulashnyk, Troy -IGD; Thomsen, Lillian -CLD; McCulloch, Monique -DCP; Najm, Ami -DCP; Adsett, Hugh -
JLA; Giroux, André Francois -USS; Cremonese, René -GLB; MacArthur, Karen -MINA; Wordsworth, Tyler -DMA; Boudreau, Ryan -USS; Hardy, Susan -
AIEM; Moreau, Jean Maurice -AITC; Angell, David -MID; Brown, Debora -BCD; Glauser, Mark -CSS

Cc:  Cacchione, Alain -BCM; Monette, Lisa -BCM; Driscoll, Lynne -BCM; Belmahdi, Latifa -BCF; Media Monitoring / Surveillance Médias (BCM);
Calvert, Phil -GPD; Macartney, Kenneth -GSD; Bobiash, Donald -GFD; Kur, John -GUD; Cormier-Lassonde, Eugenie -DCD; O'Shea, Kevin -WSHDC -GR;
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Allen, Jon -GNM; DALLAIRE, Heather -DCD; LaRochelle, Frangois -DTL; Barber, Shawn -DCL

Subject: Report: First meeting of "Taskforce" on Wikileaks and next steps.

A brief meeting was held earlier today to assess DFAIT implications and next steps on the anticipated, non-
authorized release of approximately 285,000 documents from State Department databanks (see AP story below
for reference). Release is expected Friday, November 26 and relates to a range of unclassified and secret
documents, covering roughly 5 years, over an unknown but vast array of issues. Addressees to this e-mail are
now part of a rapidly assembled taskforce. Geographic DGs are welcome to attend all meetings.

Participants noted at the meeting the potentially many implications for Canada: bilateral and multilateral
relations, national security, privacy, consular.

ft was subsequently confirmed by PCO Comms that DFAIT is the lead, at least until the documents are published
and assessment is made of their content.

The taskforce agreed that:
On a responsive basis:

o BCM will act as the assembling and distributing division for relevant media coverage of wikileaks
¢ The policy lead for media lines and overall integration of analysis will be GND/GGD

On a proactive basis:

e AIEM and AITC will provide taskforce with recommendations on how best to "process”, "store" the
wikileaks to support an easy, and non-duplicative review by relevant sectors by COB November 24th.

e All represented branches/bureaux at the taskforce meeting will be responsible for reviewing those sections
of the wikileaks relevant to their areas of responsibilities

o DCD will task the production of an initial assessment by relevant sectors, for sign off by DGs, compilation
and integration by a team/lead sector (likely GND and GGD), and onward transmission to deputies’offices
e BCM and GLB will assess the need to equip HOMs with media lines as needed

e CSD/CSS will assess need to provide directives to DFAIT employees regarding reviewing the wikileaks
site.

A meeting will be held on November 25 to review state of play.

Roxanne Dubé

++++t 4+

WASHINGTON (AP) _ The Obama administration said Wednesday it has warned Congress that the

WikiLeaks website is preparing to release sensitive U.S. diplomatic records that could damage U.S.
relations across the globe.

"These revelations are harmful to the United States and our interests," State Department spokesman P.J.

Crowley said. "They are going to create tension in relationships between our diplomats and our friends
around the world."

08/02/2011
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In anticipation of the posting of the leaked documents by the self-styled whistle-blower website, U.S.
diplomatic outposts around the world have begun notifying other governments that it may happen within
days, Crowley told reporters.

"We wish this would not happen, but we are obviously prepared for the possibility that it will," he said.
A Pentagon spokesman, Marine Col. David Lapan, said the Pentagon also has notified congressional
committees of an expected Wikileaks release. He said the files are believed to be State Department
documents, but they could contain information about military tactics or reveal the identities of sources.

Crowley said the State Department "has known all along" that WikiLeaks has obtained classified State
Department documents.
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Dubé, Roxanne -DCD

From: Kutz, Heidi -CSD

Sent:  November 28, 2010 9:35 AM

To: Dubé, Roxanne -DCD

Subject: FW: Wikileaks - potential impact on personnel

(I had called Graeme this morning to prompt - this is extremely helpful)

From: Clark, Graeme -HFD

Sent: November 28, 2010 9:32 AM

To: Kutz, Heidi -CSD; Sproule, David -JLD; Brown, Debora -BCD

Cc: Gregson, Susan -HCM; Kessel, Alan -JFM; Adsett, Hugh -JLA; Shannon, Ulric -BCM; Dubé, Roxanne -DCD;
McCulloch, Monique -DCP; Grant, Heather -GGD; Fortier, Patricia -CND; Barber, Shawn -DCL; Glauser, Mark -CSS;
Giroux, André Francois -USS; Beaulieu, Sebastien -DMA; Lévéque, Alexandre -HFP

Subject: Re: Wikileaks - potential impact on personnel

Heidi: we spoke.

My initial thoughts, for what they're worth. G

Graeme Clark
DG (HFD)

From: Kutz, Heidi -CSD

To: Clark, Graeme -HFD; Sproule, David -JLD; Brown, Debora -BCD

Cc: Gregson, Susan -HCM; Kessel, Alan -JFM; Adsett, Hugh -JLA; Shannon, Ulric -BCM; Dubé, Roxanne -DCD;
McCulloch, Monique -DCP; Grant, Heather -GGD; Fortier, Patricia -CND; Barber, Shawn -DCL; Glauser, Mark -CSS;
Giroux, André Frangois -USS; Beaulieu, Sebastien -DMA

Sent: Sat Nov 27 16:24:41 2010

Subject: Wikileaks - potential impact on personnel

Graeme, David, Debora;
I'm writing to you on behalf of the Wikileaks Task Force (Chair Roxanne Dubé and core members copied here).

You will be aware that the website Wikileaks will be making public a large amount of information from State
Department databases as early as tomorrow. This information will include an extensive cache of State
Department diplomatic reporting. We do not have an indication of the extent of information on Canada at this
time. We can anticipate, however, that employees of this Department (and possibly others) could be named,
referenced or quoted in some instances. This is, of course, standard in diplomatic reporting, but will assume a
new dimension if individuals are identified and their comments are reported on.

This message is intended as a heads up to you for your early consideration of approaches, personnel support,
legal considerations, privacy and media advice, should employees be specifically identiified in documents that are
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released. As DFAIT is taking the lead on wikileaks on behalf of all of government, we would appreciate your
considerations, and would see them as the basis on which to advise OGDs, should their employees be named.

Again, we have no idea of the magnitude of this potential issue, and it could be minimal. Nonetheless, we wanted
to bring it to your attention for your awareness and consideration to allow for an approach to be in place, should
this become a live issue when the documents enter the public domain. We would also be grateful if you could
identify a lead point of coordination.

With thanks,
Heidi
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Dubé, Roxanne -DCD

From: Kutz, Heidi -CSD

Sent: November 28, 2010 10:13 AM

To: Dubé, Roxanne -DCD; Brown, Debora -BCD; Shannon, Ulric -BCM; Oak, Brian -GND -GWX

Cc: Giroux, André Frangois -USS; Beaulieu, Sebastien -DMA, Cossette, Gerald -DMA;
'karen@mcarthur'; MacArthur, Karen -MINA

Subject: RE: Important - Must Read

Roxanne - I will be there.

————— Original Message-----

From: Dubé&, Roxanne -DCD

Sent: November 28, 2010 9:54 AM

To: Brown, Debora -BCD; Shannon, Ulric -BCM; Kutz, Heidi -CSD; Oak, Brian -GND -GWX
Cc: Giroux, André Frangois -USS; Beaulieu, Sebastien -DMA; Cossette, Gerald -DMA;
‘karen@mcarthur'; MacArthur, Karen -MINA

Subject: Important - Must Read

Colleagues:
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Dubé, Roxanne -DCD

From: Kutz, Heidi -CSD

Sent: November 28, 2010 10:58 AM

To: Giroux, André Frangois -USS; Dubé, Roxanne -DCD; Brown, Debora -BCD; Shannon, Ulric -
BCM:; Oak, Brian -GND -GWX; Grant, Heather -GGD

Cc: Beaulieu, Sebastien -DMA; MacArthur, Karen -MINA; Fortier, Patricia -CND

Subject: RE: iImportant - Must Read

André - so that we can contemplate the question before the meeting, what is the nature of
the messages you are referring to below?
Heidi

————— Original Message-----

From: Giroux, André Frangois -USS

Sent: November 28, 2010 10:21 AM

To: Dubé, Roxanne -DCD; Brown, Debora -BCD; Shannon, Ulric -BCM; Kutz, Heidi -CSD; Oak,
Brian -GND -GWX; Grant, Heather -GGD; Cossette, Gerald -DMA

Cc: Beaulieu, Sebastien -DMA; MacArthur, Karen -MINA

Subject: Important - Must Read

This is to confirm that the conference call has been rescheduled to 14:00; same number.
The Deputy has also asked that we develop a recommendation regarding further/future
distribution of messages (on a need to know basis). The upcoming message to all HOM
could be an opportunity to instruct on this.

Will be there for the 11:30 meeting.

————— Message d'origine -----

De : Dubé, Roxanne -DCD

A : Brown, Debora -BCD; Shannon, Ulric -BCM; Kutz, Heidi -CSD; Oak, Brian -GND -GWX Cc
Giroux, André Franc¢ois -USS; Beaulieu, Sebastien -DMA; Cossette, Gerald -DMA;
'karen@mcarthur' <karen@mcarthurs>; MacArthur, Karen -MINA Envoyé : Sun Nov 28 09:53:43
2010 Objet : Important - Must Read

Colleagues:
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Dubé, Roxanne -DCD

From:
Sent:
To:
Cc:

Subject:

Kutz, Heidi -CSD
November 28, 2010 1:46 PM
Fortier, Patricia -CND; Shannon, Ulric -BCM; Barber, Shawn -DCL

Dubé, Roxanne -DCD; Brown, Debora -BCD; Monette, Lisa -BCM; Glauser, Mark -CSS; Giroux,
André Francois -USS; Beaulieu, Sebastien -DMA; MacArthur, Karen -MINA; Grant, Heather -GGD;
Oak, Brian -GND -GWX

RE: recommendations to DMs on media lines

From: Fortier, Patricia -CND

Sent: November 28, 2010 1:41 PM

To: Kutz, Heidi -CSD; Shannon, Ulric -BCM; Barber, Shawn -DCL

Cc: Dubé, Roxanne -DCD; Brown, Debora -BCD; Monette, Lisa -BCM; Glauser, Mark -CSS; Giroux, André Frangois
-USS; Beaulieu, Sebastien -DMA; MacArthur, Karen -MINA; Grant, Heather -GGD; Oak, Brian -GND -GWX
Subject: RE: recommendations to DMs on media lines

Pf

From: Kutz,

Heidi -CSD

Sent: November 28, 2010 1:33 PM
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To: Shannon, Ulric -BCM; Barber, Shawn -DCL

Cc: Dubé, Roxanne -DCD; Brown, Debora -BCD; Monette, Lisa -BCM; Glauser, Mark -CSS; Giroux, André Frangois
-USS; Beaulieu, Sebastien -DMA; MacArthur, Karen -MINA; Fortier, Patricia -CND; Grant, Heather -GGD; Qak,
Brian -GND -GWX

Subject: RE: recommendations to DMs on media lines

From: Shannon, Ulric -BCM

Sent: November 28, 2010 1:26 PM

To: Barber, Shawn -DCL

Cc: Dubé, Roxanne -DCD; Brown, Debora -BCD; Monette, Lisa -BCM; Kutz, Heidi -CSD; Glauser, Mark -CSS;
Giroux, André Frangois -USS; Beaulieu, Sebastien -DMA; MacArthur, Karen -MINA; Fortier, Patricia -CND; Grant,
Heather -GGD; Oak, Brian -GND -GWX

Subject: recommendations to DMs on media lines

As discussed at TF meeting, for possible inclusion in sitrep to DMs:

__ The following are PMO-approved lines:
*Irresponsible leaks like these are deplorable and do not serve anybody's national interests. The
perpetrators of these leaks may threaten our national security or endanger our men and women
serving abroad.

*These are not Canadian documents.

If asked about "inferiority complex" comments:
* We are proud Canadians and simply put, we live in the best country in the world.

If asked about CSIS and other intelligence matters:
*We do not comment on operational matters.

If asked about Canada-U.S relationship:
*The United States and Canada enjoy one of the closest and most extensive bilateral relationships in

the world.

If asked if we have spoken to U.S. Government:
*Minister Cannon has spoken to U.S. Secretary of State Clinton about this matter.

22/02/2011
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Barber, Shawn -DCL -C5

From: Glauser, Mark -CSS -C5

Sent: November 28, 2010 9:21 AM

To: Grant, Heather -GND -C5; Barber, Shawn -DCL -C5; Kutz, Heidi -CSD -C5
Cc: IM Repository / Répertoire de Gl

Subject: RE: o

Security/Sécurité: SECRET / SECRET

Heather - here is the summary of the other report. We have run it by Barbara M and Gord V. Thanks, Mark

IMPACT ANALYSIS:

From: Grant, Heather -GND -C5

Sent: November 28, 2010 9:19 AM

To: Barber, Shawn -DCI -C5: Glauser. Mark -CSS -C5
Subject : .

From: Grant, Heather -GND -C5
Sent: November 27, 2010 9:33 PM
To: Barber, Shawn -DCL -C5
Subject: .

09/02/2011
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Barber, Shawn -DCL -C5

From: Grant, Heather -GND -C5

Sent: November 28, 2010 11:29 AM

To: Glauser, Mark -CSS -C5; Barber, Shawn -DCL -C5; Kutz, Heidi -CSD -C5

Cc: IM Repository / Répertoire de Gl; Oak, Brian -GWX -C5; Rooney, Michael -GNC -C5
Subject: -

Hi Mark & Shawn, | have tweaked my gang's contribution to also include "Subject Matter" for each of the
summaries as was done for the Judd report. | thought that addition was very useful.

Title:
Date:
Subject Matter:

SUMMARY: "

IMPACT ANALYSIS:

From: Grant, Heather -GND -C5

Sent: November 28, 2010 9:19 AM

To: Barber, Shawn -DCL -C5: Glauser. Mark -CSS -C5
Subject: f

Hi Shawn & Mark

From: Grant, Heather -GND -C5
Sent: November 27, 2010 9:33 PM
To: Barber, Shawn -DCL -C5
Subject: .

Title:

09/02/2011
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Subject Matter:

Brief Summary: T

Impact Analysis: T

Title:

Date:.

Brief Summary: ‘

Imoact Analvsis: Tt

Title:

Date:
Subiect Matter:

Brief Summary:

09/02/2011

000057



5.15(1) - International

s.21(1)(a) Page 3 of 5
s.21(1)(b)

Impact Analysis “ ‘

Title: ¢

Date:.

SubjectMatter‘:‘;““f m

Brief Summary:

Impact Analysis:

From: Glauser, Mark -CSS -C5

Sent: November 28, 2010 9:21 AM

To: Grant, Heather -GND -C5; Barber, Shawn -DCL -C5; Kutz, Heidi -CSD -C5
Cc: IM Repository / Répertoire de GI

Subject: e

Security/Sécurité: SECRET / SECRET

Heather - here is the summary of the other report. We have run it by Barbara M and Gord V. Thanks, Mark

Title:
Date:
Subject Matter:

SUMMARY:

09/02/2011
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IMPACT ANALYSIS:

From: Grant, Heather -GND -C5

Sent: November 28, 2010 9:19 AM

To: Barber, Shawn DCL C5 Glauser Mark -CSS -C5
Subject:

Hi Shawn & Mark

From: Grant, Heather -GND -C5
Sent: November 27, 2010 9:33 PM
To: Barber Shawn DCL C5
Subject: ‘
Title:

Date:

Brief Summary: .

Impact Analysis:

Title: ‘
Date:

Brief Summary:

09/02/2011
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Impact Analvsis:
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; Date:

Brief Summary:

Impact Analysis: /

Title:
Date

Brief Summary:

Impact Analysis; |

09/02/2011

5.15(1) - Internation

s.21(1)(a) Page 5 of 5
s.21{1){b)

000060



8.15(1) - International

Page 1 of 1

s.21(1)(b)

Barber, Shawn -DCL -C5

From:
Sent:
To:
Cc:

Subject:

Barber, Shawn -DCL -C5
November 28, 2010 10:33 PM
Venner, Gordon -DFM -FTAG -C5; Martin, Barbara -DFD -FTAG -C5

IM Repository / Répertoire de Gl; Beaulieu, Sebastien -DMA -C5; Giroux, André Frangois -
USS -C5; Kutz, Heidi -CSD -C5; Norfolk, Adrian -DFA -FTAG -C5; Murdock, Bruce -DFB-
FTAG -C5; Lamonde, Yannick -DFB -FTAG -C5

Wikileaks - 2 Afahanistan Related Docs of Interest

Attachments:

Security/Sécurité: SECRET / SECRET

Please see attached 2 cables released as part of the initial Wikileaks document upload Sunday that are relevant
to Canada (one of high relevance and one of low relevance). Accompanying analysis docs prepared by FTAG/

Andreas Berg.

Shawn

09/02/2011

000061



Pages 7 to/ a 604
are withheld pursuant to section

sont retenues en vertu de l'article

15(1) - International

of the Access to Information Act

de la Access to Information Act



5.15(1) - International

s.21(1)(a)

s.21(1)(b)

Wikileaks Document Report

Analyst Name:

Andreas Berg

File Number(s):

Date of Document or Date Range:
25 February 2010

Document Subject Matter: (one line)

Short Summary (less than 100 words)

Assessment

Relevance to Canada and Canadian interests —

(Note — if relevance considered HIGH consult with Team Leader before printing on C-5

printer)
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Wikileaks Document Report

Analyst Name:

Andreas Berg

File Number(s):

Date of Document or Date Range:
27 September 2009

Document Subject Matter: (one line)

Short Summary (less than 100 words)

Assessment

Relevance to Canada and Canadian interests -

(Note — it relevance considered HIGH consult with Team Leader before printing on C-5

printer)
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Barber, Shawn -DCL

From: Barber, Shawn -DCL

Sent: November 28, 2010 2:57 PM

To: Dubé, Roxanne -DCD; Giroux, André Francgois -USS
Subject: Objet : Wikileaks : le point, 29 novembre

Le présent message contient des renseignements et des directives donnant suite au message transmis par
le sous—ministre le jeudi 25 novembre.

Vous savez que le site Web « Wikileaks » se prépare & publier une énorme cache de rapports
diplomatiques des Etats—Unis. Tel que l'ont déclaré les médias, cette publication aura une portée
significative sur les Etats-Unis et sur leurs relations multilatérales et bilatérales. Vous apprendrez par les
médias libres que les Etats-Unis s’efforcent d’aller au-devant de la publication de ces documents.. ‘

Organisation

Le Ministére a mis sur pied un groupe de travail chargé d’administrer la sécurisation du téléchargement
qui se fait au MAECI, I’analyse des documents reliés aux intéréts et aux politiques canadiennes et la
réaction appropriée. Au moment présent, nous comprenons que certains médias internationaux choisis
(NY Times, Der Spiegel, El Pais, Le Monde) ont déja regu des documents a I’avance. Nous nous
attendons a ce qu’ils commencent & publier immédiatement des articles sur ces documents. Nous
croyons aussi que Wikileaks téléchargera trés bientdt environ 250 000 documents sur son site Web. Pour
I’instant, nous ignorons si l'opération s'effectuera en une seule fois ou pendant une certaine période de
temps.

Le MAECI coordonne la réaction du gouvernement du Canada devant 1’évolution de cette situation. Les
principaux autres ministéres et sous-ministres regoivent quotidiennement des instructions des
surveillants de la sécurité de 1’unité et du sous-ministre délégué. Le compte rendu de la situation
comprendra :

a) les principaux développements;

b) les communications du gouvernement du Canada (couverture médiatique, questions et réponses);
c¢) les répercussions sur les intéréts canadiens;

d) les développements internationaux et les réactions.

En ce qui concerne « les répercussions sur les intéréts canadiens », le groupe de travail Wikileaks
possede une capacité analytique horizontale entre les bureaux géographiques, multilatéraux et
fonctionnels. Les chefs de mission concernés peuvent étre contactés directement par 1’équipe
géographique appropriée afin de fournir des données pour cette analyse d'impact immédiatement et a
moyen terme. Le groupe de travail agira de concert avec le personnel des autres ministéres si des
questions touchant leurs intéréts font surface.

Sécurité des renseignements

08/02/2011
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_e groupe de travail Wikileaks, a Ottawa, est en mesure de
fournir un accés sécurisé et des copies de documents au personnel de ’administration centrale du
MAECI, le cas échéant. S’il vous plait, veillez a ce que les membres de votre personnel ne téléchargent
pas de documents directement ou indirectement de Wikilinks ou de systemes electromques de support
d’1nformat10n am0v1ble dans les systemes du MAECI ~

Dispositions pour les missions

Les observations du chef de mission sont requises pour la production d’une compilation succincte et a
point nommé des réactions et des développements internationaux relié€s a vos pays d’accréditation. Nous
souhaitons particuliérement recevoir, dés que les répercussions d’une fuite deviennent évidentes, un
résumé, un ou deux paragraphes, sur : a) la réaction du ou de votre ou vos pays hdtes aux
renseignements dévoilés sur des intéréts bilatéraux et multilatéraux pertinents; b) toute mention
particuliére ou pertinente au Canada dans les sujets qui pourraient surgir.

Les répercussions seront inévitablement plus importantes pour certains pays que pour d’autres, aussi
certaines missions devront—elles constamment produire des rapports. Tous les rapports devront étre

classifiés de fagon appropriée et transmis au groupe de travail Wikileaks (des comptes sont ouverts sur
SIGNET D et C5) et copiés pour les directions générales et bureaux géographiques.

Communications
Le MAECT est responsable des communications relatives a ce dossier jusqu’a nouvel ordre et les

demandes des médias devront €tre adressées au numéro suivant, ou I’on répond 24 heures par
jour et 7 jours par semaine : 613-995-1874.
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Barber, Shawn -DCL

From: Barber, Shawn -DCL

Sent: November 28, 2010 4.36 PM

To: MacArthur, Karen -MINA: Kutz, Heidi -CSD; Dubé, Roxanne -DCD; Grant, Heather -GGD

Cc: Shannon, Ulric -BCM; Tremblay, Philippe -MINA; Giroux, André Francgois -USS; Beaulieu,
Sebastien -DMA

Subject: RE: OMINA query

----- Original Message-----

From: MacArthur, Karen -MINA

Sent: November 28, 2010 4:34 PM

To: Barber, Shawn -DCL; Kutz, Heidi -CSD; Dubé, Roxanne -DCD; Grant, Heather -GGD

Cc: Shannon, Ulric -BCM; Tremblay, Philippe -MINA; Giroux, André Frangois -USS; Beaulieu, Sebastien -
DMA

Subject: Re: OMINA query

Thanks Shawn. Understood.

Wrt the Guardian site, when you say "our docs" are not available,

----- Original Message -----

From: Barber, Shawn -DCL

To: MacArthur, Karen -MINA; Kutz, Heidi -CSD; Dubé, Roxanne -DCD; Grant, Heather -GGD

Cc: Shannon, Ulric -BCM; Tremblay, Philippe -MINA; Giroux, André Frangois -USS; Beaulieu, Sebastien -
DMA

Sent: Sun Nov 28 16:20:04 2010

Subject: RE: OMINA query

Karen - our docs are not yet available on the Guardian site. We continue to monitor th Guardian while the
Information Management people (AID) actively monitor the Wikileaks site. It appears that this will be a
controlled release over several days.

Shawn

----- Original Message-----

From: MacArthur, Karen -MINA

Sent: November 28, 2010 4:11 PM

To: Kutz, Heidi -CSD; Dubé, Roxanne -DCD; Grant, Heather -GGD

Cc: Shannon, Ulric -BCM; Tremblay, Philippe -MINA; Barber, Shawn -DCL; Giroux, André Frangois -USS;
Beaulieu, Sebastien -DMA

Subject: Re: OMINA query

Thanks Heidi. Next question will likely be when can we have them.... What can I say on that ?

----- Original Message -----

From: Kutz, Heidi -CSD

To: MacArthur, Karen -MINA; Dubé, Roxanne -DCD; Grant, Heather -GGD

Cc: Shannon, Ulric -BCM; Tremblay, Philippe -MINA; Barber, Shawn -DCL; Giroux, André Frangois -USS;
Beaulieu, Sebastien -DMA

Sent: Sun Nov 28 15:51:05 2010

Subject: RE: OMINA query

000072



Karen - this is coming from the UK Guardian site, which has 'mapped' the point of origin of each report in

the cache. In that instance, Ottawa is indicate at : Note that reporting originating from other
locations will also reference Canada.
Heidi

----- Original Message--~--

From: MacArthur, Karen -MINA

Sent: November 28, 2010 3:46 PM

To: Dubé, Roxanne -DCD; Kutz, Heidi -CSD; Grant, Heather -GGD

Cc: Shannon, Ulric -BCM; Tremblay, Philippe -MINA; Barber, Shawn -DCL; Giroux, André Frangois -USS;
Beaulieu, Sebastien -DMA

Subject: OMINA query

Importance: High

Being reported that over 2000 docs are from US emabassy in Ottawa.

Can Dept shed some light on this?
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Barber, Shawn -DCL

From: Barber, Shawn -DCL
Sent: November 28, 2010 7:20 PM

To: Martin, Barbara -DFD -FTAG; Norfolk, Adrian -DFA -FTAG; Berg, Andreas -DFA -FTAG; Delany,
Caroline -DFA -FTAG; Fleming, Catherine -DFA -FTAG

Cc: Gibbins, Christopher -DFC -FTAG; Richardson, Beth -DFC -FTAG
Subject: RE: TASK FORCE UPDATE - 5:30 PM 28Nov

Barb - would it be possible to get one of your Afghan experts to come in to A2-217 tonight for an hour or so to
review these docs? Hate to ask on a Sunday night but Heidi thought it prudent.

Shawn.

From: Martin, Barbara -DFD -FTAG

Sent: November 28, 2010 6:11 PM

To: Norfolk, Adrian -DFA -FTAG; Berg, Andreas -DFA -FTAG; Delany, Caroline -DFA -FTAG; Fleming, Catherine -
DFA -FTAG

Cc: Gibbins, Christopher -DFC -FTAG; Richardson, Beth -DFC -FTAG; Barber, Shawn -DCL

Subject: Fw: TASK FORCE UPDATE - 5:30 PM 28Nov

Importance: High

FYI. They are supposed to advise us when they are ready for subject matter experts. Shawn -- we stand ready.

Alas, lots on Afghanistan, although not necessarily with any Cdn link.
Barb

From: WikiLeaks Task Force / Groupe de travail WikiLeaks (DCL)

To: Rosenberg, Morris -USS; Cossette, Gerald -DMA; Lévesque, Louis -DMT; 'srigby@pco-bcp.gc.ca'
<srigby@pco-bcp.gc.ca>; 'faddenr@smtp.gc.ca' <faddenr@smtp.gc.ca>; 'John.Adams@cse-cst.gc.ca'
<John.Adams@cse-cst.gc.ca>; 'Claude.Carriere@pco-bcp.gc.ca' <Claude.Carriere@pco-bep.gc.ca>

Cc: Dubé, Roxanne -DCD; Shannon, Ulric -BCM; Beaulieu, Sebastien -DMA; Kutz, Heidi -CSD; Oak, Brian -GND -
GWX; Grant, Heather -GGD; Sinclair, Donald -IDD; Barban, Gaston -AID; Lulashnyk, Troy -IGD; Thomsen, Lillian -
CLD; McCulloch, Monique -DCP; Adsett, Hugh -JLA; Giroux, André Francois -USS; Cremonese, René -GLB;
MacArthur, Karen -MINA; Wordsworth, Tyler -DMA; Boudreau, Ryan -USS; Hardy, Susan -AIEM; Moreau, Jean
Maurice -AITC; Angell, David -MID; Brown, Debora -BCD; Glauser, Mark -CSS; Calvert, Phil -GPD; Macartney,
Kenneth -GSD; Bobiash, Donald -GFD; Kur, John -GUD; Fortier, Patricia -CND; Holmes, John -GMD; Reeder, Neil -
GCD; Wilson, Randle -BSD; Alexander, Arun -DMT; Brouca, Elaine -DMT; Savage, Stuart -BSI; Moreau, Jean
Maurice -AITC; Firlotte, Nick -CEC; Martin, Barbara -DFD -FTAG; Fortier, Patricia -CND; Lantsman, Melissa -MINA;
Hong, Paul -MINA; Terrien, Paul -MINA; Whitehead, Darryl -MINA; 'marcoux@pco-bcp.gc.ca' <marcoux@pco-
bep.gc.ca>; 'Christine.Hogan@pco-bcp.gc.ca' <Christine.Hogan@pco-bcp.gc.ca>; 'Shawn.Tupper@ps-sp.gc.ca'
<Shawn.Tupper@ps-sp.gc.ca>; 'sjorgensen@pco-bcp.gc.ca' <sjorgensen@pco-bcp.gc.ca>; 'jzed@pco-bep.ge.ca'
<jzed@pco-bcp.ge.ca>; 'bdiogo@pco-bep.ge.ca’ <bdiogo@pco-bep.ge.ca>; ‘robert.gordon@ps-sp.gc.ca'
<robert.gordon@ps-sp.gc.ca>; 'stephanie.durand@ps-sp.gc.ca' <stephanie.durand@ps-sp.gc.ca>;
‘paul.mackinnon@ps-sp.gc.ca' <paul.mackinnon@ps-sp.gc.ca>; 'merrickr@smtp.gc.ca' <merrickr@smtp.gc.ca>;
O'Shea, Kevin -WSHDC -GR; Allen, Jon -GNM; DALLAIRE, Heather -DCD; LaRochelle, Francois -DTL; Sran,
Ramneet -GNM; McCulloch, Monique -DCP; Kessel, Alan -JFM; McCormick, Claudette -DCL; Musani, Farrah -USS;
Jasmin-Benoit, Jonathan -DMT; Wordsworth, Tyler -DMA; Tremblay, Philippe -MINA; Brown, Debora -BCD;
Stephenson, Don -TFM; Jobin, Stephane -GGA; Rooney, Michael -GGB; Fawcett, Peter -GGA; Cowl, Terrence -
GGA; Watson, Lynda -GNC; Ahmad, Nadia -GNB; Chaput, Ghislain -GGA; Rousseau, Hugues -WSHDC -GR; Lyons,
Deborah -WSHDC -DHOM; Munroe, Darcee -MINT; 'Graham.Flack@ps-sp.gc.ca' <'Graham.Flack@ps-sp.gc.ca'>

08/02/2011

000074



8.15(1) - International

5.21(1)(b) Page 2 of 2

Sent: Sun Nov 28 17:28:32 2010
Subject: TASK FORCE UPDATE - 5:30 PM 28Nov

Our Information Management colleagues have now been able to access the Wikileaks website. This is what we
currently know:

¢ Wikileaks has posted 219 documents on their site. These have to be downloaded individually as they are
HTML documents (this is a departure from previous Wikileak practice). We are currently downloading
these documents and when completed will begin analyzing them for Canadian content.

¢ None of this first tranche of documents has Canada in the subject line or appears to originate from the US
Embassy in Ottawa or other US diplomatic missions in Canada.

e There are 2,648 documents out of a total of 251,287 where Canada is the subject of the message.

e The reports range from 1966 to Feb 2010.

e The Wikileaks site contains the following notice "The embassy cables will be released in stages over the
next few months."

o Wikileaks reports that the total information download will be 7 times larger than the 'iraq Diaries'.

Shawn Barber
Manager/War Room

08/02/2011
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From:
Sent:
To:

Cc:

WikilLeaks Task Force / Groupe de travail WikiLeaks (DCL)
November 28, 2010 10:58 PM

Rosenberg, Morris -USS; Cossette, Gerald -DMA; Lévesque, Louis -DMT; 'srigby@pco-bcp.ge.ca’;
faddenr@smtp.gc.ca'’; 'John Adams@cse-cst.gc.ca’; 'Claude.Carriere@pco-bcp.ge.ca’

Dubé, Roxanne -DCD; Shannon, Ulric -BCM; Beaulieu, Sebastien -DMA; Kutz, Heidi -GLD; Oak, Brian -
GND -GWX: Grant, Heather -GGD; Sinclair, Donald -IDD; Barban, Gaston -AlD; Lulashnyk, Troy -IGD;
Thomsen, Lillian -CLD; McCulloch, Monique -DCP; Adsett, Hugh -JLA; Giroux, André Frangois -USS;
Cremonese, René -GLB; MacArthur, Karen -MINA; Wordsworth, Tyler -DMA; Boudreau, Ryan -USS;
Hardy, Susan -AIEM; Moreau, Jean Maurice -AlITC; Angell, David -MID; Brown, Debora -BCD; Glauser,
Mark -CSS; Calvert, Phil -GPD; Macartney, Kenneth -GSD; Bobiash, Donald -GFD; Kur, John -GUD;
Fortier, Patricia -CND; Holmes, John -GMD; Reeder, Neil -GCD; Wilson, Randle -BSD; Alexander, Arun
-DMT: Brouca, Elaine -DMT; Savage, Stuart -BSI; Moreau, Jean Maurice -AlTC,; Firlotte, Nick -CEC;
Martin, Barbara -DFD -FTAG; Fortier, Patricia -CND; Lantsman, Melissa -MINA; Hong, Paul -MINA;
Terrien, Paul -MINA; Whitehead, Darryl -MINA; ‘marcoux@pco-bcp.ge.ca’; 'Christine.Hogan@pco-
bep.ge.ca'’; 'Shawn. Tupper@ps-sp.gc.ca'; 'sjorgensen@pco-bep.ge.ca'; 'jized@pco-bep.ge.ca',
'bdiogo@pco-bep.ge.ca'; 'robert.gordon@ps-sp.gc.ca'; 'stephanie.durand@ps-sp.gc.ca’;
'paul.mackinnon@ps-sp.gc.ca'; 'merrickr@smtp.gc.ca’; O'Shea, Kevin -WSHDC -GR; Allen, Jon -GNM;
DALLAIRE, Heather -DCD; LaRochelle, Frangois -DTL; Sran, Ramneet -GNM; McCulloch, Monique -
DCP; Kessel, Alan -JFM; McCormick, Claudette -DCL; Musani, Farrah -USS; Jasmin-Benoit, Jonathan -
DMT; Wordsworth, Tyler -DMA; Tremblay, Philippe -MINA; Brown, Debora -BCD; Stephenson, Don -
TFM; Jobin, Stephane -GGA; Rooney, Michael -GGB; Fawcett, Peter -GGA; Cowl, Terrence -GGA,;
Watson, Lynda -GNC; Ahmad, Nadia -GNB; Chaput, Ghislain -GGA; Rousseau, Hugues -WSHDC -GR,;
Lyons, Deborah -WSHDC -DHOM; Munroe, Darcee -MINT; 'Graham.Flack@ps-sp.gc.ca’

Subject: Wikileaks SitRep No. 3

WIKILEAKS TASK FORCE
SITUATION REPORT (Truncated)

SitRep Nbr. 3
Date: 28 Nov
Time: 10:45 PM

Summary Update

Total number of files reviewed: 220 (Wikileaks added one more document to the original 219 released at approx 4:30)

Total number of files of interest: 2 (1 high interest, 1 low interest)

Key Issues and Findings:

e Task Force has now completed a review of all 220 documents released by Wikileaks today.

1

e Wikileaks Twitter posted the following this evening - "Tomorrow we will provide information on how other medié
groups can apply for embargo access to cablegate info."

Task Force War Room is now closed.

Shawn Barber

08/02/2011
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Barber, Shawn -DCL

From: Barber, Shawn -DCL

Sent:  November 28, 2010 1:22 PM

To: Rosenberg, Morris -USS; Cossette, Gerald -DMA; Lévesque, Louis -DMT; 'srigby@pco-bcp.ge.ca',
‘faddenr@smtp.gc.ca'; 'John.Adams@cse-cst.gc.ca’; 'Claude.Carriere@pco-bcp.ge.ca’

Cc: Dubé, Roxanne -DCD; Shannon, Ulric -BCM; Beaulieu, Sebastien -DMA; Kutz, Heidi -GLD; Oak,

Brian -GND -GWX; Grant, Heather -GGD; Sinclair, Donald -IDD; Barban, Gaston -AlD; Lulashnyk,
Troy -IGD; Thomsen, Lillian -CLD; McCulloch, Monique -DCP; Adsett, Hugh -JLA; Giroux, Andre
Frangois -USS; Cremonese, René -GLB; MacArthur, Karen -MINA; Wordsworth, Tyler -DMA,
Boudreau, Ryan -USS; Hardy, Susan -AlIEM; Moreau, Jean Maurice -AITC; Angeli, David -MID;
Brown, Debora -BCD; Glauser, Mark -CSS; Calvert, Phil -GPD; Macartney, Kenneth -GSD;
Bobiash, Donald -GFD; Kur, John -GUD:; Fortier, Patricia -CND; Holmes, John -GMD; Reeder, Neil -
GCD; Wilson, Randle -BSD; Alexander, Arun -DMT; Brouca, Elaine -DMT; Savage, Stuart -BSI;
Moreau, Jean Maurice -AlTC; Firlotte, Nick -CEC; Martin, Barbara -DFD -FTAG; Fortier, Patricia -
CND; Lantsman, Melissa -MINA; Hong, Paul -MINA; Terrien, Paul -MINA; Whitehead, Darryl -MINA,
'marcoux@pco-bcp.ge.ca'; 'Christine.Hogan@pco-bcp.ge.ca’; 'Shawn. Tupper@ps-sp.ge.ca’;
'sjorgensen@pco-bep.ge.ca'; jzed@pco-bep.ge.ca'; 'bdiogo@pco-bep.ge.ca'; 'robert.gordon@ps-
sp.gc.ca’; 'stephanie.durand@ps-sp.gc.ca’; 'paul. mackinnon@ps-sp.gc.ca’; 'merrickr@smtp.gc.ca’;
O'Shea, Kevin -WSHDC -GR; Allen, Jon -GNM; DALLAIRE, Heather -DCD; LaRochelle, Frangois -
DTL; Sran, Ramneet -GNM; McCulloch, Monique -DCP; Kessel, Alan -JFM; McCormick, Claudette -
DCL; Musani, Farrah -USS; Jasmin-Benoit, Jonathan -DMT; Wordsworth, Tyler -DMA; Tremblay,
Philippe -MINA; Brown, Debora -BCD; Stephenson, Don -TFM; Jobin, Stephane -GGA; Rooney,
Michael -GGB; Fawcett, Peter -GGA; Cowl, Terrence -GGA; Watson, Lynda -GNC; Ahmad, Nadia -
GNB; Chaput, Ghislain -GGA; Rousseau, Hugues -WSHDC -GR,; Lyons, Deborah -WSHDC -
DHOM; Munroe, Darcee -MINT; 'Graham.Flack@ps-sp.gc.ca'

Subject: Wikileaks SitRep Nbr 2

WIKILEAKS TASK FORCE
SITUATION REPORT

SitRep Nbr. 2
Date: 28Nov10
Time: 13:00 HRS

Summary Update

A short
summary/analysis has been prepared and will be sent out via the classified system imminently.
e USS will be sending out a message to all HOMs today on Wikileaks outlining, inter alia, reporting
requirements and providing guidance on responding to requests for Canada's reaction to developments.
e Communications to provide additional proposed media lines to O/MINA.

¢ All indications point to a release of all (or some) of the documents via the Wikileaks website sometime this
afternoon.

Communications

In the news:
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- major news outlets expected to begin publishing excerpts of leaked documents at 16:30 today; Wikileaks may
upload some or all of the 250,000 leaked documents in its possession simultaneously;

- Wikileaks claiming via its Twitter account that its website is currently not accessible due to a "mass distributed
denial-of-service attack";

- CBC is reporting a schedule of documents to be released and that the information on Thursday may contain a
characterization of Canadians related to .

- media have also published a letter from US State Department legal adviser Harold Koh to Wikileaks founder
Julian Assange indicating that the release will put “countless” lives at risk, threaten global counterterrorism
operations and jeopardize U.S. relations with its allies.

DFAIT:
Calls into MINA spokesperson: 5

Calls into BCM spokesperson: 0

Media lines (PMO-approved):

*Irresponsible leaks like these are deplorable and do not serve anybody's national interests. The perpetrators of
these leaks may threaten our national security or endanger our men and women serving abroad.

*These are not Canadian documents.

If asked about "inferiority complex" comments:
* We are proud Canadians and simply put, we live in the best country in the world.

If asked about CSIS and other intelligence matters:
*We do not comment on operational matters.

If asked about Canada-U.S relationship:
*The United States and Canada enjoy one of the closest and most extensive bilateral relationships in the world.

If asked if we have spoken to U.S. Government:
*Minister Cannon has spoken to U.S. Secretary of State Clinton about this matter.

Next Steps

Current plans are for a call between core Department deputies this afternoon at 2 pm.

Approved: Roxanne Dube/Chair
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Barber, Shawn -DCL -C5
From: Mackey, Timothy -ANKRA -GR -C5
Sent:  November 29, 2010 9:55 AM
To: WikiLeaks Task Force / Groupe de travail WikiLeaks (DCL)
Cc: IM Repository / Répertoire de Gl; Bailey, Mark -ANKRA -HOM/CDM -C5; Davison, John -ANKRA -

GR -C5; Lescoutre, Sylvain -ANKRA -DR -C5; ANKRA (GR C5); Ranger, Christian -WSHDC -GR -
C5; Ruddock, Frank -WSHDC -GR -C5; Hutchison, David -WSHDC -GR -C5; Cantin, Marie-
Danielle -GUB -C5; Bergeron, Jean-Frangois -GUB -C5; Pinnington, Philip -GUB -C5

Subject: f

Security/Sécurité: CONFIDENTIAL / CONFIDENTIEL

ANKRA/Mackey
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Barber, Shawn -DCL -C5
From: Horak, Dennis -TERAN -HOM/CDM -C5
Sent: November 29, 2010 7:30 AM
To: WikiLeaks Task Force / Groupe de travail WikiLeaks (DCL)
Cc: IM Repository / Répertoire de Gl; Holmes, John -GMD -C5; Venner, Gordon -DFM -FTAG -C5;
Maksymiuk, Daniel -TERAN -GR -C5
Subject

Security/Sécurité: SECRET / SECRET

DH
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Barber, Shawn -DCL -C5
From: Martin, Barbara -DFD -FTAG -C5
Sent: November 29, 2010 7:52 AM
To: Gibbins, Christopher -DFC -FTAG -C5; Norfolk, Adrian -DFA -FTAG -C5; Bureau, France -

DFC -FTAG -C5; Brisebois, Charles -DFC -FTAG -C5; Berg, Andreas -DFA -FTAG -C5
Cc: IM Repository / Répertoire de Gl; Barber, Shawn -DCL -C5; Shannon, Ulric -BCM -C5;

Venner, Gordon -DFM -FTAG -C5
Subject: FW: Wikileaks - 2 Afghanistan Related Docs of Interest

Attachments: KDEM-MOPS-PGOV-PREL-AF .pdf; ISAF or CANADA .pdf; Wikileaks Document Report-US
SCR meeting with AWK .doc; Wikileaks Document Report-RoCK meeting with AWK.doc

Security/Sécurité; SECRET / SECRET

Chris and Adrian.

{ks.
Barb

From: Barber, Shawn -DCL -C5

Sent: November 28, 2010 10:33 PM

To: Venner, Gordon -DFM -FTAG -C5; Martin, Barbara -DFD -FTAG -C5

Cc: IM Repository / Répertoire de GI; Beaulieu, Sebastien -DMA -C5; Giroux, André Frangois -USS -C5; Kutz,

Heidi -CSD -C5; Norfolk, Adrian -DFA -FTAG -C5; Murdock, Bruce -DFB-FTAG -C5; Lamonde, Yannick -DFB -FTAG
-C5 ; -
Subject

Security/Sécurité: SECRET / SECRET

Shawn
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Barber, Shawn -DCL
From: WikiLeaks Task Force / Groupe de travail WikiLeaks (DCL)
Sent:  November 29, 2010 6:21 PM
To: Rosenberg, Morris -USS; Cossette, Gerald -DMA; Lévesque, Louis -DMT; 'srigby @pco-bcp.ge.ca';
‘faddenr@smtp.gc.ca'; 'John. Adams@cse-cst.gc.ca’; 'Claude.Carriere@pco-bep.gc.ca'
Cc: Dubé, Roxanne -DCD; Shannon, Ulric -BCM; Beaulieu, Sebastien -DMA; Kutz, Heidi -CSD; Oak,

Brian -GND -GWX; Grant, Heather -GGD; Sinclair, Donald -IDD; Barban, Gaston -AlD; Lulashnyk,
Troy -IGD; Thomsen, Lillian -CLD; McCulloch, Monique -DCP; Adsett, Hugh -JLA; Giroux, André
Frangois -USS; Cremonese, René -GLB; MacArthur, Karen -MINA; Wordsworth, Tyler -DMA;
Boudreau, Ryan -USS; Hardy, Susan -AIEM; Moreau, Jean Maurice -AITC; Angell, David -MID;
Brown, Debora -BCD; Glauser, Mark -CSS; Calvert, Phil -GPD; Macartney, Kenneth -GSD;
Bobiash, Donald -GFD; Kur, John -GUD:; Fortier, Patricia -CND; Holmes, John -GMD; Reeder, Neil -
GCD:; Wilson, Randle -BSD; Alexander, Arun -DMT,; Brouca, Elaine -DMT; Savage, Stuart -BSI;
Moreau, Jean Maurice -AITC; Firlotte, Nick -CEC; Martin, Barbara -DFD -FTAG; Fortier, Patricia -
CND:; Lantsman, Melissa -MINA; Hong, Paul -MINA; Terrien, Paul -MINA; Whitehead, Darryl -MINA;
'marcoux@pco-bcp.ge.ca'; 'Christine.Hogan@pco-bcp.gc.ca'; 'Shawn. Tupper@ps-sp.gc.ca'
'sjorgensen@pco-bcp.ge.ca'; jzed@pco-bep.ge.ca'; 'bdiogo@pco-bep.ge.ca'’; robert.gordon@ps-
sp.gc.ca’; 'stephanie.durand@ps-sp.gc.ca'; 'paul.mackinnon@ps-sp.gc.ca’; 'merrickr@smtp.gc.ca’;
O'Shea, Kevin -WSHDC -GR; Allen, Jon -GNM; DALLAIRE, Heather -DCD; LaRochelle, Frangois -
DTL; Sran, Ramneet -GNM; McCulloch, Monique -DCP; Kessel, Alan -JFM; McCormick, Claudette -
DCL; Musani, Farrah -USS; Jasmin-Benoit, Jonathan -DMT; Wordsworth, Tyler -DMA; Tremblay,
Philippe -MINA; Brown, Debora -BCD; Stephenson, Don -TFM; Jobin, Stephane -GGA; Rooney,
Michael -GGB: Fawcett, Peter -GGA; Cowl, Terrence -GGA; Watson, Lynda -GNC; Ahmad, Nadia -
GNB,; Chaput, Ghislain -GGA; Rousseau, Hugues -WSHDC -GR; Lyons, Deborah -WSHDC -
DHOM; Munroe, Darcee -MINT; 'Graham.Flack@ps-sp.gc.ca’; Barber, Shawn -DCL;
'rennie.marcoux@pco-bcp.ge.ca'; Marjanovic, Natalija -MSFA; Maherali, Ainoor -IFM; Brodeur,
Yves -IFM; 'greta.bossenmaier@pco-bcp.gc.ca'; 'Katarina.dugovicova@pco-bep.ge.ca'; Gagnon,
Yves -MSFA; Cao, Rupert -MINT

Subject: Wikileaks Update

FYI - just to flag if you haven't already seen it that the CSIS/Judd cable is now on the New York times website
(see CBC story below).

Moments ago another 29 docs (including the CSIS/Judd cable) were downloaded to the Wikileaks website - three
referenced Canada.

Shawn Barber
Manager/War Room

Transcript (closed captioning)

Breaking news on new WikiLeaks documents concerning Canada and Omar Khadr
CBC - NN

November 29, 2010, 16h53
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Carole: All right, breaking news on our top story this hour. "The New York times" has released new leaked
documents from wikileaks. The documents refer to Canada and Canadian diplomats. Rosemary barton has the
story. Rosemary?

Rosemary: Carole, this is a document pertaining to guantanamo detainees, and we were expecting that Canada
might be mentioned in this exchange of diplomatic cables. It dates back to July of 2008, and it's a conversation,
an exchange between a counsellor at the state department and the former head of ¢.S.1.S., Jim judd. As you can
well imagine, most of the exchange deals with omar khadr. They talk about that infamous video, you'll remember
now, that was released by the supreme court of Canada showing omar khadr being interrogated by ¢.S.1.S.
Officers, and they're trying to gauge really Canada's reaction to that dvd. Judd tell us the state department official
that he believes there will be heightened pressure on the Canadian government for the return of omar khadr once
Canadians have seen the video. He talks about "an alice in wonderland” world view of Canadians and their courts
that is tying ¢.S.1.S. In knots. He derides the Canadian courts for undermining foreign intelligence gathering at
c.S.I.S. And he talks very positively about Stephen Harper and the conservative government's ability to "take it on
the chin” when it comes to how the courts are trying to put pressure on Harper and the opposition parties are
trying to put pressure on Harper to have omar khadr repatriated. He talks about how sections of that dvd that
Canadians may well be familiar with now would trigger a knee-jerk anti-americanism and would result in
paroxysms of moral outrage, a Canadian specialty. A very frank assessment from the former head of ¢.S.1.S. Who
subsequently resigned in 2009 in reaction to omar khadr, this video being released, and how it should be
interpreted by the US State department.

Carole: As we say, we're expecting a couple of thousand anyway documents pertaining to Canada and our
relationship with the United States which mentioned a number of things. We're getting the headlines now. That's
one of them. Rosemary, thank you very much.

Rosemary: You're welcome.

Carole: We are expecting the others sometime this week. That's the CBC's rosemary barton in Ottawa.

Due to the nature of closed captioning, grammatical and editorial errors may be found within the text.
Etant donné la nature du sous-titrage, il peut y avoir des erreurs grammaticales et de rédaction dans le
texte.

Not for redistribution outside DFAIT/ Document a distribution au sein de MAEC! seulement.
Contact Media Monitoring / Surveillance Médias (BCM) for distribution list adjustments.

Veuillez contacter Media Monitoring / Surveillance Médias (BCM) pour tout ajustement a la liste de
distribution.

Frankie Leclair
Surveillante des médias / Media Monitor

Bureau des relations avec les médias / Media Relations Office
Tel.: (613) 944-1284
Fax: (613) 995-1405
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Barber, Shawn -DCL

From: WikiLeaks Task Force / Groupe de travail WikiLeaks (DCL)
Sent:  November 29, 2010 9:59 PM

To: Rosenberg, Morris -USS; Cossette, Gerald -DMA; Lévesque, Louis -DMT; 'srigby@pco-bcp.gc.ca’;
'faddenr@smtp.gc.ca'; 'John.Adams@cse-cst.gc.ca'; 'Claude.Carriere@pco-bcep.ge.ca'
Cc: Dubé, Roxanne -DCD; Shannon, Ulric -BCM: Beaulieu, Sebastien -DMA; Kutz, Heidi -GLD; Oak,

Brian -GND -GWX; Grant, Heather -GGD:; Sinclair, Donald -IDD; Barban, Gaston -AlD; Lulashnyk,
Troy -IGD; Thomsen, Lillian -CLD; McCulloch, Monique -DCP; Adsett, Hugh -JLA; Giroux, André
Francois -USS; Cremonese, René -GLB; MacArthur, Karen -MINA; Wordsworth, Tyler -DMA,;
Boudreau, Ryan -USS; Hardy, Susan -AlEM; Moreau, Jean Maurice -AITC; Angell, David -MID;
Brown, Debora -BCD; Glauser, Mark -CSS; Calvert, Phil -GPD; Macartney, Kenneth -GSD,;
Bobiash, Donald -GFD; Kur, John -GUD; Fortier, Patricia -CND; Holmes, John -GMD; Reeder, Neii -
GCD; Wilson, Randle -BSD; Alexander, Arun -DMT; Brouca, Elaine -DMT; Savage, Stuart -BSI;
Moreau, Jean Maurice -AlITC; Firlotte, Nick -CEC; Martin, Barbara -DFD -FTAG,; Fortier, Patricia -
CND; Lantsman, Melissa -MINA; Hong, Paul -MINA,; Terrien, Paul -MINA; Whitehead, Darryl -MINA,
'marcoux@pco-bep.ge.ca’; 'Christine.Hogan@pco-bep.ge.ca’; 'Shawn. Tupper@ps-sp.ge.ca'’;
'sjorgensen@pco-bcp.ge.ca’; 'jzed@pco-bep.ge.ca'; 'bdiogo@pco-bep.ge.ca’; robert.gordon@ps-
sp.gc.ca’; 'stephanie.durand@ps-sp.gc.ca’; 'paul.mackinnon@ps-sp.gc.ca'; 'merrickr@smtp.gc.ca’;
O'Shea, Kevin -WSHDC -GR; Allen, Jon -GNM; DALLAIRE, Heather -DCD; LaRochelle, Francgois -
DTL,; Sran, Ramneet -GNM; McCulloch, Monique -DCP; Kessel, Alan -JFM; McCormick, Claudette -
DCL,; Musani, Farrah -USS; Jasmin-Benoit, Jonathan -DMT; Wordsworth, Tyler -DMA; Tremblay,
Philippe -MINA; Brown, Debora -BCD; Stephenson, Don -TFM; Jobin, Stephane -GGA; Rooney,
Michael -GGB; Fawcett, Peter -GGA; Cowl, Terrence -GGA; Watson, Lynda -GNC; Ahmad, Nadia -
GNB; Chaput, Ghislain -GGA; Rousseau, Hugues -WSHDC -GR; Lyons, Deborah -WSHDC -
DHOM; Munroe, Darcee -MINT; 'Graham.Flack@ps-sp.gc.ca'; Barber, Shawn -DCL;

‘rennie marcoux@pco-bcp.gc.ca'; Marjanovic, Natalija -MSFA; Maherali, Alnoor -IFM; Brodeur,
Yves -IFM; 'greta.bossenmaier@pco-bep.ge.ca'; 'Katarina.dugovicova@pco-bep.ge.ca'; Gagnon,
Yves -MSFA; Cao, Rupert -MINT; Buckler, Sandra -MINT; O'Brien, Liam -MINT; Maicolm, Fraser -
MINT; Schwenker, Niklaus -MINT; Church, Adam -MINT; Bujalska, Monika -MINT; 'O'Gorman, Erin’,
‘Gabrielle.Duschner@ps-sp.gc.ca'

Subject: Wikileaks SitRep No. 5

DFAIT WIKILEAKS TASK FORCE
SITUATION REPORT

SitRep Nbr. 5

Date: 29Nov

Time: 10:00 PM

Summary Update

Total number of files reviewed to date: 278

New files of Interest since last SitRep: 1
Total number of files of interest to date: 3

Key Issues and Findings:

« Since last SitRep 35 new cables were uploaded to the Wikileaks site including the
CSIS/Judd report (see previous update).

International Developments / Implications:
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Summary of new reports from Canadian Missions:
WSHDC

U.S. media was not at all focussed on the Canadian angle, as they have focussed on some
of the colourful language used to describe some world leaders as well as focussing on the
more problematic relationships in Afghanistan, Pakistan, Turkey, Arab states and Russia. The
only Canadian coverage was references in some articles (including in the Washington Post)
that Canada was one of the countries that Secretary Clinton had contacted and some
references to Ambassador Jacobson's call to Minister Cannon with speculation that the
conversation might have included discussion regarding Omar Khadr. There have been no
references to Canadian political leadership or Canada-U.S. issues. Although the Canadian
press has reported on the Canadian angle in two of the Afghan reports, there has been no
reference here.

Communications

During the afternoon, the Canadian media continued to focus on statements by both Minister
Cannon and U.S. Secretary of State Hillary Clinton regarding the effect of the leaked
documents on U.S. relations with other countries.

In the early evening, several media sources discuss documents revealed by the New York
Times pertaining to the case of Omar Khadr. The pieces focus on comments by former CSIS
director Jim Judd, who reportedly described Canadians as having an "Alice in Wonderland"
worldview. Judd commented on the videotaped interrogations by Canadian agents of Omar
Khadr, saying it could trigger "knee-jerk anti-Americanism" and "paroxysms of moral outrage."
The former spy chief reportedly claimed the video would add pressure on Ottawa to seek
Khadr's repatriation. The Globe and Mail also discussed other CSIS actions around the world,
and cited Judd's reported comments about CSIS operations against Hezbollah supporters in
Canada.

Twitter comments on the issue mainly posted links to articles discussing the leaked
documents. Of note, several tweets linked to a GeoNewBlog post explaining several world
governments <http://www.geonewsblog.com/2010/11/30/aus-canada-irag-condemn-wikileaks/?

utm_source=geonewblog.com&utm_medium=twitter> , including Canada, condemned the leaked
documents.

A report on Connect with Mark Kelley stated the US is downplaying the impact of the cables on
diplomatic relations. US officials are taking a different stance this evening with Hillary Clinton

saying foreign political leaders understand that "without the ability to speak frankly, diplomacy
can't work."
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Task Force War Room is now closed.

Drafted/Released: Shawn Barber
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Barber, Shawn -DCL

From: WikiLeaks Task Force / Groupe de travail WikiLeaks (DCL)
Sent: November 29, 2010 2:38 PM

To: Rosenberg, Morris -USS; Cossette, Gerald -DMA; Lévesque, Louis -DMT,; 'srigby @pco-bcp.gc.ca’;
‘faddenr@smtp.gc.ca'; 'John.Adams@cse-cst.gc.ca'’; 'Claude.Carriere@pco-bcp.ge.ca'
Cc: Dubé, Roxanne -DCD; Shannon, Ulric -BCM; Beaulieu, Sebastien -DMA; Kutz, Heidi -GLD; Oak,

Brian -GND -GWX; Grant, Heather -GGD; Sinclair, Donald -IDD; Barban, Gaston -AlD; Lulashnyk,
Troy -IGD; Thomsen, Lillian -CLD; McCulloch, Monique -DCP; Adsett, Hugh -JLA; Giroux, André
Francois -USS; Cremonese, René -GLB; MacArthur, Karen -MINA; Wordsworth, Tyler -DMA,
Boudreau, Ryan -USS; Hardy, Susan -AIEM; Moreau, Jean Maurice -AlITC; Angell, David -MID;
Brown, Debora -BCD; Glauser, Mark -CSS; Calvert, Phil -GPD; Macartney, Kenneth -GSD;
Bobiash, Donald -GFD; Kur, John -GUD; Fortier, Patricia -CND; Holmes, John -GMD; Reeder, Neil -
GCD:; Wilson, Randle -BSD; Alexander, Arun -DMT; Brouca, Elaine -DMT; Savage, Stuart -BSI;
Moreau, Jean Maurice -AlTC; Firlotte, Nick -CEC; Martin, Barbara -DFD -FTAG; Fortier, Patricia -
CND; Lantsman, Melissa -MINA; Hong, Paul -MINA; Terrien, Paul -MINA; Whitehead, Darryl -MINA,
‘'marcoux@pco-bcp.ge.ca'; 'Christine.Hogan@pco-bcp.ge.ca'; 'Shawn. Tupper@ps-sp.gc.ca’;
'sjorgensen@pco-bcp.ge.ca’; 'jzed@pco-bep.ge.ca’; 'bdiogo@pco-bep.ge.ca’; ‘robert.gordon@ps-
sp.gc.ca’; 'stephanie.durand@ps-sp.gc.ca’; 'paul.mackinnon@ps-sp.gc.ca’; 'merrickr@smtp.gc.ca’;
O'Shea, Kevin -WSHDC -GR; Alien, Jon -GNM; DALLAIRE, Heather -DCD; LaRochelle, Francois -
DTL; Sran, Ramneet -GNM; McCulloch, Monique -DCP; Kessel, Alan -JFM; McCormick, Claudette -
DCL; Musani, Farrah -USS; Jasmin-Benoit, Jonathan -DMT; Wordsworth, Tyler -DMA; Tremblay,
Philippe -MINA, Brown, Debora -BCD; Stephenson, Don -TFM; Jobin, Stephane -GGA; Rooney,
Michael -GGB; Fawcett, Peter -GGA; Cowl, Terrence -GGA; Watson, Lynda -GNC; Ahmad, Nadia -
GNB; Chaput, Ghislain -GGA,; Rousseau, Hugues -WSHDC -GR; Lyons, Deborah -WSHDC -
DHOM; Munroe, Darcee -MINT, 'Graham.Flack@ps-sp.gc.ca'; Barber, Shawn -DCL;

‘rennie. marcoux@pco-bcp.gce.ca'; Marjanovic, Natalija -MSFA; Maherali, Alnoor -IFM; Brodeur,
Yves -IFM; 'greta.bossenmaier@pco-bcp.ge.ca'; ‘Katarina.dugovicova@pco-bep.ge.ca'; Gagnon,
Yves -MSFA; Cao, Rupert -MINT

Subject: Wikileaks SitRep No. 4

DFAIT WIKILEAKS TASK FORCE
SITUATION REPORT

SitRep Nbr. 4
Date: 29Nov
Time: 2:30 PM

Summary Update

Total number of files reviewed to date: 243
Total number of files of interest to date: 2
New Files of Interest since last SitRep: 0

Key Issues and Findings:

o Wikileaks uploaded 23 new documents today - none were relevant to Canada.

o Minister Cannon had a media availability at noon today where he commented on the
Wikileaks situation.

 US Secretary of State Hilary Clinton had told reporters today "our official foreign policy is
not set through these messages but here in Washington..."

« Multiple sources are reporting that the Wikileaks documents will come out in the press in
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the following order: Tuesday - Koreas and Guantanamo, Wednesday - Pakistan,
Thursday - Canada, Friday - Afghanistan, Saturday - Yemen, Sunday - China.

International Developments / Implications:

Summary of reports to date from Canadian Missions:
Berlin

« According to DIE WELT, the German government was informed a few days ago by
American officials of the leak and had prepared a “Three-Point Plan” on how to react.

« Steffen Seibert, Chancellor Merkel's Press Secretary, told the media that the German
government will not comment on the content of the WikiLeaks documents. He simply
stated that the German and US government were united in their regret over the
publication of confidential documents. Sources from the Foreign Ministry said that they
do not publicly comment on known confidential information.

« There was no specific mention or relevance to Canada coming from Germany.

London

« In the UK, the WikiLeaks stories first started emerging Sunday at about 6.30 p.m., when
the Guardian and four other global news outlets began publishing online.

« The FCO, through a media spokesperson, said: "We condemn any unauthorized release
of this classified information, just as we condemn leaks of classified material in the UK.
They can damage national security, are not in the national interest and, as the US has
said, may put lives at risk. We have a very strong relationship with the US government.
That will continue."”

« Former senior UK diplomats are reporting that while the leaks are very unfortunate, they
will have little impact on diplomatic behaviour, nor will they constrain diplomats' candour
in their reporting. "But people will be looking at the security of electronic communications
and archives."

« None of today’s stories are about Canada, however in a broader piece entitled, "Let's
Make a Deal" with foreign governments over Guantanamo prisoners, the Daily Mail notes
that there, "had been fears that the documents would also detail the pressure put on
Canada to repatriate Guantanamo detainee Omar Khadr...

Dethi

¢ Media coverage of Wikileaks "cable-gate" reflected the fact that the Indian Ministry of
External Affairs and the Indian press have not fully processed the information in
yesterday's first release.

« Indian analysts are also following cables related to Pakistan, particularly when they

impact India. The Times of India ~ reports "Pakistan, the world's
nightmare," referencing cables that show US officials to be sceptical of Pakistani
leadership.

o Yesterday, in anticipation of the launch, Minister of External Affairs Krishna is quoted as
saying "The Indian Government is not really concemed. But we are certainly interested
in finding out what this WikilLeaks are all about because they say that they are going to
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put on the web 4 million documents. So we will watch with interest.”
o No specific mention of Canada

Madrid

« El Pais reported today on the 3,620 alleged cables from the US Embassy in Madrid to
which they have had access (103 reportedly were secret, taken together the alleged
cables were produced under three Ambassadors, from 2004 to this year). -

¢ Public and media reaction has been muted. The Spanish Government has said litle

o At this point, there ate no direct implications for Canadian interests from any of the
reported alleged cables from the US Embassy in Madrid.

Ankara

o Today’s papers give extensive front-page coverage to the scandal but so far there has
been no official Turkish reaction to the leaks . Aksam daily newspaper notes that the leak
was “the "9/11 of world diplomacy.”

o No specific mention of Canada
Reykjavik

« Initial reaction from Iceland has been very low key, in part because Wikileak servers
have been so busy that Icelandic journalists have not been able to get access to the 290
documents relating to Iceland. Given preoccupations with the Sunday's election to the
special assembly to draft a new Icelandic constitution, the issue has not been given
much prominence locally.

o No mention of Canada.

Wellington

e In his regular Monday morning appearance on TVNZ's Breakfast show, NZ PM

Key downplayed the gravity of the leaks for NZ by noting, "We don't know all of the
details in them, but there's bound to be one or two comments in there that might lead to
embarrassment at most, but nothing more serious than that". He added that the cables
need to be put into context, and reiterated the US State Department’s concern that the
release of information will put lives at risk. He asserted that NZ’s position is to “deal with
whatever comes out”,

¢ Atthis stage WLGTN is not aware of anything directly relevant to Canada's interests in |
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this part of the world
Communications

Significant coverage in national print dailies highlighted Minister Cannon’s condemnation of
WikiLeaks’ release of sensitive U.S. State Department cables. According to the dailies, Canada
is mentioned in over 2,000 diplomatic cables leaked from the U.S. embassy and various consulates in
Canada. Several articles report the documents indicate Afghan President Hamid Karzai’s brother,
Ahmed Wali Karzai, lobbied Canada “aggressively” to obtain a contract to provide private security for
aid projects to rebuild the Dhala Dam in southern Afghanistan. The dailies note the documents show
American and Canadian diplomats met with Karzai and felt wary of what U.S. diplomats viewed as his
“malign” influence. According to the articles, documents further implicating Canada, including
documents on Omar Khadr, would be potentially released this week. La couverture médiatique des
quotidiens francophones et anglophones se concentrent sur les mémes élements.

Throughout the day, websites and broadcast media focussed on Canada’s reaction to the leaked
documents. The pieces explain the Canadian government downplayed the importance of the
documents, nothing that according to Minister Cannon, the leaks would not harm relations between
Canada and the U.S.

Articles on Minister Cannon’s statements were widely distributed through Twitter. CBC News published
a link explaining how to search Wikileaks for specific cables along with a list of the most commonly
used tags in Canadian cables. Several broadcast news stations carried live Minister Cannon’s
statements on the leaks, followed closely by those of U.S. Secretary of State Hillary Clinton. The
National Post's Lorne Gunter published a piece stating the Wikileaks documents are “underwhelming.”
Next Steps / Action

Deputies call at 4 pm.

Approved: Chair of Task Force/ Roxanne Dube
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Barber, Shawn -DCL

From: Beaulieu, Sebastien -DMA
Sent:  November 29, 2010 10:07 AM
To: James, Blair -CFM; Gregson, Susan -HCM
Cc: WikiLeaks Task Force / Groupe de travail WikiLeaks (DCL); Fortier, Patricia -CND; Clark, Graeme -
HFD; Kutz, Heidi -CSD; Glauser, Mark -CSS; Barber, Shawn -DCL; Wordsworth, Tyler -DMA,
Beaulieu, Sebastien -DMA; Giroux, André Frangois -USS; Dubé, Roxanne -DCD
Subject: Wikileaks -- Security of personnel/Consular considerations
Susan, Blair,
Kindly prepare a C5 message to HOMs (can be sent on your behalf), alerting them to the
potential heightened security risks for Canadian personnel and other Canadians in their host
country (e.g. NGOs, private sector players) flowing from possible references to them in US
reporting released on Wikileaks. You may wish to invite HoMs to contact relevant divisions at
HQ for guidance, as situation in their host country warrants.

We recognize the need not to be alarmist and that the risk is minimal in many countries, but
DMs nonetheless believe this is an important step to take at this stage.

Sébastien

Consulted: USS/André Frangois Giroux

From: Beaulieu, Sebastien -DMA
Sent: 28 novembre 2010 15:45

To: Dubé, Roxanne -DCD; Kutz, Heidi -CSD; Giroux, André Frangois -USS; Fortier, Patricia -
CND

Cc: Barber, Shawn -DCL; Wordsworth, Tyler -DMA

Subject: Security of personnel/Consular considerations

Colleagues,

You may have already discussed, but do we need to advise missions re: potential risk to safety
of Canadian personnel resulting from inclusion of their commentary in US cables? This was

raised by Heidi to HFD yesterday (not sure of any further consideration beyond comms lines
initially suggested by HFD in response).

DMA explicitly raised the need with me this pm of ensuring/addressing security of personnel,
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and by extension to other Cdns (NGO, private sector) operating abroad.

One step could be to send a C5 to HoMs re: drawing attention to safety of Canadian personnel
and safety of Canadians in their host country. Guidance could be to relay any country-specific
concern to lead division responsible (eg. security, consular).

We would need to ensure this does not sound alarming, but rather seen as an issue of due
diligence, also recognizing that risk doesn't apply to all countries.

Sébastien
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Barber, Shawn -DCL

From: Nickel, Jim -DELHI -GR
Sent:  November 29, 2010 8:14 AM
To: WikiLeaks Task Force / Groupe de travail WikiLeaks (DCL); Giroux, André Frangois -USS

Cc: Macartney, Kenneth -GSD; Giokas, Greg -GSB; Yendall, Jonathan -GSB; Santerre, Luc -GSC,;
Beck, Stewart -DELHI -HOM/CDM; Bentley, Julia -DELHI -GR; Cridland, Simon -DELHI -PA,;
Nandkeolyar, Ritika -DELHI -PA; Bozickovic, Biljana -DELHI -GR; McGovern, Peter -GPM/DSMX

Subject: WikiLeaks - DELHI - Nov 29

As requested, the following is DELHI's initial summary report on Indian reactions to the WikiLeaks. This report is
based primarily on local media coverage. DELHI will provide ongoing reporting as developments warrant.

Media coverage of Wikileaks "cablegate" today in Indian media reflected the fact that the Indian Ministry of
External Affairs (MEA) and the Indian press have not fully processed the information in yesterday's first release.
According to the Indo-Asian News Services, 3,038 of the cables planned for release are from the US embassy in
India (only part of the cache was release yesterday, with more to follow). At least 22 documents of the 226 US
cables released yesterday have an Indian connection. Topics covered include India-Pakistan relations; India-
Afghanistan; India-US; Iran; Nuclear; and, India's bilateral relations with other countries.

Indian analysts are also following cables reiated to Pakistan, particularly when they impact India. The Times of
India _ reports "Pakistan, the world's nightmare," referencing cables that show US officials to be
sceptical of Pakistani leadership. Another story notes that “Turkey did not invite India for a regional meeting on
Afghanistan to appease Pakistan". On this latter issue, the full cable may be seen to cast the US in a positive
light vis-a-vis India as one commentator concludes that "While Pakistan's reservations to India's presence at the
meeting was known, the US assessment that excluding India from regional structures would be a mistake is a
disclosure that will be well-received in New Delhi." US cables that discuss Pakistan's nuclear assets are also of
great interest to Indian analysts and commentators.

Here are the Indian MEA's public reactions as of Nov 29:

Minister of State for External Affairs Preneet Kaur on Monday " This is a very sensitive issue. We have good
bilateral relations with the US and they had already warned us.... So, | think it is not the right time to comment on
it and we want to continue having good relationship with the US. So, let us wait and work this out"

Yesterday, in anticipation of the launch, Minister of External Affairs Krishna is quoted as saying "The

Indian Government is not really concerned. But we are certainly interested in finding out what this Wikil.eaks are
all about because they say that they are going to put on the web 4 miflion documents. So we will watch with
interest.”

DELHI/Nickel
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Barber, Shawn -dCL

From: Shantz, Graham -MDRID -HOM/CDM

Sent: | November 29, 2010 8:06 AM

To: | WikiLeaks Task Force / Groupe de travail WikiLeaks (DCL)

Cc: ; Stirk, Jillian -GEM; Kur, John -GUD; Savard, Isabelle -MDRID -GR
Subject: Wikileaks Sitrep Spain Day #1, Quick Report as per DMs' message

1. Spain's Reaction: El Pais reported today on the 3,620 alleged cables from the US Embassy in Madrid

to which they have had access (103 reportedly were secret, taken together the alleged cables were
produced under three Ambassadors, from 2004 to this year). Public and media reaction has been muted
with attention much more focused on the results from vesterdav's reaional elections in Catalunia, in which
PM Zapatero's socialist allies were soundly beaten. -

2. Implications for Canada: At this point, I do not see any direct im<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>