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About this Manual

The Classification Management Tools — Agency Automated Classification Guide (CMT-
AACG) User's Manual describes the interfaces and processes for the CMT-AACG, version
2.2. As new releases are distributed, this manual will be updated. We will refer to the CMT-
AACG simply at CMT within the content of this manual.
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Classification Management Tools
Agency Automated Classification Guide (CMT-AACG)

The CMT is an automated classification tool that applies classification control markings to
electronic documents and email. Users select criteria based on the information being classified. The
CMT then automatically generates portion marks, a classification banner/header and a block, based
on the criteria selected by the user. The CMT can also validate your markings to ensure all portions
are marked and to help resolve any discrepancies between the Banner/Header and portion marks.
Additional features, such as Favorites and Repeat Portion Mark (RP) can enhance the efficiency and
speed of applying classification markings to your document. This manual is designed to provide you
with basic instruction on how to use all features of the CMT.

The CMT-AACG can be used to classify documents generated using Microsoft (MS) Office
products (Word, PowerPoint, Excel, and Outlook) and Lotus Notes. The interfaces to the CMT-
AACG may look slightly different depending upon the application or operating system, but the
functions are the same.

1 Accessing the CMT
1.1 CMT Toolbar Overview

1.1.1 Microsoft Office Products

In MS Word, Excel and PowerPoint, the CMT toolbar appears at the top of the document window,
as shown in Figure 1-1. The Classify category, located in the top line of the MS Office menu bar,
also enables the CMT application.

G portion Sample - Microsoft Word

CMT Toclbar

i Fle Edt Wiew Insert Format  Tocls  Table  indow Help  adobe PDF  Acrobat Comments T
Ejﬁdéﬁll'j:iﬁ'?ilu EEWF- Y A -*I%_ﬁj_aéésﬂlgﬁﬂ / ,ugead!§127|g|§
[ - o | (L) | (F) | () | (S) | (15) | - | (F) | (RP) | (v-PH) i

Figure 1-1 CMT Toolbar in MS Office Applications

In MS Qutlook, for both the MS Windows XP and Vista platforms, the CMT toolbar looks similar
to the toolbar in the other MS Office products, and is also located at the top of the display window.
(See Figures 1-2 and 1-3)

e Message Ihsert Options Format Text Add-Ins

Classify - |o=x (L) [F} (O} (S) (T5) [P [RF}

Figure 1-2 CMT Toolbar in MS Outlook - Windows Vista

iigend |l G| 6 o | (3 0 Jua B i Y 8w 8] B ontons. A% | @ i A -lAlLs L U=
P - o | | (F) | (1 | (5) | (75 | - |6y | ) | e

Figure 1-3 CMT Toolbar in MS Outlook - Windows XP
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1.1.2 Lotus Notes Email Application

In Lotus Notes, the CMT application buttons are embedded in the toolbar at the top of the
application window. (See Figure 1-4)

[Bend ][Bend and File... ] [ Save As Draﬂl C|EISSif5.I'] [ Phl Favorites lAddress... ] [ Delivery Optinns...]

Repository: rJLl Clazzification Favarites: rJLl kdail Tvpe: rﬂﬂ:iCiEIJLI [ Hi
Figure 1-4 Classification Options in Lotus Notes Toolbar

1.2 Toolbar Options

1.2.1 MS Office Products

The following overview provides a quick reference for the options available from the CMT toolbar
available in MS Office products:

4 Document1 - Microsoft Word @

: fle Ed Vew [nset Fomat ool Tabie (Ciassify)telp  Adobe POF  Acrobat Comments

HRNE=A " BRSNS NENE- A NP | J_'l.éﬁ:»{]ﬁlluuvu.!@ 9
i l=lpelolelas) 20 L®e) | )

o) © o)

Figure 1-5 CMT Options in the MS Office Toolbar

a. Use the Banner Favorites drop-down menu to choose and edit commonly used banner
markings.

b. Launch the CMT by clicking on the key button ®™ or selecting the Classify category to
choose a AACG launch mode (Banner and Block or Portion Marking Mode).

c. Use "Quick Buttons" [(U), (F), (C), (S), (TS)] to choose frequently used portion marks.

Use the Portion Marking Favorites drop-down menu to choose and edit commonly used
portion marks.

e. Launch the Portion Marking function by selecting the Classify category or clicking on the
(P) button.

f. Click the (RP) button to repeat the last portion mark selected.
Click (V-PM) to launch the Validate Portion Marking function.

1.2.2 Lotus Notes

In Lotus Notes, the toolbar appears as shown in Figure 1-6.

a b
Classity || PM Favorites || Address... || Delivery Options... || Follaw Up ~ || Copy Inta New ~ || Tools ~ |

Send and File..,

Send

- " Official =] [~ Highimpeortance [~ Return receipt ™ Sign ™ Encrpt

Repository: © =] | Classification Favorites: ~

Figure 1-6 Lotus Notes Toolbar with Classification Buttons

a. Use the Classify button to apply the banner/header and block.

b. Launch the Portion Marking mode by clicking on the PM Favorites button.

c. The Classification Favorites drop-down menu provides a current list of your banner/header
and block favorites.

Classification Management Tools — Agency Automated Classification Guide User's Manual 5
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2 The Classification Process

The CMT is designed to provide easy and accurate application of classification and control
markings. When classifying an entire document, we recommend that you follow this order:

1. [Insert portion marks

2. Select your banner based on the highest classification level and the most restrictive control
markings in your document

3. Validate your portion marks against the banner.

2.1 Interface Overview

Once you launch the CMT the interface will appear, allowing you to apply your markings. The
CMT interface is divided into three sections: top, middle and bottom. The following content
provides an overview of the interface capabilities and appearance. You may notice that the three
sections are similar in the Portion Marking, and Banner and Block modes.

2.1.1 Portion Marking Mode Interface
The window that appears to users in the Portion Marking mode, as depicted in Figure 2-1, contains
three main sections:
Top Section - displays the Portion Marking preview, classification level selection options, and
Portion Caveat and Portion Waliver selection options
Middle Section - contains tabs for selecting and applying applicable markings

Bottom Section - contains user help, including a link to your Classification \Web Site, a display
of definitions as user options are selected, Favorite options, and more administration options
(OK, Cancel, and Clear All)

Classification Management Tools — Agency Automated Classification Guide User's Manual
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Top Section
Preview Displa

&= Portion Marking

1!Eim)
# [ Potion Caveat

Portion Caveat’Waiver Options

p [ Portion'Waiver ||~ CONFIDEMTIAL [~ SECRET

[~ TOPSECRET

Classification Level Options > |v uncLassiFED g EOUD
('_)‘ Sall L s Non-Intel and FGI
SCI Controls
. i r L
Middle Section r
Tabs provide options to r |7
apply dissemination controls r
and other markings. )<
-
} Special Access Program Markings
Bottom Section r N Clear Tab
Link to Classification Web Site \ — : :
Favorites options /~TT0UO (FOR OFFICIAL OSE ONLY), &dd To Favoiites | Classification 'Web Site

DoD marking used for UMCLASSIFIED
. . information that may be withheld from
Definitions for selected options| | public release under the Freedom of
Information Act. Intelhgence marking

used for UNCLASSIFIED official
government infosmation that is

Mode administration options = withheld from public release until

g | =
My Poition Marking Favontes
)[ oK Cancel Clear Al

Figure 2-1 Portion Marking Window Overview

2.1.2 Banner and Block Mode Interface

The window that appears to users in the Banner and Block mode, as depicted in Figure 2-2, contains

three main sections:

Top Section - displays the Banner preview and classification level selections
Middle Section - contains tabs for selecting applicable guides, dissemination controls, and other

markings. It also includes the block preview display

Bottom Section - contains user help text, a link to your Classification Web Site, “Favorites”
options, and administrative mode selections (OK, Cancel, and Clear All)

Note: The Banner is referred to as the "Banner™ at some agencies and "Header and Footer™ at
others. For consistency purposes, "Banner™ is the term used to represent header and footer

text throughout this manual.

Classification Management Tools — Agency Automated Classification Guide User's Manual
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Figure 2-2 Banner/Header and Block Mode Window Overview
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3 Portion Marking

Portion marks may be a simple classification level designator or a more complex marking that
includes the classification level and other control markings. The CMT provides multiple options for
adding portion marks, depending upon the complexity of the markings: using Quick Buttons or
launching the Portion Marking mode.

3.1 Use Quick Buttons to Apply Portion Marks

You can use Quick Buttons to quickly apply basic portion marks to your document. (See Figure 3-1)
To apply portion marks using Quick Buttons, place your cursor in the location of your document
that requires a portion mark. Select the appropriate Quick Button to add the desired portion mark at
the location where your cursor was placed. Quick Buttons include (but may not be limited to) the
following:

(U) button applies Unclassified

(F) button applies For Official Use Only
(C) button applies Confidential

(S) button applies Secret

(TS) button applies Top Secret
Note: Some agencies may have additional Quick Buttons that are not described in this manual.

> om (UG R | 00D | (S) | (TS) > | (P3| (RF)

X J
Y

Quick Buttons

Figure 3-1 Use Quick Buttons for Simple Portion Marks

Launch the Portion Marking mode to apply more complex portion marks that include
disseminations controls and other markings (see Section 3.2).

Classification Management Tools — Agency Automated Classification Guide User's Manual
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3.2 Launching Portion Marking Mode

3.2.1 MS Office Products

Launch the Portion Marking mode by clicking on the (P) button or selecting the Classify category
on the MS Office toolbar:

Launch Portion Marking

a mode by selecting Classify
Classifty | Help on the toolbar or by clicking
Launch A4CG b L Bleriey < Bk, on the {F) button
Edit Favorites 3 Partion Marking
Walidate Partion Markings L\}

(FPY | [-Ph) H

, Launch AALCE - Portion Mu:uu:lel

Figure 3-2 Launch Portion Marking Mode in MS Office Applications

3.2.2 Lotus Notes

Launch the Portion Marking mode in Lotus Notes by selecting the PM Favorites button.
(See Figure 3-3)

- : I Portion Marking F i
[GISSSWI[FMFGWHTEE]* Select Portion Marking Favorite

Launch Portion Markinqs]
||Repeat

“Portion Marks**

[ Pl AC"QIF'ED

Launch Portion Marking
mode in Lotus Notes

(R ras 0T

Figure 3-3 Launch Portion Marking Mode in Lotus Notes

Classification Management Tools — Agency Automated Classification Guide User's Manual
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3.3 Basic Steps in Po

The basic process to apply portion marks using the Portion Marking mode is as follows (see Figure 3-4):

UNCLASSIFIED

rtion Marking Mode

1. Place your cursor next to the place where a portion mark needs to be added.

2. Launch the Portion Ma

rking mode using a method described in section 3.2.

3. Choose the classification level.

Note: Refer to your organization's applicable classification guide(s) to determine the
appropriate classification level.

4. Choose applicable control markings from the tabs.
5. Click OK and the portion mark will be applied to your document.

Place cursor at point where a
@por‘[ion mark should be added

( : lLaunch Portion Marking ode | ]

l: 3 )Choose the classification lsvel

(17 This is the Title

(C) The specific content of this docurnent is deterradned b the author. The reader will
derTve meaning based upon their mterpretation of the conterd. The meaning dertved may
not be as the author intended.

P ||| Satellitefmages of the Emerald City were obtained from the govemment of the Wizard of
Oz as arvanged by Wr. John J. Doe. The analwysis of the image

o Portion Marking

Portion Marking: 5
=

[ Portion % aiver | [~ COMFIDEMTIAL
> [~ UMCLASSIFIED I

Derived From ISEI and Special AccessT Dizsemination Cantrals T Mar-lntel and FGI

Add dissemination and control

l: 4 Ymarkings as needed
( ]Chck [

ST T, =

Canecel ‘

B=x )

Clear &1 ‘

Figure 3-4 Basic Portion Marking Steps

As you make selections, the Portion Marking preview at the top of the CMT window will display

the markings you have selected in the proper format. (See Figure 3-5)

The CMT is designed to enable or disable options based upon documented official classification

marking rules. Disabled options that are not applicable to selections you make are grayed out.

ﬁ
{_Portion Marking: S//NF D&

T— <

{ UNCLASSIFIED |

[~ Portionwaiver [T EDNFIDEN?IAT“IV SECRET

Portion Marking preview

[~ TOPSECRET changes as options are selected

7
Derived From g TSEI and Special AccessT

Disgemination
Controls

Mar-lntg

[~ DRCOM [~ DE& SENSITIVE

™ IMCON DaE & Dal! M

r [ RD

~
I~ PROFIN 3
r [~ FRD
4 - -
[ OTHER ] [ e Disabled options are grayed out
B I FISA ' armi

Figure 3-5 Portion Marking Preview
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3.4 Applying Additional Control Markings

Choose the appropriate tabs to apply dissemination controls and other markings. The control
markings available vary depending upon the classification and access controls selected. Be sure to
select all options that apply.

Three of the four tab(s) are available in Portion Marking mode:
1. SCI and Special Access
2. Dissemination Controls
3. Non-Intel and FGI

(See Figures 3-6 through 3-8)

Note: The Derived From tab is not enabled in the portion marking mode.

The dissemination and control tabs look the same in Portion Marking mode and
Banner/Header and Block mode.

Tabs
Derived From I sl aAn:::Icggfcial I Dizzemination EontroIsI Mot-ttel and FGI
SCI Contralz
[IHCs Osl
Select control programs that
apply to your document
0 O PRIy 1o ¥
[El . 1P OTHER provides a free text field for
)™ access programs not listed in the CMT

Special Access Program M arkings

[C]SPECIAL ACCESS REQUIRED - Clear Tab

Figure 3-6 SCI and Special Access Options

Derived From TSCI and Special Access Dissemination T Morelntel and FGI

Controls
C]ORCON [C] DEA SEMSITIVE A
CJIMCON Dok & DaD NS4
C]samMi CJrRD
[¥] NOFORN
C1PROPIN
CIFRD Select Dissemination Controls,
[]OTHER . > to apply Warnings, and other
Cirsa distribution controls to your
FISA W arnings document

Oither Markings
[[] &ttomey Work Product  ["] Attemey-Client Privileged Info
[] Delberative Process [ Source Selection Sensitive

=)

Figure 3-7 Dissemination Control Options
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MNon-ntel
Apply required I SPECAT [ EXDIS
Non-Intel and r

FGl markingsto ™ L L r

your document [r OTHER | ]
FGI \

I~ FGI
Select Other to add a non-ntel
= control not listed

Clear Tab H

Figure 3-8 Non-Intel and FGI Options

3.5 Portion Marking Caveat

Check the box in the top-left corner of the CMT classification window to apply a Portion Caveat to
your document. (See Figure 3-9)

This option may be applied only to unclassified documents when the same portion mark is applied
to most of the portions in the document. Be sure to mark all portions that are different.

The statement that will appear on your document will read: "All portions are [portion mark] unless marked
otherwise." The selections made in Figure 3-9 would produce the following statement: “All portions are
(U//FOUO) unless marked otherwise.”

—
v UMWCLASSIFIED W FOUO
h '

i W

Figure 3-9 Portion Caveat Option

Note: The Portion Caveat option is disabled (grayed out) if any of the classified options (i.e.,
Confidential, Secret, or Top Secret) are selected.

3.6 Portion Marking Waiver

Check the appropriate box at the top-left corner of the CMT classification window to apply a
Portion Waiver to your document. (See Figure 3-10)

This option may be applied only to classified documents. Contact your security office to determine
if an Information Security Oversight Office (ISOO) waiver applies to your information.

r

o Portion Marking
Portion Marking:

Figure 3-10 Portion Waiver Option

Note: Once the Portion Waiver option is selected, classification options (i.e., Confidential, Secret,
or Top Secret) are grayed out and are not available for selection.

Classification Management Tools — Agency Automated Classification Guide User's Manual 13
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4 Banner (Header/Footer) and Block

The Banner is referred to as the "Banner™ at some agencies and "Header and Footer" at others. For
consistency purposes, "Banner" is the term used to represent header and footer text throughout this

manual.

4.1 Launching Banner and Block Mode
Begin applying the Banner and Block markings by clicking one of two button options on the MS
Office toolbar: Classify category (menu) or key button *™. (See Figure 4-1)

Click the Classify button in Lotus Notes.

Launch Banner and Block Mode from one of two
locations on MS Office/Outlook toolbar

a
Table Classily

Launch AACG > Banner and Block
b Edit Favorites » Partion Matking

Mo Walidate Portion Markings

bl
Launch 400G

Figure 4-1 Launch Banner/Header and Block Mode in MS Office/Outlook

4.2 Marking Classified Documents
The banner should match the most restrictive portion marks in the document. The content of the
classification block varies among agencies and organizations.
The basic process to apply markings is as follows (see Figure 4-2):
1. Select the guide or source information that applies.

2. If using a guide, choose all appropriate options from the guide index (referred to as
"derivatives™ at some agencies).
Note: Some agencies only have the option to select a guide.

3. Proceed to the other tabs and select all appropriate control markings (SCI Special Access,
Dissemination Controls, and Non-Intel and FGI).

4. After all required options have been selected, click OK and the tool will apply the
banner/header and block.

Classification Management Tools — Agency Automated Classification Guide User's Manual
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() This 15 §

{C) The spey

=l ) | © 6 | as)

& Classification and Control Markings

= | (P} | (RP} | (¥-PM) |

Banner:

TOP SECRET//ORCON/NOFORN

IMCLASSIFIED

-

Select guide(s) or
source document

Derived From

SCI and Special Accessz

Diszemination Contrals Hor-ntel and FGI

A

@

e
Fol

* AgencyGuide(s)

" Source & Other Guides

(SH#OC/NF) elect all that apply:
—amhority " ABC Security Class Guide | 1he banner should match the
] [ COMFIDENTIAL most restrictive portion marks
gitimate ] SECRET
Merreennndd i DECL ON: 20331021
. & TOP SECR DRY FROM: ABC SCG
Choose appropriate [ DEF Security Class Guide
@_o@ons < || |0 GH! Security Class Guide
vopaaaresyll |0 JKL Security Class Guide
scope of O MMO Security Class Guide
O PQR Security Class Guide
: O STU Security Class Guide
(fU]Paml:u]u O i Security Class Guide e
Select options from tabs ™= g YWI Security Clagss Guide w Guide Examples Clear Tab |
( : 2 as needed 4
' << Rlight Click Selection to View Help Test >> [ Add To Favorites  [Classfication weh Site|
Help Text: El_assification of Diocument
Displays description for each without Attachment | =l
option selected. My Classification Favorites
@ Click OK v oK | TE— | Clear Al |
Figure 4-2 Steps to Construct a Banner and Block
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The content displayed in the Banner and Block previews will change as you select classification and
control markings. (See Figure 4-3)

Definitions (or help text) for selected items in all tabs will appear in the bottom-left corner of the
screen.

o Classification and Control Markings @
o Banner: TOP SECRET/fORCON/NOFORM
(1) This iz ¢
(C) The spe [ UNCLASSIFIED [~ \
From the reg
final associJ Denved From TSCI and Special AccessT Dizzemination Controls T Nonw
*--., :
assessment & Agancy Guidets) £ Cource & Other GLidss > Bann_er and Block previews
R R L . are dl_splayed as you select
{ < IR Classification Block: classification and control
authority to Security Class Guide -~ s
- ] COMFIDEMTIAL EL B 123456 Edit markings
Legitimate o L] SECRET CL REASQOM: 1.4{c)
g DECL OM: 20331021
e TOP SECH . DRY FROM: ABC SCG
O CEF Security Class Guide
Analysis O GHI Security Class Guide
(1 Addressif| | JKL Security Class Guide
scope of O MNo Security Class Guide
OFAR Security Class Guide
. O STU Security Class Guide
(U)Particulay O %Wy Security Class Guide T
eventual ave O ¥Z Security Class Guide - I'Ebnid:ﬁ Ewxamples Clear Tab ‘
() Whether — - -
& [algt CiTel Siel=miom v Yo =l Ve »A [~ Add To Favorites  Classification web Site
Help Text: Classification of Document
Displays description for each without Atiachment:| =l
option selected. My Classification Favorites
v, 0K | Cancel ‘ Clear 41 ‘

Figure 4-3 Banner and Block Previews

Note: Classification Block content varies among different agencies. Your organization's Block may
not look like the example depicted in Figure 4-4.

Banner: TOP SECRET

[~ UNCLASSIFIED [

Derived From ISCI and Special AccessT Dizzemination Controls T Norvntel and FGI

* Agency Guide(s) (™ Source & Dther Guides
Select all that apply:

Classification Block:

ABC Security Class Guide e ;
5 CICONFIDENTIALY  .eeeseee™™™ ¥ | cLev: 123456 _Edi |
CISECRET o CL REASON: 1.4(c)
- DECL ON: 20331021
| TOP SECRET DRV FROM: ABC 5CG

[0 CEF Security Class Guide
[ GHI Security Class Guide
O JKL Security Class Guide
O MNO Security Class Guide
0 PQR Security Class Guide
[ STU Security Class Guide

Figure 4-4 Block Display in the CMT Window
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4.3 Applying Additional Control Markings

Three tabs, depicted in Figures 4-5 through 4-7, provide the ability to add control markings in the
Banner and Block mode.

1. SCI and Special Access

2. Dissemination Controls

3. Non-Intel and FGI

Tabs
Derived From \[ s ‘A"d Special I Disgemination ConliolsI Monintel and FGI
CCEss

SCI Controls

[IHCs Osl

| Select control programs that
apply to your document
O Ok
[I:IOTHEH ], OTHER provides a text input field for

access programs not listed in the CMT

Special ccess Program Markings

[C1SPECIAL ACCESS REQUIRED - Clear Tab

Figure 4-5 SCI and Special Access Options

Derived From I SCl and SpedalecessT Di’E’"i"aliﬁ" MNoreintel and FGI
ontrols

[JoRCOM [1DEA SENSITIVE \
[CJIMCcoN DoE & DaD NS&
[ saml C1rRD
[¥] NOFORN
[C]PROFIN ) o
CIFRD Select Dissemination Controls,
[JOTHER s to apply Warnings, and other
Orisa distribution controls to your

FISA Warnings document

Other Matkings
[[] Attomey Work Product ] Attorney-Client Privileged Info
[] Deliberative Process || Souce Selection Sensitive

=)

Figure 4-6 Dissemination Control Options

Derived From ISCI and Special Access | Dissemination Controls T

Mon-Intel
Apply required I~ SPECAT I~ ExDIS
Non-Intel and r
FGI markings to ™ - — r
your document (Comer | )

[~ FGI
Select “Other” to add a
i non-Intel control not listed

Clear Tab I

Figure 4-7 Non-Intel and FGI Options
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4.4 Using Your Agency's Guide
The Derived From tab contains guide and source document options that can be selected to classify

your document.

Complete the Derived From and associated Derivative Details fields as follows (see Figure 4-8):
1. Select applicable guide(s) at the top of the tab.

2. Choose guide(s) (called "derivatives™" at some agencies) from the pre-loaded list provided in
the Select all that apply menu.
Choose the classification level based on overall content of the document.

3. Choose applicable control markings from the tabs.
4. Click OK to apply your markings.

o]l W ® @16 | a9

() Thisz is

(C) The spes

Select appropriate

= | (P} | (RP} | (¥-PM) -

& Classification and Control Markings

Banner:

TOP SECRET ffORCON/NOFORM

? MCLASSIFIED [

SCl and Special Access

Derived From Digsemination Controls

Mor-ntel and FGI K

@_guide(s]

Choose appro

(SHOCHTNE)
authority to,

Legitimate
(Cewrreaninng

priate

| JAGOrES
scope of

{INParticul

= g Y¥Z Security Class Guide v

> o AgencylGuidels) " Source & Other Guides

elect all that apphy:

ABC Security Class Guide
DEDNFIDENTIAL

O] SECRET

TOF SECR
O CEF Security Class Guide
O GHI Security Class Guide
O JkL Security Class Guide
O MM Security Class Guide
O FOR Security Class Guide
O STU Security Class Guide
O W Security Class Guide

The banner should match the
most restrictive portion marks

DECL OM: 20331021
DRY FROM: ABC SCG

Yiew Clazs

Guide Examples

Clear Tab |

Select options from tabs
( : 2 as needed

@ Click OK

o [Pkt Lz Siebeatin iz feg Tt [ Add To Favontes  Classification wWeb Site |
Help Text: —
Displays description for each
option selected.

Clazsification of Docurnent
without Attachment: | J

My Clazzification Favorites

| =l

v oK | Clear Al |

Cancel |

Figure 4-8 Steps to Insert Agency Guide Information in the Banner and Block
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4.5 Using a Source Document
Designate the guide or source document from the Derived From tab.
1. Choose Source and Other Guides.
2. Choose the classification level based on overall content.
3. A new window (Source Details) will appear:
a. Enter the document name and the current date.
b. Choose an option from the Reasons field.

c. Click the Date or Event option as a declassification determinant.
Enter the source Declassification Date, Declassification Event, or source information
as necessary. Choose declassification exceptions, if applicable.

d. When all Source Details have been added, click OK to close the window.
4. Choose applicable control markings from the tabs.
5. Click OK to apply your markings.
Figure 4-9 depicts the steps described above.

& Classification and Control Markings
Banner: TOR SECRET

[~ UMCLASSIFIED [

O Choose “Sources Derived From SCl and Special Access | Dizsemination Contrals Morntel and FGI
1 e W

and Other Guides” _
T Wl 0 Suurce&DtherGuldesl

Select all that apply:

Choose F . b -
. . ABC S ty I
@ classification level “- L CONFIDENTIAL [ i.ond 3
[J SECRET Doc. Mame: | Date: |yyyymmdd
TOF SECH Reasons eclassification
@ Source Details Window Opens 1355 B 14018 @ Date: [pyyymmidd
a. Enter document name and date " Event |
b. Choose Reason : " Source Marked X1:X8
F s selm %3l
I F x50 56 %7
c. Click Date, Event, or applicable " Source Marked 25<1:X3
exceptions . Fx el x3l

I =51 %6 X7 1T

™ Source Marked 0ADR

d. Click OK when finished " 2541 -human

@ Enter applicable controls from tabs

@Click “OK? o oK | Concel | Clesar &1 |

Figure 4-9 Steps to Apply Markings When Using a Source Document
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4.6 Marking Unclassified Documents

Launch the CMT and choose the Unclassified option. Once this option is selected, control marking

options (i.e., FOUO - For Official Use Only) are no longer grayed out and available to choose. (See
Figure 4-10)

1 Classification and Control Markings @

Banner: UNCLASSIFIED When Unclassified is not selected,

m FOUQ s not highlighted.

[ UNCLASSIFIED [

Derived From ISCI and Special .&ccessT Dizsemination Controls T Mor-Intel and FGI

™ Agency Guide(s) ¢ Source & Other Guides
Select all that apply:

O Source M
[ Multiple Sources

Classification Block:

CL BY: 123456 Edit
CL REASON:

DECL ON:
[ FEOM-

UMCLASSIFIED A/FOUD | P Selected markings
7 -

% ~ are previewed
[~ UNCLASSIFIED R FOUGD

Derived From TSEI and Special Access | Diszemination Contrals T Man-lntel and FGI |

" dgency Guide(s) o Source & Other Guides
Select all that apply:
O Source ~
O tultiple Sources

goca
[ Other Guide

Classification Block:

CL BY: 123456 Edit
CL REASON:

DECLON: | Note: Unclassified documents do not
DIy (RRIDL have a classification block

_ =

Figure 4-10 Mark a Document as "Unclassified"

Note: If the document is designated as "Unclassified," the Classification Block may be displayed in
the Classification and Control Markings window but will not be displayed on your document.
The banner preview field will be updated to reflect selection that you make in the CMT.
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5 Validate Portion Markings (V-PM)

The V-PM function compares the document’s classification banner to the document's aggregate
portion marks in order to ensure that minimum banner requirements are met.

V-PM provides the user with a list of discrepancies. The user is then responsible for making any
necessary corrections.

Note: The V-PM function is currently only available in MS Word 2003 and Outlook 2003 with
Word Editor (all formats).

5.1 Launching V-PM Mode
Click the \V-PM button, located on the right-hand side of the CMT toolbar to launch the V-PM mode.

Click to launch Validate Portion Marking
S

: = ow | (U} | (F) | {Q) | (S} | (TS) = | &P | (RP). | (VP h
Figure 5-1 Launch V-PM

5.2 Review and Modify Discrepancies

The V-PM mode identifies unmarked paragraphs and unrecognized markings, and provides a list of
identified discrepancies.

5.2.1 Unmarked Portion Discrepancy

When an unmarked portion is identified, you have the option to:
e Skip (all) non-marked paragraphs
OR

e Create portion mark for the paragraph identified as missing a mark
OR

e lIgnore the identified discrepancy.
(See Figure 5-2)

Portion Marking Validation Unmarked portion identified

Dizciepancy
Na portion marking in this paragraph

-
-

Skip non-marked
paragraphs Skip non-marked Create Partion

lgnore Cancel
paragraphs b ark - = ‘
OR
Create Portion Mark Statug
Wenfying portion marks - seaucker®g for next candidate portion mark...

OR
Ignore Discrepancy

Figure 5-2 User Options for Paragraph with No Portion Marking

Scroll Down
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After all discrepancies are resolved, a prompt is displayed: "Portion marking validation is
complete.” Click OK and the V-PM mode will close. (See Figure 5-3)

Portion Marking Validation @

Portion marking validation is complete.

Figure 5-3 V-PM "Complete" Prompt

5.2.2 Invalid Marking Discrepancy

When an Invalid Marking discrepancy is identified by the V-PM, proceed as follows (see Figure 5-4):

e Identify the control marking type and click Accept Control Marking Type
OR

e Click Modify Portion Mark to open the CMT Portion Marking mode to make needed changes
OR

e Click Ignore to skip/override the identified item.

Portion Marking Validation

Discrepancy
Invalid marking ORANGE <€——— Invalid marking identified

Identity Control Marking Type
|

" Other SCI ——— > [ Accept Marking
" Oither Dizzemnati OR
" Other Nanintel

Modify Marking
|

| Hadﬁﬁfm lgnare | Cancel | OR
: e =) lgnore Marking
Status
‘erilying portion marks - processing discrepancy identified in Scioll Up
[S#/Orange)...
Seroll Dowr

Figure 5-4 V-PM User Options for Portions

After all discrepancies are resolved, a prompt is displayed "V-PM is complete.” Click OK and the
V-PM mode will close. (See Figure 5-5)

Portion Marking Validation @

Portion marking validation is complete.

Figure 5-5 V-PM "Complete" Prompt
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5.2.3 Banner vs. Portion Marking Discrepancy

When a discrepancy between the banner and portion mark(s) within the document is found, proceed
as follows to correct the discrepancy:

1. Inthe Portion Marking Validation discrepancy alert window, click Modify Banner.
(See Figure 5-6)

2. The CMT Banner mode will be activated and the user can modify the following as needed:
e Classification level
e Derivatives and associated source details
e Control markings
(See Figure 5-7)

3. When required modifications are completed in the CMT Banner and Block mode, click OK.
(See Figure 5-7)

4. After all discrepancies are resolved, V-PM is complete and a prompt is displayed, as
depicted in Figure 5-8. When the user clicks OK, the V-PM mode will close.

Portion Marking Validation

Digcrepancy
Any discrepancies marked with an asterizk must be commected.

T he following control markingz] are prezent in the aggregate portion markingz, but not in

the banmner:
= ORCOM
= NOFORM

Discrepancies between
banner and portion marks

b adify Banner ‘ Cancel

Statuz

Comparing all partion mark:s ko the clazsification banner - proceszing Seroll Up
dizcrepancy identified by the Clazsification Service...

Scroll Diown

Figure 5-6 V-PM Option for Banner vs. PM Discrepancy
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_ Classification and Control Markings
Banner:

UNCLASSIFIED

SECRET
[~ UNCLASSIFIED r
Selecisource b Derived From ISCI wSpedalﬁccessT Disgemination Ccmtlols] Norvintel and FGI |
" Guide & " Guide B * Source & Other Guides
Select all that apply: o
IE Sowuce = Classification Block:
] COMFIDEMTIAL a E%Eégﬂqm] Edit |
B SECRET DECL ON: 20331023

Select Dissemination Controls

Banner SECRET//ORCON/NOFORMN
[~ UNCLASSIFIED [
| }') Dissemination ]'
| C L
¥ ORCONM [~ DE&SEMSITIVE
I~ IMCON Dok & DaD NS&
I~ SAMI I~ RD S Wileaas ma il
v HOFORN . =
[~ PROPIN
= [~ FRD
1 E L I_.
I~ OTHER \
OTHER [ r I~ FisA
= NI I FISA Wamings
Other Markings
I~ Attomeywork Product [~ Attomey-Client Privileged Info
[~ Delberative Frocess | Sowrce Selection Sensitive
_I ; Clear Tab I

Click OK when modifications
are complete

<< Right Chick Selection to View Help Text >»

(U) NOFORN (Not Releasable To | *~dd To Favorites

Foreign Nationals]: Under authority of !

DDir;'cIT d::::t:ationlal In:elggewe without Altadmem;l |
ifies classified intelligence P =

Ehat )n‘my not he released in any form My Classification Favorites

to foreign governments, foreign | Ll

nationals, foreign organizations, or

non-US citizens without permission of v

Classification 'Web Site |
r Clazzification of Document

Cancel | Clear &ll |

Figure 5-7 Changes Needed to Resolve Banner vs. Portion Marking Discrepancy

Portion Marking Yalidation @

Portion marking validation is complete.

Figure 5-8 V-PM "Complete" Prompt
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6 Favorites

The Favorites menu provides the quickest way to apply portion marks and classification markings
to a document. My Classification Favorites (for Banner and Block mode) and Portion Marking
Favorites (for Portion Marking mode) each provide a drop-down menu with standard pre-loaded
classification markings. Users can add or remove markings from the pre-loaded list.

6.1 Add to Favorites

The process for adding favorites is the same in Portion Marking mode and Banner mode.
Add to the pre-loaded list of favorites using the following steps:
1. Apply classification and control marking to a document using the CMT. (See Sections 4)
2. Click Add to Favorites and click OK. (See Figure 6-1)
3. A box will appear to allow you to name your favorite. Select a name and click OK. (See
Figure 6-2)

&w Portion Marking
Portion Marking: 5//0CMNF

r
[~ PottionWaiver| [~ COMFIDENTIAL | SECRET [ TOPSECRET
[~ UNCLASSIFIED A ~
T = = =
Drerived From ISCI and Speciei.ﬁ.ccess DlsEemlnallun Mor-lntel and FGI
ontrols
v ORCOM I;!DEASENSITIVE
[ IMCON \ Dok & DoD M54
 saml p [ RD
v HGFGAR ’ - —
~ PROPIN & \ !
\ [~ FRD
r \ ! r
[ OTHER
Q‘U! - I FlsA
e R IS W arning:
Apply classification and control

Other Markings markings then choose Add fo

[ AtomeyWork  Eavarites and OK

[~ Deliberative Pre

J \ r Clear Tab

“jj ﬁ'g*}‘ggcﬁ ?ﬁ'iftﬁg:g:s'?;l':e}poTe”t * ¥ Add To Favorites  Classifcation web Site

Foreign Mationals): Under authority of r
Director of National Intelligence | J
[DHI]. Identifies classified intelligence _ : :

that may not be released in any form My Portion Marking Favorites

to foreign governments. foreign | j
nationals. foreign organizations, or

non-U5 citizens without permission of % oK | Cancel | Clear Al ‘

Figure 6-1 Add to Favorites

Flease enter a name for your new favorite m
Cancel

5//0C/NF

Figure 6-2 Select Name for New Favorite
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6.2 Apply a Favorite to Your Document

6.2.1 In MS Office Applications (including Outlook)

Choose one of the drop-down menus on the CMT toolbar to
Portion Marking favorite. (See Figure 6-3)

apply a Banner/Header and Block or

E;] File Edit Yiew Insert Format  Tools  Slide Show  Window  Classify  Help

AT TN AR = L N - H | B 2 U 8]

(1) Flenlw] ®l©ls|a(2)

4
| =

Select favorites from these
drop-down menus

’i [EDIT FAYORITES LIST] \ [EDTT PORTION FAVORITES LIST]
UMCLASSIFIED [REPEAT LAST PORTION MARK]
UMCLASSIFIED | FOLC FHFRORTION MARKSH
UNCLASSIFIED
FOLD

C
ClIMF
3
SHINF
TS
TS/iMNF N

Figure 6-3 Favorites Drop-down Menus

6.2.2 In Lotus Notes

Click the down-arrow ™ to the right of Classification Favorites (or Portion Marking Favorites)

and select a favorite from the list. (See Figure 6-4)

Classification Favorites Portion Marking Favorites
|[[save #s Drat|[ classity || PM Favarites | address... | Delvery option [ P Favorites | Address. | [ Follow Up ~ || Gopy Into New
I Classification Favarites: * iml I Mail Tvpe: " Official =] [ M Select Portion Marking Favorite
L & Lo J
Launch Portion Markings »
Select Keywords [ ] | Fepeat :
“*Fartion Marks™
Kewwards UMNCLAZSIFIED Cancel
UNCLASSIFIED FOLIC
LINCLASSIFIED//FOUD
Cancel At [
CyNF
=
SINF
TS
TSHNE v

Figure 6-4 Launch Favorites in Lotus Notes
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6.3 Delete/Rename a Favorite

The process for deleting or renaming a favorite is as follows:
1. Choose the Edit Favorites List (or Edit Portion Favorites List) menu item from the My
(Classification or Portion Marking) Favorites.
2. Choose a favorite on the My Favorite Edit dialog box.
3. Click the Delete or Rename button as needed.
(See Figure 6-5)

My Portion Marking Favorites

’“‘F'EIFETIEIN MARKS ™
LMCLASSIFIED
FOUO

My Favorite Edit ¥

=PORTION MARES™ :
JMCLASSIFIED Fename
Fouo S —

E Delete
C/AAMNF

I3

S/AMF
TS Cloze

[£

Figure 6-5 Initiate Edit Favorites

If Rename is selected, a dialogue box is displayed where you can enter a new "favorite” name.
Click OK to complete the process. (See Figure 6-6)

wn. Ph!‘I!EEEq.l.l.l.h.l.l.h.l.LLLLLLLLLLLI.h.l.LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLI. El

FoUO ~
C — Rename

C/AMF

Delete

. Rename Favorite

B Fleaze enter a new name:

| PROJECT ¥|
Cancel | Ok
Figure 6-6 Rename a Favorite
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Appendix — Acronyms

Agency Automated Classification Guide
Confidential

Classified By

Classification Reason

Classification Management Tool (CMT)
Declassify On

Derived From

Executive Order

Foreign Government Information

For Official Use Only

Information Security Oversight Office
Microsoft Office

Original Classification Authority
Portion Marking

Repeat Last Portion Mark

Secret

Special Access Program

Sensitive Compartmented Information
Top Secret

Unclassified

Validate Portion Markings
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