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A Growing PresenceA Growing Presence

San Diego is the newSan Diego is the new
“Wireless Valley”“Wireless Valley”

San Diego is the 7San Diego is the 7thth

“Most Wired” city in“Most Wired” city in
the nationthe nation

60 - 75% of San60 - 75% of San
Diegan’s own aDiegan’s own a
computercomputer
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San Diego’s High Tech IndustrySan Diego’s High Tech Industry

Home to Nokia, Ericsson and Motorola have aHome to Nokia, Ericsson and Motorola have a
collective worth of over 536 billion dollars.collective worth of over 536 billion dollars.
Including Qualcomm, they employ over 9,000 inIncluding Qualcomm, they employ over 9,000 in

San Diego aloneSan Diego alone
San Diego has over 500 Software companies thatSan Diego has over 500 Software companies that

employ more than 10,000 people.employ more than 10,000 people.
San Diego has the third largest concentration ofSan Diego has the third largest concentration of

biotech companies in the US.biotech companies in the US.
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AS A RESULTAS A RESULT

High Tech CrimesHigh Tech Crimes
Have DramaticallyHave Dramatically
Increased.Increased.
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High Tech Crimes….High Tech Crimes….

Where computer/technology is anWhere computer/technology is an
instrumentality of the crime or is the target ofinstrumentality of the crime or is the target of
the crimethe crime

oror
Where a specialized understanding ofWhere a specialized understanding of
technology is required to investigate thetechnology is required to investigate the
crimecrime
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Why the task force approach?Why the task force approach?
Early Triage
Proper response for victims
Greater number of crimes solved
Shared resources
Vertical prosecutor available 7/24
Access to increasing funding
Use of state-of-the-art hardware, software, and
equipment
Investigators develop an area of expertise
Access to nationwide network to assist in local
investigations
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Responsibility of Task ForceResponsibility of Task Force

Initial response and follow-up investigationInitial response and follow-up investigation
of of all high tech crimesall high tech crimes in member agency’s in member agency’s
jurisdictionjurisdiction

Gather data for Legislature on scope ofGather data for Legislature on scope of
impact on region of high tech crimeimpact on region of high tech crime

Coordinate investigations with other taskCoordinate investigations with other task
forcesforces

Training programs for front line officersTraining programs for front line officers
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Task ForceTask Force

CATCH  is one of five task forces throughoutCATCH  is one of five task forces throughout
California funded by the State of California OfficeCalifornia funded by the State of California Office
of Criminal Justice Planning (OCJP)of Criminal Justice Planning (OCJP)

Responsible for prosecuting high tech crimes in aResponsible for prosecuting high tech crimes in a
multi regional area.multi regional area.



CATCH TaskCATCH Task
ForceForce

SAC ValleySAC Valley
Task ForceTask Force

LA/Orange/VenturaLA/Orange/Ventura
Task ForceTask Force

Northern CaliforniaNorthern California
Task ForceTask Force

REACT Task ForceREACT Task Force



Task ForceTask Force  ContactsContacts
NC3TF
455 Devlin Road, Suite 207
Napa, California  94558
(707) 253-4500

REACT TASK FORCE
950 South Bascom Ave #3011
San Jose, CA 95128
San Jose FBI
(408) 494-7186

Sacramento Valley Hi-Tech Crimes Task Force
4510 Orange Grove Avenue
Sacramento, CA 95841
(916) 874-3002(916) 874-3002

CATCH Task Force
330 W. Broadway, Ste. 750
San Diego, CA  92101
(619) 531-3660

LA/Orange/Ventura Task Force
High Technology Crimes Unit
Los Angeles County District Attorney's Office
201 N. Figueroa Street, Suite 1200
Los Angeles, CA.  90012
(213) 580-3272



CATCH FUNDINGCATCH FUNDING

CATCH is grant fundedCATCH is grant funded
Two different grantsTwo different grants
ID GrantID Grant
HT GrantHT Grant
Over a 3 million dollarOver a 3 million dollar
budgetbudget

Location/leaseLocation/lease
PersonnelPersonnel
Computer EquipmentComputer Equipment
SuppliesSupplies
Training of OfficersTraining of Officers
Public outreachPublic outreach
ProsecutionProsecution
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Benefits of ParticipationBenefits of Participation
Detectives will receive significant amounts of state-of-the-artDetectives will receive significant amounts of state-of-the-art
trainingtraining
–– P.O.S.T. and Non P.O.S.T. trainingP.O.S.T. and Non P.O.S.T. training
–– Includes travelIncludes travel
–– Detectives become greater resource to their own agencyDetectives become greater resource to their own agency
–– Investigator Average: 10 weeksInvestigator Average: 10 weeks
–– Average Cost per Investigator: $15,000Average Cost per Investigator: $15,000

Detectives will have latest technology availableDetectives will have latest technology available
Member agencies relieved of response and investigation of allMember agencies relieved of response and investigation of all
HT investigationsHT investigations
Patrol officers receive trainingPatrol officers receive training
Participate as pioneer in growing problemParticipate as pioneer in growing problem
Access to increasing amounts of fundingAccess to increasing amounts of funding
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C.A.T.C.H. InvestigatorsC.A.T.C.H. Investigators

San Diego County District AttorneySan Diego County District Attorney’’ss
Office (8)Office (8)
San Diego County SheriffSan Diego County Sheriff’’ss
Department (3)Department (3)
San Diego County Probation (1)San Diego County Probation (1)
San Diego Police Department (3)San Diego Police Department (3)
California Department of Justice (2)California Department of Justice (2)
California Department of MotorCalifornia Department of Motor
Vehicles (2)Vehicles (2)
Riverside County SheriffRiverside County Sheriff’’ss
Department (7)Department (7)
Riverside County District AttorneyRiverside County District Attorney
(1)(1)
Riverside County Probation (1)Riverside County Probation (1)
United States Secret Service (3)United States Secret Service (3)

Federal Bureau of Investigation (2)Federal Bureau of Investigation (2)
Carlsbad Police Department (1)Carlsbad Police Department (1)
Immigration & Customs EnforcementImmigration & Customs Enforcement
(1)(1)
United States Postal Inspector ServiceUnited States Postal Inspector Service
(1)(1)

Internal Revenue Service (2)Internal Revenue Service (2)
Office of the Inspector General (1)Office of the Inspector General (1)
Drug Enforcement Administration (1)Drug Enforcement Administration (1)
Defense Criminal InvestigativeDefense Criminal Investigative
Service (1)Service (1)
Imperial County District AttorneyImperial County District Attorney’’ss
Office (1)Office (1)
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Task Force ModelTask Force Model

Law enforcement officers located at CATCHLaw enforcement officers located at CATCH
VerticleVerticle prosecutors assigned to the task force prosecutors assigned to the task force
Law enforcement and prosecutors housed togetherLaw enforcement and prosecutors housed together
Allows for more efficient exchange of informationAllows for more efficient exchange of information
Cohesive working groupCohesive working group
With substantial collective knowledge of HTWith substantial collective knowledge of HT

crimescrimes
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C.A.T.C.H. Prosecutors Sept. 2003C.A.T.C.H. Prosecutors Sept. 2003

San Diego County District AttorneySan Diego County District Attorney’’s Offices Office
–– Three Full Time ProsecutorsThree Full Time Prosecutors  

California Attorney GeneralCalifornia Attorney General’’s Offices Office

  -    One Full Time Prosecutor  -    One Full Time Prosecutor

Imperial County District AttorneyImperial County District Attorney’’s Offices Office

Riverside County District AttorneyRiverside County District Attorney’’s Offices Office  
–– One Full Time ProsecutorOne Full Time Prosecutor

San Diego City AttorneySan Diego City Attorney’’s Office s Office   

United StateUnited State’’s Attorneys Attorney’’s Offices Office



Project Director
 Lisa Weinreb

DAI Lieutenant
Steve Algya

Law Enforcement Lead

CATCH

High Tech ID Theft

PROSECUTORIAL TEAM

Riverside DDA
Sam Long

Vertical Prosecutor

DDA
Keith Burt

DAG
Tawnya Boulan

Vertical Prosecutors

PROSECUTORIAL TEAMINVESTIGATIVE TEAM

DDA
Rafael Acosta

Vertical Prosecutor

ID THEFT
Fred Baclagan, DOJ
Ray Juanengo, SDPO
Melisa Llosa, USPIS

Matt Lowe, CPD
Ken Nelson, SDPD

Randy Lawrence, DAI

Al Melancon, DAI
Johnny Boulden, DAI

Dave Decker, DAI
Dave Hendron, DAI

Ed O’Neill, DAI
Steve Kozma, FBI

James McKenna, IRS
Anthony Orlando, IRS

Brian Blagg, SDPD
Scott Brahin, USSS
Jerry Camp, DMV

Sondra Hester, DEA
Adam Humeniak, ICE
Torri Piper, US OIG

Skip Stephenson, SDPD

Jim Blanco, SDSO
Bruce Barron, FBI
Bill Berrigan, DOJ
Mark Kelly, SDSO
Ron Pegues, IDAI

Gina Tuccillo, DCIS
Gary Williams, SDSO

Riverside
Danny Feltenberger, RSO

l. Mac Bostic, USSS
Charles Cobb, RSO
Greg Fellows, RSO
Seth Hartnett, RSO
Matt Hewitt, RPO

Lance Mueller, RDAI
Anthony Pelato, RSO

Mark Potter, RSO
Cynthia Sjoquist, RSO

Jake Somers, DMV
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CATCH PartnersCATCH Partners

    American Electronics AssociationAmerican Electronics Association
- San Diego Council- San Diego Council

    Computer ConversionsComputer Conversions
    Cox CommunicationsCox Communications
    Exodus CommunicationsExodus Communications
   Qualcomm, Inc. Qualcomm, Inc.
   Science Applications Science Applications
International Corp. (SAIC)International Corp. (SAIC)

   San Diego Software & Internet San Diego Software & Internet
CouncilCouncil

   Sony Corporation Sony Corporation

      Border Research & TechnologyBorder Research & Technology
CenterCenter

      High Tech Crime InvestigatorsHigh Tech Crime Investigators
Association - San Diego ChapterAssociation - San Diego Chapter

    Regional Computer ForensicsRegional Computer Forensics
LaboratoryLaboratory

      San Diego Regional InformationSan Diego Regional Information
Watch (SDRIW)Watch (SDRIW)

     San Diego Supercomputer Center San Diego Supercomputer Center

Private IndustryPrivate Industry Agencies & OrganizationsAgencies & Organizations
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Fraud (Schemes and Credit Card)Fraud (Schemes and Credit Card)

Identity Theft Stalking andIdentity Theft Stalking and
HarassmentHarassment

Threats & ExtortionThreats & Extortion

Counterfeiting & RemarkingCounterfeiting & Remarking
computer hardware and softwarecomputer hardware and software

New Twist on Old CrimesNew Twist on Old Crimes
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New CrimesNew Crimes

Denial of Service AttacksDenial of Service Attacks

Web DefacementWeb Defacement

VirusesViruses

WormsWorms

TrojansTrojans

Malicious Destruction of DataMalicious Destruction of Data



Cases InvestigatedCases Investigated

36 %36 %
14 %14 %

12 %12 %
34 %34 %

4 %4 %
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C.A.T.C.H. OperationsC.A.T.C.H. Operations
July 2001 – August 2003July 2001 – August 2003

Defendants Investigated: 611Defendants Investigated: 611

C.A.T.C.H. Agency Assists: 106C.A.T.C.H. Agency Assists: 106

C.A.T.C.H. Forensics:  131C.A.T.C.H. Forensics:  131

Defendants Arrested: 217Defendants Arrested: 217

Defendants Charged: 217Defendants Charged: 217

Defendants Convicted: 168Defendants Convicted: 168

4003 Officers Trained4003 Officers Trained
44 Citizen Groups Addressed44 Citizen Groups Addressed



Victim LossesVictim Losses
July 2001 – August 2003July 2001 – August 2003

Number of Victims: 42,871Number of Victims: 42,871

Victim Losses: $29,562,100Victim Losses: $29,562,100



UK CaseUK Case
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SpammersSpammers



Early LessonsEarly Lessons

Task Force expertise has been a critical
resource in all regions

Business reporting is increasing

“High Tech” cases cross all boundaries
– Modern law enforcement must keep up



Success of Task Force ApproachSuccess of Task Force Approach

 Proper response for victims Proper response for victims
 Greater number of crimes solved Greater number of crimes solved
 Shared resources Shared resources
 Vertical prosecutors available 7/24 Vertical prosecutors available 7/24
Access to nationwide network to assist in localAccess to nationwide network to assist in local
investigationsinvestigations
 Investigators receive significant amounts of state- Investigators receive significant amounts of state-
of-the-art trainingof-the-art training
Investigators become greater resource to theirInvestigators become greater resource to their
own agencyown agency
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