AT&T Proprietary

Analytical Services Statement of Work
Dated June 1, 2014

1.0 Introduction
AT&T is pleased to provide this Analytical Services Service Statement of Work (SOW). For

Official Use Only and contains proprietary, confidential, trade secret, or commercial information
(PROPIN) owned by the AT&T.

2.0 Scope of Work

AT&T shall provide certain data and reports to the Government Agency, as specified in section
3.0 Tasks. The data that will be provided to the Government Agency is limited to
telecommunications information and records and analysis thereof. In addition to the items
provided in section 3.0 Tasks, AT&T shall provide expedited processing of information
requested by compulsory legal requests (collectively referred to as Legal Process) regarding
telecommunications information and records under the AT&T's ownership or control.

3.0 Task
3.1 Task Area 1:Telecommunications Analysis Support to Government Agency

AT&T shall provide the following:

a. AT&T will provide telecommunications analysis services to Government off-site, as mission
requirements dictate.

b. AT&T will receive the Legal Process, enter and retrieve the data at a non-customer location.

3.2 Task Area 2: Call Detail Records (CDRs1) Telecommunications Information to
the Government Agency

! A CDR has been defined as:

Any record (except a record pertaining to content) maintained by an electronic communication
service provider identifying the telephone numbers called from a particular telephone or
attributable to a particular account for which a communication service provider might charge a
service fee. The term includes but is not limited to all records maintained of individual calls made
from a particular telephone or attributed to it that are or could be the subject of a particularized
charge depending upon the billing plan offered by the provider and accepted by the customer. In
order words, the term is broad enough to cover all records of calls from or attributed to a
particular number regardless of whether, in fact, a separate charge is assessed for each call.
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AT&T shall provide the following:

a. AT&T will interpret and transform the Government Agency’s requested CDRs into suitable
format along with ensuring accurate technical interpretation to meet the Government Agency’s
requirements.

b. AT&T will provide CDRs from the following types of records requested by Legal Process
within the scope of this SOW:

Long Distance CDR

International CDR

Local CDR

Cellular CDR

VolP CDR

SMS transition records (no content)

c. AT&T will have the ability to provide (and shall perform as specifically requested) as the data
obtained by Legal Process permits, the following types of analysis:

Analysis of frequently dialed contacts
Analysis of commonality between CDRs.
Analysis of International contacts
Normalization of international numbers so the numbers meet ITU-T E.164 standards
(normalization)
Recommendation of possible new phone number when the original phone has dropped
(dropped phone analysis)
Recommendation of possible additional phones when it is suspected that the target of
the investigation is using mulitiple phones (additional phone analysis)
Penlink CDR analysis to include:
o Target summary reporting
Target dialed frequency reporting
Common calls report
Penlink archived calls
12 Format Record
12 Link Charting
Link chart that charts requested CDRs
o Geotime geospacial mapping
Target Deconfliction
Storage of CDRs for deconfliction purposes

OO0 0 O0O0O0

Note: CDRs delivered under this section shall not contain content as that term is defined in
applicable U.S. law. The CDRs delivered under this section also shall not contain cell-site
location data unless requested by Legal Process as allowed by applicable law.

Matter of Grand Jury Subpoenas to Southwestern Bell Mobile Systems, Inc. 894 F. Supp. 355, 356(W.D.
Mo. 1995).
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d. The appropriate Legal Process shall be used for the Government Agency to obtain
information from AT&T.

e. AT&T will provide all required system equipment. AT&T shall retain all ownership of
equipment, Intellectual Property and data except as to the data delivered pursuant to Legal
Process and reports as referred by this SOW.

f. AT&T may provide any Internet and/or LAN access required to communicate with the
Government Agency in a manner that is non-attributable to the Government Agency’s program.

g. AT&T will provide all program management support to ensure an ultimate objective of
meeting the Government Agency’s requirements on schedule and within costs.

h. Any required AT&T cooperation and interaction with commercial industry and/or other
governmental agencies shall be non-attributable to the Government Agency's program.

i. AT&T's system/service in all aspects shall be non-attributable to the Government Agency’s
program.

j. AT&T shall provide reports to the COTR on the status of any information request that remains
unfulfilled for more than 2 business days. The reports to the Government may be written or oral
at the Government Agency COTR’s discretion.

4.0 Program Management

AT&T shall name a Program Manager to be responsible for coordinating with the Government
Agency’s program for the allocation, and, where applicable, reallocation of AT&T's resources to
the Government Agency’s program during the term of the contract. AT&T's Program Manager
shall ensure that any of its AT&T employees supporting the contract possess the appropriate
skills, security clearance(s), and experience necessary to perform assigned duties as defined in
this work requirement

5.0 Use of Program Information and Confidentiality

The Government Agency’s program may use the information produced by AT&T pursuant to this
SOW in any way permitted by law; provided however, the Government agency agrees not to
use the data as evidence in any judicial or administrative proceedings unless there is no other
available and admissible probative evidence. The Government Agency shall make every effort
to insure that information provided by the Contractor is non-attributable to AT&T if the data is
provided to a third-party. The Government Agency’s program further agrees that any
information AT&T provides pursuant to this contract is being provided as part of or to facilitate a
law enforcement investigation or otherwise for law enforcement purposes. Where permitted by
law, the Government Agency shall notify AT&T at least five business days before providing to
any third party any information provided by AT&T to the Government Agency’s program or
seeking to use such information as evidence in any judicial or administrative proceeding.
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6.0 Place and Period of Performance

a. Place of Performance: AT&T place of performance for data entry and retrieval will be at a
non-customer location within the local area of the Government Agency.

b. Period of Performance: The period of performance runs July 1% to June 30" with automatic

renewal. Should the Government want to discontinue service, the Government will provide a 60

day advance notice.

7.0 Terms and Conditions

1.
2.

Either party may cancel this agreement with 60 days written notice.

Neither party shall be in default by reason of any failure in performance of this agreement if
such failure arises out of causes beyond their control and without the fault or negligence of

said party including acts of God, fires, earthquakes, acts of government, floods, epidemics,
quarantine restrictions, strikes and other labor difficulties, accidents, war, freight
embargoes and any risks in any way pertaining thereto and all other events and
circumstances beyond the control of the Seller.

Contractor shall retain all rights to all intellectual property under this agreement. Data
provided under this agreement will be provided with unlimited rights.

The Government will not attribute anything information/data regarding this contract to
Contractor.

Title to all equipment will remain with the Contractor.

No Service Level Agreements other than in those description provided in this agreement are
applicable.

Invoices will be submitted in arrears on a monthly basis.

Payment will be in accordance with the Prompt Payment Act.

Limitation of Liability:

EXCEPT WHERE THE PARTIES HAVE OTHERWISE AGREED TO REIMBURSE OR INDEMNIFY THE OTHER
PARTY, NEITHER PARTY SHALL BE LIABLE TO THE OTHER PARTY FOR ANY INDIRECT, INCIDENTAL,
CONSEQUENTIAL, RELIANCE OR SPECIAL DAMAGES SUFFERED BY SUCH OTHER PARTY (INCLUDING
WITHOUT LIMITATION DAMAGES FOR HARM TO BUSINESS, LOST REVENUES, LOST SAVINGS, OR LOST
PROFITS SUFFERED BY SUCH OTHER PARTY), REGARDLESS OF THE FORM OF ACTION, WHETHER IN

CONTRACT, WARRANTY, STRICT LIABILITY, OR TORT, INCLUDING WITHOUT LIMITATION NEGLIGENCE OF
ANY KIND WHETHER ACTIVE OR PASSIVE. EACH PARTY HEREBY RELEASES THE OTHER PARTY (AND SUCH

OTHER PARTY'S SUBSIDIARIES AND AFFILIATES, AND THEIR RESPECTIVE OFFICERS, DIRECTORS,

EMPLOYEES, AGENTS, AND SUBCONTRACTORS) FROM ANY SUCH CLAIM. NOTHING HEREIN SHALL LIMIT

EACH PARTY’S RIGHTS TO DIRECT DAMAGES HEREUNDER.

10. Billing instructions will be provided by the customer under separate cover.
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AGREEMENT:

The parties agree to this Statement of Work.

Houston HIDTA Atlanta HIDTA
¥ Ne )l ¥ qeCtler
Name:  Mike McDaniel Name:  John C. Killorin
Date: JUIy 1,2014 Date: 7/4/2044

AT&T Corp
By:
Name:
Title
Date:
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