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Last Time We Met We Discussed: 

 Cloud and JHU/APL Cloud Test Bed 
o Cloud Test Bed potential tool for supporting analysis and 

model validation 

 FOENEX (Laser (10 Gbps)/hybrid CDL (Ku)) 
o Fully integrated COP/Cloud amongst all platforms - JALN 

o Netted sensors and weapons 

 Demonstrating Cloud support of micro-copter 

(Cloak Blade) ISR (IaaS) 

o PED of micro-copter ISR to static IP 

 RADM Leigher and RDML Herbert 
o RADM Leigher said to equip Cloak Blade with image 

recognition SW and he would “buy a box of them for each LCS” 

o RDML Herbert is interested in Cloak Blade demo and revisiting 

FOENEX for comms robustness 

o Led to over 12 other Flag or SES briefs 
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2 TW-13 considering all three technologies 
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How did we get where we are? 

 Cloak Blade picked up as a  late FY12 year IRAD 
o Effort started in June 2012 

o $45K granted initially for purchases // testing 

o Additional $30K added for sensor and Cloud 

integration 

o Ken Sparks leading Engineering effort 

 Micro-copters arrived in late July – early Aug 

 Unmanned IFF Copter white paper prepared in 

August 2012 and sent to NWDC / OPNAV N2N6 
o Help determine vessel  

(hostile) intentions 

o Communicate with 

approaching vessel 
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Cloak Blade Controller, Software, Hero HD 
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Cloak Blade – Phase I Demo 
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JHU/APL Cloak Blade Cloud IaaS 
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Cloak Blade – Quick Facts 

  Facts: 

o Can lift ~2 KGs, greater capacity in larger versions 

o Top speed ~ 30+ MPH; has held GPS position in 

gusts over 30 kts 

o Helicopter can be flown via AES encrypted Wireless, 

or via GPS waypoints 

o Ceiling 3000+ feet 

o Full Motion Video (FMV) 

   and Voice for HI 

o  Inherently stealthy 
 

 Design goals: 
o Add diesel generator or 

 Fuel Cell 

o Add Language Translator  

 (LT on PC, Microphone//Speaker on Cloak Blade) 
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Stabilized Mount with Optical Cameras 

Hero HD camera and Sony 300 digital zoom video cameras 



UNCLASSIFIED//FOUO 

UNCLASSIFIED//FOUO 
9 

Top View of Cloak Blade  

Without stabilized camera mount 
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Without stabilized camera mount 

Side View of Cloak Blade  
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Cloak Blade Controller with Demo GPS Waypoints 
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Cloak Blade Demo GPS Way Pts Details 
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FY13 Cloak Blade IRaD and TW13 Goals 

 Cloak Blade (CB) Phase II: 
o CB range – solution  = diesel generator 

o Range:  10 – 30 miles with 2 to 4 hour mission time 

o Power Consumption:  1,000 watts, battery life ~35 mins 

o Fully integrate sensors and communications to 

host ship // land platform 

o Weatherproof CB platform 

o Evaluate encryption devices 

o Test inertial navigation devices 

 Trident Warrior 13 
o Test three CB mission birds (EO/IR/Communications) 

o Fly from ship // Dam Neck  

o Control using radio 

o ISRT data transfer via radio or cell 
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UAV: ISR 

CLOAK BLADE 

UUV: ISR 

USV: ISR 

Surface  Action Group (SAG) 

Intelligence Carry On Package (ICOP) 

Unit of Interest 

Tether 

Full Motion Video,  

Voice Relay, CB to SAG 

CB Monitors UOI, FMV to SAG 

CB with LT Voice 

Command, Relay 

to  SAG 

CLOAK BLADE UIFF 

Tactical OV-1 

Notes: 

 

(1) SAG sends CB to Unit of Interest 

(2) CB sends FMV to SAG/ICOP 

(3) FMV sent from ICOP to IC 

(4) CB opens Language Translator 

(5) CB issues voice commands 

(6) CB relays voice response from 

      Unit of Interest 

(7) SAG takes action IAW ROE 

Reach Back to 

GIG/IC 
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Where are we going next? 

 High Altitude ASW / P-8A Unmanned Target Air 

System (UTAS) ONR FNC proposal 
o Foldable copter design – proprietary 

o Canister-”ed” system 

o MAD sensor equipped 

o Swarm technology 

 Deploy INS equipped version and test accuracy 

 Deploy larger CB version with fuel cell 

 Deploy “track and target” Cloak Blade 

 Continue refining image recognition software 

and deploy when possible 

 Other Navy input?? 
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Questions? 
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Background Facts: 
 

o  Inherently Stealthy Mini-Copter 

o  Top speed ~ 30+ MPH 

o  Ceiling 3000+ feet 

o Outfitted for Full Motion Video (FMV) 

o Can be used as an Communicator and 

Interrogator with Language Translator in 

maritime environment (UIFF) 

o Communicator has loud speaker and voice 

pickup/relay to SAG 

o CLOAK BLADE hovers in near vicinity of 

Unit of Interest to perform voice relay 

Example Use Case: 

Unmanned ID, Friend of Foe (UIFF) 
 

o Copter goes straight up to create instant SA, 

     Perform 360 degree sweep of area, locates unit 
of interest 

o Travel to unit of interest and Issue pre-planned 
commands, or Interrogate with Language 
Translator 

o Full Motion Video stream from encounter with 
unit of interest, data ingest to ICOP 

o Maritime Threat ID by Unmanned Sensor 

CLOAK BLADE Enhancements: 

 

o Inertial (A2AD) and Dynamic Waypoint  

     Navigation 
o Evasive Maneuvers 

o Autonomous Flight Control 

o Sensor Data Acquisition and Recording 

o Microphone and Speaker for LOS UIFF  

 

CLOAK BLADE:  Unmanned ID, Friend or Foe 

UAV: ISR 

CLOAK BLADE 

UUV: ISR 

USV: ISR 

Surface  Action Group (SAG) 

with  ICOP 

Unit of Interest 

Tether 

Full Motion Video,  

Voice Relay, CB  

to SAG 

CB Monitors UOI, FMV to SAG 

CB with LT Voice 

Command, Relay 

to  SAG 

CLOAK BLADE UIFF 

Tactical OV-1 

Notes: 

 

(1) SAG sends CB to Unit of Interest 

(2) CB sends FMV to SAG/ICOP 

(3) FMV sent from ICOP to IC 

(4) CB opens Language Translator 

(5) CB issues voice commands 

(6) CB relays voice response from 

      Unit of Interest 

(7) SAG takes action IAW ROE 

Reach Back to 

GIG/IC 
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Cloak Blade – Top Level Specifications 

Initial Draft Specifications: 

o UAV Configuration: Micro-copter, Octo-rotor 

o  Range:  10 – 30 miles with 2 to 4 hour mission time 

o  Power Source:  Battery or diesel generator//fuel cell 

o  Power Consumption:  1,000 watts, battery life ~35 mins 

o  Frequencies and Modulation: L Band – 900 MHz, 1.2 GHz 

o Protocol Translation (to and from IP):  RF signal is    

encapsulated as IP packets 

o Full Motion Video (FMV), Voice, and Language   

Translation 

o  MANET for BLOS use 
o  Link Budget for signal TBD, current estimate at 20 miles  

     (very conservative estimate, manufacturer – 40 miles) 

 

 

 
 

1 

1 Note:  Cloak Blade specifications will be operationally driven, and may vary with  

Its operational mission. Frequency may vary from 700 MHz to 2.4 GHz. 
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Near Term Design Goals: 
 

o Add diesel generator for 2 – 4 hour airborne time 

 More weight on the micro-copter, but creates its 

own lift, and may further increase dwell time and 

mission capability 

 

o Add AES Wireless encryption 

 Java software AES available 

 

o Add Language Translator, boom microphone and 

speaker, high gain receive antenna 

 LT software will reside on the Cloak Blade 

controller PC, Micro-copter will act as voice relay 

to/from Unit of Interest 

 

Cloak Blade – Near Term Design Goals 
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What Could Cloak Blade do for War Fighter? 

 COTS 

o Added an HD FMV Camera and Recorder 

o Add First Person Video (FPV) (Testing) 

Stream video via RF to local personnel display 

Add own vehicle parameters in heads up format 

 
o Add local personnel display capability 

Handheld 

Embedded in glasses 

First Steps 
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 Pop-Up Situation Awareness (PUSA) 
 
oCopter goes straight up to create instant SA 

Different steps in altitude (30m, 50m, 100m, …) 

See “over the hill,” or “over the horizon” 

CLOAK BLADE flight tested PUSA up to 1,500 feet altitude 

 

oPerform 360 sweep 

 Identify and Investigate Areas of Interest (AOI’s) 

Travel to Unit of Interest, stream FMV 

     and issue commands/interrogate with 

     Language Translator 

 

oReturn and Maintain Stealth 

Cloak Blade and Situational Awareness 
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Enhanced Maneuvers for Cloak Blade 

 On Board Processing 

o Inertial (A2AD) and Dynamic Waypoint Navigation 

Mid-Course Changes 

Operation in GPS denied areas 

 
o Evasive Maneuvers 

Small Gunfire Avoidance 

 
o “Ziggy” Returns 

Help prevent visual following of vehicle with binoculars 

 
o Autonomous Flight Control 

Swarming 

Multiple Image Coord. Extract (MICE) 

Passive Ranging 

 
o Sensor Data Acquisition and Recording 
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Additional Enhancements to Cloak Blade 

 Additional sensors 

o Local Environment Obstacle Avoidance 

Altitude 

Proximity (Horizontal & Vertical) 

 
o Enhanced Imaging and targeting 

High Resolution Optical 

 Independently controlled Gimbaled Camera 
Mounts 

 IR and target lasing 

 
o Enhanced Communications 

FSOC//FOENEX  

Cloud Edge Point Access 

 
o Improved Accuracy GPS 

FLIR 

2 

2 Note:  Could require larger form factor for Micro-copter 
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