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WSFC Executive Board Membership

At-large, Eastern Washington Law Enforcement Representative
Sheriff, King County

Chief, Washington State Patrol
Chief, Seattle Police Department
SAC, FBI — Seattle Field Office

President, Washington Association of Sheriffs and Police Chiefs
United States Attorney

Washington State Homeland Security Advisor
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WSFC Mission

To support the public safety and homeland security missions of
federal, state, local, tribal agencies and private sector entities by:

Serving as the state’s single fusion center

Detecting, deterring and preventing terrorist attacks
Detecting, deterring and preventing significant criminal
activity

Performing threat assessment and information management
services, including supporting the protection of critical
infrastructure and key resources

Providing support to all hazards preparation, planning,
response, and recovery efforts
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Partnered with PNWER

Pacific Northwest Economic Region
[ —
4

formed by statute in 1991 |

Alaska, Alberta, British
Columbia, Idaho, Oregon,

Montana, Saskatchewan,
Washington, Yukon

- Created Partnership for
Regional Infrastructure
Security in 2002 and
subsequently Puget
Sound Regional
Partnership
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Mission of the WSFC
CIKR Component

To enable the sharing of information and analysis that
can assist all levels of government and
CIKR stakeholder organizations
(both public and private)
In the performance of their
public safety, security, continuity of operations, and
disaster resilience responsibilities
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Director ‘

DHS Administrative
Representative Planner

Operations
Supervisor

Situational
Awareness
Watch Center

SPD WSP WSP SPD
Supervisor Supervisor Supervisor Supervisor
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&9 CIKR Areas of Responsibility

Gather, evaluate, and catalog regional and statewide
critical infrastructure

Manage the PCII Program
Maintain DHS ACAMS Database
Maintain and share threat awareness

Perform outreach, awareness education, manage the
Critical Infrastructure Liaison Program

Maintain CIKR asset lists for planning and preparedness
Support DHS data calls and surveys
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Supporting Activities that
Enhance Protection of CIKR

Participate in National, Statewide, Regional, Local
Exercises

Coordinate / Respond to DHS Data Calls
Participate in CIP Working Group

Coordinate / Support Risk Assessments for the State,
Region, and Priority CIKR
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Regional
Intelligence
Groups (1-9)

Sector
Coordinating
Councils &
Agencies

State & Local
Reps of 18 CIKR
Sectors

Cross-Sector
Information Sharing System

Intelligence
Groups /
Agencies

Washington State
Fusion Center

State & Local
Emerg. Mgmt &
CIP Wkg Groups

Local Law
Enforcement
Liaison Officers

Critical
Infrastructure
Liaison Officers

Local Fire
Department
Liaison Officers
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WSFC CIKR Capabilities

Information Sharing Mechanism
(Includes Tips & Leads Reporting via an Interactive
Electronic Form and Advisory Capability)

Secure Cross-Sector Collaborative Space

Critical Infrastructure Information Database
CIKR Sector Specific Analytical Resource Group
Analytical Capability

Feedback/Reevaluation Mechanism

Outreach & Education
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Members Login Here

SEARCH =

D CONTENT =

=l Organization
Information
* Member Login
Disclaimer and
Permissions
Infrastructure Gatekeepers
Membership benefits
Should I be a member?
What is Northwest WARN?

Emergency Management News [=

Emergency Notification
System. Not Sirens, Alert
Jun 25,2009

New siren signals might be
confusing to residents.

Emergency Management News
Texas County Promotes
Emergency Preparedness With
Electronic Billboards
Emergency Notification System,

D Not Sirens, Alert Residents of
Train Derailment, Fire
Tvitter: Five Lessons for
Emergency Managers from Iran
(Opinion)

A N ey O

« Don'tGet "Conght’
Ready Unpraparsd for Emergsncles

Leam mare 2t 10y o0

Preparedness Tip of the Month

Get Involved. Get Trained.

CPR & First Aid

Community Emergency Response Team (CERT)

Basic Health Information

Know and Refresh Your Emergency Kit

Learn more about personal preparedness under Sites of
Interest and click on Prepare Now.

/o)

H1N1 Flu Info

U.S. Info»

Things You Can Do »

Plan & Prepare »

International Info »
HHS.gov CDC.gov
Add This To Your Web Site!

FEATURES

SUBMIT A TIP
The Washington State Fusion Center needs your help. Submit a tip
here.

{™, WEATHER

Seattle, WA
57 °F

Overcast
at 8:17 AM

Click for Forecast

! ) SITES OF INTEREST

For information about NW WARN or
questions about this site please e-
mail nwwarn@nwwarn.org.

Click on the + sign below to see
links.

* SWINE FLU Links
TIPS

*Logins™

Blogs

Critical Infrastructure
Cyber Security
Earthquake

)

+

+

+
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+

£l

4 Emergency Management
+ Emergency Situation Reports
# Food Security

| Health

4 Homeland Security
4 Maritime Security

+ News

# Preparedness

4 Transportation

+ Teunami

FBI Tips and Public Leads

U.S. Fire
Administration

Pacific Nothesl
Economic Region

Novell GroupiWise - M...

% Mail To: Randy.Drake...

e Internet
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http://www.nwwarn.org/
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“Suspicious Activity” Defined

Suspicious activity is observed behavior
that may be indicative of
Intelligence gathering or preoperational planning
related to terrorism or other criminal activity.

The focus Is on behavior.
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CIKR Program Outreach

Partners
Washington State Fusion
Center (WSFC) and
Northwest Warning, Alert,
& Response Network
(NWWARN)

Washington State

Critical Infrastructure/Key Resource

Washington State Fusion Center
Cross-Sector Information Sharing AL

Washington State
The mission of the WSFC is to support Crivical Infrastructure/Key Resource

The Washington State Fusion Center is th_e public safety and homeland security

partnering with tha

Warning, Alert
(NWWARN) to
aitical infrastru
tor stakeholders

Narthwacr

Washington State Fusion Center

Washington State Fusion Center

The mission of the WSFC is to support
the public safety and homeland security
missions of federal, state, local, tribal
agencies and private sector entities by:

+ Serving as the state's
single fusion center,

+ Detecting, deterring
and preventin
terrorist attacks,

+ Detecting, deterring
and preventing
significant criminal
activity.

+ Performing threat
assessment and
information manage-
ment services,
induding supporting
the protection of
critical infrastructure
and key resources,

e

Analysts provide
timely, relevant,
high guality
information and
analytical
services

« Providing support to
all hazards prepara-
tion, planning, re-

sponse and recovery
efforts,

Washington State Fusion System

The Fusion System is a virtual
network of stakeholders with which
the Fusion Center has a multi-
directional information sharing
relationship. Local information sharing
provides analysts with regional infor-
mation and activity reports that can be
incorporated into the intelligence
cycle, analyzed, and distributed,
resulting in enhanced situational
awareness among public and
private sector partners.

Washington Fusion System

oy % {fashington
reres ‘5 State Fuslon -
s _f Cenfer .

Critical Infrastructure
Components & Services in the
Washington State Fusion Center

“‘Suspicious Activity Reporting’
Advisory Capability

+ Advisory Notifications (Sector
Specific, Geographic, etc.)

Analytical Capability

+ Formal Reports (e.g., Suspidous
Adtivity Reports Summary)

+ Bulletins

+ Intelligence Warning Bulletins
CIKR Sector Specific Analytical
Resource Group

Secure Cross-Sector
Collaborative Space

Critical Infrastructure
Information Database
Feedback Mechanism
Outreach & Education

+ Awareness
Training

of federal. state. local. tribal

FEFESS oY &

Washington State Fusion Center

Suspicious Activity
Reporting Categories
Reponing Cartegories, based on observable
behaviar and incidenus reasonably indicarive of
pre-operasional planning relared 10 serrorism
or other criminal acriviry, have been esiablished
o inform CIKR parmers daia poinis of
interess.  Analys's produce rimely, regionally
relevanr products - fo inform and enhance
CIKR prosecrion preparedness, planning. and
response efforss — based on reporsing into the

WSKC
ELICITING INFORMATION
oc staff about 2 facility; this includes

the mformation requesied

INTRUSION OR ATTEMPTED
INTRUSION

Unauth

d personnel trespassing
ing loenker a ensifive or zstricked axa.

FALSE IDENTIFICATION
Fraudulent or conflicting ID or documents.

g or atiemmpl

< Pacific NorthWest

PHOTOGRAPHY
or moving pictures of sensitive locations
y that have no apparent assthetic valus (g,
personnel, security camen or guard Jocations, egaipment,
sysiems, ¢mergency evacusion insinac
OBSERVATION
Showing unussal isterest in & facility.
st m sscurity measax F
acaxss controls or perimeter barriers sach as &
walls, e g, observing it through binoculars, taking notes,
drawing meps o structures at of nearby sensitive axas
THEFT
Skaling something swsociated with 2 facility (e.g., uni
form, keys, 1D card, diagrams)
SABOTAGE / TAMPERING / VANDALISM
With malicious imtes
ing part of a facil
CYBER ATTACK
Unauthoeized acass, of atierps 1o acoss, a facility's IT
infrastructure 10 inchede inkeruption or denial of wervice
attacks.
EXPRESSED THREAT
Making a spoken or writien threat 10 damage or diminish
the ity of a facility/system, to inchade an incease in
anonymons threats with increased suspicioss activity
FLYOVER

Operating 2y type of manned or unmanned aircraf in
close peaximity toa facility oc site

. damaging, mnipelating, or defac

Suspicious Acriviry Reporting

WEAPONS DISCOVERY

Discovery of small arms oc explosives at or near a

Facility

OTHER

Suspicious activity of incidents not fitting any of the

sbove cake gories, which appesr 1o pose 3 security risk
Reporting

Suspicious Aaiviry Reporsing 10 the Fusion

Cemer is a behavior-focused approach, and

race, exthniciry, navional origin. or religious

affiliarion shall nor be considered as

thar create

described may nor be cause for alarm

1oualisy of circumsiances must be considered

when making yowr decision 1o file a repors

with your local awhorities or the WSFC.

Prompr reporring of suspicious activiries may

prevens a remoris asack or other significans

crime.

Informasion submirred by WSFC pariners go

through the Center’s Iniake Process and is

vened before @ is rransmirted for further fol-

low-up and/or disseminasion.
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Interactive Reporting Tool

MyStateUSA - NW Warn - Microsoft Internet Explorer

| Fie Edt view Favorites Tools Help

@Back - @ - ‘ﬂ @ '_h ‘ /‘:)Search \,;%(Favom:s @'

Address [} ht arn.orgfalertSignup-Fusion. aspx
|Lnks &JRcw E]aMS E&]SMC ] City of Seattle InWeb Home Page (&] Seff Service -Personnel Dept & Tmeshest

Interactive Form to
Report Suspicious

Sign Up Here for

' ~ Fusion Center

ACtiVitv tO the : 7 X Submit a Tip

NW WARN Member Login
Members Login Hers ‘ - -
mbers Login Her: - ‘ X » If you see something, say something

Washington State | | pe——

» If you have seen or are aware of something suspicious or
something that you believe may pose a threat or danger to

- - W
F u S I O n C e n te r I S B i others, please complete this form. You will receive a
confirmation e-mail when submitted (when an e-mail is

D CONTENT ] 4 provided).

» Contact us directly at: 877-843-9522 or by e-mail to

- -
= Organization Information
% Mambor Lo - y wafusion@wsp.wa.gov if you have questions. With your
—Memberitod! help, we can stop a crime or a terrorist plot.
Disclaimer and Permissions
Infrastructure Gatekeepers

Membership benefits
ould T be a memb
What is Northwest RN?

Emergency Management News ]

@ Your Contact Information
Safety of pandemic vaccines

Aug 06, 20 I L]
6 August 2009 WHO is aware of i | u
some media reports that have
expressed concern about the safety
of vaccines for pandemic ...
Emergency Management News

Notification Softvare K

Incident Command:

tro Train Crash
tigation: Findings Could
Rail Operatio

v

] T [t
Bistrt| | & @ W 5 | K Novel Growpwise -.. | T A0Lawenfetanc... | [ WSFC CIR suspia... | (] 10_fusion_center.... | (59 siWwsFC a1 | (@ Marosoftponerpoi.. [E] rystateusa- 1. | Z[H Y@ zazpm
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CIl Product/Service Survey

Washington State Fusion Center
O 4 Critical Infrastructure Product / Service Survey

INSTRUCTIONS: Please complete Sections 1 through 7 and return completed form as an email attachment to
wsfcfeedback@wspwa gov or via fax 1o: Washington State Fusion Genter, 206.262.2014

[ WSFC Tracking Number: |
If other, please specify | Product Date:

[1. Today's date: |
| 2. Product Titte: |

3. Check the box for the choice that bast describas your position

a. [ ] Washington Fusion Center CIKR Member
Infrastructure Sector:

d.[] Law Enforcement Officer
Federal' State/Local:

b. [] Critical Infrastructure Liaison

e. [ Intelligence Community Analyst

c. [] Fusion Liaison Officer 1. [ Other: [Please specify)

4. How many years of experience do you have
working primarily with critical i
protection-related issues:

o1 2500 Xl 10+

Direct Email ] Forwarded Email [] NWWARN []

5. How did you receive the Fusion Center
Product? Hard Copy [[] Other

6. Select one of the choices to the right in
response to the statements below by

checking the appropriate box.
a. This product reachad me in a timely manner. O

Strongly
Agres

Strongly

Disagree Disagree

b. The product addresses an anticipated event.

. The product contains appropriate contextual

background.
d. I believe the product(s) is accurate.

e. | baliave the producer of the product is
cradibla
and trustworthy.

f. This product motivated me to take concrate
actions, e.q., affected operations or policy
dacisions

@. This product provided me with CIP-relatad
information | do not get from any other source.

h. Overall, | am satisfied with this product. O O O O

7. What comments of suggestions do you have, if any, about improving the products and services ofiered by
the Washington State Fusion Cenier?

Optional: Name/Contact Information

Thank you for your assistance as we sirive to improve our products and processes.

Version 2 06/10/:09
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Questions?

WASHINGTON STATE FUsION CENTER

WSFC Hotline: 1-877-843-9522
Intake@wsfc.wa.qov
Fax: 206-262-2014

DETECTIVE JOE FEWEL

206.262.2285
Joseph.Fewel@wsfc.wa.gov
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