Micresoft | Services

Windows 7 Virtualization
Technologies

Advanced Forensic Topics
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Virtualization Technologies

Alntegrated Virtual Hard Drive (VHD) Creation and
Mounting

ABoot to Virtual Hard Drive (VHD)
AVHD File Use in System Image Backup

AVirtual PC 7 Technologies
I Windows XP Compatibility Mode
I Application Virtualization
I Undo Disks
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Integrated VHD Creation and Mounting

ANative in the file system
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Integrated VHD Creation and Mounting

AWhen mounting, can sel ec

A Computer Management

File Action View Help

&= 5E HE &

& Computer Management (Local Capac

Fi ||',!; System Tools (T Simple Basic MNTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 91.691
y (i—:l Task Scheduler (%) Simple Basic MNTFS Healthy (System, Active, Primary Partition) 146G

> Q Event Viewer == NSTALL (F) Simple Basic MNTFS Healthy (Active, Primary Partition) TH5G

: 7z Shared Folders
# Local Users and Groups
erformance
. Attach Virtual Hard Disk
=y Device Manager
rl I'._‘l:l Storage Specify the virual hard disk location on the computer.

Location:

‘I "] Read-only.
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VHD File Format Used in System Image
Backup

ASystem Image Backup (formerly Complete PC
Backup in Vista)

ABacks up full hard drive, not just specific files and
folders

AVHD can be stored on local USB drive or over
the network

ACan be mounted natively on a Windows 7
Forensic Workstation for examination
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System Image Backup

44 Backup and Restore

(_:J \:—:J I'E) « Conkrol Panel + System and Security ~ Backup and Restare - m I Search Contral Panel

Control Panel Home Back up or restore your files

'HE' Create a system image Backup

.&. Create & system repair disc Location: Netwark path: \\zuneibackup | '&f' Back up now I

[__:;? 173.7 GB free of 232.5 GB
-2 Backup size: 5.1 GE

'{‘E'Manage space

Mext backup: Mat scheduled
Last backup: 411312009 £:32 PM

Contents: Files in libraries and personal folders For all users and
syskem image

Schedule: Mone. Select Back up now ko run backop rmanually,
g Turn on schedule

g/ Change settings

Restore

‘¥ou can reskore wour files that were backed up on the current location. Restare my files
FpRestore all users' files

'&'Select another backup to restore Files from

Recover system settings or your cormpuker

See also
Action Center

'i&' Windaws Easy Transfer
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System Image Backup

Mame

| |8d39ed38-20ab-11de-b2f5-806e6foeb963.vhd 4713/ . VHD File
|| 8d39ed39-20ab-11de-b2f5-806eb6fbe6963 .vhd 4/ VHD File
20df5eb8-40ad-4e60-a5db-9e334544 bfea_AdditionalFilesc3b93c.. 4/ 2 PN AML Document
20df5e68-40ad-4e60-a5db-9e334544 bfea_Components.xml 4/ ) 6:32 PNV AML Document
20df5e68-40ad-4e60-a5db-9e334544 bfea_RegistryExcludes.xml 4/ AML Document
=| 20df5eb68-40ad-4e60-a5db-9e334544 bfea_Writerddc3bddd-ab48-... 4/ : XML Document
=| 20df5e68-40ad-4eb0-a5db-9e334544 bfea_Writer542dadb9-d3el-4... 4/ 2 PN AML Document
=] 20df5e08-40ad-4e00-a5db-9e334544 bfea_Writerabad56c2-b509-4.., 4/ 2 PV AML Docurment
=] 20df5e08-40ad-4e00-a5db-9e334544 bfea_Writerafbab4a2-367d-4... 4/13/2009 6:32 PM AML Document
2| 20df5ebi-40ad-4e60-a5db-9e33454d bfea_Writerbel00che-11fe-4...  4/13/2009 6:32 PM XML Docurnent
20df5eb8-40ad-4e60-a5db-9e334544 bfea_Writercd3f2362-8bef-46... 4/ 2 PN AML Document
| 20df5ebd-40ad-4e60-a5db-0e334544bfea_Writeref132975-6f93-44... 4/ 3 3:32 PV AML Docurment

rackupSpecs.xml 4/13,/2009 6:32 PN AML Document

LAW ENFORCEMENT SENSITIVE INFORKIBOOOT SHARE THESE MATERIALS Microsoft | Services
©2007 Microsoft Corporation i All Rights Reserved



Boot to VHD

ACan configure Windows 7 to boot to the hard
drive, OR VHD on the hard drive

AOnly supported to boot files

ACreates a boot list to select OS during system
startup
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How to Enable Boot to VHD
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Bootto a VHD

Choose an operating system to start, or press TAB to select a tool:
(Use the arrow keys to highlight your choice, then press ENTER.)

indows 7
VHD_Boot

To specify an advanced option for this choice, press F8.
Seconds until the highlighted choice will be started automatically: 22

Tools:

windows Memory Diagnostic

ENTER=Choose TAB=Menu ESC=Cance]l
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VHD Disk Investigative Impact

AWin7 machines may have several VHD files i
backups, user created HDs, other bootable
Operating systems. These may contain files
critical to your case.

ASome of this data may be auto-carved via your
forensic tools during examination.

Aln some situations it might be useful to use the
bullt-in ability of Win7 to mount a VHD read only
to get a full view into the Virtual Hard Disk.
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VHD Disk Investigative Impact

AThree methods to view data in a VHD
I Add VHD file into FTK to be examined

I Use built in VHD mount feature of Win7 to
Image the VHD after you have given it a drive
letter

I Add it into FTK as an acquired image!
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VHD Disk Investigative Impact

VHD added directly into FTK
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VHD Disk Investigative Impact
VHD mounted as a drive letter

gy, AccessData FTK 1.80.0 DEMO VERSION -- ¢

File Edit View Tools Help

Explore

Graphics Search |
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E-AMEW WOLUME-FATTES$RECYCLE BIM
E:AMEW WYOLUME-FAT1E\DriveFreeSpacel
EAMEW WOLUME-FAT1EVFATA
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Plain TextD...  Document
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Yolume Boot ... Slack/Free 5.

Category Subject

Cr Date

5/14/2009 8:47:26 AM
M AA,
RF
RELS
RES
5/14/2009 3:46:36 AM
5/14/2009 5:46:36 AM
5/14/2009 §:31:28 AM
RFS

ol ) I S ) IS i o L -]

9 Listed 0 Checked Total

0 Highlighted

LAW ENFORCEMENT SENSITIVE INFORKIBDONOT SHARE THESE MATERIALS
©2007 Microsoft Corporation i All Rights Reserved

MICroSom | >e rvices




VHD Disk Investigative Impact
VHD added as acquired image in FTK
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