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Windows 7 Virtualization 

Technologies

Advanced Forensic Topics
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Virtualization Technologies

ÅIntegrated Virtual Hard Drive (VHD) Creation and 

Mounting

ÅBoot to Virtual Hard Drive (VHD)

ÅVHD File Use in System Image Backup

ÅVirtual PC 7 Technologies

ïWindows XP Compatibility Mode

ïApplication Virtualization

ïUndo Disks
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Integrated VHD Creation and Mounting

ÅNative in the file system

ÅAccessed through Control 

Panel\AdministrativeTools\Computer 

Management 
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Integrated VHD Creation and Mounting

ÅWhen mounting, can select ñRead Onlyò 
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VHD File Format Used in System Image 

Backup

ÅSystem Image Backup (formerly Complete PC 

Backup in Vista)

ÅBacks up full hard drive, not just specific files and 

folders

ÅVHD can be stored on local USB drive or over 

the network

ÅCan be mounted natively on a Windows 7 

Forensic Workstation for examination
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System Image Backup
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System Image Backup
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Boot to VHD

ÅCan configure Windows 7 to boot to the hard 

drive, OR VHD on the hard drive

ÅOnly supported to boot Windows 7 VHD files

ÅCreates a boot list to select OS during system 

startup
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How to Enable Boot to VHD
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Boot to a VHD
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VHD Disk Investigative Impact

ÅWin7 machines may have several VHD files ï

backups, user created HDs, other bootable 

Operating systems.  These may contain files 

critical to your case.

ÅSome of this data may be auto-carved via your 

forensic tools during examination.

ÅIn some situations it might be useful to use the 

built-in ability of Win7 to mount a VHD read only 

to get a full view into the Virtual Hard Disk.
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VHD Disk Investigative Impact

ÅThree methods to view data in a VHD

ïAdd VHD file into FTK to be examined

ïUse built in VHD mount feature of Win7 to 

image the VHD after you have given it a drive 

letter

ïAdd it into FTK as an acquired image!
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VHD Disk Investigative Impact

VHD added directly into FTK
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VHD Disk Investigative Impact

VHD mounted as a drive letter
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VHD Disk Investigative Impact

VHD added as acquired image in FTK


