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Data Integrity in Windows 7

AVolume Shadow Copy Service

AExpanded feature set in Vista:
| Backup and Restore Center
| System Restore
I Previous Versions
I System Image Backup
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Data Integrity in Windows 7

AShadow Copy can be
used in conjunction
with the Windows
Recovery Environment
(WNRE) to Nnrestoreo a
non-bootable system to
a bootable state
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Data Integrity in Windows 7

AVolume Shadow Copy is involved in every
transaction with disks that are being monitored 1
System Is monitored by default

AOnly the changes between snapshots are
recorded In the snapshot dataset
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Data Integrity in Vista

Volume Shadow Copy Provider

System Restore Points

Backup and Restore

Previous Versions
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Vista - Volume Snapshot Creation

AWnhen are volume snapshots created?
I Manually
I Every 24 hours
| Before a Windows Update
I Unsigned Driver Installation
I An application that calls the Snapshot API
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Win 7 - Volume Snapshot Creation

AWnhen are volume snapshots created?
I Manually
s
| Before a Windows Update
I Unsigned Driver Installation
I An application that calls the Snapshot API
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Forensic Investigation Topics
for Windows 7

Volume Shadow Copy
Implementations in Windows 7
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Forensic Investigation Topics
for Windows 7

File Backup Using Volume
Shadow Copy
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Data Integrity 1 File Backup

P =m==iBackup and

g = Restore
Center in the

Control Panel

Back up or restore your files

"‘E," Create a systemn image Backup

¥l Create a system repair disc Windows Backup has not been set up. '.'!_'E;_i'get up backup

Restore
Windows could not find a backup for this computer,

'E_!'Select another backup to restore files from

Recover system settings or your computer

See alzo

Action Center

"‘E," Windows Easy Transfer
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Data Integrity 1 File Backup

ABackup Files Settings
I Backup Files
>Backups up all files on the system
>Media supported: CD, DVD, Hard Disk, Network
I Files that are not backup up include:
>EFS encrypted files
>System files
>Program files
>Recycle bin
>Temporary files
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Data Integrity 1 File Backup

Save backup on:
Backup Destinaticn Free Space Total Size

& @ DVD RW Drrive (D)

@ Local Disk (E:) 9.2 GB 155GB

é 50 CARD (F) 1.9 GB 1.9 GB

.-_.__,;;, External USB HardDrive (H:) 173 GB 373 GB

Save on a network...

/1, This drive does not have enough space to store a system image. More information
The selected device is not protected by BitLocker, More information
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AThe Backup file
wizards starts
with the
selection of the
backup
destination.
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Data Integrity 1 File Backup

@ '@9 Set up backup

What do you want to back up?

(7 Let Windows choose (recommended)

Windows will back up data files saved in libraries, on the desktop, and in default Windows folders,
Windows will also create a system image, which can be used to restore your computer if it stops

files to back up®

@ Let e choose

You can select libraries and folders and whether to include a systern image in the backup.
The items you choose will be backed up on a regular schedule,

Mext ][ Cancel ]
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ANotice you can
allow Windows
to choose what
to backup or
you can
manually select
what should be
backed up.
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Data Integrity 1 File Backup

@ {'f" Set up backup

What do you want to back up?

a 82 Data Files
[T182, Back up data for newly created users
s [C182, dfsgjma's Libraries
4 [ |52, NORTHAMERICA\ibterry's Libraries
|=_{'| Documents Library
,J? Music Library
E| Pictures Library
[V Videos Library
5 I:lng Additional Locations
4 (M Computer

s [Clee Local Disk (C:)

AThe wizard
makes it easy
to backup data
In user profiles
or select data
In other
locations on
the PC.

[ Include a system image of drives: Unnamed drive, (C:)

A systern image is a copy of the drives required for Windows to run. You can use it to restore your
computer if it stops working.

- Cancel - o
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Data Integrity 1 File Backup

AShows what
will be included
In the backup.
Also thereis an
option to create
a reoccuring
schedule for
the backup.
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