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Introduction to the Volume 

Shadow Copy Service

Exploration of Windows 7 

Advanced Forensic Topics ïDay 2
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Data Integrity in Windows 7

ÅVolume Shadow Copy Service

ÅExpanded feature set in Vista:

ïBackup and Restore Center

ïSystem Restore

ïPrevious Versions

ïSystem Image Backup
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Data Integrity in Windows 7

ÅShadow Copy can be 

used in conjunction 

with the Windows 

Recovery Environment 

(WinRE) to ñrestoreò a 

non-bootable system to 

a bootable state
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Data Integrity in Windows 7

ÅVolume Shadow Copy is involved in every 

transaction with disks that are being monitored ï

System is monitored by default

ÅOnly the changes between snapshots are 

recorded in the snapshot dataset
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Data Integrity in Vista

Backup and Restore

System Restore Points

Previous Versions

Volume Shadow Copy Provider



©2007 Microsoft Corporation ïAll Rights Reserved

LAW ENFORCEMENT SENSITIVE INFORMATION ςDO NOT SHARE THESE MATERIALS
©2007 Microsoft Corporation ïAll Rights Reserved

LAW ENFORCEMENT SENSITIVE INFORMATION ςDO NOT SHARE THESE MATERIALS

Vista - Volume Snapshot Creation

ÅWhen are volume snapshots created?

ïManually

ïEvery 24 hours

ïBefore a Windows Update

ïUnsigned Driver Installation

ïAn application that calls the Snapshot API
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Win 7 - Volume Snapshot Creation

ÅWhen are volume snapshots created?

ïManually

ïEvery 7 days

ïBefore a Windows Update

ïUnsigned Driver Installation

ïAn application that calls the Snapshot API
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Forensic Investigation Topics 

for Windows 7

Volume Shadow Copy 

Implementations in Windows 7
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Forensic Investigation Topics 

for Windows 7

File Backup Using Volume 

Shadow Copy
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Data Integrity ïFile Backup

ÅBackup and 

Restore 

Center in the 

Control Panel
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Data Integrity ïFile Backup

ÅBackup Files Settings

ïBackup Files

>Backups up all files on the system

>Media supported: CD, DVD, Hard Disk, Network

ïFiles that are not backup up include:

>EFS encrypted files

>System files

>Program files

>Recycle bin

>Temporary files
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Data Integrity ïFile Backup

ÅThe Backup file 

wizards  starts 

with the 

selection of the 

backup 

destination.
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Data Integrity ïFile Backup

ÅNotice you can 

allow Windows 

to choose what 

to backup or 

you can 

manually select 

what should be 

backed up. 
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Data Integrity ïFile Backup

ÅThe wizard 

makes it easy 

to backup data 

in user profiles 

or select data 

in other 

locations on 

the PC.
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Data Integrity ïFile Backup

ÅShows what 

will be included 

in the backup.  

Also there is an 

option to create 

a reoccuring 

schedule for 

the backup.


