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Introduction to BitLocker FVE

(Understanding the Steps Required to enable BitLocker)

Exploration of Windows 7
Advanced Forensic Topics 1 Day 3
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What Is BitLocker?

BitLocker Drive Encryption is a full disk encryption
feature included with Microsoft's Windows Vista
Ultimate, Windows Vista Enterprise, Windows Server
2008, Windows 7 Ultimate, and Windows 7 Enterprise
operating systems designed to protect data by providing
encryption for entire volumes. By default it uses the
AES encryption algorithm with a 128 bit key, combined
with a diffuser for additional disk encryption specific
security not provided by AES.

LAW ENFORCEMENT SENSITIVE INFORKIBOOOT SHARE THESE MATERIALS Microsoft | Services
©2007 Microsoft Corporation i All Rights Reserved



Why Bitlocker EXxists
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airports report close to 637,000 laptops lost

each year, according to the Ponemon Institute

adzNSeé NBfSIFaSR a2yRIéc¢

¢ PC World June 2008
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containing secret information, have been lost or
stolen from the Ministry of Defense since 2004,
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¢ BBC News July 2008
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BitLocker Requirements

AWindows 7 Enterprise or Ultimate

ATPM Chip version 1.2 or later (and/or) a BIOS
capable of reading USB devices pre-boot
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BitLocker Requirements

ABitLocker Installation
| Operating System Installation

I OPTIONAL: If not using TPM, edit Group
Policy to allow USB key storage

I Enabling of BitLocker and Volume Encryption

LAW ENFORCEMENT SENSITIVE INFORKIBOOOT SHARE THESE MATERIALS Microsoft | Services
©2007 Microsoft Corporation i All Rights Reserved



Enabling OS BitLocker via USB
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Enabling BitLocker - OS
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Adjust your computer’s settings
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Enabling BitLocker - OS
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