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Resource Team

The LERT is centralized and handles 
all requests from local, state, county 
and federal law enforcement 
nationwide
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The Verizon Wireless LERT is dedicated to 
responding to all lawful process for business and 
customer information. We assist law enforcement 
personnel and members of the legal community in 
a professional, knowledgeable and expeditious 
manner while maintaining the privacy and security 
of business and customer information. We provide 
informational presentations for law enforcement 
organizations and associations to further 
demonstrate our commitment and support of 
public safety.

LERT Mission
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LERT Responsibilities
● Ensuring all court orders, search warrants and 

subpoenas are processed confidentially and in 
compliance with all applicable laws and company policies

● Providing 24x7x365 technical assistance for electronic 
surveillances

● Providing 24x7x365 support for exigent situations
● Ensuring CALEA compliance both technically and 

procedurally
● Coordinating court appearances for a Verizon Wireless 

Custodian of Records
• Providing informational presentations for law 

enforcement organizations and associations
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● Company Name: Cellco Partnership d/b/a Verizon 
Wireless

● Mailing Address:  
Verizon Wireless
Attn: Custodian of Records
180 Washington Valley Road
Bedminster, NJ 07921

● Normal Hours of Operation: 7am-8pm Sun-Sat
● Exigent Situations: 24x7 on-site (prompt “4”, should 

also be used for emergencies that may result in loss of 
information)

General Information
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LERT Hotline

(800) 451-5242
– Prompt 1: General Information
– Prompt 2: Subpoenas & Search Warrants
– Prompt 3: Court Ordered Surveillances
– Prompt 4: Exigent (24x7)
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LERT Fax Numbers

● Subpoenas & Search Warrants: 
– (888) 667-0028

● Court Orders:
– (908) 306-7491
– (908) 306-7492

● Exigent:
– (908) 306-7501
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Contact Information
● Supervisor - Subpoenas & Search Warrants:

- Bernie Newman – (908) 306-7787
- Joseph Newman – (908) 306-7788

● Supervisor - Court Orders/Exigent Situations:
- Mark Denton- (908) 306 7785
- John Profaca – (908) 306 7789

● Associate Director – Law Enforcement Resource Team:
- Debra Ennis – (908) 306-7790

● Sr. Analyst – CALEA:
- Brian Marcus – (908) 306-7548

• Manager – CALEA:
- Susan Connelly – (908) 306-7786

● Director – Law Enforcement Resource Team:
- Kimberly Brown – (908) 306-7899
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Subpoena Group

• Responsible for all subpoenas, search warrants and 
the coordination of court appearances

• Goals
-Subpoenas & Search Warrants – 14 days or within 
compliance time frame
-To accommodate same or next day emergency 
requests (volumes permitting)
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Terminology

● Subscriber – name, address, contact numbers, activation date, 
and number of mobiles on the account for the most current 
customer unless a timeframe is provided

• Social Security Number – the social security number of the 
subscriber (not available or valid on most prepaid accounts)

● Tolls – date, time and length of call for outgoing calls, only 
non-restricted inbound

● Call Detail Records – date, time and length of call for outgoing 
and incoming calls; captures outbound digits and incoming 
numbers

● Features – list of the features subscribed to by the customer
● ESN – electronic serial number of the phone
● Payment History – date, source and amount of payments
● Calls to a Number – date, time and length of calls for all 

mobiles that called a specific destination number
● Location – cell site that handled the call (requires a court 

order)
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Types of Readily 
Available Information

Type of information Current Retention

Subscriber - post paid Typically 3-5 yrs*

Call detail records/cell sites 1 rolling year

Text message detail 1 rolling year

Text message content 3-5 days

IP session information 1 rolling year

IP destination information 30 days

Pictures Only if on web site**

Bill copies - post paid Last 12 months

Payment history - post paid Typically 3-5 yrs*
*may vary by former company                                     **customer can add or delete pictures at any time 
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Other Types of 
Available Information

Type of information Current Retention

Bill copies older than 12 months Typically 3-5 yrs*

Check copies Approximately 6 months

Credit Card Numbers Approximately 6 months

Store Surveillance Videos Typically 30 days

Service Applications Typically 3-5 yrs*

* may vary by former company
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Information Stored in 
the phones

● Dependent in some cases on make and model
● Managed by person in possession of phone
● Types of information:

– Text messages
– Contact list/information
– Calendar/schedule
– Pictures
– Downloads from internet (i.e., games, ring tones)
– Dialed numbers
– Incoming numbers

http://www.vzwcheckpoint.com/assetManagement/detail.aspx?id=8180&DS=main.aspx%3fV%3d2%26P%3d5%26S%3d%26RMG%3d35%2c466%2c467%2c468
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Court Order Group

• Staffed on-site 24x7 
• Responsible for all surveillances, per court order 

requests, exigent situations, requests for location 
information and any content requests (i.e., text 
messages)

• Goals
-Exigent Situations - immediately
-Surveillances - same day
-Per Court Order Requests - within 24 to 48 hours
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Court Ordered Surveillances

• Fax required worksheet along with court order 
-Names of authorized points of contact
-Address (street, city, state and zip code)
-Billing contact name and number

• All court orders must have a complete 
worksheet with set-up and billing information 
when faxed in order to be processed in a 
timely manner



Duplicate Limited to (name of 
agency)

Distribution Limited  to Law Enforcement

CALEA

• VZW Law Enforcement Resource Team is centralized and 
responsible for all surveillances

• VZW Delivery Functions (DF) and the various Intercept 
Access Points (IAP) are geographically diverse for load-
sharing and redundancy

• Delivery methods
-Circuit Switched audio: dial-out from all switch 

platforms
-Data delivery: VPN or Frame Relay
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CALEA (cont’d)

• Switched Services
• Include Nortel and Lucent
• Call Identifying Information, Call Content, Short 

Message Service, Dial-up Data and WAP 1.0 are 
subject  to surveillance from the switch or an adjunct 
platform

• Broadband Services
• VZW provides lawful intercept for Broadband Services
• The IAPs provide the DF a copy of all packets to and 

from the target based on the IP assigned to the MIN 
of target
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CALEA (cont’d)

• Web-based services are intercepted the same as 
Broadband Services

• Push to talk over cellular services (PoC)
• VZW does offer PoC services
• VZW provides lawful intercept solution for PoC
• Intercepted the same as any other service using the 

packet data network as its transport
• TIA-1072 formatting applied at DF
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Solutions Implemented by  
Verizon Wireless

Requirement FCC Target Date VZW
Completion Date

Circuit Switched
J-STD-025

June 30, 2002

Punchlist capability
J-STD-025A

June 30, 2004 May 2004

Packet Data
J-STD-025B

May 14, 2007 March 2005

May 14, 2007

2Q 02

Push to Talk over Cellular
TIA-1072 

December 2006
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Exigent Situations

● Complete, sign and fax exigent form/letter*
● Call (800) 451-5242 prompt “4” – 24x7
● Release of information

*If fax is unavailable because the officer/agent is in the 
field, we will use a call back verification process. If the 
call is to 9-1-1 and we can view it we will release the 
information. If we cannot see the call to 9-1-1 we will 
perform a callback verification. 
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Tracking/Location 
Information

● Cell site, sector and approximate distance is 
available for recently completed calls and text 
messages 

● Cell site and sector information is available for 
completed calls for a rolling 365 days.

● 9-1-1 calls are Phase II compliant but output 
delivered is dependent on the answering point’s 
equipment 

● Cannot obtain information in a timely manner for 
a call in progress if the mobile number is unknown
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Each sector has a designation 
associated with it:

1= Alpha =X
2= Beta =Y

3= Gamma =Z

1

23

Cell sites can vary in the number
of sectors they contain:
-Omni directional (no sectors) 
-3 sector
-2 sector
-6 sector

VZW towers are mostly  3 
sector

and omni directional towers.

Cell Site Sectors
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Sample Call Detail 
w/ Cell Sites

Switch Date Time Orig C/G Term C/G Dir MDN Called # ESN CPN Szr
Plymouth_Meeting2 7/13/2006 11:10:32 0 640 MF 6103607662 6103607662 2a0ab6c3 6103607662 43

Branchburg1 7/13/2006 11:10:26 292 1900 MO 6103607662 *86 2a0ab6c3 6103607662 44

Branchburg1 7/13/2006 11:00:45 250 292 MT 6103607662 6103607662 2a0ab6c3 6103609438 24

Plymouth_Meeting2 7/13/2006 11:00:45 0 640 MF 6103607662 6103607662 2a0ab6c3 6103609438 71

Branchburg1 7/12/2006 16:07:42 126 1901 MO 6103607662 6103609438 2a0ab6c3 6103607662 4665

Branchburg1 7/11/2006 18:09:39 250 292 MT 6103607662 6103607662 2a0ab6c3 6103609438 3347

Branchburg1 7/11/2006 15:31:31 294 689 MO 6103607662 9083067788 2a0ab6c3 6103607662 98

Branchburg1 7/11/2006 15:31:04 294 603 MO 6103607662 9083097788 2a0ab6c3 6103607662 2

Branchburg1 7/11/2006 15:30:27 294 603 MO 6103607662 9083097788 2a0ab6c3 6103607662 24

Branchburg1 7/11/2006 15:30:11 294 602 MO 6103607662 9085913523 2a0ab6c3 6103607662 5

Branchburg1 7/11/2006 10:03:15 250 292 MT 6103607662 6103607662 2a0ab6c3 9088126899 1538
Branchburg1 7/11/2006 9:27:30 250 292 MT 6103607662 6103607662 2a0ab6c3 9083067496 15
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Description of Call 
Detail

● Switch: The switch the call is hitting
● Date: The date of the call
● Time: The time of the start of the call (based on the switch)
● Orig C/G: Valid cell site for outgoing calls (Only for MO calls)
● Term C/G: Valid cell site for incoming calls (Only for MT calls)
● Dir: 

– MO=Outgoing
– MT=Incoming
– MF=Incoming to voicemail and in rare cases, mobile forwarding

● MDN: Your target number
● Called #: If outgoing, this is the number your target dialed
● ESN: Electronic Serial Number of your target
● CPN: If incoming, this is the number that called your target
● Szr: Duration of the call in seconds
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Sample RTT
Date * Access Time Call End Time * Call Length (sec) ESN Subscriber # Entry Type * Init Cell Init Sector Access Dist (mi) Last Cell Last Sector
4-Apr 53:50.3 54:55.7 65.4 1438dac0 9084488669 Term 168 3 1.1 106 1
2-Apr 27:54.2 29:11.8 77.6 1438dac0 9084488669 Orig 292 2 0 292 2
1-Apr 25:42.5 26:44.8 62.4 1438dac0 9084488669 Orig 293 1 0.3 293 2
1-Apr 24:52.7 25:18.5 25.9 1438dac0 9084488669 Term 293 1 0.8 293 1

31-Mar 38:13.6 38:39.4 25.8 1438dac0 9084488669 Term 138 1 0.6 138 1
31-Mar 02:06.8 03:05.8 59 1438dac0 9084488669 Orig 14 1 0.8 14 1
31-Mar 20:24.7 20:31.6 7 1438dac0 9084488669 Orig 3 1 1.9 3 1
31-Mar 52:35.5 01:35.4 539.9 1438dac0 9084488669 Orig 138 1 0.6 138 1
30-Mar 34:29.7 51:44.8 1035.1 1438dac0 9084488669 Orig 138 1 0.6 138 1
30-Mar 34:13.1 34:13.1 0 1438dac0 9084488669 Term 138 1 0.6 138 1
30-Mar 32:49.6 33:55.8 66.2 1438dac0 9084488669 Term 0 0 0 0 0
30-Mar 33:55.7 33:55.7 0 1438dac0 9084488669 Term 138 1 0 138 1
30-Mar 32:46.8 33:54.0 67.2 1438dac0 9084488669 Orig 138 1 0.4 138 1
30-Mar 29:45.4 32:34.0 168.6 1438dac0 9084488669 Orig 138 1 0.6 138 1
30-Mar 29:57.0 29:57.0 0 1438dac0 9084488669 Term 138 1 0 138 1
30-Mar 28:40.1 29:06.1 26 1438dac0 9084488669 Term 138 1 0.6 138 1
30-Mar 19:22.2 19:48.1 25.9 1438dac0 9084488669 Term 138 1 0.6 138 1
30-Mar 12:07.4 12:33.4 26 1438dac0 9084488669 Term 138 1 0.6 138 1
30-Mar 58:07.3 59:58.1 110.8 1438dac0 9084488669 Term 138 1 0.6 138 1
30-Mar 55:59.3 57:37.1 97.8 1438dac0 9084488669 Term 138 1 0.6 138 1
30-Mar 45:29.6 55:34.0 604.4 1438dac0 9084488669 Term 138 1 0.6 138 1
30-Mar 00:45.2 14:46.0 840.8 1438dac0 9084488669 Orig 138 1 0.4 138 1
30-Mar 26:05.8 37:39.4 693.6 1438dac0 9084488669 Orig 138 1 0.6 138 1
30-Mar 25:02.6 25:42.9 40.3 1438dac0 9084488669 Orig 138 1 0.6 138 1
30-Mar 43:02.2 55:28.4 746.2 1438dac0 9084488669 Term 138 1 0.4 138 1
30-Mar 41:35.3 42:44.2 69 1438dac0 9084488669 Term 138 1 0.4 138 1
30-Mar 14:52.4 20:28.5 336.2 1438dac0 9084488669 Orig 272 3 3.2 272 3
30-Mar 14:52.4 14:52.4 0 1438dac0 9084488669 Term 0 0 3.2 0 0
30-Mar 14:20.4 14:48.3 27.9 1438dac0 9084488669 Term 0 0 0 0 0
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Sample Text 
Message Detail

MDN MSG_SND_DT_TM MSG_DLVR_DT_TM ORIG_ADDR DEST_ADDR
6103607662 5/15/2006 7:25 5/15/2006 7:25 1111 6103607662
6103607662 5/16/2006 8:27 5/16/2006 8:27 1111 6103607662
6103607662 5/16/2006 7:15 5/16/2006 7:15 1111 6103607662
6103607662 5/31/2006 16:00 5/31/2006 16:01 1111 6103607662
6103607662 6/4/2006 9:56 6/4/2006 9:56 endofitem@ebay.com 6103607662
6103607662 6/8/2006 6:56 6/8/2006 6:56 1111 6103607662
6103607662 6/12/2006 14:40 6/12/2006 14:42 6103609438 6103607662
6103607662 6/13/2006 8:12 6/13/2006 8:12 1111 6103607662
6103607662 6/13/2006 17:20 6/13/2006 17:20 6103607662 6103609438
6103607662 6/13/2006 17:49 6/13/2006 17:49 6103607662 6103609438
6103607662 6/13/2006 20:21 6/13/2006 20:21 endofitem@ebay.com 6103607662
6103607662 6/13/2006 7:52 6/13/2006 7:52 1111 6103607662
6103607662 6/13/2006 7:52 6/13/2006 7:52 1111 6103607662



Duplicate Limited to (name of 
agency)

Distribution Limited  to Law Enforcement

Sample CSG Report
Destination IP Addresses Captured 

During an Internet Session

Mobile IP Address Conn Start Date/Time Duration Dest IP Address Ip Stats Upload Cnt Ip Stats Download Cnt
75.207.161.57 7/2/2008 2:14 0 209.170.115.104 88 48
75.207.161.57 7/2/2008 2:14 0 64.236.115.12 1496 3033
75.207.161.57 7/2/2008 2:14 0 209.62.176.115 88 48
75.207.161.57 7/2/2008 2:14 4 206.46.230.134 1008 4246
75.207.161.57 7/2/2008 2:14 300 69.78.96.14 71 236
75.207.161.57 7/2/2008 2:14 2 209.62.182.190 716 887
75.207.161.57 7/2/2008 2:14 4 209.170.115.104 1420 15312
75.207.161.57 7/2/2008 2:14 4 209.170.115.104 1400 13275
75.207.161.57 7/2/2008 2:14 4 206.46.230.134 1860 9263
75.207.161.57 7/2/2008 2:14 1 206.46.230.68 1581 413
75.207.161.57 7/2/2008 2:14 12 206.46.232.39 12867 56132
75.207.161.57 7/2/2008 2:14 1 206.46.232.39 3156 5208
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Sample AAA Report
Session Information for Internet Usage

ELEMENT CALL_START EVNT_STOP MBL_IP_ADDR SID MSCID CELL MDN GMT_START
AAA04ROCA 6/30/2008 7:44 6/30/2008 8:21 75.204.165.228 80 2 300 9089309080 6/30/2008 11:44
AAA04ROCA 6/30/2008 15:20 6/30/2008 16:00 75.205.207.121 80 2 300 9089309080 6/30/2008 19:20
AAA04ROCA 6/30/2008 21:57 6/30/2008 22:46 75.205.241.1 80 2 300 9089309080 7/1/2008 1:57
AAA04ROCA 7/1/2008 21:15 7/1/2008 22:15 75.207.161.57 80 2 300 9089309080 7/2/2008 1:15

•Target assigned dynamic IP address for each session  
•Cell Site Locations available for session’s start



Duplicate Limited to (name of 
agency)

Distribution Limited  to Law Enforcement

Sample PoC Detail

Switch
PTT 
SID Target MDN Source MDN

GMT 
Offset

Call Start 
Date/Time Dur

Outbound 
Octet Cnt

Inbound 
Octet 
Cnt User Name

PTT 
Control 
Switch

PTT 
Srvc 
Type

PTT_Ann
apolisJct -1 -1 -1 0

10/21/2008 
15:37 0 219 201

9086250473
@vzw3g.com anjtmdah 3

PTT_Plym
outhMtg 22 9086250473 9089302020

-
14400

10/21/2008 
15:32 33 8190 4913

9086250473
@vzw3g.com

WMTPP
AAA 1

PTT_Ann
apolisJct -1 -1 -1 0

10/21/2008 
14:31 0 168 203

9086250473
@vzw3g.com anjtmdah 3

PTT_Ann
apolisJct -1 -1 -1 0

10/21/2008 
14:31 0 218 200

9086250473
@vzw3g.com anjtmdah 3

PTT_Ann
apolisJct 22 9086250473 9086250473

-
14400

10/21/2008 
11:38 63 12551 12319

9086250473
@vzw3g.com anjtmdah 1
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