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1. (U) Purpose . This Concep tof Operations (CONOP)
documents concepts and procedures for the use of biometric
technologies to support identity superiority, protection

and management inthe entre USCENTCOMOR. This CONOP
focuses on the biometrics process and key systemic

enable rs. This CONOP contains UNCLASSIFIED and CLASSIFIED
annexes. The body of the CONOP is UNCLASSIFIED however,

AnnexE, AHUMI NT Bi ometrics Management o, i s CLAS

SECRET//NOFORN.

2. (U) Applicability

2.1 .(U) This CONOP applies to all USCENTCOMomponents,

CJTFs and subordinate commands within the USCENTCOMOR,

whether ornot that collection occurs on or off of a U.S.

controlled installation, including naval operations

conducted in the offshore areas assigned to Commander,

USCENTCOM

2.2 . (U) This CON® also applies to other U.S. Government

agencies operating biometric devices within the USCENTCOM

AOR, if  any of the following conditions exist:
A I'f such use is on any Ucdtolledr coal i ti on
installation :
A I'f the biometric device iwidl in the AOR a
exchange data with any USCENTCONbiometric system
A I'f the biometric collection operation

any USCENTCONMNpersonnel or communications system for
its operation

3. (U) Responsibilities
3.1. (U) USCENTCOM

3.1.1 (U) The Deputy Director fo r Operati onsisthe G eneral
Officer (J3) with overall responsibility for Biometrics at
USCENTCOM and works in close consultation with the Director

of Intelligence (J2 )and the Director of Command, Control,
Communications, and Computer Systems (J6) and the  Resources
and Assessment Directorate (J8) .

3.1.2. (U)The USCENTCOM Biometrics Advisory Board (CBAB)
is the central coordination and decision point for

biometrics doctrine, training, employment and fielding of
supporting biometric technologies within the

USCENTCOM AOR.
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It consists of representatives from J3, J2, J6, and J8 and
other Directorates as required.

3.1.3. (U) J3-JSO andJ2 - O jointly support biometrics

actions in support of the CBAB. J3-JSO is the CBAB
proponen t for Force Protection related mi ssion sets while
CCJ2- O isthe CBAB proponent  for intelligence related

mission sets.

3.1.4 (U) The Joint Information Management Board (JIMB) is
responsible for building the CJTF information management

plan. They identify and validate information exchan ge
requirements and provide these to the C6. JIMB must
approve all changes made to the theater network.

3.1. 5. (U) All USCENTCOMrganizations must send biometric
requirements to J3 - JSO, via chain of command, for actions.

31. 6. (U) USCENTCOMOG sillem® A Be as the official AOR
interaction with DoD agencies, PM Biometrics, INSCOM, JFCOM

and th e DoD Principle Staff Advisory for all theater level
requirements.

3.1.7. (U) CCJ3 JSO will consolidate USCENTCOM biometrics

requirements for presentation to the JROC and Joint Staff
for action.

3.2. (U) USCENTCOM subordinate unit S:

3.2.1.(U) Al USCENTCOM subordinate organizations will
receive  USCENTCOMpproval for the use of new biometric
collection, processing, or storage systems prior to entr y

andus ei nthe USCENTCOMOR This will help ensure
overall compatibility with current supporting
infrastructure and overall biometric enterprise.

3.2.2 (U) AllUSCENTCOM subordinates will establish a
single staff section as the command proponent for biometr ic
issues and functions

3.23.  (U)AI USCENTCOM subordinate organizations will
abide by the standar ds in this document.
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3.2.4. (U) All USCENTCOM subordinate organizations will
coordinate additional biometric requirements through
USCENTCOMS.

3.25( U) AIlUSCENTCOM subordinate organizations will
produce a biometric CONOP Ata minimum, subordinate
organization CONOPs will include all use case scenarios
listed in this CONOP as well as the infrastructure required

to support them.

3.2.6. (U USCENTCHM subordinate organizations will send
biometric requirements to J3 - JSO for action.
4. (U) The Joint Operational Environment

4.1 (U) Biometrics is a key enabler across the entire range

of military operations (ROMO) from credentialing US Persons
onanet worktoNon - Combatant Evacuation Operations (NEO)

to matching a latent print t 0 a detainee. When used
properly, it can lead to decisive results.

4. 2 (U) Central to this environment is the categories of

individuals . For the purposes of biometrics, an

in dividual will fall into one of three categories: Red,

Blue or Gray. An individual may tran sition from blue or

gray to red as more information is collected , Or move in

the other direction . A fiRedo individual is considered a
clear threat to USCENTCOM intere sts while a fiBlue 0 identi ty
poses no threat. The third category,
individual whose motives  are not clear and require future

adjudication

AGr ayo
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Figure 1: Categories of Individuals

4.3 (U) Biometricsis means of iden tification that provides
great confidence in the relationship between an identity
and an individual. The associated history of a biometric

identity can assist in the categorization of individuals as
ARed (fiBlue, 0or fiGray. o0 When properly collected and

matched, b iometrics routinely identif  ies an individual with
a degree of certainty of over 99%. Unlike signatures or

fiflash to pass 0 ID cards, biometric samples cannot easily

be faked. Unlike simple facial photos that change over

time , a biometric prove S more stable over time and can not
be easily duped through disguising.

4. 4 (U) B iometrics is a force multiplier. By linking an
individual to a history, a Commander has fact s onwhich to
base a decision Biometric modalities provide faster

screening  while  ensuring threatening personnel are

identified . Because an i ndividual @ismdaaliteesne t
are not easily fi's poof erdtoansferable to another

individual, a bi ometrics reader in I|ieu of
p a s sbadge system is required. This type of verifi cation
allo ws the Commander to focus his forces on missions rather
than determining the authenticity of credentials

4.5.(U) Biometrics is also the only form of identification
which, by its nature , Is also evidence. By properly
enrolling a person, a Commander can compare the match to

a

of

a |
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previously collected data such as latent print S, previous
detainments ,and o6wat ch | & s tAsCommander can match an
enrollment for base access or weapon card applicant against

a historical latent print  and use that histor y to deny
access, and prosecute suspect individuals. Alternatively,
biometrics systems can be used to exonerate innocent

individuals by establishing irrefutable evidence of

time/location combinations that can be accessed after the

fact.

5. (U) THE USCHENTCOMJoint Biometrics Process

5.1. (U) The purpose of the USCENTCOM biometrics process is

to enable the Commander to effectively categorize an

individual as friend or adversary. With biometrics , the
Commander can match an individual to historical data in
order to confirm that person is who they claim to be and

possibly  determine  past activity.

Collect Process Analyze Decide Act

L Detain/TGT
'5 Hold
) Release/

Grant access

Analyzed
Intelligence/
BIAR

Biometrics
(Finger, Iris, Face,

Analyze Match

Allegiance

Voice, DNA)

E
«NES )
Contextual Data

(who, what, where,
when, why)

Mission €———> Context

Warfighter  NGIC

S

? Adjudicate

Enrollment
RFI for existing data Match% Store} Share) References

Intelligence Gap?
Commiinication/ Feed Rack

Figure 2: The USCENTCOM Biometrics Operational Process

5.2. (U) Step one is collection. It is the capture of the
specific biometric modalities and contextua |data  based on
the use case scenario . For biometric s capture , trained
operators  are preferred to ensure collection to DoD and

USCENTCOMtandard s. Poorly collected biometric S cannot be
matched and will create a false sense of security .

5.2.1. (U) The USCENTCOM standard for capturing biometric

sample sis based on the task. E nroliment, identification or
verification require different captures . In all cases,
capturing all the required biometric sample s to standard is



279
280
281
282
283
284
285
286
287
288
289
290
201
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315

UNCLASSIFIED//FOUO
CONCEPT OF OPERATIONS FOR BIOMETRIC OPERATIONS IN THE US CENTRAL

key in order to maintain an effective d
contains a technical description of the

5.2. 2. (U)When collecting biometrics

COMMAND AOR
DRAFT: 20 Mar 2007

atabase. Annex D
se requirement s.

, proper collection of

contextual data is as important as proper collection of the
biometric s. Contextual data not onl y establishes a

context wual base line for the individual, but it also drives
exploitation and analysis . For example, it could establish
aliases for an individual which can be used in support of

both tactical questioning and interrogation

5.2.3. (U) Enrollment s will be as compl

ete and accurate as

possible. USCENTCOM b iometric data is shared with DoD data

collected in other theaters, the Department  of Homeland

Security (DHS ), the Federal Bureau of Investigation s( FBIl),

and other government agencies , as well as other

governments. Simply putting a person on AAlerto
watch list with no associated contextual data marginally

supports  decision making . Thorough, complete contextual

data will enable operations.

5.2.4.(U) Properenrol | mentenables tracking of

individuals . Peop le move both between locations and

mi grate betweemGmMB8ypmdonRedd popul ati ons.
person may be enrolled as a police officer one day and

match a latent print  in the future. Another person may

have been truthful in his first enrollment andlie d in his
second enrollment . |[fthat is properly noted in the

contextual data it will  drive tactical questioning and
interrogation in the future.

5.2. 5. (U) After enrollment , USCENTCOM uses verification by
a credential (badge) to track individuals . If bad ges are

not feasible, then identification
database will be conducted. See paragraph 7
discussion of each.

using an existing
and Annex A for
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Process

BISA e
ABIS

-
N
FBI

Match—=> Store> Share > Reference

Figure 2.1: The USCENTCOM Biometrics Operational Proces S

5. 3. (V) Step two is the processing of the data. It begins
when the  biometric data is matched to existing biometrics
in the authoritative database and ends when it is made

available to consumers to reference . The authoritative
database has the capabili ty to send information to other

biometric databases across the US Government and with

foreign friends and allies. When the authoritative

database is no t available, a local trusted database can be
used for an interim match .

5.3.1. (U) A potential match is only as good as the data it

is matched against. Ifa Commander decides to match off an
incomplete  (local trusted ) database, he will not match

against all available records and risk either  not detaining
a person of interest or detaining someone who s hould have
been identified as friendly

5.3.2.  (U) Once biometrics are submitted to the ABIS, they
are stored at the authoritative database. This data is
then immediately available for other users to match against

and may be shared as required for futu re use. For instance,
reports can be generated to show the historical pattern of
an individual accessing a base which may assist in the

adjudicat ion process if the individual r equest s to access

other bases

5. 3. 3. (U) Processing of the data is complete w hen all
references have been searched and a O0dossierdo of hi
instances and associated contextual data is produced . It

can be as simple as a dhata tresémblesapor t 6

stori

C
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police O6rap sheetdé or ad&i gotmpl edoasierb
containing multiple instances of the individual , full
Screening Interrogation Reports (SIRs), HUMINT reports or

other information

Figure 2.

5. 4. (U) Once processing is compl

analyzed
enrollment

guestioning and interrogation enabling the

Simply knowing an
is of minimal value.

make the best decision possible.
Navy S eaman comparing a match report in context to an

Expanded Maritime Interdiction Operations

Analyze

Analyze Match

Mission €———> Context

Warfighter  NGIC

t K

2: The USCENTCOM Biometrics Operational Process

ete, the results are

individual matches another

Analy sis drives tactical
Commander to
This can be as simple as a

( EMIO) operation

or as complex as the National Ground Intelligence Center

(NGIC) producing a Biometric | dentification Analysis Report
(BIAR) from a latent fingerprint match .

5.4.1. (U) The match reportis generally sufficient to
tactically question but not  detain an individual of

interest. The match report is very timely and effective
means for  driving guestioning However, simply because an

individual was matched

to a previous enrollment is not

necessarily a logical link between the two events For
example, because an individual

given facility or area
threat. Similarly, a

has been denied access to a

does not necessarily make him a
latent fingerprint that matches a

base access applicant only associates that individual with

an object

variety of reasons.

He may have touched

base access and matches to a
present a threat.

54. 1.1. (U) The match report is
biometrically enabled all source analysis

operations

the object at any time for a

However, an individual who applies for

latent fingerprint could

10

also the basis for
in support of

. These are used forward in intelligence cells
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along with all other INTs in support of targeting, effects
and interrogations. They are al  so used as part of joint
evidence cells in support of prosecution

5.4.2. (U) The NGIC produced BIAR is a processed
intelligence product which associates a match to the
circumstances . Itis produced by analyzing the match, the

i ndi vidual 6s hi salsourges of intelligence

5.4.2.1 (U) ABIAR iIs produced for all latent matches and
other high value matches . Commanders may request BIARs
directly from NGIC for other matches.

Decide

Allegiance

Figure 2.3: The USCENTCOM Biometrics Opera tional Process

5.5.(U) Analysis provide s recommendation s to the
Commander, which aid in decision  making . Based on the

analysis the Commander will decide whether the individual
is a threat (red), a friend (blue) or un determined  (gray).
Categorizing pers ons in this manner helps Commanders

quickly provide enough information to the US military
member to make a decision and act on the information
provided.

Act

Detain/TGT
=5 Hold

Release/
g Grant access
7?2 Adjudicate
Watchlist

Figure 2.4: The USCENTCOM Biometrics Operational Process

11
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5.6.(U) Oncethe Commander has decided  whether the

individual is athreat ,he acts. Actions taken toward an
individual determined to be a threat will vary upon

constraints. Ifan individual is determined by the
Commander to be athreat (red), that individual is

generally detained for prosecution or targeted. All latent
print matches will be treated as hostile until a BIAR is
produced and/ or the circumstances adjudicated. If an

individual is detained or awaiting access to base and s
subsequently confirmed to be friendly ( blue), the decision
is usually to release him or grant him base access.

5.6.1. (U) Akeydecision is what to do with an individual

that remains unknown ( gray ) after biometrics matching and
exploitation . The Commander may decide there is furt her
adjudication needed . Simply because there is no biometric

match does not mean a person is blue or red. Commanders
must consider the context of a match (or lack thereof) when
adjudicating the disposition of an individual

5.7.( U) Feedback is critica |t hroughoutthe process . At
each step of the process Commanders must assess the quality

and timeliness of the information to ensure it supports

their decision making. Also, when an action is taken such
as fArel ease fr om, demmnanders owsd notify  all
persons and organizations that require feedback to maintain

an accurate database.

6. (U//FOUO) Joint Expeditionary Employment of Biometrics
(Use Cases)

12
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ST Expeditionary Biometrics
I s s e vt o S e ]

-Forensic Matching to

confirm identity
-Drives Trial
-Drives Final Accesses

Holding p--g
Facili

Retain?

Near Term
-Forensic Matching

Local Holding
Facility

| associate identities
3 “’ aty against activities
- -Analysis Based
Collection? .u. -Drives interrogation
Detain or Release? Target? -Drives Operations
x -
On the Checkpoint/
Objective “ Patrol Forward
-Immediate identity
* matching
. B -Drives Tactical
o j Ll

Questioning
-Collection Focused,
Screening based

Border -Access vs. Deny
Ops Access
Forensics

UNCLASSIFIED/FOUO

Figure 3: The USCENTCOM Biometrics Employment

6.1 .(U) Biometrics enables the full range of military

operations in the USCEN TCOM AORThe process is dr iven by

the Commanderd s deci s i Gomsnanders may use biometrics

to screen populations based on histories, verify

individuals or decide access based on biometr ically -enable d
adjudication.

6.1.1. (U) Annex A contains the time standards and products
associated with each of the mission sets below.

6.2. (U) Biometrics Support to Offensive Operations
6.2.1 . (U) Targeting.J ust as with a photo, biometrics are
used in support of targeting an i ndividual . By pre -loading
information on a targeted individual or group of
individuals , Commanders can createa  tailored,
biometrically enabled , target set.
6.2. 2. (U) Forensics Captures . L atent finger prints link
target ed individuals with events. Biometrics may confirm
ani ndividual was present at an event with a high degree of
certainty. They are  also suitable to assist in long term
detainment and prosecution s of individual S.
6. 2. 3. (U) Tactical questioning . Biometric s matchingo n
the objective may confirm an individual 0s identity and
allow the appropriate authority to make a decision

13
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concerning that individual , for instance either hold or
release. Using the associated contextual data and the
history of that indiv idual  within  the context of the
encounter may provide  service member s enough information to
tactically question a person and separate targets  from
bystanders.

6.2. 4. (U) Population Scree ning .  Biometrics can be used to
segregate populations based on seve ral factors. For

example , ata check point a Commander may use biometrics to
determine if a person is out of place or has been

previously granted access . M arines use biometrics (i rs
matching ) to determine if aperson at a checkpoint is a
resident  ofthe  city or not . If the person is not, they are
segregated , enrolled and further question ed.

e .
. ™ . -~ Walled City/
Missions /‘ " n Gadt eCo mmu
Verifi f Cred | 1
Wentifiaiion of Unknown persons r ] 1.Enroll Population ?ased on
mission requirements
. I .I- \ -Everyone?
[ | - I . -Military Aged males?

2. Issue Credentials for access

Missions

Verification of Credential for access I . n - I \ (Badges) . .

Identification of unknown persons 3. Load enrolled pOpulatlon n

Enrolls people not in database 8 . g .
ECP

local dataset for identification if
I I I | . I I »?  nobadges are available
. 4. Load watch list of interest to
gy 45 the commander
5. Either identify from the
database or verify off badges

Figure 3.1: Biometrics Support to Population Screening
6.3. (U Biometrics Support to Force Protection.

6. 3.1.(U ) Access Screeni ng Operations. Unitsu sing

biometric s can determine if a person is who he or she

clam s tobe , denying the ir ability to hide under an alias

or remain anonymous . Biometrics and the associated

contextual information enable the unit to determine an
individua | 6s history to a high degree of
in adjudication of base access requests.

6. 3.2. (U) Entry Control Points (ECPs) .1 ndividual s are
verified at ECP S prior to being granted access to base S.
|l nstead of o6fl ash badgep dhatsgah bed D easily
faked and must be manually scanned , abi  ometric can quickly
confirm an i dentity , increasing accuracy and saving time
and manpower .
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6.3. 2.1. (U) USCENTCOM uses biometrics for individuals that
do not have a credential. If they are confirmedi  nth

database, they are allowed access IAW unit TTPs

they may be enrolled for further adjudication.

6. 4. (U//[FOUO) Biometrically Enabled Intelligence Support

to Operations

6.4.1 . (U) PostOperation Analysis. A Commander,

biometric s, can assessthe impact of given individualto

his or her area of responsibility
historically blue may provide a sense of comfort while if a
red individual is identified that threat may be reduced.

. Individuals found to be

e

If not,

using

6.4.2. (U) Effects. USCENTCOMises biometrics t O assess
the effectiveness of a mission Using a biometric, you can
confirm the ide ntity  of atargeted person post operations.

With b iometrics, you can confirm with a high degree of

certainty a unit has captured/ killed the right individual

6. 4. 3. (U //[FOUO) Interrogation. Inte rro gators may confirm
an individual is who he claims to be using biometric

matching . They can also use biometrics to determine the

history of an individual (previous accesses/detentions ,
previous  aliases) to drive the interrogation plan. Using a
dossier they can check previous interrogations to determine

which methods were employed in previous detentions.

6. 4.4. (U//FOUO) Targeting. Biometrics , as with

photo graphs , must be part of all targeting folders if
available .  Targets with known biometrics will be loaded on

watch lists. For those targets without biometrics,

biometric collection will be requested through the RFI

process and stated as an intelligence gap.

6. 4. 5. (U) Pattern and Link Analysis. Biometrics matchi ng
provides a means of relating events. Matching latent

prints  to other latent prints may associate attacks with an
individual. These associations are used to conduct pattern
analysis  in support of predictive analysis and future
targeting. Similarly, a biometrically - enabled history can
highlight patterns of an individual who is known, was once

believed to be ABlue, 06 and has, through

mechanisms, been determined to be a threat. Pattern and

15
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link analysis can also give rise to targeting T that s, if
an individual has been biometrically encountered in the

vicinity of numerous suspect events, that pattern might be

sufficient for a tentative identification of the person as

Red.

6. 4. 6. (U//FOUO) HUMINT. See Annex E  for discussion of
biometrics in support of HUMINT operations.

6. 4. 7. (U//FOUO) USCENTCOM standard for intelligence

support is enrollment and identification . Hasty enroliment
will not be used for this mission. When ever an individual
IS encountered, he will be checked . If heis not inthe
database , he will be enrolled

6. 4. 8. (U) NGIC provides USCENTCOM all source analysis

based on biometric matches through BIARs . BIARs may be
posted on NGI Cb6s AhddS emailr ed ad
organizational and individual email accounts of the unit

t hat captured the biometric

6. 4.9. (U) Ifabiometricis not available, it will be

stated as an intelligence gap. There are non- DoD collected
biometrics available. If an individual was arrested by

another nation and applied for another countr y0s
credentia Is, or was the subject of national - technical
collection, there may be a biometric available for
comparison

6. 5. (U) Detention Operations

6.5.1. (V) Detainee Operations. USCENTCONMises biometrics

to ensure the right person is , orremains , detained or

r eleased with a high degree of certainty. Biometrics

confirm a known identity to an individual detainee  and his
associ ated contextual data , which may include current

location and reason for detention

6.5.2 . (U) Track detainees inside a facility. Biometric are
used to track detainees . \Wile in transit , USCENTCOM uses
biometrics to establish their location. While in the

detainment facility, they are used to track movement within
the detainment facility and track location

16
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6.5.3.  Prosecution . Biometrics sup port prosecution of
detainees. Using biometrics, a Commander can match an
enrollment for a detainee to a latent match and use that in
prosecution of a case. Using other analytical tools, a
Commander can associate the object the latent came from

(forexamp le, a sniper rifle) with other historical events.

Beyond a latent, a Commander can use biometrics to
establish an indivi dualtedtionsp rteestablishs d e
patterns of misconduct.

6. 6. (U) Civil - Military Operations.

6. 6.1 . (U) Manage Populations. USCENTCOM uses biometrics to
manage local p  opulations during military operations . From
tracking non - combatants during aNEO to managing an

Internally Displaced Persons (IDP) camp , USCENTCOM uses
biometrics to track which individuals are aut horized a

servic e oraccesstoa location with  a high degree of

certainty. Using biometrics, a Commander can accurately

state how many people he has in a camp or has evacuated

without risking double counting.

Missions Missions
Verification of Credential for access, verification of Verification that person is authorized to move from Camp

humanitarian services provided (shot records) AAO to Camp fBO
Verification that a person is the right part of a camp Verification to establish individual moved from Camp A to

Verification, ID and Enroliment to establish the number of Camp B

people in the camp
Identification of unknown persons
Enrolls people not in database
Refugees/ 2 3 £ > |F ] $

NEO operatior | "

Camp Camp

1. Enroll Population based on mission requirements
-Everyone
-By population set, nationality, access
2. Issue Credentials for access (Badges)
3. Load enrolled population in local dataset for verification
4. Load watch list of interest to the commander
5. Either identify off database or verify off badges

Figure 3.  2: Biometrics Support to NEO/Refugee Operations

6. 6.2. (U) Track Payments. USCENTCOM uses biometrics to

track payments to foreign  individuals. Using biometrics, a
Commander can track which contractors were paid. Using the
associated contextual data, a Commander can ascertain what
was paid and for what actions. The k eyto thisis that
biometrics last beyond a transition of authority (TOA) and
can exist across units

17
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6.6.3. (V) Medical aid. USCENTCOM uses biometrics to track
medical aid. Commanders are authorized to enroll

individuals to track medical assistance or procedures
(shot s, )aregvwen to an identity or to verify the

identity at a later date.

6.6.3.1. (U) Biometrics captured exclusively as a result of
medical treatment will  be shared and sentto the ABIS IAW
with medical data sharing constraints . However, biometrics
captured as result of force protection operations in

support of the medical treatment (i . e., ifthe clinicis on

base or O6i nsi de t hwdlbevi r sedttothe ABIS.

6.6. 4. (U) Undernocircums tance will units assigned to

USCENTCOM deny humanitarian services solely  because an
individual refuses to provide a biometric. However,
biometrics will  be captured for force protection reasons .

6.7. (U) Information Assurance

6.7.1. (U) Information Assu rance. USCENTCOM uses bio metrics
to conclusively verify the identity of those attempting to

gain access to information systems. On networks , a

biometric token canbeused to confirman individual

identity and his orher permissions , similarto base

access .

6. 8. Access Management.

6.8.1 . (U) Access Management. Outside of combat operations,
USCENTOMauthorizes biometrics for access management. For

example, as persons depart a ship they can be biometrically
verified to establish who has left the ship . Asthey
embark they  can be verified again to establish with a high

degree of certainty the number of individuals, and which
individuals, are onboard the ship.

6.9. Personnel Recovery

6.9.1. (V) Personnel Recover y. USCENTCOM uses biometrics
during pers  onnel recovery operations to verify individuals
For example, a unit may conduct a mission to retrieve a
kidnapped individual. The unit could frontload the data

on a man portable system ., Which can then be used to verify
the identity of the individual of interest
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6.10. (U) Datasets /Watch list s.

aaaaaaaaaaaaa

Watch List Operations

Watch Lists:
VCommander Driven/Unit Owned
VBOLO like

VDecision Oriented

VWatch Lists flow two ways

N3

Access

aclear; 4
CMO Ops
Objective
Border

SF Checkpoint/ " O_Ri" ......
' Patrol - 3
, Cl Team .:“""

UNCLASSIFIED//FOUO

4: The USCENTCOM Watch list I5rocess

Figure

6.10. 1 (U) Watch list. Watch lists are datasets of

individuals of interestto a Commander. They are

individuals the C ommands want their units to ac t on, based
on the encounter . The action may be detain, release or

hold for further exploitation.

6.10. 2. (U)  Waitch list datasets are generated and shared at
ever y level of command (ig  4.) . They are driven by

individual unit r equirements  and command decisions.
Commanders can direct their datasets of interest and select

additional data from adjacent units, higher HQ or
consolidate all subordinate units.

6.10. 3. (U) These datasets are a key enabler for stand
alone (untethered) operations. Often times, Commanders
will find that their  units cannot reach the authoritative

or even a local trusted database. In this case, the watch
list becomes a tool the service member can quickly check

against and take action upon.

6.10. 4. (U) Th ese datasets speed (or decrease) match times.
Instead of checking 1:All  the data is check 1:Some. This
can decrease match times on the object ive , oratanECP |, by

a factor of ten
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6.10. 5. (V) Finally, these dataset s enable Commanders to
share their indiv iduals  of interest. A Commander may have

a local leader in his sphere of influence who m the
Commander wishes to track but not detain . That
i ndi vi dulsdmétrc can be shared and added to the watch

list as ADo not det aAismspeoted bomb maker could be

flagged as a O6hol dé based on th
encounter. Finally, a Commander may want to target

e ci
an

individual. That i ndi vidual 6s recor dasc an
6det aind for t he next encounter .

6.11. (U) Other Datasets

6.11.1. (U) Other Datasets. Beyond watch  lists, USCENTCOM
uses local trusted datasets ( fiskeleton O databases /local

databases) to decrease match times and increase
throughputs. A Commander can decide to locally retain

a

portion  of the database for command use.  For example,

while co  nducting population management a Commander

may have

a local database containing only persons authorized access
to an area to enable ored | ight/ green |l ighto operati

6.11. 2. (U ) Local trusted datasets will be used for
verification and identification on ly. All new enroliments
will be sent to the ABIS for matching and storage

6.12. (U) Sharing of datasets

6.12. 1. (U) Sharing. Datasets will also be created and
shared with coalition partners in accordance with

constraints outlined in paragraph 9 of th is CONOP. These

datasets will generally be the biometrics themselves
with unclassified contextual data.

7. (U) Systems  Support Requirements to Biometrics

along

7.1. (U) USCENTCOM employs a biometrics joint  enterprise

system approach to biometrics to eliminate redundanc
effort . The hub of this system for fingerprints is the DoD
Automated Biometrics Identification System (ABIS).

specifically noted in this CONOP ,a Il data captur ed
USCENTCOM AORvill  go to the ABIS for matching and stor
regardless if a local trusted database is used.
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7.1.1. (U) USCENTCOM is responsible for integrating all

approved biometric

systems into its architecture.

USCENTCOM will approve any new system , or modification to
existing syste m, to ensure interope ra bility with its

architecture. This i

nclude s any biometric collected

standard by all USCENTCOMomponents in the AOR.

7.1.2. (U)Fornon -

DoD agencies operating in the USCENTCOM

Mar 2007

to any

AOR, all data collect ed on a DoD facility or as part of a
USCENTCONmhission will be integrated in the architecture.

7.1.3 . (U) USCENTCOM fully supports all non - DoD agency
interaction and interoperability with its architecture and

will share its databases as required.

7.1.4. (U) USCENTCOM units employ biometrics collecti on and
processing  systems as either networked or stand alone

system s. A n etworked systems match provide S an

authoritative match

against  ABIS or a local trusted

database , while stand alone devices usea dat aset (Owatch
| i stadr O0skel et on dfartloa b aasmafching. However,

all enrollment data and unmatched identification data, even

if it is stand alone, will  be sent to the ABIS for storage.

7. 1. 5. (U) Regardless of collection systems, USCENTCOM units
finger print , face and iris data to

will send all biometric
the ABIS for storage

and reference. Palm print data ,

taken , must also be sent to the ABIS.

7.1.6.(U) The biometric priority order for collection is
fingerprint S, iris images and fac ial photographs
Components will collect DNA from detainees at the theater
facilities along with palm prints . Components are

authorized to collect to

hand geometry and voice
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815
816
817
818 7.2. (U) Fingerprints

g%? Figure 5: The USCENTCOM Biometrics Systems of Systems

822 7.2.1. (U) Fingerprints are capture d IAW Annex D of this
823  document .

824

825 7.2.2. (U) Collection of the biometric contextual data will
826  be IAW Electronic Biometric Transmission Standard (EBTS)
827  along with additional USCENTCOM - directed contextual data. A

828 typical EBTS file is 700k - 1.3 megab ytes . See Annex D for
829  all collection standards.

830

831 7.2. 3. (U)If a live scan is not available, ink and paper
832  will be used to capture fingerprints. If live scan and ink

833 and paper are not available, capacitance sensors will be

834  used provided they meet the standards in paragraph 7.2.2

835 and Annex D

836

837 7.3.(U) Processing( Storage/Matching  /Referencing)
838
839 7.3.1. (V) Outside of Biometrics Identification System for

840  Access (BISA) , all biometrics are initially processed and

841  stored in local trusted database S. This allows local

842  matches of some of the records but does not provide for

843  match ing against all available records.

844

845 7. 3.2. (U) After matching against the local database, E BTS

846  files  will be sent to the ABIS for authoritative matching.
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