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1. (U) Purpose . This Concep t of Operations (CONOP) 95 
documents  concepts and  procedures for the use of biometric 96 
technologies to support identity superiority, protection 97 
and management in the entire USCENTCOM AOR.  This CONOP 98 
focuses on the biometrics process and key systemic 99 
enable r s.  This CONOP contains UNCLASSIFIED and CLASSIFIED 100  
annexes.  The body of the CONOP is UNCLASSIFIED however, 101  
Annex E, ñHUMINT Biometrics Managementò, is CLASSIFIED 102  
SECRET//NOFORN.    103  
 104  
2. (U)  Applicability  105  
 106  
2.1 . (U) This CONOP applies to all USCENTCOM componen ts, 107  
CJTFs and subordinate commands within the USCENTCOM AOR, 108  
whether or not that collection occurs on or off of a U.S. 109  
controlled installation, including naval operations 110  
conducted in the offshore areas assigned to Commander, 111  
USCENTCOM.  112  
 113  
2.2 . (U) This CONOP also applies to other U.S. Government  114  
agencies operating biometric devices within the USCENTCOM 115  
AOR, if  any of the following conditions exist:  116  

Å If such use is on any U.S. or coalition controlled 117  
installation .  118  
Å If the biometric device is in the AOR and will 119  
exchange data with any USCENTCOM biometric system .  120  
Å If the biometric collection operation will utilize 121  
any USCENTCOM personnel or communications system for 122  
its operation .  123  
 124  

3.  (U)  Responsibilities  125  
 126  
3.1. (U) USCENTCOM 127  
 128  
3.1.1 (U) The Deputy Director fo r Operati ons is the G eneral 129  
Officer  (J3)  with overall responsibility for Biometrics  at 130  
USCENTCOM and works in close  consultation  with the Director 131  
of Intelligence (J2 ) and  the Director of Command, Control,  132  
Communications, and Computer Systems (J6)  and the Resources 133  
and Assessment Directorate  (J8) .  134  
 135  
3.1.2.  (U ) The  USCENTCOM Biometrics Advisory Board (CBAB) 136  
is  the central coordination and decision point for 137  
biometrics doctrine, training, employment and fielding of 138  
supporting biometric technologies within the  USCENTCOM AOR. 139  
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 140  
It consists of representatives from J3, J2, J6, and J8 and 141  
other Directorates as required.  142  
 143  
3.1.3. (U) J3 - JSO and J2 - O jointly support biometrics 144  
actions in support of the CBAB.  J3 - JSO is the CBAB 145  
proponen t  for Force Protection related mi ssion sets while 146  
CCJ2- O is the CBAB proponent  for intelligence related 147  
mission sets.  148  
 149  
3.1.4  (U) The Joint Information Management Board (JIMB)  is 150  
responsible for building the CJTF information management 151  
plan.  They identify and validate information exchan ge 152  
requirements and provide these to the C6.  JIMB  must 153  
approve all changes made to the theater network.  154  
 155  
3.1. 5.  (U) All USCENTCOM organizations  must  send biometric 156  
requirements to J3 - JSO, via chain of command, for actions.  157  
 158  
3.1. 6.  (U) USCENTCOMôs CBAB will serv e as the official AOR 159  
interaction with DoD agencies, PM Biometrics, INSCOM, JFCOM 160  
and th e DoD Principle Staff Advisory for all theater level 161  
requirements.  162  
 163  
3. 1. 7.  (U) CCJ3- JSO will consolidate USCENTCOM biometrics 164  
requirements for presentation to the JROC and Joint Staff 165  
for action.  166  
 167  
 168  
3.2.  (U ) USCENTCOM subordinate unit s :  169  
 170  
3.2 .1 . (U) All  USCENTCOM subordinate organizations will  171  
receive USCENTCOM approval for the use of new  biometric  172  
collection, processing, or  storage systems prior to entr y 173  
and us e i n the  USCENTCOM AOR.  This will help ensure 174  
overall compatibility with current supporting 175  
infrastructure and overall biometric enterprise.   176  
 177  
3.2.2  (U) All USCENTCOM subordinates will establish a 178  
single staff section as the command proponent for biometr ic 179  
issues and functions .  180  
 181  
3.2.3.  (U ) All  USCENTCOM subordinate organizations will 182  
abide by the standar ds in this document.  183  
 184  
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3.2.4. (U) All USCENTCOM subordinate organizations will 185  
coordinate additional  biometric requirements  through 186  
USCENTCOM J3 .  187  
 188  
3.2.5 ( U) All USCENTCOM subordinate organizations will 189  
produce a biometric CONOP.  At a minimum ,  subordinate  190  
organization  CONOPs will include all use case scenarios 191  
listed in this CONOP as well as the infrastructure required 192  
to support them.   193  
 194  
3. 2. 6.  (U) USCENTCOM subordinate organizations  will send 195  
biometric requirements to J3 - JSO for action.  196  
 197  
4.  (U)   The Joint Operational  Environment  198  
 199  
4. 1 (U) Biometrics is a key enabler across the entire range 200  
of military operations (ROMO) from credentialing US Persons 201  
on a net work to Non - Combatant Evacuation Operations (NEO) 202  
to matching a latent print t o a detainee. When used 203  
properly, it can lead to decisive results.  204  

 205  
4. 2 (U) Central to this environment is the categories of 206  
individuals .   For the purposes of biometrics, an 207  
in dividual  will fall into one of three categories: Red, 208  
Blue or Gray.  An individual may tran sition  from blue or 209  
gray to red as more information is collected , or move in 210  
the other direction . A ñRedò individual is  considered a 211  
clear threat to USCENTCOM intere sts while a ñBlue ò identi t y 212  
poses no threat. The third category, ñGrayò is an 213  
individual whose  motives are not clear  and require future 214  
adjudication .  215  

 216  
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 217  
Figure 1:  Categories of Individuals  218  

 219  
4. 3 (U) Biometrics is  means of iden tification that provides 220  
great confidence in the relationship between an identity 221  
and an individual.  The associated history of a biometric 222  
identity  can assist in the categorization of  individuals  as 223  
ñRed,ò ñBlue ,ò or ñGray . ò   When properly collected and 224  
matched, b iometrics routinely identif ies  an individual  with 225  
a degree of certainty of over 99%.   Unlike signatures or 226  
ñflash to pass ò ID cards, biometric samples  cannot easily 227  
be faked.   Unlike simple facial photos  that change over 228  
time , a biometric prove s more stable over time and  can not 229  
be easily duped through disguising.    230  
 231  
4. 4 (U) B iometrics is a force multiplier.  By linking an 232  
individual to  a history, a Commander has fact s on which to 233  
base a decision . Biometric modalities provide  faster 234  
screening  while ensuring threatening personnel are  235  
identified .   Because an individualôs biometr ic modalities 236  
are not easily  ñspoofedò or transferable to another 237  
individual, a  biometrics reader in lieu of a óflash to 238  
passô badge system  is required.  This type of verifi cation 239  
allo ws the Commander to focus his forces on missions  rather 240  
than determining the authenticity of credentials .   241  

 242  
4. 5. (U) Biometrics is also the only form of identification 243  
which, by its nature , is also evidence.  By properly 244  
enrolling a person, a Commander can  compare the match to 245  
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previously collected data such as latent print s, previous 246  
detainments , and  ówatch lists. ô   A Commander can match an 247  
enrollment for base access or weapon card applicant against 248  
a historical latent  print  and use that  histor y to deny 249  
access, and prosecute suspect individuals.  Alternatively, 250  
biometrics systems can be used to exonerate innocent 251  
individuals by establishing irrefutable evidence of 252  
time/location combinations that can be accessed after the 253  
fact.   254  

 255  
5.  (U ) THE  USCENTCOM Joint Biometrics Process   256  
 257  
5. 1.  (U)  The purpose of the USCENTCOM biometrics process is 258  
to enable the Commander to effectively categorize an 259  
individual as friend or adversary. With biometrics , the 260  
Commander can match  an individual to  historical data i n 261  
order to confirm that person is who they claim to be and  262  
possibly determine past activity.   263  
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 264  
 265  
 266  

Figure 2:  The USCENTCOM Biometrics Operational Process  267  
5.2. (U) Step one is collection. It is the capture of the 268  
specific biometric  modalities  and contextua l data  based on 269  
the use case scenario .  For biometric s capture ,  t rained 270  
operators are preferred to ensure collection to DoD and  271  
USCENTCOM standard s.  Poorly collected biometric s cannot be 272  
matched and will create a false sense of security .  273  
 274  
5. 2. 1.  (U) The USCENTCOM standard for capturing biometric 275  
sample s is  based on the task. E nrollment, identification or 276  
verification  require different captures . In all cases, 277  
capturing all the required biometric sample s to standard is 278  

Communication/ Feed Back  
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key in order to maintain an effective d atabase.   Annex D 279  
contains a technical description of the se  requirement s.   280  
 281  
5.2. 2.  (U) When collecting biometrics ,  proper collection of  282  
contextual  data is as important as proper collection of the 283  
biometric s.  Contextual data not onl y establishes a 284  
context ual base line for the individual,  but it also drives 285  
exploitation  and analysis .   For example, it could establish 286  
aliases for an individual which  can be used in support of 287  
both tactical questioning and interrogation .  288  
 289  
5. 2. 3.  (U)  Enrollment s will be as compl ete and accurate as 290  
possible.  USCENTCOM b iometric data is shared with  DoD data 291  
collected in other theaters, the  Department  of Homeland 292  
Security (DHS ),  the Federal Bureau of Investigation s ( FBI ) ,  293  
and other government agencies , as well as other 294  
governments.   Simply putting a person on ñAlertò or on a 295  
watch list with no associated  contextual  data marginally  296  
supports decision  making . Thorough, complete  contextual 297  
data will enable  operations.  298  
 299  
5. 2. 4. (U) Proper enrol l ment enables tracking of 300  
individuals .  Peop le move both between locations and 301  
migrate between ñBlueò ñGrayò and ñRedò populations.  A 302  
person may be enrolled as a police officer one day and 303  
match a latent  print  in the future.  Another  person may 304  
have been truthful in his first enrollment  and lie d in  his 305  
second  enrollment .  I f that is properly noted  in the 306  
contextual data , it  will  drive tactical questioning  and 307  
interrogation  in the future.   308  
 309  
5.2. 5.  (U) After enrollment , USCENTCOM uses verification by  310  
a credential (badge) to track individuals .  If bad ges are 311  
not feasible, then identification using an existing 312  
database will be conducted. See paragraph 7  and Annex  A for 313  
discussion of each.  314  
 315  
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 316  

 317  
Figure 2.1:  The USCENTCOM Biometrics Operational Proces s 318  

 319  
5. 3.  (U) Step two  is the processing of the data.   It begins 320  
when the  biometric data is matched to existing biometrics  321  
in  the authoritative  database  and ends when it is made 322  
available to consumers to reference .  The authoritative 323  
database has the capabili ty  to send information to other 324  
biometric databases across the US Government and with 325  
foreign friends and allies.    When the authoritative 326  
database is no t available,  a local trusted database can be 327  
used  for  an interim match .    328  
 329  
5. 3.1 .  (U) A potential match  is only as good as the data it 330  
is matched against.  If a Commander decides to match off an 331  
incomplete ( local trusted )  database, he will not match 332  
against all available records  and risk either not detaining 333  
a person of interest  or detaining someone who s hould have 334  
been identified as friendly .   335  
 336  
5.3.2. (U) Once biometrics are submitted to the ABIS, they 337  
are stored at the authoritative database.  This data is 338  
then immediately available for other users to match against 339  
and may be shared as required for futu re use. For instance,  340  
reports can be generated to show the historical pattern of 341  
an individual accessing a base which may assist in the 342  
adjudicat ion process if the individual r equest s to access 343  
other bases .  344  
 345  
5. 3. 3.  (U) Processing of the data is complete w hen all 346  
references have been searched and a ódossierô of historical 347  
instances and associated contextual data  is produced .  It 348  
can be as simple as a ómatch reportô that  resembles a 349  
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police órap sheetô or as complex as a ódigital dossierô 350  
containing multiple instances of the individual , full 351  
Screening Interrogation Reports (SIRs), HUMINT reports  or 352  
other information .   353  

 354  
 355  
 356  
 357  
 358  

   359  
 360  
 361  
 362  
 363  
 364  
 365  

Figure 2. 2:  The USCENTCOM Biometrics Operational Process  366  
 367  
5. 4. (U) Once processing is compl ete,  the results are 368  
analyzed .  Simply knowing an individual matches  another  369  
enrollment  is  of minimal value. Analy sis  drives tactical 370  
questioning and interrogation enabling the Commander to 371  
make the best decision possible. This can be as simple as a 372  
Navy S eaman comparing a match report in context to an 373  
Expanded Maritime Interdiction Operations  ( EMIO)  operation 374  
or as complex as the National Ground Intelligence Center 375  
(NGIC) producing a  Biometric I dentification  Analysis Report 376  
(BIAR) from  a latent  fingerprint  match .  377  
 378  
5. 4. 1.  (U ) The  match report is generally sufficient to 379  
tactically question  but not detain an individual of  380  
interest.   The match report is very timely and  effective  381  
means for  driving questioning . However,  simply because an 382  
individual was matched to a previous enrollment is not 383  
necessarily a logical link between the two events .  For 384  
example, because an individual has been  denied access to a 385  
given facility or area  does not necessarily make him a 386  
threat.  Similarly, a  latent fingerprint that  matches a 387  
base access applicant only associates that individual with 388  
an object .  He may have touched  the object  at any time for a 389  
variety of reasons.   However, an individual who applies for 390  
base access and matches to a latent fingerprint  could 391  
present a threat.    392  
 393  
5.4. 1. 1.  (U) The match report is also the basis for 394  
biometrically enabled all source analysis  in support of 395  
operations . These are used forward in intelligence cells 396  
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along with all other INTs in support of targeting, effects 397  
and interrogations. They are al so used as part of joint 398  
evidence cells in support of prosecution .   399  
 400  
5.4.2. (U) The NGIC produced BIAR is a processed 401  
intelligence product which associates a match to the 402  
circumstances .  It is produced by analyzing the match, the 403  
individualôs history, and all sources of intelligence .  404  
 405  
5.4.2.1 (U) A BIAR is produced for all latent matches  and 406  
other high value matches . Commanders may request BIARs 407  
directly from NGIC for other matches.   408  
 409  

 410  
Figure 2.3:  The USCENTCOM Biometrics Opera tional Process  411  

 412  
5. 5. (U) Analysis provide s recommendation s to the 413  
Commander,  which aid  in decision  making .  Based on the 414  
analysis the Commander will decide whether the individual 415  
is  a threat (red), a friend (blue) or un determined  (gray).   416  
Categorizing pers ons in this manner helps Commanders 417  
quickly provide enough information to the US military 418  
member to make a decision and act on the information 419  
provided.  420  
 421  

  422  
 423  

Figure 2.4:  The USCENTCOM Biometrics Operational Process  424  
 425  
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5. 6. (U) Once the Commander has decided  whether the 426  
individual is a threat , he  act s. Actions taken toward an 427  
individual determined to be a threat will vary upon 428  
constraints.  If an individual is  determined  by the 429  
Commander to be a threat  (red), that individual is 430  
generally detained for prosecution or targeted.  All latent 431  
print matches will be treated as hostile until a BIAR is 432  
produced  and / or the circumstances adjudicated.  If an 433  
individual is  detained or awaiting access to base and  is 434  
subsequently confirmed to be friendly ( blue), the decision 435  
is usually to release him or grant him base access.    436  
 437  
5. 6.1 .  (U) A key decision is what to do with an individual 438  
that remains  unknown ( gray )  after biometrics matching and 439  
exploitation .  The Commander may decide there is furt her 440  
adjudication  needed . Simply because there is no biometric 441  
match does not mean a person is blue or red.  Commanders 442  
must consider the context of a match  (or lack thereof)  when 443  
adjudicating  the disposition of an individual .  444  
 445  
5.7. ( U)  Feedback  is critica l t hroughout the process .  At 446  
each step of the process Commanders must assess the quality 447  
and timeliness of the information to ensure it supports 448  
their decision making.  Also, when an action is taken  such 449  
as ñrelease from detentionò, Commanders must notify  all 450  
persons and organizations that require feedback to maintain 451  
an accurate database.   452  

 453  

 454  

 455  

 456  

6.  (U//FOUO)  Joint Expeditionary Employment of Biometrics  457  
(Use Cases) .  458  

 459  
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Figure 3:  The USCENTCOM Biometrics Employment  461  

 462  
6.1 . (U) Biometrics enables the full range of military 463  
operations in the USCEN TCOM AOR. The process is  dr iven by 464  
the Commanderôs decisions.  Commanders may use biometrics 465  
to screen populations based on histories, verify 466  
individuals  or decide access based on biometr ically - enable d 467  
adjudication.   468  
 469  
6.1.1. (U) Annex  A contains the time standards and products 470  
associated with each of the mission sets below.  471  
 472  
6.2. (U) Biometrics Support to  Offensive Operations .  473  
 474  
6.2.1 .  (U ) Targeting. J ust as with a photo, biometrics are 475  
used  in support of targeting an i ndividual .  By pre - loading 476  
information on a targeted individual  or group of 477  
individuals ,  Commanders can  create a tailored, 478  
biometrically enabled ,  target set .  479  
 480  
6.2. 2.  (U) Forensics Captures .   L atent finger prints link 481  
target ed individuals with events.   Biometrics may confirm 482  
an i ndividual  was present at an event with a high degree of 483  
certainty.  They are  also suitable to assist in long  term 484  
detainment and prosecution s of individual s.  485  
 486  

6. 2. 3.  (U) Tactical questioning .   Biome tric s matching o n 487  
the objective may confirm an individual ôs identity  and 488  

allow the appropriate authority  to make a decision  489  
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concerning that individual ,  for instance either hold or 490  
release.  Using the associated contextual data  and the 491  

history of that indiv idual  within the context of the 492  
encounter  may provide service member s enough information to 493  

tactically question a person and separate  targets from 494  
bystanders.  495  

 496  
6.2. 4.  (U) Population Scree ning .  Biometrics can  be used to 497  
segregate populations based on seve ral factors.  For 498  
example ,  at a check point  a Commander may use biometrics to 499  
determine if a person is out of place  or has been 500  
previously granted access .  M arines use  biometrics (i ris  501  
matching ) to determine if a person at a checkpoint is a 502  
resident  of the  city or not . If the person  is not, they are 503  
segregated ,  enrolled and further question ed.  504  
 505  

 506  
Figure 3.1:  Biometrics Support to Population  Screening   507  

 508  
6. 3.  (U)   Biometrics Support to Force Protection.  509  
 510  
6. 3.1 . (U ) Access Screeni ng Operations. Units u sing 511  
biometric s can determine if a person is who he or she  512  
claim s to be , denying the ir  ability to hide under an  alias  513  
or remain anonymous .  Biometrics and the associated 514  
contextual information enable  the unit to determine an 515  
individua lôs history to a high degree of certainty for use 516  
in  adjudication of base access requests.   517  
 518  
6. 3.2. (U) Entry Control Points  (ECPs) . I ndividual s are 519  
verified at ECP s prior to being granted access to base s.  520  
Instead of óflash to passô ID badge s that can be  easily 521  
faked and must be manually scanned , a bi ometric can quickly 522  
confirm an i dentity ,  increasing accuracy and saving time 523  
and manpower .     524  
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 525  
6.3. 2. 1.  (U)  USCENTCOM uses biometrics for individuals that 526  
do not have a credential. If they are confirmed i n th e 527  
database, they are allowed access  IAW unit TTPs .  If not, 528  
they may be enrolled for further adjudication.   529  
 530  
6. 4. (U //FOUO )  Biometrically Enabled Intelligence Support 531  
to Operations  532  
 533  
6.4.1 .  (U) Post Operation  Analysis.  A Commander,  using 534  
biometric s,  can  as sess the impact of  given individual to 535  
his or her  area of responsibility .  Individuals found to be 536  
historically blue may provide a sense of comfort while if a 537  
red individual is identified that threat may be reduced.     538  
 539  
6. 4. 2.  (U ) Effects.  USCENTCOM uses biometrics t o assess 540  
the effectiveness of a mission . Using a biometric, you can 541  
confirm the ide ntity  of a targeted  person post operations.  542  
With b iometrics, you can confirm with a high degree of 543  
certainty a unit has  captured/ killed the right individual .   544  
 545  
6. 4. 3. (U //FOUO )  Interrogation.  Inte rro gators may confirm 546  
an individual is who he claims to be  using biometric 547  
matching .  They can also use biometrics to determine the 548  
history of an individual (previous accesses/detentions , 549  
previous  aliases) to drive the interrogation plan. Using a 550  
dossier they can check previous interrogations  to determine 551  
which methods were employed in previous detentions.  552  
 553  
6. 4.4.  (U//FOUO) Targeting.  Biometrics ,  as with 554  
photo graphs ,  must be part of all targeting folders  if 555  
available .  Targets with known biometrics will be loaded on 556  
watch  lists.  For those targets without biometrics, 557  
biometric collection will be requested through the RFI 558  
process and stated as an intelligence gap.  559  
 560  
6. 4. 5. (U) Pattern and Link Analysis.  Biometrics matchi ng 561  
provides a means of relating events.  Matching latent  562  
prints to other latent  prints may associate attacks with an 563  
individual.  These associations are used to conduct  pattern 564  
analysis in support of predictive analysis and future 565  
targeting.  Similarly, a biometrically - enabled history can 566  
highlight patterns of an individual who is known, was once 567  
believed to be ñBlue,ò and has, through any number of 568  
mechanisms, been determined to be a threat.  Pattern and 569  
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link analysis can also give rise to targeting ï that  is, if 570  
an individual has been biometrically encountered in the 571  
vicinity of numerous suspect events, that pattern might be 572  
sufficient for a tentative identification of the person as 573  
Red.   574  
 575  
6. 4. 6. (U//FOUO) HUMINT. See Annex E  for discussion of 576  
biometrics in support of HUMINT operations.  577  
 578  
6. 4. 7. (U//FOUO) USCENTCOM standard for intelligence 579  
support is enrollment and identification .  Hasty enrollment 580  
will not be used for this mission.  When ever an individual 581  
is encountered, he will be checked . If he is  not  in the 582  
database ,  he will be  enrolled .  583  
 584  
6. 4. 8. (U) NGIC provides USCENTCOM all source analysis 585  
based on biometric matches through BIARs .  BIARs may be  586  
posted on NGICôs AIMS portal and/or  email ed to 587  
organizational and individual email accounts  of the unit 588  
t hat captured the biometric .  589  
 590  
6. 4. 9. (U) If a biometric is not available, it will be 591  
stated as an intelligence gap. There are  non - DoD collected 592  
biometrics available. If an individual was arrested by 593  
another nation  and applied for another countr yôs 594  
credentia ls, or was the subject of national - technical 595  
collection, there may be a biometric available  for 596  
comparison .  597  
 598  
6. 5.  (U)  Detention Operations  599  
 600  
6.5.1. (U) Detainee Operations.  USCENTCOM uses biometrics 601  
to ensure the right person is ,  or remains ,  detained or 602  
r eleased with a high degree of certainty.  Biometrics 603  
confirm a  known identity to an individual detainee  and his 604  
associ ated contextual data ,  which may include current 605  
location and reason  for detention .  606  
 607  
6.5.2 .  (U)  Track detainees inside a facility. Biometric  are 608  
used to track detainees .  While in transit , USCENTCOM uses 609  
biometrics to establish their location.  While in the 610  
detainment facility, they are used to track movement  within  611  
the  detainment facility  and track location .  612  
 613  
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6.5.3.  Prosecution . Biometrics sup port prosecution of 614  
detainees.  Using biometrics, a Commander  can match an 615  
enrollment for a detainee  to a latent match and use that in 616  
prosecution of a case. Using other analytical tools, a 617  
Commander can associate the object the latent came from 618  
( for examp le, a sniper rifle) with other historical events. 619  
Beyond a latent, a Commander can use biometrics to 620  
establish an individualôs previous detentions  to establish 621  
patterns of misconduct.  622  
  623  
6. 6.  (U) Civil - Military Operations.  624  
 625  
6. 6.1 . (U) Manage Populations. USCENTCOM uses biometrics  to  626  
manage local p opulations during military operations .   From 627  
tracking non - combatants during  a NEO to managing an  628  
Internally Displaced Persons (IDP) camp , USCENTCOM uses 629  
biometrics to track which individuals  are aut horized a 630  
servic e or access to a  location  with  a high degree of 631  
certainty.  Using biometrics, a Commander can accurately 632  
state how many people he has in a camp or has evacuated 633  
without risking double counting.  634  
 635  

 636  
Figure 3. 2:  Biometrics Support  to NEO/Refugee Operations  637  

 638  
6. 6.2.  (U) Track Payments. USCENTCOM uses biometrics to 639  
track payments to foreign individuals.  Using biometrics, a 640  
Commander can track which contractors were paid. Using the 641  
associated contextual data, a Commander can  ascertain  what 642  
was paid and for what actions.  The k ey to this is that 643  
biometrics last beyond a transition of authority (TOA)  and 644  
can exist across units .  645  
 646  
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6.6.3. (U) Medical aid. USCENTCOM uses biometrics to track 647  
medical aid.   Commanders are authorized to enroll  648  
individuals to track medical assistance or procedures  649  
( shots, etcé) are given  to an identity or to  verify the 650  
identity at a later date.  651  
 652  
6.6.3.1. (U)  Biometrics captured  exclusively as a result of 653  
medical treatment will be shared and sent to the ABIS  IAW 654  
with medical data sharing constraints .  However, biometrics 655  
captured  as result of force protection operations in 656  
support of the medical treatment (i . e.,  if the clinic is on 657  
base  or óinside the wireô) will be  sent to the ABIS.  658  
 659  
6.6. 4. (U) Under no circums tance will units assigned to 660  
USCENTCOM deny humanitarian services  solely  because an 661  
individual refuses to provide a biometric. However, 662  
biometrics will be captured for force protection  reasons .  663  
 664  
6.7. (U) Information Assurance .  665  
 666  
6.7.1. (U) Information Assu rance. USCENTCOM uses bio metrics 667  
to conclusively verify the identity of  those attempting to 668  
gain access to information systems. On networks ,  a 669  
biometric token  can be used to confirm an individual 670  
identity and his or her permissions ,  similar to base 671  
access .    672  
 673  
6. 8. Access Management.   674  
 675  
6.8.1 . (U) Access Management. Outside of combat  operations, 676  
USCENTOM authorizes  biometrics  for access management . For 677  
example, as persons depart a ship they can be biometrically 678  
verified to establish who has left the ship .  As they 679  
embark they  can be verified again to establish with a high 680  
degree of certainty  the number of individuals,  and which 681  
individuals, are onboard  the  ship.  682  
 683  
6.9. Personnel Recovery .  684  
 685  
6.9.1. (U) Personnel Recover y.  USCENTCOM uses biometrics 686  
during pers onnel recovery operations to verify individuals .   687  
For example, a unit may conduct  a mission to retrieve a 688  
kidnapped individual.   The unit could  frontload the data 689  
on a man portable system , which can then be used to  verify 690  
the identity of the individual of interest .    691  
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 692  
 693  
 694  
 695  
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 696  
6.10.  (U ) Datasets /Watch  list s.   697  
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 698  
Figure  4:  The USCENTCOM Watch  list Process  699  

 700  
6.10. 1 (U) Watch list.  Watch lists are datasets of 701  
individuals  of interest to a Commander.  They are 702  
individuals  the C ommands want their units to ac t  on,  based 703  
on the encounter .  The action may be detain, release or 704  
hold for further exploitation.  705  
 706  
6.10. 2. (U) Watch list  datasets are generated and shared at 707  
ever y level of command  (fig 4.) .  They are driven by 708  
individual unit r equirements and command decisions.  709  
Commanders can direct their datasets of interest  and select 710  
additional data from adjacent units, higher HQ or 711  
consolidate all subordinate units.  712  
 713  
6.10. 3. (U) These datasets are a key enabler for stand 714  
alone  (untethered)  operations.  Often times, Commanders 715  
will find that their units cannot reach the authoritative  716  
or even a local trusted database.  In this case, the watch 717  
list  becomes a tool the service member  can quickly check 718  
against and take action upon.  719  
 720  
6.10. 4. (U) Th ese datasets speed (or decrease)  match times. 721  
Instead of checking 1:All  the data is check 1:Some .  This 722  
can  decrease match times on the object ive ,  or at an ECP ,  by 723  
a factor of ten .  724  
 725  
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6.10. 5. (U) Finally, these dataset s enable Commanders to 726  
share their indiv iduals  of interest.  A Commander may have 727  
a local leader  in his sphere of influence who m the 728  
Commander wishes to track but not detain .  That 729  
individualôs biometric can be shared and added to the watch  730  
list as  ñDo not detain.ò   A suspected bomb maker could  be 731  
flagged as a óholdô based on the circumstance of the 732  
encounter.  Finally, a Commander may want to target an 733  
individual. That individualôs record can be flagged as 734  
ódetainô for the next encounter.  735  
 736  
6.11. (U) Other Datasets  737  
 738  
6.11.1. (U) Other Datasets.   Beyond watch  lists, USCENTCOM 739  
uses local trusted datasets ( ñskeleton ò databases /local 740  
databases) to decrease match times and increase 741  
throughputs.  A Commander can decide to locally retain a 742  
portion  of the database for command use.  For example, 743  
while co nducting population management a Commander may have 744  
a local database containing  only persons authorized access 745  
to an area to enable óred light/green lightô operations.  746  
 747  
6.11. 2. (U ) Local trusted datasets will be used for 748  
verification and identification on ly.  All new enrollments 749  
will be sent to the ABIS for matching  and storage .  750  
 751  
6.12. (U) Sharing of datasets  752  
 753  
6.12. 1.  (U) Sharing.  Datasets will also be created and 754  
shared with coalition partners in accordance with 755  
constraints outlined in paragraph 9 of th is CONOP. These 756  
datasets will generally be the biometrics themselves  along 757  
with unclassified contextual data.   758  
 759  
7.   (U) Systems Support Requirements to Biometrics  760  
 761  
7. 1.  (U ) USCENTCOM employs a biometrics joint enterprise 762  
system approach  to biometrics  to eliminate redundanc y of 763  
effort .  The hub of this system for fingerprints is the DoD 764  
Automated Biometrics Identification System (ABIS). Unless 765  
specifically noted in this CONOP , a ll data captur ed in the 766  
USCENTCOM AOR will  go to the ABIS for matching and stor age, 767  
regardless if a local trusted database is used.   768  
 769  
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7. 1.1 .  (U) USCENTCOM is responsible for integrating all 770  
approved biometric systems into its architecture.  771  
USCENTCOM will approve any new system ,  or modification to 772  
existing syste m, to ensure interope ra bility  with  its  773  
architecture.  This include s any biometric collected to  any 774  
standard by all USCENTCOM components in the AOR.  775  
 776  
7. 1.2 .  (U) For non - DoD agencies operating in the USCENTCOM 777  
AOR, all data collect ed on a DoD facility or as part of a 778  
USCENTCOM mission will be integrated in the architecture.  779  
 780  
7. 1.3 .  (U) USCENTCOM fully supports all non - DoD agency 781  
interaction and interoperability with its architecture and 782  
will share its databases as required.  783  
 784  
7. 1. 4.  (U) USCENTCOM units employ biometrics collecti on and 785  
processing  systems as either networked or stand alone 786  
system s.  A n etworked systems match provide s an 787  
authoritative match against  ABIS or a local trusted 788  
database ,  while stand alone  devices  use a dataset (ówatch 789  
listô or óskeleton databaseô) for loc al matching.  However, 790  
all enrollment data and unmatched identification  data, even 791  
if it is stand alone, will  be sent to the ABIS for storage.  792  
 793  
7. 1. 5. (U) Regardless of collection systems, USCENTCOM units  794  
will send  all biometric  finger print , face and iris data to 795  
the ABIS for storage and reference. Palm print data ,  when 796  
taken ,  must also be sent to the ABIS.  797  
 798  
7. 1. 6. (U) The biometric priority  order  for collection is 799  
fingerprint s, iris images and fac ial photographs .  800  
Components will collect DNA from detainees  at the theater 801  
facilities  along with palm  prints . Components are 802  
authorized to collect to hand geometry and voice .  803  
 804  
 805  
 806  
 807  
 808  
 809  
 810  
 811  
 812  
 813  
 814  
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 815  
 816  
 817  
7. 2.  (U ) Fingerprints .  818  

 819  
Figure 5:  The USCENTCOM Biometrics Systems of Systems  820  

 821  
7. 2. 1.  (U ) Fi ngerprints are capture d IAW Annex D of this 822  
document .   823  
 824  
7. 2. 2.  (U) Collection of the  biometric contextual data will 825  
be IAW Electronic Biometric  Transmission Standard  (E BTS) 826  
along with additional USCENTCOM - directed contextual data. A 827  
typical EBTS file is 700k - 1.3 megab ytes . See Annex  D for 828  
all collection standards.   829  
 830  
7.2. 3. (U) If a live scan is not available, ink and paper 831  
will be used to capture fingerprints. If live scan and ink 832  
and paper are not available, capacitance  sensors will be 833  
used provided they  meet the standards in paragraph 7.2.2  834  
and Annex D .  835  
 836  
7. 3. (U) Processing ( Storage/Matching /Referencing)   837  
 838  
7.3.1. (U) Outside of Biometrics Identification System for 839  
Access (BISA) ,  all biometrics are initially processed and 840  
stored in local trusted database s.  This allows local 841  
matches of some of the records but does not provide for  842  
match ing against  all available records.   843  
 844  
7. 3. 2.  (U) After matching against  the local database, E BTS 845  
files  will be sent to the ABIS for authoritative matching.  846  


