U.S. UNCLASSIFIED REL NATO, GCTF, ISAF, MCEFI, ABCA//For Official Use Only

OEA Team Thre/;tReport

C|V|I|an Shields Effective for Taliban

23 April 2010

AFGHANS" PERCEPTION OF VIOLENT EVENTS

Type Of Actiity RespORGents Wi Replied Yes [%|

Bombing or sheiling by LS., NATD, of ISAF fomes 12

Covillans Willed or brt by LLS., KATD, of ISAF fomes L) &8
E[; Cavilkans killed or hrt By ANA or ANP > il

C3r bomibs, suicide JiEacs (0]

Snipers, cRGE-Ie i
0> Cwillans killed or hurt by Tallan, 3i-(asda, or foreign [Ihadists oy &

Midnappings of ransom B

Mo : Feronizee represents iotal “yes mplics ot of 5155 sorveyad

Soume: INDF, “Folos: PFormeption Seney 2000 Tha Alghan Porsponive,” 1002009, p 11,

Data shows that Afghans blame civilian deaths on Coalition
forces more so than they blame the Taliban.!
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Purpose

UTo inform deploying units, trainers, and scenario writers of how the
Taliban uses innocent civilians as shields in combat as an effective TTP
against US forces in Afghanistan and Pakistan.

UTo identify the Taliban tactics used which violate the rules of war, and
their effect on US/ISAF operations—particularly the employment of air
power.

UTo discuss how the Taliban’s plan functions as an effective information
warfare (INFOWAR) tactic.

UTo review statistics regarding civilian casualties (CIVCAS) in Afghanistan
and the effect such casualties have on Afghan perceptions of Coalition
forces.

Product Caveat: This presentation has been developed from multiple unclassified sources and is
primarily intended for use as a training product for the Department of Army. This briefing should
not be considered a finished intelligence product, nor used in such a manner.
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Recent History of Civilian Shields

U Saddam Hussein used civilians to protect targets
during the Gulf Wars in the early 1990s.!

U The Taliban have successfully employed the use
of innocent civilians as shields, including women
and children, at least since 2005 in Afghanistan
and neighboring Pakistan.?

U This tactic effectively uses NATO’s Rules of
Engagement against all NATO forces.

= US forces must hold their fire against known Taliban
and insurgents when civilians are used as shields.

= Structural targets are often populated with civilians
to prevent US forces from firing.

= When civilian casualties occur, the Taliban exploits
them by releasing video of the incident, blaming
Coalition forces.
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O The US military uses unmanned
aerial vehicles, or drones, in

Afghanistan.

= Predators drones, which are armed,
are critical tools for both information
gathering and protecting ground
forces throughout Afghanistan’s
challenging terrain.

= The use of drones has increased from
50,000 flight hours in 2006 to 200,000
flight hours in 2009.1

= Air strikes conducted by drones have
caused civilian casualties when those
civilians are planted in structures
targeted by the Taliban.

= The increased use of drones and air
strikes resulted in the Taliban
countermeasure of civilian shields,
which increased CIVCAS.
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P»redator Drones: The Good and The Bad

200,000 combat flight hours

AND REAPER DRONES

FLIGHTS BY PREDATOR
150 .
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Figures are for fiscal years
ended Sept. 30.

Source:
Defanse Department THE INEW YORK TIMES

UAVSs, also called drones, are
commonly used in Afghanistan?
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C|V|I|an Deaths Increase Sharply in 2008t

U The significant

Increase in deaths in
2008 of Afghan citizens CSIE | s
resulting from use of |

NS ’ * Up 46% according to ISAF (JOIIS/NATO) database
civilian shields * Up 40% according to UNAMA database
pr| m ar| Iy d u r| n g a_| r * INS cause 80% of civilian casualties’
strikes caused .
NATO/ISAF and OEF W —
forces to revise the .
rules o_f engagement A\
(ROE) in an effort to < v 7/ .
reduce these i
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07 08
»"|SAF directed troops
to exercise extreme
caution when firing

NATO/ISAF Civilian Deaths in 2008

‘ == |SAF Database UNAMA Database

*according to ISAF report procedures / investigations

at Taliban targets to

avoid possible
hidden civilians.
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C|V|I|an Death Increases Lead to NATO
Review of ROE
L NATO-ISAF sources

indicate that “the greatest
proportion” of CIVCAS CSI5 | L , .

T Civilian Deaths in Afghanistan
reS u lt fro m kl n etl C attac kS « Comparing Jan-Apr '09 to the same time period in 2008, civilian deaths were down 44% .
fro m p red ato r d ro n eS | : 7- Since Jan 07, insurgents have caused 80% of civilian deaths

Q In May 2009, ISAF —m
commander General
McKiernan stated, “The
way we act, the tech- ’
niques we use, and the L 5 0 T T L . 5 R SR
means we employ mUSt e st seier o ‘\“'5,“:"‘{’°""”": Civilian Casualty Tracking

Jan 07 - Dec 07 19 Cell Formed in CJOC
serve to protect and e 2

defend the Afghan public
an d rei n fo rC e th ei r I ' have caused the greatest proportion of Civilian Deaths.

confidence in GIR0OA and
the forces flghtlng on thell’ Sotuce I\%TOIS-\P {1)1119 009

Standardized process to
investigate incidents of reported
civilian casualties

+ Among the CivCas events for which responsibllity has been
attributed to ISAF/OEF Forces, ROE / EOF events account

befalf.”!

U.S. UNCLASSIFIED REL NATO, GCTF, ISAF, MCFI, ABCA
For Official Use Only



U.S. UNCLASSIFIED REL NATO, GCTF, ISAF, MCFI, ABCA//For Official Use Only
) OEA Team Threat-Report @»

NATO Reviews ROE

L NATO issues a series of
modifications of the ROE in
2007 and 2008, with an
emphasis on employing
more caution to avoid
CIVCAS, which were on the
rise beginning in 2007
resulting from increased use
of UAVs and civilian shields.?!

Woman and child suffering from attack?

O CIVCAS fall in 2009, but
“continuing air strikes had

greatly undermined local U Ultimately, the nature of the OE
support for the efforts of population tends to blame OEF/ISAF
international forces in the regardless of attribution, primarily
country.”? because of the Taliban’s ability to

control the dispersion of information.
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ISAF Tracks CIVCAS Incidents

d A more stringent reporting | csIs Civilian Deaths
p I’O C es S W aS d evel O p ed y g {C::isirl?;r?:jir;g;gt;Ef;g\Lk:\eg;;r)evious three month period (Nov 08 — Jan 09),
an d ISAF b eg an to se | Since Jan 07, insurgents have caused 79% of civilian deaths
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Feb 08 level

-55%

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun Sep Oct Nov Dec Jan Feb
o7 o7 09

Year 2008 Year 2008 ND ivili i
214 CIVCAS Events 260 Civilian Deaths 0% Civilian Casuali.y Tracking
ISAF/OEF Responsible ISAF/OEF Responsible Cell Formed in CJOC

Standardizes process to
investigate incidents of reported
civilian casualties

CSIS /P
NATO/ISAF on Casualties - IV Escamion [P
41% N Direct Fire

Figure 1. ISAF Process for Reporting and luvestigation CIVCAS Incidenty. 21%

\
Road

I First Impression Report I \
Traffic

M 4 Accident /
Reporting N = Neguigent Buscriage @ P
0a l Second Impression Report ] e "N = Negigert Discharge
24hrs
+ Source: CJOC, CIVCAS Cell
I Investigation Recommendation Repon]
‘ A
1
| ISAF LEGAD Guidance

¢

2 5 U This reporting allowed for detailed
ol ‘C’OMIS/\F :lrccizm}-—'—’ \ p f d g h d
]_a:;suﬁ Nat Investigation traCIng O eat S’ Causes’ an
attribution.

U.S. UNCLASSIFIED REL NATO, GCTF, ISAF, MCFI, ABCA
For Official Use Only



U.S. UNCLASSIFIED REL NATO, GCTF, ISAF, MCFI, ABCA//For Official Use Only

OEA Team Threai -Report
Tallban Tactics Diminish US Image

K]S | o The New Strategy is Having an Impact, But
Afghan Support is Still Weak

=
This data shows that while Afghan
perceptions of US activities in Afghanistan

ETalban WUE, Afghan, MATO lorcesigovernments

4%

are improving as of January 2010, events . -
in 2007-2009 negatively affected the -
Afghans’ trust in US forces, despite most -
Afghans’ awareness that much of the -
violence was attributable to the Taliban.! J
Now Yearago ar
Ratings of U"'I.tf?j,tﬁtis:,!.'." Afghanistan |
o mings of .3, Afghanisten e~ | SINCE the data depicted on slide 1 shows more
. = | Afghans blaming the Taliban than Coalition
5 m = B forces, this discrepancy could indicate regional

%

differences in perception as well as a general
o confusion among the Afghan people about who
- ' is responsible, or a fear within the Afghan

- people to admit to blaming the Taliban. Further,
it could reflect the Taliban’s skill at spinning
information.

How  Tearago 2007 00%  Zh03 Wow Yearago 2007 2000

Source: Gary Langer, “Views Improve Sharply in Afshanistan, Thouzh Criticisms of the U.S. Sty Hizh,” ABC Poling Uni, reporting on ABC NEWLBECARD POLL: AFGHANIITAN - WHERE THINGS
STAND, Jam. 11, 20000 .
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Information Warfare

O Afghan President Hamid Karzai states, “We cannot justify in any
manner, for whatever number of Taliban, for whatever number of
significantly important terrorists, the accidental or otherwise loss of
civilians.”?!

= Karzai’s position causes stress between the relationship of the Afghan
government and US government on the best way forward.

O The combination of the
National Afghan sentiment
expressed by Karzai and the
effective Taliban INFOWAR
campaign puts the focus on
the US to curb its activities
to deflect the perception that
US/ISAF forces are either
purposefully or negligently
targeting innocent civilians.

Hamid Karzai
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Information Warfare

O Evidence of the successful INFOWAR aspect of the Taliban’s
campaign is the changing attitude of the people of Afghanistan toward

the US.
= From 2007 to 2009, most sources indicate that Afghans began to place
more blame for CIVCAS on the Coalition (US, ISAF, and Afghan
Government) and less on the Taliban.
» In 2007, 26% of Afghans blamed the Coalition for local violence, and 36% of

Afghans blamed the Taliban.
> By 2009, those figures indicated the opposite: 36% blamed the Coalition and 27%

blamed the Taliban.!
= The bottom line is that as CIVCAS incidents went up, Afghans’ trust in the

US went down.

O Ironically, the Taliban was responsible for most civilian deaths during

that same time period.
= Civilian deaths and their causes were tracked from January 2007 through

February 2009 and showed that 79% were attributable to insurgents.

O The Taliban often shot video of civilians being killed by US air fire and
published the videos to Internet sites, exploiting the casualties that
were the result of Coalition fire directed at Taliban militants.
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Civilian Shield TTP and Timeline

d Inhabiting a Building with Civilians: August 2008?

= British troops identified Taliban on the roof of a building in the town of
Sangin (Helmand Province), received permission to attack, and fired three
missiles at the compound.

» The Taliban had placed themselves near civilians, including women and
children.

» This attack, successfully killing many of the enemy, also killed or injured
seven civilians.

= One woman and two children were dead; four others were evacuated to
hospitals for treatment.

0 NATO Reaction: September 2008
= Prompted by an air strike allegedly killing 60 Afghan children and 30 more
adults in August in Shindad, NATO issued new guidance to tighten rules of
engagement.?

O Taking over a Town: April/May 2009 — Swat Valley, Pakistan
= Taliban militants hold the entire town of Sultanwas hostage.3 Up to 2,000
Pakistanis were held and used as shields in the village of Pir Baba.*
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Civilian Shield TTP and Timeline

U Invading Homes and Attacking Local Afghan Security: May 2009 —
Afghanistan, Farah Province

= Afghan forces were attacked by Taliban militants who were sheltering
throughout several homes in small villages in Farah’s Bala Baluck District.

= Afghan forces called in US forces for assistance, requesting air strikes.

= Militants had forced villagers to stay in these homes with them, causing
the air strikes to result in both Taliban and civilians killed.

= An investigation team consisting of both Afghan and US personnel
discovered “two mass graves and one burial site with seven individual
graves” just days after the attack.

= Because of the mass graves, exact numbers of CIVCAS vs. militants killed

was unknown, although estimates of the total number killed were in the
hundreds.?
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Civilian Shield TTP and Timeline

W Training Children in Civilian Shield TTP: October 2009 — Afghanistan,

Kandahar Province
= Evidence that the Taliban are using children as look-outs and to plant
bombs is displayed when a 12-year-old Afghan boy is sited planting a

bomb in the district of Zhari.
» When the boy saw he was spotted by the US helicopter, he protected himself by
picking up a baby and holding the baby in front of him.!

» There were 29 documented incidents of children aiding the Taliban from

March-October, and 8 of those occurred in October.
> At least 12 Afghan children were killed while learning to make and place IEDs.

= Taliban militants were reported by a Canadian officer to shoot at them
while hiding behind children: “They actually stack them up, with eight-
year-olds at the front and 15-year-olds at the back.”?
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Civilian Shield TTP and Timeline

0 Placing Women and Children in Harm’s Way: February 2010 —
Afghanistan, Farah Province

= When Afghan and ISAF forces attempted to arrest a known Taliban
commander, he emerged from a building with women and children at his
side. He proceeded to hold an infant in front of his body as protection.

= Coalition forces observed a man on top of a building speaking into a radio.
When the man realized he was detected, he went inside only to re-emerge
with a baby in his arms, at which point he continued speaking into the
radio.

= |n Helmand Province, two men suspected to be associated with the Taliban
were seen running from a car into a building which was quickly surrounded
by Coalition forces. One of the men exited the building, but was holding an
infant in his arms.?2
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Civilian Shield TTP and Timeline

O Placing Civilians in Known Target Areas: February 2010 — Afghanistan,
Marjah Offensive (Operation Moshtarak)

NATO briefly discontinued the use of a “high-tech rocket system” after
nine civilians, five to six of whom were children, were killed alongside the
three Taliban who were all in a house together. The rocket hit the target,
but the presence of the civilians inside the target was unknown until after

the hit.

» President Karzai ordered an investigation into the incident , and stated that he
was “deeply grieved” by the tragedy, calling yet again for increased caution to
protect against civilian deaths.!

An Afghan commander, Gen Mohiudin Ghori, reported several cases of
Taliban positioning women and children on the roofs and in the windows of

compounds where the Taliban are staying, and often firing from.2
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Civilian Shield TTP and Timeline

O Civilians in Suspicious Vehicles: April 2010, Afghanistan, Kandahar

and Khowst Provinces

= Kandahar
» A passenger bus advancing toward a military convoy was fired upon when troops
felt they were under attack.
» The bus contained civilians, four of whom were killed.
= Khowst
»> A vehicle with four passengers approached a military convoy and was fired upon
because the occupants were believed to be insurgents.
» Local Afghan officials insisted that the members of the group, one of whom was a
police officer, were civilians returning from a sporting event.!
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Analysis of Events

O US/Coalition forces increased the use of air strikes as an effective

means to find and target the enemy in Afghanistan’s difficult terrain.

» The Taliban developed a technology-free, cost-free countermeasure by
using civilians as shields to protect their firing positions and to place in
targeted buildings.

» This caused the US to reduce the use of close air support, and to hinder
the approval process for when CAS was needed.

= The Taliban’s actions, although reckless and purposeful, resulted in
negative feelings toward the US from both Afghan citizens and its
government, specifically President Karzai, because of the high number of
CIVCAS.

O By 2009, fighting in certain provinces, particularly Kandahar and
Helmand, was on the rise and operations occurred to take back

Taliban stronghold areas.
» Taliban militants escalated their use of civilians as shields, creating
increasingly difficult situations for Coalition forces when approaching
Taliban targets.
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Analysis of Events

L A Taliban commander, Mullah Mahmoud, admitted there was some
veracity to them using civilian shields, but also asked, “What should

Talibs do? Should they let themselves be killed by Americans?”

= Mahmoud was referencing the fact that many Taliban are from neighboring
areas and must find shelter in Afghanistan, so they invade citizens’ homes.

» The Taliban know that Coalition forces will not break the rules of
engagement and fire if civilians are known or suspected to be present.

= Additionally, if civilians are mistakenly fired upon and killed or wounded,
the Taliban tells the locals that the harm was caused by OEF/ISAF/ANSF,
so either way the Taliban get what they want.

O Ultimately, Afghans are still left unable to trust the Taliban, their own
ANSF/government, or ISAF/OEF forces, because all three entities
cause death of innocents.

O Afghan citizens are either displaced, which puts stress on the
infrastructure, or they are forced into the line of fire, sometimes even
In their own homes.
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Variable Implications

(Using PMESII-PT OE Variables)

Political:

= Karzai disapproves of the US’s use of air strikes, calling for more caution from
ISAF/OEF forces. In Pakistan, the government tried to cooperate with the
Taliban and institute sharia, but the Taliban did not uphold its end of the
bargain, and continued to place civilians in harm’s way.

Military:

» Laws of war are violated by the Taliban. Rules of engagement must change to
avoid harming civilians. NATO issues several revisions calling for reduction in
air strikes by 2009, which reduces CIVCAS.

Economic:

» Many Afghans resort to supporting the poppy industry, although illegal, to
support their families because there is not enough work. If Taliban fighters will
pay for their assistance, Afghans cannot afford not to take the offer.

Social:

= Afghan people distrust the Taliban, yet live in fear of US air strikes. They will
side with whomever is in control of the area in which they live, and they do so
for their own personal safety.
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Variable Implications

(Using PMESII-PT OE Variables)

Information:

The use of videos posted to You Tube and other Internet sites is an effective
tool employed by the Taliban. Taliban fighters place civilians in danger, then
video the accidental harm brought to them from a US air strike, then ensure the
video is viewable by as many people as possible by posting it on the Internet.
Afghans and the international community see civilians being harmed and killed

by the use of force from Coalition forces.
= Use of video is one of the most productive ways the Taliban maintains “control of the
narrative.”

Infrastructure:

Taliban operatives force civilians to hide in compounds known to be inhabited
by insurgents, placing them deliberately in the line of fire directed toward the

target.
= Afghan buildings and homes are destroyed, and thousands of citizens are displaced.
= Over 500,000 Pakistanis were displaced from the Swat Valley in 2009, with no place to
go that could support all their needs.!
Increase in CIVCAS and decrease in overall security has led to a disruption in
reconstruction efforts and lessened the ability of the GIR0OA to provide basic

services.?

U.S. UNCLASSIFIED REL NATO, GCTF, ISAF, MCFI, ABCA
For Official Use Only 21



U.S. UNCLASSIFIED REL NATO, GCTF, ISAF, MCFI, ABCA//For Official Use Only

OEA Team ThrAe_aIReport
Variable Implications

(Using PMESII-PT OE Variables)

Physical Environment:
Afghan terrain necessitates the use of the Predator drone and similar aircraft

for air strikes to protect Coalition soldiers on the ground.

Time:

The Taliban have time on their side. Troops deployed to serve in Afghanistan
rotate in and out of theater causing a disruption in the continuity of trust with
the GIRoA and the local people. Conversely, the Taliban have established
strongholds, particularly in the south in Kandahar and Helmand Provinces.
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POCs

OEA Team
913-684-7920 (COMM)
552-7920 (DSN)

TRADOC G-2 Intelligence Support Activity (TRISA)
700 Scott Ave, Bldg 53
Ft Leavenworth, Ks 66027

U.S. UNCLASSIFIED REL NATO, GCTF, ISAF, MCFI, ABCA
For Official Use Only 23



d BCKS

U.S. UNCLASSIFIED REL NATO, GCTF, ISAF, MCFI, ABCA//For Official Use Only

OEA Team Threat-Report

==

For More Information

=  Direct Link: https://dcsint-threats.leavenworth.army.mil/default.aspx
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