
Texas Department of Public Safety 
Intelligence & Counterterrorism Division 

Critical Infrastructure 
Protection and 

Suspicious Activity Reporting 
 



• GOAL: Prevent terrorist attacks in Texas and prevent criminal 
enterprises from operating successfully in Texas 

 

– OBJECTIVE: Expand and enhance the statewide intelligence capability 
that reduces the threat of terrorism 

 
• ACTION: Expand and enhance multi-agency, multi-jurisdictional fusion capabilities 

throughout the state 

 

• ACTION: Employ the Texas Fusion Center and regional fusion centers to integrate 
homeland security-related information and intelligence across all agencies, jurisdictions 
and disciplines in Texas 

 

• ACTION: Enlist the homeland security community, including health services, 
agriculture, animal health, private sector, and other critical infrastructure stakeholders, 
as collectors and consumers of intelligence 
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Goal: Protect the state’s Critical Infrastructure and Key Resources 
(CIKR) in support of the National Infrastructure Protection Plan. 

  

• Develop Texas Infrastructure Protection Plan (TIPP) and appropriate 
Sector-Specific Plans. 

• Coordinate with DHS, State Agencies, Local Governments, and the 
Private Sector to identify, validate, and update CIKR data within the 
State of Texas and develop appropriate  strategies for protection and 
resiliency. 

• Engage private sector partners  through the Private Sector Advisory 
Council (PSAC) to implement CIKR protection. 

• Advise the Governor or his/her designee on homeland security 
related issues pertaining to CIKR. 

• Evaluate and assess threats, vulnerabilities and risks related to CIKR. 
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Physical Security & Cyber Security  

• All-threat risk & vulnerability assessments 

• Information sharing 

• Understand system vulnerabilities and interdependencies 

• Suspicious activity reporting 

• Trend analysis 

• Incorporate industry needs into strategy 

• Strategic level planning 

• Champion activities to protect dam infrastructure and 
promote resilience 
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What is HSIN Texas Infrastructure Protection (HSIN-TIP)? 

HSIN-TIP:  

– Improves situational awareness. 

– Facilitates collaboration between 

public and private sectors. 

– Connects partners to both State-

centric and nationwide 

Infrastructure Protection resources. 

– Connects users to HSIN-CS where 

they can get Sector-specific CIP 

information from a National 

perspective. 

 

 

HSIN Texas Infrastructure Protection (HSIN-TIP) is a web-based, 

Sensitive But Unclassified (SBU) information sharing platform intended 

to connect all Infrastructure Protection mission partners in the State of 

Texas.   
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• HSIN National Dam 
Community of Interest 

• Tools/Resources 

– SAR Reports 

– Patriot Reports 

– Intel Bulletins 

– Cybersecurity 

– Reference Library 

– Discussion Forum 
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• Statewide All Threats Enterprise  

–  Austin Regional Intelligence Center  

–  Dallas PD Fusion Center (MOSAIC)  

–  El Paso PD Fusion Center (MATRIX)  

–  Houston Regional Intelligence Service Center 

–  North Central Texas Fusion Center 

–  Southwest Texas Fusion Center 

–  Texas Fusion Center  

• A Threat Liaison Officer (TLO) is anyone working closely 
within the public safety/homeland security community 
who has been through an approved fusion center liaison 
officer training 
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• Program will provide participants an effective means of sharing 
information related to local and regional criminal threats, 
suspicious activity, and large scale incidents. 

 

• This program will integrate participants into a statewide system 
of resources through a process of combining local fire and law 
enforcement agencies, emergency management, federal and 
state partners, and key private organizations into an effective 
and sustainable two-way flow of information 
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– Facilitate the exchange of information between TxFC and stakeholders 
within our area of responsibility 

 

– Benefits of a robust, multidisciplinary TLO program 

• Improve the quality and efficiency of information exchange between 
TxFC, local first responder communities and national level 
intelligence/law enforcement agencies 

• Increase awareness of terrorism and criminal indicators, in 
accordance with applicable privacy and civil rights/civil liberties 

• Increase opportunities to detect, deter, and prevent crime and 
terrorist threats 

• Increase participation in TxFC activities  for non-law enforcement 
partners 

• Develop a network of subject-matter experts (SME) 
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Suspicious Activity Report 

• Participants in Nationwide SAR Initiative 
 
• Methods of Reporting                                    www.iwatchTX.org   

– Community Member 
– Private Sector 
– INT-7 Field Interview Card 
– Law Enforcement  
 

• Future of SARs 
– Automate THP Reporting 
– Integrate into analytical process 
– Geospatial Mapping 
– Statewide All Threats Enterprise  
 (Austin Regional Intelligence Center, Dallas PD Fusion Center 

(MOSAIC), El Paso PD Fusion Center (MATRIX), Houston Regional 
Intelligence Service Center, North Central Texas Fusion Center, 
Southwest Texas Fusion Center, Texas Fusion Center)  
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• Access to a predictive analysis system designed to detect patterns of terrorist pre-
attack surveillance and logistical planning before an attack 

 

• Unique capacity to compare suspicious activity reporting with other major threat 
areas in America and abroad, to include Los Angeles, Las Vegas, London, and New York 
for greater situational awareness and information sharing 

 

• A training program which will allow fusion center personnel to be better prepared to 
collect, analyze and interpret suspicious activity. This enhanced capability will allow 
TxFC personnel to better detect warning of pending attack/threat and notify the 
appropriate officials in order to prevent major crimes and acts of terrorism 

 

• An interactive and intuitive on-line reporting method for community members 
(public) and other collectors (LE – Private Sector) to report suspicious activity to TxFC 
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• What information should be included when documenting a suspicious activity? 

 It is important to include all information obtained so that the full context of the incident is apparent to anyone 

who reviews the report. This includes detailed descriptions of people, vehicles, facilities, etc. It is also 
important to include your or complainant’s information (name, phone number, etc.) if available. 

 

 

• When completing a suspicious activity report (SAR), individuals must remember the 
following: 
– The information for the SAR must be legally obtained 

– The information submitted must be relevant to the identification of the subject or the subject’s criminal 
conduct or activity. 

– The information gathered cannot be based solely on the political, religious, or social views, associations, 
or activities of any individual or any group. 
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PRIVATE SECTOR                  LAW ENFORCEMENT 

Suspicious Activity Reports 

LAW ENFORCEMENT                PRIVATE SECTOR 

Information authorized by law on local crime trends, 

modus operandi, incident reports, threat assessments 

SAR Summary: Two subjects posing as members of the Cherokee Nation have been targeting 

local power plants. The subjects are very convincing and are even dressed in Native American 

attire. Subjects will ask to meet with the manager for a small donation of scrap copper. The group 

claims the donation will help disabled kids. In return for the donation they have a gift they will give 

the managers. Subjects managed to take more than a small donation and later sell it for cash. 

Subjects have been identified as being the same subjects that stole 40,000 pounds of copper in 

Seattle in April 2013, using the same MO. Subjects have also targeted power plants in Maine. 

(SAR received from private sector partner on 06/07/2013) 



www.txdps.state.tx.us  

LAW ENFORCEMENT SENSITIVE 

www.iwatchTX.org  
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•Watch Center 
–512-424-7981 or 1-866-786-5972 

–TXFusionCenter@dps.texas.gov  

 

 

•SAR Manager 
–Lexi Quinney 

 Office: 512-424-2752 

 Mobile: 512-845-4958 

 Lexi.Quinney@dps.texas.gov  

 

•Critical Infrastructure Protection Program 
–Dave Jackson 

 Office: 512-424-7104 

 Mobile: 512-217-2983 

 David.Jackson@dps.texas.gov 
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