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The Pennsylvania Office a/Homeland Security produces this informational/intelligence bulletin specifically for all 
potenlially~ajJecled stakeholders - whether public 01' private sec!OI; federal or Commonwealth of Penl1sylvallia­
based Crificalill/rasiructlires, Key Resources {md Significant Special Events. Consider the in/ormation & 
intelligence contained herein ill co11lexl with other known in/ormatioll, indica/ol's, threats and warnings. 

CONTINUING STRATEGIC ANALYSIS 

1. Militia Members Await the 'Tipping Point' 
Recent communications from extremist militia forums indicate a growing 
restlessness and self-reinforcing feeling of impending confrontation with the US 
federal government. These have been increasing in frequency and severity in the 
past several months, with new communications opening the door for a discussion of 
what the actual "tipping point" might be that justifies armed Americans attacking 
their government. 

As previously noted, comments such as "to arms," "it is time now" and "just say the 
word" have been appearing in communications from some rank-and-file militia 
members. It bears repeating, however, that most of the leadership of such 
organizations is currently avoiding this public rhetoric. 

The impatience and frustration felt by some militia members was succinctly 
expressed in a recent communication (spelling and grammar throughout as in the 
original communications- ed.): "Presently, the tools generally employed by citizens 
are becoming less useful. Letter writing, faxes, phone calls are being ignored." 

Another militia member comments: "That is why We Are going to eventually have 
to take OUR Country back through violence!!! It's too out of control!!! Those in 
Washington should be destroyed!!! They are nothing but trash, and I can't 
emphasize that enough!!!" 

A different, fresh communication says, "Modern day Patriots are being pushed into 
a corner, and we all know when anyone or a group is pushed to the point where 

Pursuant to the USA PATRIOT Act of200l, Homeland Security Act of2002, Implementing Recommendations of 
the 9/ 11 Commission Act of2007 and the Nationallnfrastl1lcture Protection Plan of2009, critica l ill fras lmctme is 
defined as "systems and assets, whether physical or vhil1a l, so vital to the United States that the incapacity or 
destruction of such systems and assets would have a debilitating impact on security. nntional economic security, 
national public health or safety, or any combination of lhose matters," Pennsylvania applies the smne logic and 
intent to define Commonwealth, county & municipality criti ca l infrastructures and key resources. 
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there is nothing left but to FIGHT BACK-THAT DAY I BELIEVE IS ALMOST HERE." 
Eventually, he predicts, "American men and women will stand up and revolt against 
this MARXIST." 

The writer, saying he is a Viet Nam veteran, says that while he does not know what 
the "tipping point" will be for Americans, "I AM READY TO MOVE THE DAY THAT 
TIPPING POINT ARRIVES." 

One communication suggests militia supporters "give them to November to see the 
turn out or if he calls martial law to stop the election .... If that happens I am with 
you. It sure has been a lot of talking and no one listening to the American People. 
I am ready and about 200 plus right here in WV who are ready to die for the cause 
of liberty and freedom. Just 50 miles from WDC. We will shut them down." 

A more cynical militia supporter suggests that "even if Republicans sweep 2010 and 
even perhaps the presidency in 2012, it will not matter .... As I have been 
preaching for over 20 years, party politics does not matter to elitists seeking world 
dominion. And it should not matter to us either. When international banking, 
insurance, and multi-national cartels move in to eradicate state sovereignty, this 
will be our time to rise up and make our 'appeal to God." 

Waiting for a definitive "tipping point," according to another communication, is "a 
tricky proposition ... " Instead, "What we need to establish, is a definite limit. A 
certain threshold for abuse. When 'such and such' happens, we will respond with 
'this and this.''' The writer then offers his own "reasonable threshold" - "when non­
citizens are given the ability to vote . ... That is not an issue that we should wait 
for an appeal on." 

Alternately, adds a different militia member, "the tipping point for American resolve 
will be when central banking authority is set up to superimpose state sovereignty 
through regionalization, literally dividing up the land of the United States based 
upon the central banking administrations ... , My fear is that if issues like health 
care, illegal immigration, and RKBA moves the states to a strong 10th Amendment 
movement, we may be rolling right up the ramp leading to regionalization." 

The above communication also delves into religious imagery (referring to Satan) 
regarding "other forces" controlling the US government - "forces that leave us 
asking ourselves, 'Who is like unto the Beast? Who is able to make war with [it]?'" 

Asking, "What's going to be the last straw?" a militia supporter's communication 
expresses a chafing at the bit for the battle to get started: "It could be the border 
war which we may have to fight ourselves or maybe the police coming to confiscate 
guns, I don't know. I know it's all I can do to hold myself back." 

Analysts' Note: The growing communications are primarily indicative of the risk of 
potential lone-wolf action - not coordinated attacks. However, in this context, it still 
bears noting the allegations against the Hutaree militia regarding their reported 
plans to commit terrorist attacks against law enforcement and federal officers. 
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It is noteworthy that the explicit calls for violence are generally not condemned as 
over-zealous in militia supporters' communications. In some communications, an 
apocalyptic religious element is also evident. Wherever there is an apocalyptic­
religious element, the risk indicators are generally intensified. 

The militia communications identified have named several possible "tipping points" 
or "thresholds of abuse," such as: 

• Declaration of martial law 
• Non-citizens given the ability to vote 
• A central banking system's "regionalization" of the US 
• Police confiscating citizens' weapons 
• Border-war with Mexicans 

While some of these "thresholds" might appear far-fetched, they are still useful 
indicators of potential violence . For example, any future anti-gun legislation could 
inflame much of the militia community, sending the less stable-minded over their 
own personal "tipping point." 

As noted in previous bulletins, the ROGUE NATION ETERNAL MILITIA (RNEM ) is also 
linked with anarchist libertarian elements. RNEM and others have been promoting 
armed, dispersed and "leaderless resistance" against what they define as the "New 
World Order." Such a "resistance" is, by its nature, prone to such independent 
actions based on narrowly defined "tipping pOints." The RNEM appears to have a 
Pennsylvania chapter and supporters of other anti-federal militias are active in the 
state as well. 

Targets for militia extremists include FEMA, the United Nations, banks, as well as 
the police, the military and other federal agencies. (See PIB Nos. 63, 65, 68, 73 
and 88 for more on militia activity.) 

SECTOR-SPECIFIC THREATS, INDICATORS AND/OR WARNINGS 

BANKING AND FINANCE 

EMERGENCY SERVICES 

ENERGY 

GOVERNMENT FACILITIES 

2. 'It May Even Sometimes be Necessary to Set Police on Fire' 
CRIMETHINC. , a supposedly "leaderless" anarchist movement, has decided to hold 
what it is calling a "decentralized convergence" throughout August. As previously 
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highlighted (PIB No. 103), the group is encouraging anarchists in North America to 
take any action they feel will be effective in order to make the anarchist presence 
felt in their respective local areas. Their nationwide campaign is entitled, "We Are 
Everywhere. "I 

As the campaign was getting underway, CrimethInc. activists provided supporters 
theoretical analysis and practical guidance to, as they put it, "fuck the police." 

CrimethInc., it should be recalled, promotes both individual acts of "opting out" of 
conventional society, as well as a host of property crimes, scams and vandalism to 
undermine any perceived authority. It has been praised by many for spreading the 
ideas of anarchism, while also fiercely criticized by revolutionary anarchists as 
merely "a bunch of kids masking up and getting their rocks off by confronting the 
cops before running off again." 

Asking "Why Fuck the Police?," the CrimethInc. activists offer several arguments 
defending and justifying attacks on, or subversion of, law enforcement officers (all 
emphasis in the following tex ts added by ITRR) . 

Rejecting what they call "Christian morality," the anarchists reject attacks on police 
for purposes of "justice" or "revenge" (which they label "superstition and 
resentment"). Rather, CrimethInc. theorists see the issue "in purely pragmatic 
terms," saying that "it may be necessary to interrupt, by militant and 
confrontational means, the injustices perpetrated by police officers" so that 
others not suffer. "Small victories" against the police "can be inspiring for those 
who chafe under the heel of police repression, as well as instrumental in 
accomplishing concrete goals." 

More explicitly, the CrimethInc. activists explain: "Therefore, while it may even 
sometimes be necessary to set police on fire, this should not be done out of a 
spirit of vengeful self-righteousness, but from a place of careful thought and 
compassion - if not for the police themselves, then for all those who would 
otherwise suffer at their hands. " 

The same CrimethInc. communications also look at the practical level, saying, 
"Those who have studied the police, who can predict what they are prepared for 
and what they can and cannot do, can usually outsmart and outmaneuver them." 

Under the heading of "How to Fuck the Police," CrimethInc. activists offer guidance 
for "Organizing a Copwatch Program" and "Handling a Police Raid." 

"Except in a few specific cases - for example, if you are engaged in a political 
squatting action with widespread community support, and you intend to resist 
eviction by militant means - it will make the most sense to cooperate carefully 
with the police, and then take revenge later by legal or extra-legal means," 
the CrimethInc. communication explains. "Knives, spray paint, gasoline, anarchist 

I htlp:llwww.crimethinc.coml 
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literature, bottles of urine and other similarly dangerous articles will all be needless 
liabilities when the police show up, unless you're actually planning to fight them off 
with the stuff." 

The CrimethInc. activists warn of the "in plain view" rule that would allow officers to 
search premises without a warrant. To avoid unwanted police attention in the event 
of a visit from law enforcement, anarchists are warned to "to follow the very letter 
of the law: police who can find nothing else to use against you may ticket you for 
parking more than ten inches from the curb, for example." 

For public relations purposes, the anarchists recommend determining ahead of time 
"what image you will try to project - 'nonviolent peace activists suffering unjust 
police harassment,' for example ... " 

****** ANALYSIS ****** T/I/W Rating: MODERATE 

The above information shared by CrimethInc. is an indication of the extent of their 
tactical preparedness and lessons learned from previous run-ins with law 
enforcement. Sharing the information as the "decentralized convergence" gets 
underway represents an effort to maximize anarchist activists' ability to make an 
impact this month . 

It is likely CrimethInc. activists and the NORTH EAST ANARCHIST NETWORK (NEAN) 
will be stepping up activities (legal and illegal) in the northeastern United States 
throughout August 2010. The above communications may indicate an intention to 
focus at least some of that activity on law enforcement officers and facilities 
nationwide. 2 

In addition, analysts recommend heightened situational awareness throughout the 
next two months at those sites previously targeted by anarchist activity (e .g., 
governmental institutions, monuments and icons, law enforcement personnel, 
banks, energy and corporate facilities). Researchers will continue to monitor the 
anarchist networks for additional targeting indicators in Pennsylvania. 

ENERGY 

P OS TAL AND S HI PPING 

T RANS PORTATION S YSTEMS 

3 . Jihadists Discuss Detailed Maritime Tactics 
In intercepted jihadist communications, a conversation focused on targeting 
Western maritime assets prompted the following guidance "to destroy the Crusader 
ships:" 

2 http://ncmmrchisl.nct/ 
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1. "Set up 82 [mm) mortars with a range of 3,700-4,000 meters on a boat." 
Such ships, it was noted, can approach targeted vessels fairly closely and 
then shell them . 

2. "Fire rockets and mortars at the ships [just) offshore." Presumably, in 
this scenario, the jihadist is referring to attacks from the land . 

3. Fire Katyusha rockets from a ship at sea. "The boat should get close as 
possible to the Crusader ship," the jihadist suggests. 3 

4. "Prepare a floating cargo with a remote controlled engine, leading the 
cargo to the ships anchored in the harbor." It is sufficient, the jihadist adds, 
"to blow it up as soon as it collides with a ship. It is important for the 
explosion to be powerful." 

In a continuation of the above communication, a jihadist notes that "it is best to 
use RPGs [rocket-propelled grenades) before the collision with the boat, because an 
explosion [caused) by an RPG can make a hole in the Crusader ship and this will 
result in more damage." Just in case he was misunderstood, the jihadist adds: "It 
is permissible [to attack) without firing the RPG." 

This sharing of ideas came on the heels of an apparent terrorist shelling or bomb 
attack launched last month against a Japanese tanker at sea, near the Strait of 
Hormuz. Earlier this week, the AI-Qa'ida-affiliated ABDULLAH AZZAM BRIGADES 
claimed responsibility for the bombing, even releasing images of someone who 
appears to be a suicide bomber pOinting at a photo of a tanker. The identity of the 
attackers who reportedly struck the Japanese vessel has not been confirmed.)4 

****** ANALYSIS ****** T/I/W Rating: MODERATE 

Originally cited in PAIB No. 28, responses to requests by jihadist elements for 
intelligence on Western maritime assets continue to be shared enthusiastically. 
Jihadist cells have strong incentives to begin waging a deadly form of Jihad AI-Bahr 
("jihad at sea") as soon as operationally possible . 

As noted in PIB Nos. 27 and 39, future maritime terror attacks in the United States 
may involve explosives smuggled onto a Western-flagged or US-bound ship. 
Jihadist communications recommended the use of ships due to the relatively lower 
level of security surrounding sea travel. A bomber transiting from overseas would 
likely detonate his device only once the vessel entered the waters of the target 
country. Alternately, although less likely, a jihadist cell or lone-wolf may attempt 
the methods detailed previously. 

POTENTIAL IMPACTS ON PENNSYLVANIA CRITICAL INFRASTRUCTURE 
Potential, high-profile, maritime targets in Pennsylvania may include the Delaware 
River tri-state port complex (Philadelphia), ports of Erie and Pittsburgh, as well as 

3 http://www.gJobalsecurity.org/miJitary/worJdlmssiatkat).usha.htlll 
• hnp:llwmv.alertnet.org/thenews/newsdcsklLDE675I GH.htlll 
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individual ships traversing the Commonwealth's waterways. Analysts do not believe 
that the Naval Inactive Ship Maintenance Facility (NISMF) in Philadelphia is a 
significant target for jihadist attack. 

In addition, jihadists continue to focus on disrupting energy supplies to the US and 
its allies; it remains a major strategic goal of the group. The Delaware River ports 
thus become especially attractive targets . AL-QA'IDA IN THE ARABIAN PENINSULA 
(AQAP) and affiliated groups will also likely target oil pipelines and energy shipping 
lanes within the Arabian Peninsula or in the Gulf of Aden. Such attacks, if 
successful, may disrupt energy supplies to Pennsylvania and elsewhere. 

COMMERCIAL FACILITIES 

NATIONAL MONUMENTS AND ICONS 

4. Protesting a Philly Icon: Horse-Drawn Buggies 
Animal rights activists are planning to protest against one of Philadelphia's iconic 
symbols, the horse-drawn carriage. Opponents of the "horse-drawn carriage 
industry" will be gathering near the Liberty Bell building on 7 August 2010 (from 
11:00-13:00) . 

The group is calling for ordinances that would completely "ban horse-drawn 
carriages in Philadelphia ." 

Notably, a similar protest by WIN ANIMAL RIGHTS (WAR) against horse-drawn 
carriages is slated to take place at the Grand Army Plaza in New York City on 8 
August 2010. Promotional material for the rally calls to "liberate NYC horses." 
Analyst 's Note : The ongoing NYC protests have been held for the past several 
years.5 

One week later (14 August 2010), another animal rights group is planning a "block 
party" to promote its message to the public. The location of the Philadelphia Peace 
Advocacy Network Block Party has yet to be identified. 6 

Animal rights activists are saying that the party "will be a huge outreach event '" to 
educate the public about various aspects of animal rights and environmentalism." 
There is slated to be family-friendly music and food for all who attend. 

****** ANALYSIS ****** T/I/W Rating: LOW 

There are currently no indications of planned or expected unruly or illegal behavior 
at either of the above animal rights events. Law enforcement responsibilities at the 
event will likely be limited to crowd/traffic control. However, the latter event may 
serve as a fertile recruiting or meeting ground for more militant animal rights 
activists. 

5 http://www.war-onlinc.org! 
6 hltp:llcvcnt ful .com/philadclphialevcnts!peace-advocacy-network -block -party-voluntecrs-/EO-OO 1-0302 18125-7 
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Analysts are unaware whether the necessary police permits have been obtained by 
the sponsoring groups. 

GOVERNMENT FACILITIES 

5. Gay Pride Activists Rethink Counter-Protesting 
Gay pride activists have taken note of the planned anti-gay, National Organization 
for Marriage (NOM) rally slated to take place 13 August 2010 at the Pennsylvania 
State Capitol Building in Harrisburg. NOM is currently at the tall end of a multi­
state "Summer for Marriage" bus tour and campaign. 7 

In response to the impending NOM rally, a statewide gay rights group, Equality 
Pennsylvania, "is urging LGBTs and allies to stay away from the rally." According to 
the executive director of Equality Pennsylvania, protests .against NOM only increase 
their status and gain them attention . According to Equality Pennsylvania, other 
regional gay rights organizations generally agreed that protests against NOM are 
cou nte rprod uctive. 

Therefore, Equality Pennsylvania will host a screening of Stonewall UpriSing, "which 
chronicles the birth and progression of the modern LGBT-rights movement," on 12 
August 2010 at The Midtown Cinema (250 Reily St.) in Harrisburg . "Following the 
film, guests will be invited to participate in a community discussion on LGBT 
activism in the state, with a special focus on engaging youth," the organizers 
explained . 

In a 28 July 2010 public posting on a gay rights forum, it was noted that a 
Wisconsin NOM rally was "outnumbered". by more than eight to one" by jeering 
protesters. However, like the Equality Pennsylvania leadership, a gay rights activist 
who attended the Wisconsin anti-NOM protest, commented that "there is a 
legitimate concern that NOM may have wrongly benefited from our earnest 
actions. " 

Analyzing the event, the activist continued, "Without a doubt, our protest was 
peaceful, and I did not witness even one personal verbal attack on any of the 
speakers. But that is not how the NOM supporters saw it. We turned them into 
false martyrs who now believe that they stood up for a just cause in the face of 
oppression - a very empowering feeling, indeed . If we had simply stood around the 
minimal NOM supporters in our intimidating numbers, silently holding our signs and 
waving huge rainbow flags, perhaps we wouldn't have given them the false sense of 
courage that they use to excuse their bigotry." 

The NOM rally participants, it was further noted, "embraced our presence and jeers 
as talking pOints. They". self-righteously proclaimed that [their] supporters were 
the true heroes as evidenced by protesters' deafening bellows ... using our shouts 
for equality against us. " 

7 http://w\\ ... nationfonnatTiage.org/s ite/c.omL2KeNOLzHIb.38369551k.BEC61H0me.htm 
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Thus, the gay rights advocate concludes, "If we were to organize a silent presence 
to protest the next potential poorly-attended rally, I am positive the anti-gay 
conspirators will be left to flounder in their flagrant ignorance." 

****** ANALYSIS ****** T/I/W Rating: LOW-to-MODERATE 

As noted in previous PIB (May and June 2010), researchers have recently seen 
indications of focused anti-gay rhetoric and actions among White supremacists and 
right-wing militia supporters . While as of this writing no communications indicating 
plans for such violent activity in Pennsylvania has been identified, the NOM event 
may attract more militant anti -gay protesters on an opportunistic basis. 

On the other side of the issue, militant gay rights activists may be unwilling to 
abide by the urging of Equality Pennsylvania to ignore the NOM rally in Harrisburg. 
While very rare, targeted disruptions of public events have occurred in reaction to 
previous media reports regarding particular Christian stances on gay rights issues 
of the day. Other protesters may take the advice of the Wisconsin activists and 
choose a silent vigil in reaction to the NOM event, in which case NOM can be 
expected to attempt its own verbal provocations . A discussion of what actions may 
be taken at the NOM rally is expected to take place, formally or informally, at the 
film screening and discussion sponsored by Equality PA on the previous day. 

Analyst 's Note : The above event is likely to conform to legal constraints and 
conditions. Law enforcement personnel will primarily be called upon to provide 
crowd/traffic control and manage possible counter-protests. It is unknown whether 
the necessary police permits have been obtained by NOM or any opposition groups. 

GOVERNMENT FACILITIES 

6. Anti- and Pro-Natural Gas Drilling Groups Focus on EPA 
Groups of environmental activists and militants on the one hand, and property 
owners, mining and drilling companies on the other, are both focusing some of their 
activities on the Environmental Protection Agency (EPA) this month and next. 

Natural Gas Drilling 
One group intending to focus pressure tactics on the EPA in coming weeks is a loose 
organization of New York landowners who are in favor of natural gas drilling in the 
Marcellus Shale formation and elsewhere . B 

In a communication sent to a list of supporters of planned drilling projects, 
landowner activists called for maximum attendance at a rally outside an EPA 
meeting at Binghamton University on 12 August 2010. According to the activists, 
the "EPA IS COMING TO HEAR FROM YOU!" Saying that "NY State legislators have 
TUNED US OUT," the drilling advocates call on supporters to "be seen in solid 

8 http://www.ll1arceilusshaieformation.com/ 
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support of gas development" both outside at the rally and "seated inside to show 
support of our speakers." 

The pro-drilling communication on the EPA meeting also notes, "Those opposed to 
Marcellus development will attempt to turn the event into their personal media 
circus.... In fact they will be sending several busloads of anti-gas protestors up 
here from New York City. Many more protestors will carpool in from around 'upstate 
and the north.east." 

The projection of a large anti-drilling activist turn-out at the EPA meeting is in line 
with prior data (PIB No. 118) identifying the Binghamton meeting as having been 
singled out by anti-drilling activists . Additional confirmation is indicated by the fact 
that the upstate New York landowners' call for support was copied and released as 
an activist alert to members of NYRAD [NY Residents Against Drilling]', 
Shaleshock lO and ROUSE [Residents Opposing Unsafe-Gas Extraction]l1 -
determined anti-drilling organizations. 

****** ANALYSIS ****** T/I/W Rating: LOW-to-MODERATE 

The above targeting guidance focusing on the EPA - by both environmentalists and 
landowners' advocacy groups - may lead to local activist actions at the offices of the 
EPA in Philadelphia. In addition, the agency has field operations and laboratories in 
Pittsburgh, according to EPA publications. 

The Philadelphia EPA branch is responsible for programs in West Virginia, where 
RAINFOREST ACTION NETWORK (RAN) activists have centered their current 
outrage. 12 In previous anti-MTR actions, RAN has already proven that it is prepared 
to target the EPA. As cited in PIB No. 110, RAN members held a sit-in at the 
Washington, DC offices of the EPA on 8 July 2010. 

In the past, calls for assistance in putting pressure on the EPA from 
environmentalist militants have led to sympathetic actions in Pennsylvania. As 
noted in PAIB No. 50, anti-mountaintop [coal] removal [method] activists decided 
to target the EPA offices in Philadelphia on 1 March 2010. On that date, about 40 
activists gathered at the building for a sit-in. 

Regarding the potential for confrontation between anti-drilling and pro-drilling 
actiVists, landowners and anti-drilling protesters have already confronted each 
other in heated argument outside a hearing of the Delaware River Basin 
Commission (DRBC) in Trenton, New Jersey (PIB No. 113). Confrontations between 
the two groups, such as took place in Trenton, may be triggered at the 
Pennsylvania EPA offices as well, depending on events at the above-mentioned New 
York public hearing or during the RAN protest in Washington in September. 

, htlp:llnyrad.org! 
10 http://shaleshock.org! 
II http://rouse-tc.ithacaweb.netlpro jects/ 
12 http://ran.org/ 
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More generally, as noted in PIB No. 118, other events or meetings cited by anti­
drilling activists include: 

• 11 August 2010: The Gas Drilling Awareness Coalition (GDAC) will be holding 
an informational meeting at the First United Methodist Church in Dallas, at 
19:00. (Luzerne County) 

• 12 August 2010: MusikFest in Bethlehem . (Lehigh and Northampton 
Counties) 

• 14 August 2010: Christy Mathewson Day Parade in Factoryville at 
10:00.(Wyoming County) 

• 14 August 2010: Cabot Community Picnic at the Montrose High School, from 
10:00 to 14:00. Of note is that the Gas Drilling Awareness Coalition has 
released a special communication harshly ridiculing and criticizing this 
event.(Susquehanna County) 

• 21 August 2010: Gas Stock 2010, an environmentalist rally focused on the 
Marcellus Shale drilling, at the Luzerne County Fairgrounds in Da llas; 
scheduled from 11:00-19:00. (Luzerne County) 

• 28 August 2010: An environmentalist rally in Chenango Valley State Park, 
near Binghamton in New York. 

• 11 September 2010: Pennsylvania Forestry Association meeting to discuss 
the Marcellus Shale. Location unidentified, but indications are 
Mechanicsburg. (Cumberland County) 

It is unknown whether the necessary police permits have been obtained by any of 
the protesting groups. 

No emerging Indicators, Threats and/or Warnings at this time for the 
following sectors : 

A GRICULTURE AND FOOD 

C HEMICAL I NDUSTRIES 

COMMERCIAL N UCLEAR REACTORS, M ATERIALS & W ASTE 

CRITICAL MANUFACTURI NG 

D AMS 

D EFENSE INDUSTRIAL BASE 
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GOVERNMENT FACILITIES 13 

INFORMATION TECHNOLOGY 

PUBLIC HEALTH AND HEALTHCARE 

TELECOMMUNICATIONS 

WATER 
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Goal: Situational Awareness Among All 
Stakeholders 

- The In/ormation-Sharing Community -

Associated Federal & State 
Law Enforcement Agencies 

Public Works/Util i 

PEMAArea 

Owner/Operator 
Security Mgr 

1 
Municipality Officials 

County Officials 

4--'SUI-rolmdingCounty EMC 

Health Officials 

PA National Guard 

US DHS Emergency Preparedness Liaison Officers 

Adjacent State Intelligence 
Centers 

IJ Educational Facilities Sub-Sector: Security directors, students and faculty of all Pennsylvania-based colleges and 
lUliversities participating in educational exchange programs abroad need to remain cognizant of emerging, country­
specific threats, indicators and warnings. 
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SEVERE (Level 2) 

CRITICAL (Level 1) 
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Available intelligence and recent events 
indicate that hostile elements currently 
have little intent or capability to take 
action against the target. Although it 
cannot be ruled out, an attack is unlikely 
based on currently available intelligence. 

Available intelligence and recent events 
indicate that hostile elements currently 
have the intent and capability to take 
action against the target. An attack is 
likely to be a priority and might well be 
executed. 

Available intelligence and recent events 
indicate that hostile elements currently 
have the intent and capability to take 
action against the target. Additional 
information is also available on the 
nature of the threat. An attack on the 
target is a priority and is likely. 

Available intelligence and recent events 
indicate that hostile elements not only 
have the intent and capability, but also 
are actively planning to take action 
against the target within a matter of days 
(up to two weeks). An attack or action is 
imminent. 
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Source Summary Statement 

Institute of 
Ter:+lsm ~~~~arch 

. AND Response. 

The Insti/ute or Terrorism Research alld Response (ITRR) 
produces this document specifically for the Pennsylvania Office 

of Homeland Security in support of National Priority #3: 
Implement the National Infrastructure Protection Plan (NfPP) 

and all public and private sectOf; critical infrastructure 
protection-related ;'I/'Iiatives and strategies, 

The ITRR, a commercial information research and analysis OIgallizatiol1, uses open-source, humal1 and closed­
source ;'ltelligence resources to derive patterns, trends, assessments and time-sellsUive products. ITRR used only 
native-longue researchers (English, Hebreu~ French, Arabic and Spanish) in the collection, infelpre/alion, 

Iranslalion, analysis Gnd produclion of this producl. The analysis is pelformed by former law enforcement officials, 
counter-terrorism experts alld militGlJI i11lelligellce personnel. 
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