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Preface

As we move closer to the tenth anniversary of 9/11, the need to enhance
awareness of previous terrorist plots, to understand commonalities between actors and
opportunities for law enforcement intervention is more important than ever. All of the
successful counter-terrorism programs, training and outreach developed since the 9/11
tragedy depend on our collective efforts to identify pre-operational activities of a
terrorist event. Echoed by many local, state and federal law enforcement executives, the
opportunity for local police officers to discover and interdict possible terrorism activity is
significant, regardless of whether the setting is rural, suburban or urban. Displacement
of terrorist’s pre-operational activities to locations outside target areas has been evident
through our most recent cases involving Najibullah Zazi and Faisal Shahzad. These
opportunities may be woefully underestimated or misunderstood by our police officers on
the beat or in the patrol cars. In an effort to bring these opportunities to light we have

developed the Vigilance Project.

As a living document, the Vigilance Project will update new terrorism events or
plots within the Homeland and will also continue to add new categories of plotter’s
activities and backgrounds to provide the most comprehensive view of overall trends or
specific intelligence that may assist local law enforcement. This first phase of the
Vigilance Project offers a glimpse of just a few of the anticipated categories of analysis
that may help keep our officers more aware, safer and certainly engaged in the fight

against terrorism.

This project does not suggest law enforcement actions to be taken to combat
terrorism. Rather, it is offered as a tool for agencies to utilize in support of their

continuing efforts to deter, detect and report potential terrorist activity.

Thomas M Fresenius
Lieutenant Colonel
New York State Police
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Executive Summary

The Vigilance Project is a comprehensive, analytic report that examines major
terrorism cases that have taken place against the Homeland since September 11, 2001.
The report serves as a historical compilation of acts or attempted acts of terrorism against
the United States, or its interests, and as a tool to identify trends and commonalities
among the cases and the subjects involved. It is recognized that the threat environment is
dynamic and potential threats are not limited to the findings contained in this report

As the title suggests, it is the duty of every citizen to remain vigilant in the face of
terrorism. The findings of this report allow readers to gain an understanding of terrorism
participants, their tactics and procedures, and become aware of similarities among the
cases, in order to draw useful conclusions. The ultimate goal of the Vigilance Project is to
provide useful information to law enforcement partners to support their role in preventing

the next attack.

Key Findings

= There is no definitive terrorist profile. However, we were able to identify
trends in basic pedigree information to suggest that these individuals are largely
young males, between the ages of 18-33, who explicitly support or follow radical
Islamic ideology.

= The threat of ‘homegrown’ terrorism is real. Over half of the individuals
studied in this report were legal United States citizens at the time of their arrest,
with 70% of them natural-born citizens.

= U.S. Transportation systems and military facilities remain high-value targets.
Transportation systems and military facilities were the most frequently targeted in

the cases analyzed in this report, accounting for two-thirds of all identified targets.

= The use of explosives was the most common tactic in Homeland-based plots.
The most popular method of delivery for an explosive was a vehicle-borne
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improvised explosive device (VBIED). Furthermore, plotters who trained
overseas in a specific tactic tended to incorporate those skills into the operational

planning, specifically when trained in explosives.

=  Groups likely form easily when members live in the same community.
Research shows four cases where members of the same group were born or
resided in the same area during the time of their arrest or involvement in plotting
their attack. This is probable since people with similar backgrounds, interests,

and social circles are more likely to form common groups.

= Post 9/11, New York State remains the primary target for terrorists. One
third of the cases represented in this report involved either a terrorist attack within
New York State, or a terrorist cell based there.

This report is a first step in a continuing effort to identify and analyze
commonalities among U.S.-based cases. Since the threat of acts of terrorism against our
Homeland will likely continue—particularly terrorist plots targeting New York State—
the collection and analysis of terrorism information that assists law enforcement and
homeland security partners in preventing future attacks will be an ongoing effort at the
New York State Intelligence Center (NYSIC).
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Scope

This first iteration of the Vigilance Project reviews thirty-two terrorism cases
investigated post 9/11 that resulted in federal terrorism charges and arrests. Ninety
individuals were associated with these cases, which comprise twenty-one thwarted
attacks, six significant groups or cells, three failed bombing attempts and two successful
attacks. All but one case involve individuals who expressed support for radical Islamic
ideology, or had affiliations with foreign terrorist organizations and key terrorist figures.
Additionally, most cases demonstrate the subjects’ willingness or actual participation in
pre-operational activities—such as explosives and weapons training, surveillance and

overseas travel—in order to advance their plots and increase the likelihood of success.

Methodology

thorough review of both open Variables for Analysis
source and law enforcement | o Buhnene o paons
: H = =  Place of Birth (POBE) = Gpecial 3klls
material and identified = Residence = Criminal hackground
approximately twenty-five | - i‘::&ﬂiﬂ%ﬁ?j - ?;‘;:?TW”M“&':I‘G“““)
. . = Citizenship = DMdotive
variables for analysis.  These | . gicaionLevet = als in Plot
. = Family 3tatus = Overseas Travel
variables represent the most = Employment = Known Overseas Travel for Terrorist
. = Religion Plotting, Training and Funding
common areas of interest for | . e Radicatizes = Use of [T/lntemet
. = Radicalized Influence = Additional 3ignificant Information
counter-terrorism case StUdy

.|
analysis. The Vigilance Project Supplement is a complete Law Enforcement Sensitive
compilation of these variables for each of the ninety individuals analyzed in this report.
A hyperlink to this document is located on page 22.

The variables selected for analysis best capture potential indicators of terrorist
activity. For each variable, broad categories were assigned to organize and manage the
data. For example, specific arrests are found under “Criminal Background” and pedigree
information is found under “Demographics.” Summary statistics for each of the variables
then provided the basis for analysis. Due to the relatively small number of cases, formal

statistical modeling was not conducted. Furthermore, due to the volume of data and
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varying degrees of relevance, a written analysis of all twenty-five variables originally

considered for this paper is not included. Instead, we concentrated on information most

likely to be useful for our law enforcement partners. The variables selected for analysis

in this report are: demographics of individuals (e.g. age, citizenship and criminal history),

plot targets and tactics. Additional variables will continue to be researched and the

results contained in future reports.

The thirty-two cases are listed chronologically below.

Cases

= December 2001: “Shoe Bomber” Bombing
Attempt

= May 2002: Jose Padilla, Dirty Bomb Plot

= August 2002: Columbus Shopping Mall Plot

= September 2002: The Lackawanna Cell

= May 2003: Brooklyn Bridge Plot

= June 2003: Virginia Jihad Cell

= August 2004: Financial Centers Plot

= August 2004: The Herald Square Plot

= August 2004: Albany Assassination Plot

= June 2005: Lodi, CA Cell

= August 2005: JIS Plot

= December 2005: Pipeline Plot

= February 2006: Toledo Cell

= April 2006: Atlanta Cell

= April 2006: PATH Tunnels Plot

= May 2006: Sears Tower Plot

August 2006: Liquid Explosives Airliner Plot
December 2006: The Illinois Shopping Mall Plot

May 2007: Fort Dix Plot

June 2007: JFK Plot

August 2007: Goose Creek, South Carolina Traffic Stop
January 2009: Long Island Railroad Plot

May 2009: Bronx Synagogue & Newburgh Air Base Plot
June 2009: Little Rock, Arkansas Recruiting Station
Shooting

July 2009: Quantico Marine Base Plot

September 2009: Denver/NYC Plot

September 2009: Foundation Place Dallas Plot
September 2009: Illinois Courthouse Plot

November 2009: Fort Hood Shooting

October 2009: Massachusetts Shopping Mall Plot
December 2009: Christmas Day Bombing Attempt

May 2010: Times Square Car Bombing Attempt
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Analysis: Demographic Information

NYSIC staff collected and analyzed demographic information on the ninety
individuals in this report including: age, place of birth, citizenship, level of education,
and criminal background. Determining a typical profile of these individuals is a highly
contested area of analysis in terrorism studies. Although it is difficult to paint a single
portrait of individuals involved in such acts, having a baseline understanding of pedigree
information is valuable. Moreover, debunking preconceptions and stereotypes of these
individuals may be just as important as establishing a definitive trend toward a particular

profile.

Age

This variable represents the age of the subjects at the time of their arrest for their
involvement in terrorist planning and operations. Overwhelmingly, these individuals
were young, with 82% falling between the ages of 18 and 33. This may suggest that
younger persons are less established, more impressionable, and therefore more
susceptible to radicalization. The Lackawanna Cell is a perfect example of how a group
of young Muslim-American men, inspired by the global jihad phenomenon, became
involved in terrorism. The men, after meeting with influential jihadists, became
radicalized and eventually traveled to Afghanistan to engage in terrorist training.
However, six members of the group left the al-Farooq training early and returned home
instead of furthering their activities abroad. One remains overseas to date. This case
clearly demonstrates how individuals can be influenced to engage in behavior where
there was no previous indication that radicalization had occurred.

On the other end of the age scale, four of the ninety individuals were 50 years or
older. Interestingly, they are four members of a single plot, the 2007 JFK Plot.
Therefore, although the data depict the majority of these individuals as younger males, it
is important to note that not all of these individuals come from a youthful demographic.

A complete breakdown by age group is shown in the chart below.

LAW ENFORCEMENT SENSITIVE Page 8 of 23



LAW ENFORCEMENT SENSITIVE

Age 18-33 Age 34-49 Age 50 or older
(82%) (13%) (4%)
10% 18-21 4% 34-37 0% 50-53
32% 22-25 3% 38-41 1% 54-57
23% 26-29 2% 42-45 2% 58-61
17% 30-33 3% 46-49 1% 62-65

Place of Birth / Country of Citizenship

In order to differentiate “homegrown” terrorists from foreign actors, NYSIC staff
analyzed the place of birth and country of citizenship variables. Although these pieces of
identifying information can be sensitive in nature, law enforcement personnel can benefit
greatly from having a baseline understanding of these individuals’ origins and legal
statuses. When looking at certain diaspora communities and evaluating the need for
building strong relationships and cultivating sources of information, it is valuable to
know which communities may have an inherent vulnerability to terrorist exploitation
(e.g. material support).

As current media reporting suggests, the “homegrown terrorism” threat is a
growing problem and is illustrated by many cases in this report. NYSIC staff determined
through open sources that fifty of the eighty-eight individuals were United States citizens
at the time of their arrest; most of these statuses were confirmed by law enforcement
sources. Of the fifty U.S. citizens, thirty-five were born in the United States, ten were
naturalized, two obtained derived® U.S. citizenship, and one individual held dual U.S. and
Jordanian citizenships. The remaining two individuals are U.S. citizens, but official

checks could not ascertain how citizenship was obtained (see figure below).

! Derived citizenship is obtained when one or both parents are naturalized prior to a child’s 18" birthday, if legally present in the U.S.
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U.S. Citizenship

40

35
35

30

25

20

15 1

Number of Individuals

10

10
0 || || —

Natural-Born  Naturalized Citizen Derived Citizen  Citizen, Unknown Other
Citizen Status

Citizenship Type

The place of birth for thirty-one of the thirty-five individuals born in the United
States was confirmed by official sources. The birth states varied among the individuals;
however, most natural-born citizens were born in New York (11), California (8) and
Florida (4). Many members of the same group or plot were born in the same state. For
example, four out of the six members of the Lackawanna Cell are New York natives, and
three of them were born in Buffalo. Similarly, four of the five natural-born U.S. citizens
involved in the 2006 Sears Tower Plot were born in Florida. In the 2005 JIS (LAX) Plot,
three out of the four members were natives of California. It is apparent that cells form
more easily when members live in the same community, since they are attending the
same schools, and are patrons of local businesses or places of worship.

The legal statuses of the eleven individuals from the remaining forty were
identified: eight were U.S. legal permanent residents, two were legal U.S. immigrants,
and one, Umar Farouk Abdulmutallab (2009 Christmas Day Bombing Attempt),
possessed a valid U.S. visa. Analysis shows approximately two-thirds of the individuals
in these cases were legally in the United States during the planning and pre-operational
phases of the attacks. Furthermore, the most recent cases emphasize the continued threat
posed by American citizens willing to conduct attacks against the United States and its

interests.  In the 11 cases that took place in 2009 and mid 2010, seventeen of the
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nineteen defendants were legally in the United States at the time of their arrests, and ten
are natural-born United States citizens. Based on this information, it is likely that the
“homegrown” threat will remain a considerable challenge to our law enforcement

partners in the future.

Education Level

NYSIC staff was able to determine the education levels of approximately three-
quarters of the individuals and concluded that many of them are well-educated.
According to the data, forty-two subjects (61%) attended some college, twenty-three
completed a bachelor’s degree, three obtained a doctoral degree and the remaining
individuals were still enrolled in a degree program. Twenty-seven (39%) had no more
than a middle school or high school education.

NYSIC staff also identified the college majors studied by twenty-eight of the
individuals who attended some college. Overwhelmingly, engineering was the most
common area of study, which accounted for eighteen (64%) of the known majors. The
individuals’ college education could not be definitively linked to their roles in the plots,
and no positive recruitment factors were identified. However, similar to the age variable,
one could argue that individuals attending college are impressionable, curious, eager and
possess unique skills, making them highly attractive recruits. Supporting this notion,
twenty-one of the thirty-two cases have at least one member of the cell with some level of
undergraduate education.

The Virginia Jihad cell is an interesting case for analyzing education level. While
most cases have at least one member with some type of college education, this case has
an overwhelming number of individuals with college educations. Ten of 13 individuals
in the cell have post-high school education (77%). One cell member has some
undergraduate education, five have bachelor’s degrees, three have some graduate-level

education and another has a doctoral degree.
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Criminal Background

Criminal background information, from both law enforcement and open sources,
was gathered and analyzed to determine if the subjects had prior contact with law
enforcement and whether such contact may have contributed to detecting these terrorist
plots. Therefore, the arrest data coded in this report represent incidents that occurred
prior to arrests related to terrorism offenses. The data do not reflect any final disposition
of the prior criminal arrests, nor does it include contacts from routine vehicle traffic stops
resulting in minor charges (i.e. speeding tickets) unless this information was reported in
Open sources.

After reviewing the data described above, we identified twelve categories of
criminal offenses including drug and weapons charges, assault/battery and robbery. The
criminal activity categories chosen reflect the most common types of charges; the
“unknown” category represents the 13 individuals whose prior contact with police could
not be determined based on the resources available. Therefore, criminal histories of only
77 individuals were analyzed. The total number of charges (111) exceeds the number of
individuals (77) because many individuals had repeated contact with law enforcement,
and each contact was counted separately.

The most common offense was the possession or sale of illegal drugs. There were
a total of thirty-seven charges, all but one involving marijuana. Assault or battery (17
charges) and weapons possession (12 charges) constitute the more serious offenses. Five
of the individuals charged with drug offenses have also been charged with weapons
offenses, albeit on separate occasions. Forty-three of the 77 individuals (56%) arrested
for terrorism crimes did not have any known prior contact with law enforcement. (See

figure below).
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Criminal Background

40 37

Frequency of Charges

Criminal Activity

In summary, just under half (44%) of the individuals involved in these cases had
contact with law enforcement prior to their participation in an attempted terrorism plot or
planned attack on the United States. Assuming that criminal history information about
these individuals is placed in appropriate law enforcement databases, each instance of
contact with local law enforcement officers represents a possible opportunity for them to
detect and deter an attack. It can also provide an opportunity to identify associates and
links to foreign entities through subsequent investigation. As such, law enforcement can

play a critical role in the counter-terrorism arena while performing routine duties.

LAW ENFORCEMENT SENSITIVE Page 13 of 23



LAW ENFORCEMENT SENSITIVE

Analysis: Targets

NYSIC staff analyzed target selection to determine the most commonly chosen
location or asset type, and to possibly provide insight into why groups select certain
assets. To present the most accurate count of targets, we separated the cases between
plots which had clear or concrete targets, and cells, where members either had not yet
chosen a target or where target selection was unclear. The three failed bombing attempts,
2001 "Shoe Bomber,"” 2009 Christmas Day and 2010 Times Square, and the two
successful attacks, 2009 Little Rock, Arkansas Recruiting Station Shooting, and the 2009
Ft. Hood Shooting were also included, since locations were actually attacked. As such,
we analyzed twenty-six cases and grouped targets into five main categories:
Transportation, Military/U.S. Government, Financial/Economic, Energy, and Religious
Institutions. There were a total of thirty-two targets, as five of the twenty-six cases

targeted more than one location.

Targets
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The most frequently targeted sectors were Transportation and Military/U.S.
Government, which together, accounted for two-thirds of all identified targets in this
analysis. Ten cases targeted the transportation sector: five specifically targeted an

airliner or an airport, four targeted subways or railways and one targeted the Brooklyn
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Bridge. With the exception of airline travel, transportation systems fall into the
classification of a “soft target” due to their ease of access, high concentrations of people,
and the inherent security challenges of hardening such substantial systems. These
vulnerabilities are in part why transportation systems remain one of the most highly
attractive terrorist targets.

While terrorists often target “soft” locations, they still consider attacking
hardened targets. In fact, the largest category was Military/U.S. Government, accounting
for 37% of case targets. Interestingly, seven of the eleven targets in this category were
against military bases. Military bases are a classic example of a hardened target with
seemingly stringent security protocols, yet the 2007 Fort Dix case exposes the
vulnerabilities of these locations.

The Fort Dix case highlights the notion that individuals may choose a target based
on their familiarity with the community in which they live. For example, four of the six
individuals in this case were family members, business partners and natives of Cherry
Hill, NJ, a township located approximately thirty miles southwest of the Fort Dix military
base. All six subjects lived in New Jersey during the planning and pre-operational phase.
One cell member’s family owned a local pizzeria, which served as a “safe haven” to plan
their attack. The pizzeria, which frequently delivered to the base, was located just
outside of Fort Dix. Serdar Tatar, son of the pizzeria owner and the most radical of the
group, claimed to know the base “like the back of his hand” due to years of delivering
pizzas there. As such, he was able to provide a map of the base’s layout to the other cell
members for logistical and planning purposes. Court documents state the group had
conducted surveillance on other targets, but ultimately settled on Fort Dix.

The Financial / Economic sector was targeted eight times The terrorist attack on
the World Trade Center towers was intended as a symbolic strike on the financial center
of the world with a goal of producing global economic instability, particularly in the
United States.

The 2004 Financial Center Plot is an example of the continuing desire of terrorists
to strike a blow at U.S. economy and global financial stability. Dhiren Barot, the main
conspirator in this case, was arrested by British authorities in August 2004. Barot and
conspirators were planning to use VBIEDs to attack the New York Stock Exchange and

Citigroup Center in New York City; the International Monetary Fund World
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Headquarters and World Bank in Washington, D.C.; and the Prudential Plaza in Newark,
New Jersey. Barot intended to kill as many Americans as possible and hoped to further
Osama bin Laden’s goal of “bleeding America to the point of bankruptcy.”

As terrorists have historically chosen their targets based on symbolism,
convenience, familiarity of the target, or perceived importance to Americans, awareness
of target selection may assist local jurisdictions in better understanding critical
infrastructure and key resource vulnerability, and offer suggestions to prioritize the

protection of critical infrastructure in their areas.
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Analysis: Tactics

NYSIC staff analyzed the twenty-six cases with identified tactics to determine the
preferred method of attack, why individuals chose a certain tactic, and what tactics may
be used against a particular target. The analysis shows a strong preference toward the use
of explosives, followed by small arms. Improvised chemical explosives, such as
triacetone triperoxide (TATP) and pentaerythritol tetranitrate (PETN) and gas-based
explosives were the most prevalent types of explosives used. The most popular method
of delivery for an explosive was a VBIED. Not surprisingly, plotters who trained
overseas in a specific tactic tended to incorporate those skills into their operational
planning, specifically when trained in explosives. The use of small arms tends to be used
by those not skilled in explosives and with little resources.

The tactics were organized into four main categories: explosive, small arms,
other, and unspecified (see graph below). Three of the twenty-six cases involved more
than one tactic, thus 30 tactics were analyzed. Some cases involved cells that had not

defined a tactical method and were thus excluded from the analysis.

Tactics

Count

2 1
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Explosive Small Arms Other Undefined

Tactic Type
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Explosive Devices

Eight plots involved the use of an improvised chemical explosive or a gas-based
explosive, such as propane or acetylene. The plotters also planned to use ammonium
nitrate, radiological materials, grenades and C-4 plastic explosives. In seven cases the
specific explosive type was not specified in open sources, and was thus excluded from
the graph below.

Type of Explosive
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Chemical Nitrate Materials Cylinders RPGs
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Type

Based on the collected data, terrorist plotters in the Homeland may prefer to
construct explosives devices from material that is readily available and acquired without
much scrutiny. Components of such explosives are available in many retail shops,

including beauty supply or hardware stores.

Improvised chemical explosive

All three cases targeting commercial aircraft involved the use of this type of
explosive: the 2001 “Shoe Bomber” Attempt, the 2006 Liquid Explosives Plot, and the
2009 Christmas Day Bombing Attempt. The perpetrators in all cases trained in
explosives with al-Qa’ida or an affiliate prior to being tasked with their respective plan of
attack. The “Shoe Bomber” Richard Reid and the Christmas Day attacker Umar Farouk

Abdulmutallab smuggled small amounts of explosives in their shoes and underwear,
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respectively. They used a combination of PETN and TATP to create the explosive
devices, and both used syringes on board the aircraft to mix the explosive chemicals.

In summer 2009, Najibullah Zazi attempted to build TATP explosives for three
simultaneous suicide attacks on the New York City subway system. He purchased the
precursor materials, hydrogen peroxide and acetone, from beauty supply stores in the
Denver, Colorado area. He also researched stronger acids, specifically muriatic acid,
which he planned to purchase from a home improvement store in Queens, NY. These
purchases are consistent with notes Zazi made while attending explosives training with

al-Qa’ida in Pakistan.

Delivery methods

Delivery method was also analyzed and separated into VBIED, stand-off IED,
and suicide bomber (see below graph). In six cases, the plotters planned to detonate
VBIEDs, the most popular method of delivery. In the 2009 Bronx Synagogue &
Newburgh Air Base Plot, the 2009 Fountain Place Dallas Plot, and the 2009 Illinois
Courthouse Plot, the members acquired cell phones to use as detonators in their VBIEDs.
Suicide bombing and stand-off IEDs were used in four plots each, as shown in the graph

below. All suicide bombings in the analysis targeted the transportation sector.

Explosive Delivery Method

Count

Vehicle Stand-off Suicide Bombing
Method Type
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Terrorists often chose the best tactic for their target after conducting detailed
surveillance. For example, while planning an attack against New York-area financial
targets in 2004, Dhiren Barot concluded that VBIEDs would be used against the
Citigroup Center, Prudential Plaza, and possibly the World Bank Headquarters. He then
detailed how to build a limousine-based VBIED to minimize scrutiny, using readily
available items including propane, acetylene, and oxygen cylinders with time-delay
devices. For two additional targets — the New York Stock Exchange and International
Monetary Fund Building—he thought the use of arson would be more effective because
of the additional security measures present, including metal and concrete security
barriers. Similarly, Faisal Shahzad visited Manhattan prior to attempting to detonate his

explosive-laden Nissan Pathfinder in Times Square on May 1, 2010.

Small Arms

The small arms tactic was chosen in nine of the twenty-six cases. Smalls arms
were considered in the majority of attacks against shopping malls and military targets,
likely because of a perceived likelihood of success over VBIEDs. Considering these
targets, the small arms tactic best matched the stated goal of the attack: to kill as many
individuals as possible.

In three of the nine cases involving the intended use of small arms, the individuals
involved performed military-type training in preparation for the attack. The men
involved in the 2006 Atlanta Cell?, the 2006 Sears Tower Plot, the 2007 Fort Dix Plot,
and the 2007 JFK Plot, all visited paintball facilities to train in weapons use. The 2007
Fort Dix Plot conducted target practice on several occasions at a location in rural

Pennsylvania.

% The Atlanta Cell was not counted in the tactics data because the members did not have a defined target;
however, the cell was highlighted in the small arms analysis section since the members participated in
paintball training.
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Conclusion

As highlighted in this report, terrorists often spend time conducting pre-
operational activities such as the surveillance of targets, acquisition of materials or
training to increase tactical skills in advance of an attack. These activities place them in
the public domain and underscore the critical importance of institutionalizing the New
York State Operation Safeguard program into policing protocols. Operation Safeguard is
an outreach program designed to generate public awareness by providing citizens and
private sector businesses with a list of potential terrorism indicators to look for, along
with information on how and where to report suspicious activity. Law enforcement
outreach efforts to the public play a crucial role in this program’s success. The Vigilance
Project illustrates how terrorists often conduct some type of pre-operational activity out
in the public eye; therefore, the more people who are aware of what to look for, the
greater the opportunity for the potential detection and deterrence of a future terrorist
attack.

In addition, The Vigilance Project revealed that many of the individuals involved
in the cases were involved in prior criminal activity and had prior arrests by law
enforcement. This underscores the importance of law enforcement remaining vigilant
and not allowing themselves to become complacent while performing their daily duties.
Law enforcement must always be observant for any signs of terrorist activity, whether
conducting a traffic stop, affecting an arrest, or responding to a citizen’s complaint. Each
encounter provides the potential for providing valuable information that could ultimately
lead to the disruption of a terrorist plot.

Eleven of the thirty-two cases in this iteration of the Vigilance Project take place
in 2009 and mid 2010 alone; this acceleration in acts or attempted acts suggests that it is
likely we will continue to encounter individuals willing to engage in the plotting or
carrying out of attacks against the Homeland, particularly New York State. As these acts
continue to unfold, NYSIC staff will update the Vigilance Project Supplement, which
serves as a historical reference document of these significant cases.

This analysis, and future iterations of the Vigilance Project, aims to provide an
understanding of individuals who are willing to conduct attacks, what they are targeting,

and how they plan on doing so. Conclusions drawn from this report will ideally provide
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our local law enforcement with new and vital information to augment their capability of

preventing future attacks.

To view the Vigilance Project Supplement click here: @

LAW ENFORCEMENT SENSITIVE Page 22 of 23



THE VIGILANCE PROJECT:

32 Terrorism Case Profiles

New York State Intelligence Center — December 2010





LAW ENFORCEMENT SENSITIVE

Table of Contents

Cases

December 2001: “Shoe Bomber” Bombing Attempt

May 2002: Jose Padilla, Dirty Bomb Plot

August 2002: Columbus Shopping Mall Plot

September 2002: The Lackawanna Cell
May 2003: Brooklyn Bridge Plot

June 2003: Virginia Jihad Cell

August 2004: Financial Centers Plot
August 2004: The Herald Square Plot
August 2004: Albany Assassination Plot
June 2005: Lodi, CA Cell

August 2005: JIS Plot

December 2005: Pipeline Plot
February 2006: Toledo Cell

April 2006: Atlanta Cell

April 2006: PATH Tunnels Plot

May 2006: Sears Tower Plot

August 2006: Liquid Explosives Airliner Plot

Citations

December 2006: The Illinois Shopping Mall Plot
May 2007: Fort Dix Plot

June 2007: JFK Plot

August 2007: Goose Creek, South Carolina Traffic Stop
January 2009: Long Island Railroad Plot

May 2009: Bronx Synagogue & Air Base Plot

June 2009: Little Rock, Arkansas Recruiting Station
Shooting

July 2009: Quantico Marine Base Plot

September 2009: Denver/NY C Plot

September 2009: Foundation Place Dallas Plot
September 2009: Illinois Courthouse Plot

October 2009: Massachusetts Shopping Mall Plot
November 2009: Fort Hood Shooting

December 2009: Christmas Day Bombing Attempt

May 2010: Times Square Car Bombing Attempt

LAW ENFORCEMENT SENSITIVE

Page 2 of 133





LAW ENFORCEMENT SENSITIVE

December 2001: “Shoe Bomber” Bombing Attempt

In December 2001, Richard Reid was arrested for attempting to destroy a Boeing
767 on American Airlines Flight 63 by igniting explosives hidden in his shoes. The
flight departed from Paris’ Charles de Gaulle International Airport en route to Miami
International Airport.

Important Findings

Parents divorced, father was in prison and influenced Reid to convert to Islam

High School dropout

Received al-Qa’ida training in Pakistan

History of incarceration, mostly for strong arm robberies

Motive: Reid blamed the United States for oppressing Muslim lands, accepting Israel as a
state and for the 2 million deaths in Iraq

Richard Colvin Reid

= Birth Name: Richard Colvin Reid

= Aliases: Tarig Raja, Abdel Rahim, Abdul Raheem

= POB: Farnborough, Great Britain —~

= Residence: London, England then lived in Pakistan

= DOB: 8/12/1973

= Age (Time of Plot): 28 !_ - X

= Citizenship: United Kingdom PP, ! &
= Education Level: High school drop out & AYA AN
= Family Status: Parents divorced — .
= Employment: Unemployed hittp: fhanrur globalseeurity.org

= Religion: Islam (convert, in prison — Feltham Young Offenders
Institution in West London)

= Where Radicalized: Feltham Young Offender’s Institution in London

= Radicalizing Influence: Reid’s father influenced him to convert to the Wahhabi sect
of Islam. Reid became more militant while attending the Brixton Mosque. He was
also influenced by Mustafa Kamel Mustafa (a.k.a. Abu Hamza) who preached at the
Finsbury Park Mosque.

= Affiliations:
« Brixton Mosque and Finsbury Park Mosque
« Al-Qa’ida

« Convicted terrorist, Saajid Badat, who was apprehended in England; Reid had
an identical shoe bomb as Badat, who received his bomb in Afghanistan.
Badat was supposed to coordinate with Reid in order to blow up the planes
simultaneously.
o Khalid Sheikh Mohammed (KSM), convicted 9/11 planner and known al-
Qa’ida leader
= Interests: Unknown
= Special Skills: Allegedly trained by an al-Qa’ida ‘master bomb maker’
= Criminal Background: Strong arm robberies

LAW ENFORCEMENT SENSITIVE
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Primary Type of Attack: Bombing / Explosion: Shoe bomb devices were made of
TATP, PETN and other materials

Target: Transportation: Airport/ Airliner: American Airlines

Motive: Radical Islamic ideology; wanted to target the United States. Reid felt the
United States was oppressing Muslim lands and blamed the United States for Israel
being a state

Role in Plot: Single actor

Foreign Travel For Terrorist Plotting/Training:

o London, Amsterdam, Tel Aviv, Cairo, Istanbul, Pakistan, Afghanistan,

Brussels, and Paris
Use of IT/Internet:
« Internet for bomb instruction material
o E-mail communication
Additional Significant Information:

« Reid worshipped at Brixton Mosque where Zacarias Moussaoui (suspected
9/11 bomber) worshipped.There were palm prints on the inside of the shoe
and the bomb materials that were not Reid’s. KSM admitted he was
responsible for a “Shoe Bomber Operation” to blow up two American
airplanes.

« Reid scouted other potential targets, including locations in Israel and Egypt.

« While living in England, Reid was in contact with Abu Qatada, whom British
authorities assert is a leading spiritual advisor with extensive links to, and
influence over, extreme Islamists in the United Kingdom and other countries.
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May 2002: Dirty Bomb Plot

In May 2002, Jose Padilla was arrested in Chicago on suspicion of plotting a
radioactive “dirty bomb” attack but was never formally charged. Padilla was tasked by
Khalid Sheik Mohammed (KSM) to blow up high-rise apartment buildings in the United
States by causing natural gas explosions and fires. He was convicted of material support
to terrorism and conspiracy to murder, kidnap and maim overseas. Padilla was charged
with co-defendants who were part of an al-Qa’ida support cell.

Important Findings

Padilla is a natural-born United States citizen

Speaks Spanish, English and Arabic

Converted to Islam in prison

Latin Kings gang member

Convicted of aggravated assault as a juvenile. Charged with drug possession, weapons charges and
assault

= Recruited by al-Qa’ida operative and received training in Pakistan and Afghanistan, then fought
alongside Taliban in 2000-2001

Jose Padilla

= Birth Name: Jose Padilla

= Aliases: Abdullah al-Muhajir, Muhajir Abdullah, Pucho, Jose
Rivera, Jose Alicea, Jose Ortiz, Ibrahim

= POB: Brooklyn, New York

= Residence: Chicago, Illinois and Sunrise, Florida

= DOB: 10/18/1970

= Age (Time of Plot): 32

= Citizenship: United States citizen

= Education Level: Unknown

= Family Status: Married, three children (one from previous i

marriage) http :fananar yerra com
=  Employment: Laborer

= Religion: Islam (convert); first introduced to religion in prison but formally
converted at the al-Iman mosque in Sunrise, Florida in 1994

=  Where Radicalized: Mecca, Saudi Arabia

= Radicalizing Influence: Recruited by an al-Qa’ida operative

= Affiliations:
» Joined the Latin Kings as a teenager
« Al-Qa’ida

« TalibanDarul Uloom Islamic Institute (mosque) and the al-Iman Mosque
o Khalid Sheikh Mohammed, convicted 9/11 planner and known al-Qa’ida
leader
= Interests: Unknown
= Special SKills:
o Speaks Spanish, English and Arabic
« Received training in wiring explosives, weapons and military tradecraft

LAW ENFORCEMENT SENSITIVE
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Criminal Background: Aggravated assault as a juvenile, later drugs and weapons
possession
Primary Type of Attack: Bombing / Explosion
Target: Financial / Economic Interests: Apartment buildings with natural gas
Motive: Radical Islamic ideology
Role in Plot: Single actor
Foreign Travel For Terrorist Plotting/Training/Funding:
Egypt, Saudi Arabia, Yemen, Pakistan, Afghanistan
Use of IT/Internet:
« E-mail communication
o GSM cell phone communication
« Websites for bomb instruction material
Additional Significant Information:
» Padilla was captured because of information provided from Abu Zabaydah, a
former high-ranking al-Qa’ida member.
« The mission was abandoned after the training due to a disagreement between
Padilla and another al-Qa’ida contact.

LAW ENFORCEMENT SENSITIVE
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August 2002: Columbus Shopping Mall Plot

In August 2002, Nuradin Abdi, lyman Faris, and Christopher Paul discussed
attacking a Columbus area shopping mall, either with explosives or weapons, such as
AK-47s.

Shared Connections Among Subjects
= Subjects resided in Columbus, Ohio during time of plot
= Subjects attended the same mosque together
= Had a relationship with convicted terrorist, lyman Faris

Important Findings

= Extensive use of the Internet and e-mail for means of communication and (planned) equipment
acquisition

Nuradin Abdi

= Birth Name: Nuradin Abdi

= Aliases: Nurdeen, Nurdin, Nuradee, Nuradeen, Nuradin
Mohmoud

= POB: Somalia

= Residence: Columbus, Ohio

= DOB: 05/22/1972

= Age (Time of Plot): 30

= Citizenship: Somalia; U.S. Legal Permanent Resident

= Education Level: Unknown ey

= Family Status: Unknown T -

=  Employment: Unknown
= Religion: Islam
=  Where Radicalized: While living in Columbus, Ohio
= Radicalizing Influence: Convicted terrorists, lyman Faris and Christopher Paul
= Affiliations:
o Convicted terrorists lyman Faris and Christopher Paul
« Al-Qa’ida
= [Interests: Unknown
= Special Skills: Received training in explosives, weapons, and military tradecraft
= Criminal Background: Unknown
= Primary Type of Attack: Bombing / Explosion; Secondary type of attack: Small
arms
= Target: Financial / Economic Interests: Shopping Mall
= Motive: Radical Islamic ideology; upset about United States foreign policy and
military action in Afghanistan
= Role in Plot: Main operative
= Foreign Travel For Terrorist Training:
« Kampala, Uganda; Pursuit training camp
« Nairobi, Kenya; Somalia: pursuit of the al Ittihad al-Islamiya training camp

LAW ENFORCEMENT SENSITIVE
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Christopher Paul
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Use of IT/Internet:
« Frequented websites to purchase surveillance equipment
» Possessed computer disks containing bomb-making instructions
o Used e-mail as a primary form of communication with Faris - used to share
information, plan, and coordinate attacks
« Possessed photographs of Osama Bin Laden and other terrorist / anti-
American paraphernalia, as well as al-Qa’ida publications on his personal
computer
Additional Significant Information:
o 1995: Abdi entered the United States illegally with a false passport and again
in 1997 from Canada.
o October 19, 1998: Abdi applied for asylum, although all information he used
was false, it was granted on January 28, 1999.
o 2003: Abdi was in contact with more than 40 subjects of FBI terrorism cases.

Birth Name: Paul Kenyatta Laws

Aliases: Abdul, Abdul Malek, Abdul Malik,
Abdul Melik, Abdel Malek, Abdulmaled, Abdul
Malek Kenyatta, Paul Kenyatta Laws, Paul Laws
POB: Columbus, Ohio

Residence: Columbus, Ohio

DOB: 3/31/1964

Age (Time of Plot): 38

Citizenship: United States citizen Sonivi:
Education Level: Unknown vy chsmenws com

Family Status: Unknown
Employment: Unknown
Religion: Islam (convert)
Where Radicalized: Unknown
Radicalizing Influence: Unknown
Affiliations:
« Al-Qa’ida
« Convicted terrorist, lyman Faris
Interests: Unknown
Special Skills:
o Martial Arts instructor
» Explosives expert
o Received training in weapons and military tradecraft
Criminal Background: None
Primary Type of Attack: Bombing / Explosion
Target: Financial / Economic Interests: Shopping Mall
Motive: Radical Islamic ideology
Role in Plot: Provided training and support to Abdi
Foreign Travel For Terrorist Plotting/Training:

LAW ENFORCEMENT SENSITIVE
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« Pakistan and Afghanistan: al-Qa’ida training camp
« Germany: trained terrorists planning to attack Americans at overseas resorts
Use of IT/Internet:
« Provided 10 bomb-making instructional computer disks to Abdi
o Researched flight-simulator computer programs, specifically, how to fly
commercial airplanes
Additional Significant Information:
« Changed his name to Abdulrnalek Kenyatta in March 1989, and then to
Christopher Paul in 1994
« Conducted hiking and camping trips in Burr Oak State Park for alleged
training operations
» Possessed a scanner and used it to produce false passports
o Early 1990’s: reportedly had extensive experience at al-Qa’ida training camps
in Afghanistan
« Possessed multiple passports and used multiple aliases for extensive oversees
travel

LAW ENFORCEMENT SENSITIVE
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September 2002: Lackawanna Cell

In the spring of 2001, a group of seven Yemeni-American men from Lackawanna,
New York traveled to Afghanistan to attend a six-week long weapons training course at
the al-Farooq terrorist training camp. While there, at least two members of the group are
known to have met with Osama bin Laden. Six of the members failed to finish the
training, feigning illness or injury. The seventh member, Jaber Elbaneh, never returned
to the United States.

Law enforcement officials were alerted to the group by an anonymous tip from
within the Buffalo area community, which along with corroborating intelligence
eventually led to the arrest of six members, known as the “Lackawanna Six,” in
September 2002. The six men, Faysal Galab, Mukhtar al-Bakri, Sahim Alwan,
YahyaGoba, Shafel Mosed and Yasein Taher, were ultimately charged and convicted of
providing material support to al-Qa’ida. Elbaneh, the seventh member, is currently in
custody in Yemen and is not expected to be extradited back to the United States.

Shared Connections Among Subjects

Subjects grew up in the same neighborhood in Lackawanna; a known ‘Arab community’
Subjects attended al-Farooq terrorist training camp

Subjects were all United States born citizens of Yemeni descent

Subjects were between 21and 29 years of age at time of arrest

Encouraged by Kamal Derwish, an American Muslim fundamentalist with ties to al-Qa’ida, to
make the trip to the al-Farooq terrorist training camp

Important Findings

= The Lackawanna Cell was thought to be a “sleeper cell” on stand-by to conduct a terrorist attack in
the U.S.

= This was the first case in the U.S. after the September 11" attacks where law enforcement and
counter-terrorism officials acted to prevent terrorism

= The case also highlights the potential for U.S. citizens to be radicalized into jihad

Faysal Galab

= Birth Name: Faysal Galab

= Aliases: Faysal Hussein Galeb, Galib, Gahleb, Salod Faysal, Milian
Benamah

= POB: Buffalo, New York (Lackawanna)

= Residence: Lackawanna, New York

= DOB: 03/26/1976

= Age (Time of Plot): 26

= Citizenship: United States citizen

= Education Level: High school

= Family Status: Married with children

= Employment: Part owner of a Sunoco station in Lackawanna

= Religion: Islam

= Where Radicalized: While living in Lackawanna, New York

LAW ENFORCEMENT SENSITIVE
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Mukhtar al-Bakri
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Radicalizing Influence: Kamal Derwish
Affiliations: Al-Qa’ida
Interests: Clothes, partying, soccer, hockey, and going to casinos
Special Skills: Trained in weapons, explosives and military tradecraft
Criminal Background: 1995: arrested for illegally selling cigarettes
Primary Type of Attack: None specified
Target: None specified
Motive: Radical Islamic ideology; support Jihad in Palestine
Role in Plot: The group did not appear to have a plan advanced far enough to identify
member roles
Foreign Travel For Terrorist Training:
« Spring 2001: Pakistan and Afghanistan: al-Farooq terrorist training camp
Use of IT/Internet: E-mail communication
Additional Significant Information:
o Pleaded guilty to a lesser charge of contributing funds, goods and services to
and for the benefit of Osama bin Laden and al-Qa’ida. He was sentenced to 7
years in prison but released in October 2008.

Birth Name: Mukhtar al-Bakri
Aliases: Mookie, Ali Saleh, Ali Saleh, Mukhtari
POB: Yemen
Residence: Unknown
DOB: 4/20/1980
Age (Time of Plot): 22
Citizenship: United States citizen (derived)
Education Level: Unknown
Family Status: Married
Employment: Truck driver
Religion: Islam
Where Radicalized: While living in Lackawanna, New York
Radicalizing Influence: Kamal Derwish
Affiliations: Al-Qa’ida
Interests: Nothing significant found
Special Skills: Trained in weapons, explosives and military tradecraft
Criminal Background: None
Primary Type of Attack: None specified
Target: None specified
Motive: Radical Islamic ideology; support Jihad in Palestine
Role in Plot: The group did not appear to have a plan advanced far enough to identify
member roles.
Foreign Travel For Terrorist Training:
« Pakistan and Afghanistan: al-Farooq terrorist training camp
Use of IT/Internet: E-mail communication
Additional Significant Information:

wnarar life com
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Sahim A. Alwan

LAW ENFORCEMENT SENSITIVE

« Al-Bakri was the first to admit that the group had attended religious training
in Pakistan, and had traveled to the terrorist training camp in Afghanistan.
His confession paved the way for the FBI to bring charges against the
Lackawanna men.

« Sent an e-mail in which he described an upcoming wedding and another in
which he mentioned a "big meal.” In the past the word "wedding" had been
used as a code for a terrorist attack and "big meal" as code for an explosive.

« December 2003: the last of the six arrested men to plead guilty to material
support, was sentenced to a 10-year prison term.

Birth Name: Sahim A. Alwan
Aliases: None
POB: Buffalo, New York
Residence: Lackawanna, New York
DOB: 12/9/1972
Age (Time of Plot): 29
Citizenship: United States citizen
Education Level: Some college
Family Status: Married with three children
Employment: Job counselor
Religion: Islam
Where Radicalized: While living in Lackawanna, New York
Radicalizing Influence: Kamal Derwish
Affiliations:
« Yemeni community in Lackawanna; served as president of a Mosque
« Al-Qa’ida
Interests: Unknown
Special Skills: Trained in weapons, explosives and military tradecraft
Criminal Background: None
Primary Type of Attack: None specified
Target: None specified
Motive: Radical Islamic ideology; support Jihad in Palestine
Role in Plot: The group did not appear to have a plan advanced far enough to identify
member roles.
Foreign Travel For Terrorist Training:
« Pakistan and Afghanistan: al-Farooq terrorist training camp
Use of IT/Internet: E-mail communications
Additional Significant Information:
« First to have gone to an al-Qa’ida training camp. He personally met with
Osama bin Laden and was given a formal interview about his experience.
o April 2003: Pleaded guilty to material support of terrorism and was sentenced
to nine and a half years in prison in December 2003. He was released in 2010.
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Yahya A. Goba

Shafel Mosed
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Birth Name: Yahya Goba
Aliases: None
POB: Yonkers, New York.
Residence: Lackawanna, New York
DOB: 01/30/1977
Age (Time of Plot): 25
Citizenship: United States citizen
Education Level: Unknown
Family Status: Unknown
Employment: Unknown
Religion: Islam
Where Radicalized: While living in Lackawanna, New York
Radicalizing Influence: Kamal Derwish
Affiliations: Al-Qa’ida
Interests: None
Special Skills: Trained in weapons, explosives, and military tradecraft
Criminal Background: None
Primary Type of Attack: None specified
Target: None specified
Motive: Radical Islamic ideology; support Jihad in Palestine
Role in Plot: The group did not appear to have a plan advanced far enough to identify
member roles.
Foreign Travel For Terrorist Training:
« Pakistan and Afghanistan: al-Farooq terrorist training camp
Use of IT/Internet: E-mail communications
Additional Significant Information:

o Considered one of the group's leaders. He had recently purchased a house in
Lackawanna, New York relative to the time of arrest. He moved to Western
New York late in 1996.

« Raised in Yemen for a short time.

« Moved in with al-Qa’ida recruiter Kamal Derwish. The two men hosted
Islamic education sessions at their home, where Derwish would lecture, and
the group would order pizza and socialize. In December 2003, Goba was
sentenced to the maximum of 10 years in prison. He was released in 2010.

Birth Name: Shafel Mosed

Aliases: Shafal A. Mosed, Shukry Elbanah, Shafela Mosed
POB: Dearborn, Michigan

Residence: Lackawanna, New York

DOB: 06/11/1978

LAW ENFORCEMENT SENSITIVE
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Yasein Taher

LAW ENFORCEMENT SENSITIVE

Age (Time of Plot): 24
Citizenship: United States citizen
Education Level: Community college
Family Status: Married with one son
Employment: Telemarketer
Religion: Islam
Where Radicalized: While living in Lackawanna, New York
Radicalizing Influence: Charismatic individual, Kamal Derwish
Affiliations: Al-Qa’ida
Interests: Described as a "sports nut,” and a frequent gambler
Special Skills: Trained in weapons and mountain climbing
Criminal Background: None
Primary Type of Attack: None specified
Target: None specified
Motive: Radical Islamic ideology; support Jihad in Palestine
Role in Plot: The group did not appear to have a plan advanced far enough to identify
member roles.
Foreign Travel For Terrorist Training:
« Pakistan and Afghanistan: al-Farooq terrorist training camp
Use of IT/Internet: E-mail communications
Additional Significant Information:
« December 2003: was sentenced to eight years in prison. He was released in
2009.

Birth Name: Yasein Taher
Aliases: Yasein Ahmed Taher
POB: Buffalo, New York
Residence: Lackawanna, New York
DOB: 12/09/1977

Age (Time of Plot): 24
Citizenship: United States citizen
Education Level: Community college iﬁiﬂa oo
Family Status: Married T
Employment: Collection agency

Religion: Islam

Where Radicalized: While living in Lackawanna, New York

Radicalizing Influence: Charismatic individual, Kamal Derwish

Affiliations: Al-Qa’ida

Interests: Soccer, team co-captain in high school

Special Skills: Trained in weapons, explosives and military tradecraft

Criminal Background: None

Primary Type of Attack: None specified

Target: None specified

Motive: Radical Islamic ideology; support Jihad in Palestine

LAW ENFORCEMENT SENSITIVE
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= Role in Plot: The group did not appear to have a plan advanced far enough to identify
member roles.
= Foreign Travel For Terrorist Training:
« Pakistan and Afghanistan: al-Farooq terrorist training camp
= Use of IT/Internet: E-mail communications
= Additional Significant Information:
o Voted ‘friendliest’ in high school
» Said to have become interested in Islam in his early twenties
o Pleaded guilty to providing material support to al-Qa’ida in May 2003, and
was sentenced to an eight-year prison term in December 2003 but was
released in 2009.

Jaber Elbaneh

= Birth Name: Jaber Elbaneh
= Aliases: Jaber A. Elbanelt, Jaben A. Elbanelt, Jabor Elbaneh,
Jubaer Elbaneh, "Jubair"
= POB: Yemen
= Residence: Lackawanna, New York
= DOB: 09/09/1966
= Age (Time of Plot): 35
= Citizenship: Yemeni
= Education Level: High school
= Family Status: Married with seven children
= Employment: Taxi driver and laborer
= Religion: Islam
= Where Radicalized: While living in Lackawanna, New York, advanced in
Afghanistan
= Radicalizing Influence: Charismatic individual, Kamal Derwish
= Affiliations: Al-Qa’ida
= Interests: Soccer
= Special Skills: Trained in weapons, explosives and military tradecraft
= Criminal Background: None
= Primary Type of Attack: None specified
= Target: None specified
= Motive: Radical Islamic ideology; support Jihad in Palestine
= Role in Plot: The group did not appear to have a plan advanced far enough to identify
member roles, may have assisted in recruitment
= Foreign Travel For Terrorists Training/Plotting:
« Spring 2001: Pakistan and Afghanistan: al-Farooq terrorist training camp
« Yemen: Plotting/Reconnaissance
= Use of IT/Internet: Unknown
= Additional Significant Information:
« Currently in Yemen and remains on the FBI Most Wanted List
« After cell discovery, Elbaneh was convicted in Yemen for conspiracy in a plot
against oil facilities in Yemen and an attack on the French oil tanker Limburg.
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May 2003: Brooklyn Bridge Plot

In May 2003, U.S. citizen lyman Faris was convicted on charges of providing
material support and resources to al-Qa’ida, and conspiracy to provide the terrorist
organization with information about possible U.S. targets for attack. While in Pakistan in
early 2002, September 11" mastermind Khalid Sheik Mohammad (KSM) tasked Faris
with assessing /the Brooklyn Bridge as a target and acquiring the necessary equipment to
sever the suspension cables. Faris returned to the U.S. and conducted internet research
on the Brooklyn Bridge and “gas cutters,” and traveled to New York City to conduct
preoperational surveillance on the Brooklyn Bridge. In early 2003, Faris sent a message
to his al-Qa’ida handler stating “the weather is too hot” a coded message that expressed
Faris’ belief that the bridge plot was unlikely to succeed. Faris’ involvement in the
Brooklyn Bridge plot was uncovered after the March 2003 arrest of KSM. Faris was
sentenced to twenty years in prison on October 28, 2003.

Important Findings

= | ate 2002 Faris traveled to Pakistan, then with a friend to Afghanistan, where he met with Osama
bin Laden and other al-Qa’ida leaders. Faris traveled to Pakistan again in late 2001 and early 2002
where he met with Khalid Sheik Mohammed.

= This case provides a text-book example of the operational planning cycle used by al-Qa’ida in
plotting attacks against targets in the U.S.

= Faris provided support to al-Qa’ida over several years, for attack planning and in providing
material support for sustainment of the organization.

lyman Faris

= Birth Name: lyman Faris

= Aliases: Mohammad Rauf, lyman Mohammed Rauf

= POB: Karachi, Pakistan

= Residence: Columbus, Ohio

= DOB: June 1969

= Age (Time of Plot): 34

= Citizenship: United States citizen (Naturalized)

= Education Level: Unknown

= Family Status: Divorced

= Employment: Truck driver: Yowell Transportation; also ran an fﬂf;ﬁ_mmﬁ_m
unincorporated firm from his home, Kashmir Transport Service

= Religion: Islam

=  Where Radicalized: Unknown

= Radicalizing influence: Khalid Sheikh Mohammed, convicted 9/11 planner and
known al-Qa’ida leader

= Affiliations:
o Khalid Sheikh Mohammed
« Al-Qa’ida

= |Interests: Unknown
= Special Skills: Truck driver

LAW ENFORCEMENT SENSITIVE
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Khalid Sheikh Mohammed
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Criminal Background:

« 1996, 2003: Speeding tickets

e 1997: Driving under the influence
Primary Type of Attack: Material support to terrorist
Target: Transportation: Brooklyn Bridge
Motive: Radical Islamic ideology
Role in Plot: Single actor
Foreign Travel For Terrorist Plotting/Training:

o 2002: Karachi, Pakistan: al-Qa’ida training camp
Use of IT/Internet: Used the Internet to research information about target and
tactical information
Additional Significant Information:

o As atrucker, Faris made deliveries to cargo planes at airports and businesses.

« March 2003: Faris served as a double agent for the FBI.

o Faris’ close friend was bin Laden’s “right hand man,” Ayman al-Zawabhiri,
who was responsible for acquiring supplies and materials.

o Late 2000: Faris attended an al-Qa’ida training camp, where he was
introduced to Osama bin Laden.

o Early 2002: Faris traveled to Karachi, Pakistan

» KSM spoke with Faris about destroying a bridge in New York City by
severing its suspension cables.

» KSM tasked Faris with obtaining the equipment needed for that
operation.

» KSM also explained that al-Qa’ida was planning to derail trains, and
asked Faris to procure the tools for that plot as well.

» Faris used an internet cafe in Karachi, Pakistan to research ultra-lights
and bridge structures.

« April 2002: Faris admitted that upon returning to the United States from
Pakistan, he researched gas cutters, the equipment for severing bridge
suspension cables, and the Brooklyn Bridge on the Internet.

o Between April 2002 and March 2003, Faris sent several coded messages
through another individual to his friend in Pakistan, indicating he had been
unsuccessful in his attempts to obtain the necessary equipment.

« Faris purchased 2,000 sleeping bags and several airline tickets, and delivered
cash and cell phones to al-Qa’ida Operatives

» Faris had previously taken a gyro-copter simulator flight in the United States.

Birth Name: Khalid Sheikh Mohammed

Aliases: KSM, Ashraf Refaat Nabith Henin, Khalid Abdul
Wadood, Salem Ali, Abdul Majid, Abdullah al-Fak'asi al-
Ghamdior, Fahd bin Adballah bin Khalid

POB: Kuwait

Residence: Unknown

DOB: 9/24/1968

Age (Time of Plot): 35

Sonroe:
hitpfhanarar jarrethrachman net/
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Citizenship: Kuwaiti / Pakistani

Education Level: 1986: North Carolina A&T, Engineering Degree

Family Status: Married with children. His nephew is Ramzi Yousef, 1993 World
Trade Center bomber.

Employment: Engineer (Worked for the Qatari government Ministry for Electricity)
Religion: Islam

Where Radicalized: The Muslim Brotherhood; at desert youth camps

Radicalizing Influence: Self - United States policy toward Israel

Affiliations:

« Muslim Brotherhood (Widespread loose political organization whose goal is
to put Islamic ideals into law in Muslim countries) since age 16

« Al-Qa’ida: Operations Chief leader

o Project Bojinka Cell

o 9/11 Plotters

o Ramzi Yousef and co-conspirators of the 1993 World Trade Center Bombing

Interests: Unknown

Special Skills: Unknown

Criminal Background: Unknown

Primary Type of Attack: Financial / Economic Interests

Target: Many; Transportation: Brooklyn Bridge, Financial / Economical: World
Trade Center

Motive: Radical Islamic ideology; willingness to attack the United States as a result
of American support of Israel

Role in Plot: Allegedly recruited Jose Padilla into supporting al-Qa’ida,
communicated with Faris about targets in U.S.

Foreign Travel For Terrorist Plotting/Training/Funding:

« Pakistan, Afghanistan, Qatar, Bosnia, Herzegovina, Philippines, Saudi Arabia,
Iran, Chechnya

Use of IT/Internet: E-mail communications with Faris
Additional Significant Information

o Mohammed's nephew, Ramzi Yousef, was one of the men behind the 1993
bomb attack on the World Trade Center. Allegedly provided financial support
to Yousef’s co-conspirators in 1992 in support of the bombing.

« Mastermind of the September 11" attack on the World Trade Centers and
author of numerous plots against the U.S.; confessed in court in March 2007
to planning to destroy skyscrapers in New York, Los Angeles and Chicago.

o Mohammed became widely known as the man behind a failed 1995 plot to
blow up American airliners and was connected to the execution death of
American journalist Daniel Pearl.

« Allegedly recruited Jose Padilla into supporting al-Qa’ida.

LAW ENFORCEMENT SENSITIVE
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June 2003: Virginia Jihad Cell

In June 2003, the Federal Bureau of Investigation (FBI) charged eleven men
known as the Virginia Jihad Network with conspiracy to train for and participate in a
violent jihad; two of the men, Sabri Benkhala and Caliph Abdur-Raheem, were
eventually acquitted at trial of those charges. In February 2007, Benkhala was convicted
of perjury, obstruction of justice and making false statements to the FBI. Between 2000
and 2001, the members of the cell played paintball, received firearms training, and
several underwent training with Lashkar-e-Taiba, a Pakistani terror organization, while
preparing to join the Taliban and other militants for jihad in Afghanistan. Between 2004
and 2007 the conspirators were sentenced on charges including conspiracy to levy war
against the United States and conspiracy to provide material support to the Taliban and
Lashkar-e-Taiba among other charges. Following the sentencing of ten members of the
“Virginia jihad,” two additional men with ties to the group, Ahmed Omar Abu Ali and
Ali Asad Chandia, were indicted on terror related charges.

Lashkar-e-Taiba is a Kashmiri separatist group that the U.S. State Department
designated as a terrorist organization in 2001. It is blamed for violence against India in
that nation's military standoff with Pakistan over the disputed Kashmir region.

Shared Connections Among Subjects

= The men attended meeting at Falls Church, Virginia mosque as well as private homes in the
suburbs of Northern, Virginia.
= Ten of the thirteen members have post-high school degrees

Important Findings

= The group included two American military veterans and several engineers

= 7 of the convicted attended LeT training camps in Pakistan (2000 and 2001): Masaud Khan,
Seifullah Chapman, Randall Royerr, lbrahim Al-Hamdi, Mohammed Aatique, Yong Kwon, and
Khwaja Hasan.

Ali Al-Timimi

= Birth Name: Ali Al-Timimi

= Aliases: Unknown

= POB: Iraq

= Residence: Fairfax, Virginia, at 15 moved to Saudi Arabia

= DOB: 4/28/1978

= Age (Time of Plot): 25

= Citizenship: United States citizen

= Education Level: Attended Riyadh High School Riyadh;
Bachelor's degree (biology and computer science); Ph.D.
(computational biology) Somroe:

= Family Status: His father is a lawyer for the Iragi Embassy Mg rvreaiatisstrenio|est nig

= Employment: Center for Islamic Education and Information,
primary lecturer and Software engineer
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Religion: Islam (Salafi)

Where Radicalized: Unknown

Radicalizing Influence: Self Militant Salafi Islam
Affiliations:

o Daral-Argam Islamic Mosque in Falls Church, Virginia

« Islamic Assembly of North America (IANA), a group based in Ann Arbor,
Michigan, that receives funding from the Saudis to promote Salafi Islam in the
U.S., especially in the prison system

Interests: Islamic literature

Special Skills: Trained in weapons

Criminal Background: None

Primary Type of Attack: Bombing / Explosives: Secondary Type of Attack: Small
arms attack

Target: Military / United States Government: United States and Indian Military
personnel

Motive: Radical Islamic ideology; specifically over the United States war in
Afghanistan

Role in Plot: Spiritual leader, supply services to the Taliban

Overseas Travel For Terrorist Training:

o 2001-2002: Muzafrabad, Pakistan: military style training for LeT
reconnaissance

Use of IT/Internet: Unknown
Additional Significant Information:

« Al-Timimi was taught by Abu Ameenah Bilal Philips, a Canadian-raised
Salafist.

« Islamic University in Medina while in high school. While attending the
university Al-Timimi studied under other prominent Salafist Clerics.

« July 13, 2005: sentenced to life in prison for soliciting treason, and counseling
and inducing others to wage war against the United States, and the use
firearms and explosives in furtherance of those offenses.

> The primary lecturer at the Dar al-Argam Islamic Center in Falls
Church, Virginia, he urged his followers in late 2001 to travel to
Afghanistan and defend the Taliban regime against the impending
United States invasion.

Muhammed Aatique

Birth Name: Muhammed Aatique
Aliases: Unknown

POB: Pakistan

Residence: Norristown, Pennsylvania
DOB: 1973

Age (Time of Plot): 30

Citizenship: Pakistan

Education Level: Studied electrical engineering at Virginia Polytechnic Institute
(started in 1996); graduate research in cell phone tracking technology
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Family Status: Wife and two children
Employment: Qualcomm Inc. (San Diego); AT&T and U.S. wireless (Virginia);
TruPosition Inc.
Religion: Islam
Where Radicalized: Unknown
Radicalizing Influence: Self
Affiliations: Unknown
Interests: Cricket and paintball
Special Skills: Trained in weapons
Criminal Background: Unknown
Primary Type of Attack: Bombing / Explosives: Secondary Type of Attack: Small
arms attack
Target: Military / United States Government: United States and Indian Military
personnel
Motive: Radical Islamic ideology
Role in Plot: Operative
Overseas Travel For Terrorist Training:
« 2001-2002: Muzafrabad, Pakistan: military style training for LeT
reconnaissance
Use of IT/Internet: Unknown
Additional Significant Information:
e InU.S. onan H-1B visa
o Played paintball in 2000 and 2001 as a means of training for holy war around
the globe.
o December 12, 2003: sentenced to 10 years, 2 months, for aiding others in
commencing a military expedition against a friendly nation, and using and
discharging a firearm in relation to a crime of violence.

Hammad Abdur-Raheem

Birth Name: Hammad Abdur-Raheem

Aliases: Unknown

POB: Washington, DC

Residence: Unknown

DOB: 6/10/1968

Age (Time of Plot): 35

Citizenship: United States citizen

Education Level: Bachelor’s degree in Engineering
Family Status: Married with two children
Employment: Engineer — U.S. Telecommunications company
Religion: Islam (convert)

Where Radicalized: Unknown

Radicalizing Influence: Self

Affiliations: Unknown

Interests: Indonesian language, paintball

Special Skills: Trained in weapons

LAW ENFORCEMENT SENSITIVE
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Criminal Background: Unknown

Primary Type of Attack: Bombing / Explosives: Secondary Type of Attack: Small
arms attack

Target: Military / United States Government: United States and Indian Military
personnel

Motive: Radical Islamic ideology

Role in Plot: Operative

Overseas Travel For Terrorist Training:

o 2001-2002: Muzafrabad, Pakistan: military style training for LeT
reconnaissance

Use of IT/Internet: Unknown
Additional Significant Information:

o U.S. Army (1* Gulf War Veteran)

« Led paintball exercises

« Raised by a hard working middle-class family who treated him with “a lot of
love and respect”

o On or about January 10, 2000: Hammad Abdur-Raheem sold an AK-47 rifle
to Caliph Basha Ibn. Abdur-Raheem in the presence of Yong Ki Kwon and
Seifullah Chapman.

« On or about January 29, 2000: Donald Thomas Surratt used the American
Express card of Hammad Abdur-Raheem to purchase a Saiga 7.62 mm semi-
automatic rifle in Forrestville, Maryland.

o On or about February 24, 2000: Hammad Abdur-Raheem and Donald Thomas
Surratt trained with firearms at a firing range in Fairfax, Virginia.

e On or about March 3, 2000: Hammad Abdur-Raheem purchased a Romarm
Romak-3 AK-47-style semi-automatic rifle in Leesburg, Virginia.

o March 11, 2001: Hammad Abdur-Raheem, Ibrahim Ahmed Al-Hamdi, and
other conspirators practiced military tactics using paint-ball equipment in
Spotsylvania County, Virginia.

« July 29, 2005: sentenced to 52 months in prison for conspiring to provide
material support to Lashkar-e-Taiba and violate the Neutrality Act. Abdur-
Raheem is pending re-sentencing because the United States Court of Appeals
for the Fourth Circuit granted the government’s appeal from the district
court’s decision to sentence Abdur-Raheem substantially below the applicable
sentencing guideline range.

Birth Name: Ibrahim Ahmed Al-Hamdi

Aliases: Ibrahimahmed Abu-Harith, Ibrahimahmed Alhamdi,
Ibrahim Hamdi, Ibrahm Hamdi, Abul Harith, Ibrahimahmed Ali Al-
Hamdi.

POB: Yemen

Residence: Alexandria, VA

DOB: 11/12/1977

Age (Time of Plot): 25

Souree wrlnoram
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Citizenship: Yemen

Education Level: Unknown

Family Status: Unknown

Employment: Unknown

Religion: Islam

Where Radicalized: Unknown

Radicalizing Influence: Self

Affiliations: Unknown

Interests: Unknown

Special Skills: Trained in weapons

Criminal Background: Unknown

Primary Type of Attack: Bombing / Explosives: Secondary Type of Attack: Small

arms attack

= Target: Military / United States Government: United States and Indian Military
personnel

= Motive: Radical Islamic ideology

= Role in Plot: Operative

= QOverseas Travel For Terrorist Training:

o 2001-2002: Muzafrabad, Pakistan: military style training for LeT
reconnaissance

= Use of IT/Internet: Unknown

= Additional Significant Information:

« Moved to the United States in 1993 when his father, Ahmed Ali Saleh Al-
Hamdi, was appointed as a Minister at the Republic of Yemen's embassy in
Washington, D.C

» Played paintball in 2000 and 2001 as a means of training for holy war around
the globe.

» August 2000: Ibrahim Ahmed Al-Hamdi commenced service with Lashkar-e-
Taiba at an LET camp in Pakistan.

« Weapons and combat training.

o March 11, 2001: Hammad Abdur-Raheem, Ibrahim Ahmed Al-Hamdi, and
other conspirators practiced military tactics using paint-ball equipment in
Spotsylvania County, Virginia.

« April 9, 2004: sentenced to 20 years in prison for aiding and abetting the use
and discharge of a firearm during and in relation to a crime of violence, and of
aiding and abetting the carrying of an explosive
during the commission of a felony.

Seifullah Chapman

= Birth Name: Randall Blue Chapman

= Aliases: Seifullah Siddig Adbur-Raheem, Randall
Blue Johnson, Saif Chapman, Seif Chapman, Seifullah
Blue Chapman, Seifullah Randall Chapman

= POB: Crescent City, California

= Residence: Alexandria, Virginia
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= DOB: 10/2/1972

= Age (Time of Plot): 30

= Citizenship: United States citizen

= Education Level: Unknown

= Family Status: Unknown

=  Employment: Unknown

= Religion: Islam (convert, while serving for the United States Marine Corps)

= Where Radicalized: Unknown

= Radicalizing Influence: Environment

= Affiliations: Unknown

= Interests: Unknown

= Special Skills: Trained in weapons and military tradecraft (while in the USMC)

= Criminal Background: Disorderly conduct

= Primary Type of Attack: Bombing / Explosives: Secondary Type of Attack: Small
arms attack

= Target: Military / United States Government: United States and Indian Military
personnel

= Motive: Radical Islamic ideology

= Role in Plot: Operative

= QOverseas Travel For Terrorist Training:

o 2001-2002: Muzafrabad, Pakistan: military style training for LeT
reconnaissance

= Use of IT/Internet: Unknown
= Additional Significant Information:

o Played paintball in 2000 and 2001 as a means of training for holy war around
the globe.

« Trained others in combat tactics.

» October 6, 2000: trained at a firing range at the Quantico Marine Base.

o July 2001: Traveled from Alexandria, Virginia, to Pakistan to serve with
Lashkar-e-Taiba in Pakistan.

o September 2001: Joined the mujahideen at a Lashkar-e-Taiba camp near
Muzafrabad, Pakistan.

o July 29, 2005: sentenced to 65 years in prison for conspiring to provide
material support to Lashkar-e-Taiba, violate the Neutrality Act, use firearms
in furtherance of crimes of violence, and using an automatic weapon in
furtherance of crimes of violence.

Khwaja Hasan

= Birth Name: Khwaja Mahmood Hasan
Aliases: Unknown

POB: Pakistan

Residence: Alexandria, Virginia

DOB: 3/4/1976

Age (Time of Plot): 27

Citizenship: United States citizen (Naturalized)

LAW ENFORCEMENT SENSITIVE
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Education Level: Graduate student in Computer Science
Family Status: Divorced

Employment: Biology teacher in English speaking high school in Saudi Arabia

Religion: Islam

Where Radicalized: Unknown
Radicalizing Influence: Self
Affiliations: Unknown

Interests: Unknown

Special Skills: Trained in weapons
Criminal Background:Unknown

Primary Type of Attack: Bombing / Explosives: Secondary Type of Attack- Small

arms attack

Target: Military / United States Government: United States and Indian Military

personnel

Motive: Radical Islamic ideology

Role in Plot: Operative

Overseas Travel For Terrorist Training:

« 2001-2002: Muzafrabad, Pakistan: military style training for LeT

reconnaissance
Use of IT/Internet: Unknown
Additional Significant Information:

» Played paintball in 2000 and 2001 as a means of training for holy war.
o September 24, 2000: Trained with a firearm at a firing range in Fairfax,

Virginia.

o September 22, 2001: Yong Ki Kwon and Khwaja Mahmood Hasan arrived in

Karachi, Pakistan.

o October 2001: Yong Ki Kwon, Khwaja Mahmood Hasan, and Masoud Ahmed
Khan traveled with a Lashkar-e-Taiba operative to a Lashkar-e-Taiba camp

near Muzafrabad, Pakistan.

« November 7, 2003: sentenced to 11 years, 3 months in prison, for conspiracy
to commit an offense against the United States, and use of a firearm in

connection with a crime of violence.

Masoud Khan

Birth Name: Masoud Ahmad Khan

Aliases: Unknown

POB: Pakistan

Residence: Gaithersburg, Maryland

DOB: 3/21/1973

Age (Time of Plot): 30

Citizenship: Pakistan — Nonimmigrant status
Education Level: Bachelors Degree - King Saud University
Family Status: Unknown

Employment: Kitchen designer

Religion: Islam

LAW ENFORCEMENT SENSITIVE
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Where Radicalized: Unknown

Radicalizing Influence: Self

Affiliations: Unknown

Interests: Study of Islam

Special Skills: Trained in weapons

Criminal Background: None

Primary Type of Attack: Bombing / Explosives: Secondary Type of Attack: Small
arms attack

Target: Military / United States Government: United States and Indian Military
personnel

Motive: Radical Islamic ideology

Role in Plot: Operative

Overseas Travel For Terrorist Training:

« 2001-2002: Muzafrabad, Pakistan: military style training for LeT
reconnaissance

Use of IT/Internet: Unknown
Additional Significant Information:

« Played paintball in 2000 and 2001 as a means of training for holy war;

« Trained for the purpose of engaging in violent jihad in Afghanistan against the
American troops.

« On or about early 2000, Masoud Ahmad Khan trained with a firearm at a
firing range near York, Pennsylvania.

o September 20, 2001: Mohammed Aatique and Masoud Ahmad Khan arrived
in Karachi, Pakistan.

o October 2001: Yong Ki Kwon, Khwaja Mahmood Hasan, and Masoud Ahmad
Khan traveled with a Lashkar-e-Taiba operative to a Lashkar-e-Taiba camp
near Muzafrabad, Pakistan.

» Lashkar-e-Taiba had previously solicited him to case a chemical plant in
Maryland.

« July 29, 2005: sentenced to life in prison for conspiring to wage war against
the United States, providing material support to Lashkar-e-Taiba, and using
automatic weapons in furtherance of crimes of violence.

Birth Name: Yong Ki Kwon

Aliases: Unknown

POB: South Korea

Residence: Fairfax, Virginia

DOB: 12/31/1975

Age (Time of Plot): 27

Citizenship: United States citizen (Naturalized)

Education Level: Bachelors Degree - Virginia Tech University
Family Status: Unknown SBouree Unlrowm
Employment: Engineer
Religion: Islam (convert) in 1997
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Where Radicalized: Unknown

Radicalizing Influence: Self

Affiliations: Unknown

Interests: Unknown

Special Skills: Trained in weapons

Criminal Background: Unknown

Primary Type of Attack: Bombing / Explosives: Secondary Type of Attack: Small
arms attack

Target: Military / United States Government: United States and Indian Military
personnel

Motive: Radical Islamic ideology

Role in Plot: Operative

Overseas Travel For Terrorist Training:

« 2001-2002: Muzafrabad, Pakistan: military style training for LeT
reconnaissance

Use of IT/Internet: Unknown
Additional Significant Information:

« Played paintball in 2000 and 2001 as a means of training for holy war

o September 22, 2001: Yong Ki Kwon and Khwaja Mahmood Hasan arrived in
Karachi, Pakistan.

o October 2001: Yong Ki Kwan, Khwaja Mahmood Hasan, and Masoud Ahmad
Khan traveled with a Lashkar-e-Taiba operative to a Lashkar-e-Taiba camp
near Muzafrabad, Pakistan.

« November 7, 2003: sentenced to 11 years, 6 months for conspiracy to commit
an offense against the United States, use of a firearm in connection with a
crime of violence, and transferring a firearm for use in a crime of violence.

Birth Name: Randall Todd Royer

Aliases: Ismail Royer, Abdullah Royer, Ibrahim Abdullah,
Ibrahim Royer

POB: St. Louis, Missouri

Residence: Falls Church, Virginia

DOB: 3/25/1973

Age (Time of Plot): 30

Citizenship: United States citizen

Education Level: Some College Source:
Family Status: Unknown Ht g TRlohayhad et

Employment: Unknown

Religion: Islam (convert)

Where Radicalized: Unknown

Radicalizing Influence: Self

Affiliations:
o Communications Director for Muslim American Society (2002)
o Trained with Lashkar-e-Taiba
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o Spokesman for National Liberty Fund

= Interests: Unknown

= Special Skills: Communications expert; trained in weapons

= Criminal Background: Local ordinance charges in MO, failure to appear for
MSDMR charge in VA (unknown reason)

= Primary Type of Attack: Bombing / Explosives: Secondary Type of Attack: Small
arms attack

= Target: Military / United States Government: United States and Indian Military
personnel

= Motive: Radical Islamic ideology

= Role in Plot: Operative

= QOverseas Travel For Terrorist Training:

o 2001-2002: Muzafrabad, Pakistan: military style training for LeT
reconnaissance

= Use of IT/Internet: Unknown
= Additional Significant Information:

o 1994: Enlisted with the Bosnian army; played paintball in 2000 and 2001 as a
means of training for holy war around the globe.

« On or about January 29, 2000, Donald Thomas Surratt used the American
Express card of Hammad Abdur Raheem to purchase a Saiga 7.62 mm semi-
automatic rifle in Forrestville, Maryland.

» Possessed an AK-47 type rifle and 219 rounds of ammunition when he was
stopped by Alexandria police in September 2001.

« April 10, 2000: Royer entered Pakistan to serve with the Lashkar-e-Taiba at a
LET camp in Pakistan.

« April 20, 2000: Lahore, Pakistan, ROYER set up an internet-based newsletter
for Lashkar-e-Taiba.

« May 2000: Royer fired at Indian positions in Kashmir.

« Facilitated entry into Pakistan to fight with LeT for Aatique, Seifullah
Chapman, Al-Hamdi

o April 9, 2004: sentenced to 20 years in prison for aiding and abetting the use
and discharge of a firearm during and in relation to a crime of violence, and of
aiding and abetting the carrying of an explosive during the commission of a
felony.

Donald Surratt

Birth Name: Donald Thomas Surratt |1
Aliases: Shaheed Hassan Surratt, Idiris Surratt
POB: Germany

Residence: Suitland, Maryland

DOB: 2/11/1973

Age (Time of Plot):30

Citizenship: United States citizen

Education Level: Unknown

Family Status: Unknown
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Employment: Instructor — United States Marine Corps

Religion: Islam

Where Radicalized: Unknown

Radicalizing Influence: Self

Affiliations: Unknown

Interests: Unknown

Special Skills: Trained in weapons

Criminal Background: Street Crime: Vandalism, disorderly conduct in CA (1994)
Primary Type of Attack: Bombing / Explosives: Secondary Type of Attack: Small
arms attack

= Target: Military / United States Government: United States and Indian Military
personnel

Motive: Radical Islamic ideology

Role in Plot: Operative

Overseas Travel For Terrorists Plotting/Training/Funding: Unknown

Use of IT/Internet: Unknown

Additional Significant Information:

o Abdur-Raheem and Suratt trained with firearms at a firing range in Fairfax,
Virginia.

« January 29, 2000: Surratt used the American Express card of Hammad Abdur-
Raheem to purchase a Saiga 7.62 mm semi- automatic rifle in Forrestville,
Maryland.

« November 7, 2003: sentenced to 3 years and 10 months, for conspiracy to
commit an offense against the United States, and transporting a firearm in
interstate commerce with reason to know a felony would be committed with
it.

Ahmed Omar Abu Ali

= Birth Name: Ahmed Omar Abu Ali

= Aliases: Ahmad Umar Abu Ali, Ahmad Amar Muhammad Ali,
Abi Umar, Abu Abdullah Ali, Hani Ali, Ashraf Ali, Ashraf Al
Suri, Ashraf Hani Reda, Abu Ashraf Abdullah, Hani Otaibi
POB: Houston, Texas

Residence: Fall Church, Virginia

DOB: 3/19/1981

Age (Time of Plot): 22

Citizenship: United States citizen

Education Level: Valedictorian Islamic Saudi Academy

High School, University of Maryland (1999) major in Electrical Sorce:

Engineering, Islamic University of Medina, major Islamic Theology Eﬁsﬁ:m&ﬁ%@ﬂdgﬁm
= Family Status: Unknown

=  Employment: Unknown

= Religion: Islam

=  Where Radicalized: Unknown

Radicalizing Influence: Self
Affiliations:
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« Al-Qa’ida
« Dar al-Hijara Mosque
Interests: Unknown
Special Skills: Trained in weapons
Criminal Background: Unknown
Primary Type of Attack: Bombing / Explosives: Secondary Type of Attack: Small
arms attack
Target: Military / United States Government / Individual: United States and Indian
Military personnel, Assassination of President George W. Bush
Motive: Radical Islamic ideology
Role in Plot: Operative
Overseas Travel For Terrorist Plotting/Funding:

« Saudi Arabia: plotting to provide material support, contributing services,

receiving funds and services from al- Qa’ida
Use of IT/Internet: Unknown
Additional Significant Information:

e March 29, 2006: sentenced to 30 years in prison for conspiracy providing
material support, contributing services, receiving funds and services from al-
Qa’ida, conspiracy to assassinate the President of the United States,
conspiracy to commit aircraft piracy, and conspiracy to destroy aircraft.

Birth Name: Ali Asad Chandia
Aliases: Abu Abdurrahman, Abu Baseen, Abu
Khalid, Abu Qataada, Abu Qatada
POB: Pakistan
Residence: College Park, Maryland
DOB: 11/22/1976
Age (Time of Plot): 26
Citizenship: Pakistan
Education Level: Watkins Mill High School;
Montgomery College Source: : _ ;
Famlly Status: Unknown hit pofhananar cageprisorers comfaticles phpP1d=5%'50
Employment: Third-grade teacher at the al-Huda school in College Park, Maryland
Religion: Islam
Where Radicalized: Unknown
Radicalizing Influence: Cleric (Al Timini), Militant Salafi Islam
Affiliations:
e LeT
« Muslim Student Association at Montgomery College (president of)
Interests: Unknown
Special Skills: Trained in weapons
Criminal Background: None
Primary Type of Attack: Bombing / Explosives: Secondary Type of Attack: Small
arms attack
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Caliph Basha Ibn Abdur-Raheem — Acquitted

Sabri Benkhala - Acquitted
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Target: Military / United States Government: United States and Indian Military
personnel

Motive: Radical Islamic ideology

Role in Plot: Operative

Overseas Travel For Terrorist Training:

« 2001-2002: Muzafrabad, Pakistan: military style training for LeT
reconnaissance and procuring military-purpose equipment

Use of IT/Internet:

o Allowed Mohammed Ajmal Khan to use his home computer to pursue the
acquisition of unmanned aerial vehicles, night-vision equipment, wireless
video cameras

Additional Significant Information:

o 2001-2002: Established that during a three-month trip to Pakistan, Chandia
met and allied himself with Mohammed Ajmal Khan, a British citizen of
Pakistani descent. Khan, who is currently serving a nine-year sentence in the
United Kingdom for directing a terrorist organization (Lashkar-e-Taiba),
served as a military procurement official for Lashkar-e-Taiba.

» 2002-2003: Chandia assisted Khan in procuring military-purpose equipment
for Lashkar-e-Taiba for use in its violent jihad against India.

» Confirm the purchase of $17,000 of Kevlar anti-ballistic material for Lashkar-
e-Taiba.

« Khan gave safe harbor to Khan during his visits to the United States.

o April 9, 2004: to 20 years in prison for aiding and abetting the use and
discharge of a firearm during and in relation to a crime of violence, and of
aiding and abetting the carrying of an explosive during the commission of a
felony.

Additional Significant Information:
« Prosecutors had failed to present any evidence that the man was
involved in a conspiracy to train for jihadist combat abroad.

Birth Name: Sabri Benkhala

Aliases: Sabri Benkahka, Sabri Kahla, Sabri Ahmad Housein Bin
Kahla, Sabri Ahmad Husayn Bin Kahla,

POB: Maryland, United States

Residence: Falls Church, Virginia

DOB: 4/15/1975

Age (Time of Plot): 28

Citizenship: United States citizen

Education Level: Doctoral student in religion at a Saudi University
Family Status: Married

LAW ENFORCEMENT SENSITIVE
Page 31 of 133 &) Table of Canterts





LAW ENFORCEMENT SENSITIVE

Employment: Unknown

Religion: Islam

Where Radicalized: Unknown

Radicalizing Influence: Self

Affiliations: Unknown

Interests: Unknown

Special Skills: Trained in weapons

Criminal Background: None

Primary Type of Attack: Bombing / Explosives: Secondary Type of Attack: Small
arms attack

Target: Military / United States Government: United States and Indian Military
personnel

Motive: Radical Islamic ideology

Role in Plot: Operative

Overseas Travel For Terrorist Plotting/Training/Funding: Unknown

Use of IT/Internet: Unknown

Additional Significant Information:

« Suspected of having relations with Malik Al-Tunisi, a facilitator for the Al-
Zargawi terrorist network in Iraqg.

« February 5, 2007: sentenced to 121 months in federal prison, and ordered to
pay a $17,500 fine after he was convicted in February 2007, by a federal jury
on one count of perjury before the grand jury, one count of obstruction of
justice with respect to the grand jury investigation, and one count of making
false official statements to the FBI.
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August 2004: Financial Centers Plot

Dhiren Barot, Nadeem Tarmohamed, and Qaisar Shaffi were indicted on April 12,
2005 on charges of conspiring to use weapons of mass destruction, providing material
support and resources to terrorists, and conspiring to damage and destroy buildings in the
United States. Information released by the United Kingdom Metropolitan Police Service
showed that Barot planned to attack the New York Stock Exchange and the Citigroup
Center in New York City; the International Monetary Fund World Headquarters and
World Bank in Washington, D.C.; and Prudential Plaza in Newark, New Jersey. British
police arrested Barot and his conspirators in August 2004 on terrorism-related charges.

In October 2006 in U.K. courts, Barot pleaded guilty to conspiring to commit
murder in the U.K. and the U.S. He was sentenced to prison for life, but it was reduced
to 30 years after appeal.

Important Findings

= Converted to Islam at age 20

= Trained in al-Qa’ida camps in Pakistan in bomb-making and handling of hazardous materials

= Created detailed targeting packages of each building including: number of windows, how many
cars pass /minute, structural surveys, escape and evasion plans, building security measures, and the
location of nearby emergency services stations

Dhiren Barot

= Birth Name: Dhiren Barot

= Aliases: Abu Esa al-Britani, Esa al Britani, Abu Issa al Britani, Esa
al-Hindi, Issa al-Hindi and Issa al Brit, Abu Musa al-Hindi

= POB: Baroda, India

= Residence: London, England

= DOB: 12/19/1971

= Age (Time of Plot): 32

= Citizenship: United Kingdom

= Education Level: High School; 2000: accepted into college in NYC,
but never enrolled

= Family Status: Married

=  Employment: Laborer

= Religion: Islam (convert) age 20; born into a Hindu family

= Where Radicalized: Finsbury Park Mosque

= Radicalizing Influence: Abu Hamza, a radical cleric

= Affiliations:
« Al-Qa’ida
« Khalid Sheikh Mohammed, convicted 9/11 planner and known al-Qa’ida
leader

« Finsbury Park Mosque
= Interests: Unknown
= Special SKills:
o Trained in bomb-making and handling of hazardous materials
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Criminal Background: None
Primary Type of Attack: Bombing / Explosion
Target(s): Financial / Economic Interests:

« New York Stock Exchange, New York City

« Citigroup Center, New York City;

« International Monetary Fund (IMF) World Headquarters, Washington, D.C.

o World Bank Headquarters, Washington, D.C.

« Prudential Plaza, Newark, New Jersey

Motive: Radical Islamic Ideology; treatment of Muslims. Barot wanted to kill or
injure as many Americans as possible; hoped to further Osama bin Laden’s goal of
“bleeding America to the point of bankruptcy.”

Role in Plot: Main facilitator, al-Qa’ida operations planner

Foreign Travel For Terrorist Plotting/Training/Funding:

» 1995: Pakistan: al-Qa’ida training camp

o 1998: Afghanistan: lead instructor of one of Bin Laden’s terrorist camps for
paramilitary training and weapon use

« London: plotting and research in hazardous chemicals

Use of IT/Internet:

« Plans and correspondence stored on his home computer

« Police found 300 computers, 1,800 CDs, DVD and computer storage disks in
his possession

« Conducted video surveillance of potential buildings to hit in 2001

Additional Significant Information:

« Conducted extensive research in hazardous chemicals while using fake library
cards in London.

« Barot was the author of a book called, The Army of Madinah in Kashmir,
which highlighted his exploits in Kashmir.

« The final report of the September 11 commission said that Khalid Shaikh
Mohammed sent Barot to Malaysia to receive terrorist training, and then at the
direction of Osama bin Laden, sent him to the U.S. in early 2001 “to case
potential economic and ‘Jewish’ targets in New York City.”

» First suspected Barot of terrorist links due to his lack of steady income and his
travel patterns.

« Barot never received funding for any specific plots, and no explosive
materials or weapons were found during his arrest.

« According to the Met Police, Barot and his cell plotted mass-casualty
coordinated attacks in the U.K., “including detonating a dirty bomb, launching
an attack on a train and packing three limousines with gas cylinders and
explosives before setting them off in underground car parks."
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August 2004: Herald Square Subway Plot

On August 27, 2004, Shahawar Matin Siraj and James Elshafay were arrested for
conspiring to bomb the Herald Square (34™ Street) subway station in midtown Manhattan.
The arrests took place just three days prior to the start of the 2004 Republican National
Convention being held at Madison Square Garden. The conspirators hoped to collapse the
Manhattan Mall, which is located directly above the Herald Square station, in order to
disrupt commerce and transportation, and damage the U.S. economy.

Siraj was convicted on January 8, 2007, and sentenced to thirty years in prison.
Elshafay pleaded guilty in October 2004, and on March 2, 2007, received a five-year
sentence for his involvement in the plot.

Shared Connections Among Subjects

Subjects were allegedly mentally unstable and had few friends

High school dropouts

Lived in the New York City area during time of plot

Both men identified themselves as followers of the Islamic faith and were resentful over perceived
anti-Muslim / Arab sentiment after 9/11

= Expressed outrage over the Abu Ghraib prison scandal

Important Findings

= The New York City Police Department (NYPD) first became aware of Siraj’s extremist inclinations
after a member of the public called the NYPD terrorism tips hotline

= The NYPD then utilized confidential informant, Osama Eldawoody, to uncover the details of the plot

= The conspirators believed Eldawoody would provide the explosives for their plot; however, the
subjects never obtained explosive material before they were arrested

Shahawar Matin Siraj

= Birth Name: Shahawar Matin Siraj

= Aliases: Shahawar Matin Sirag, Shahwar Matin, Matin Shahawar

= POB: Karachi, Pakistan

= Residence: Queens, New York

= DOB: 5/26/1982

= Age (Time of Plot): 22

= Citizenship: Pakistan: seeking United States asylum

= Education Level: Attended Karachi’s St. Andrew’s High School;
attended computer technician classes at the A-Technical Institute in
Forest Hills, NY

= Family Status: Unknown

= Employment: Bookstore clerk, deliveryman, deli clerk, and cell phone salesman

= Religion: Islam

=  Where Radicalized: Unknown

= Radicalizing Influence: Unknown

= Affiliations: Unknown
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= Interests: Cricket and videogames
= Special Skills: Unknown
= Criminal Background: Arrested twice for assault; claims that he killed two men in
Pakistan but cannot be confirmed.
= Primary Type of Attack: Bombing / Explosion
= Target: Transportation: Subway: Herald Square subway station before the
Republican National Convention - to disrupt commerce and transportation, and
damage the United States economy
= Motive: Radical Islamic ideology; enraged by American support for Israel; the U.S.
invasion of Iraq; retaliation for the Abu Ghraib prison scandal
= Role in Plot: Main facilitator of plot, and lookout for bomb planter
= Foreign Travel For Terrorists Plotting/Training/Funding: None
= Use of IT/Internet:
» Distributed CD’s of bomb-building instructions, maps and propaganda
« Watched jihadi videos at his employment
= Additional Significant Information:

o 1999: mother, sister, and disabled father immigrated to United States

» Siraj discussed possibly destroying the Verrazano-Narrows and three other
bridges serving Staten Island or killing Microsoft founder Bill Gates. He also
expressed interest in procuring nuclear weapons in order to attack the U.S.
Army.

« Defense claimed entrapment by Egyptian born FBI informant, Osama El-
Dawoody. Tried backing out of the plot when it was clear civilians would be
hurt in the bombing.

« January 2007: Siraj received a thirty year prison sentence.

James Elshafay

= Birth Name: James Elshafay

= Aliases: Unknown

= POB: Brooklyn, New York

= Residence: Staten Island, New York
= DOB: 3/7/1985

= Age (Time of Plot): 19

= Citizenship: United States citizen

= Education Level: High school dropout; earned his GED S it
= Family Status: Lived with his mother and aunt ﬂf‘:m-m-f‘m"”-
=  Employment: Unemployed; recently released from a psychiatric

ward

= Religion: Islam, (convert)

= Where Radicalized: Went to Siraj’s bookstore to learn about Islam but was
influenced by Siraj

= Radicalizing Influence: Self; after 9/11, he was extremely disturbed by the anti-Arab
sentiment he encountered.

= Affiliations: Tried to join United States Military but was rejected when he was
determined to be emotionally disturbed
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Interests: Unknown
Special Skills: Unknown
Criminal Background: None
Primary Type of Attack: Bombing / Explosion
Target: Transportation: Subway: Herald Square subway station before the
Republican National Convention - to disrupt commerce and transportation, and
damage the United States economy
Motive: Anti-Arab rhetoric and Abu Ghraib prison scandal
Role in Plot: Bomb planter, later testified against Siraj
Foreign Travel For Terrorists Plotting/Training/Funding: Unknown
Use of IT/Internet: Elshafay watched jihadi videos with Siraj at the bookstore
Additional Significant Information:
« On medication for anxiety and schizophrenia; had been treated for
psychological problems and was recently admitted into a psychiatric facility.
« Self professed drug abuse and he was sexually abused as a child by a male
relative.
« His father was Egyptian and his mother was Irish.
« Cooperated with prosecution and testified against Siraj. He received 5 years
in prison.
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August 2004: Albany Assassination Plot

In October 2006, two Albany, NY mosque leaders, Yassin Aref and Mohammad
Hossain, were found guilty of money laundering, conspiracy to conceal material support
for terrorism, and other crimes arising from an FBI sting operation.

The investigation began during the summer of 2003. Hossain had asked an FBI
informant to help his brother fraudulently obtain a driver's license permit. During
subsequent conversations, they discussed politics, religion and jihad. In November 2003,
the informant showed Hossain a surface-to-air (SAM) missile, claiming it was imported
from China and that he had made $50,000 from the transaction. The informant then
proposed that Hossain take and launder the $45,000 of the total proceeds by writing
monthly checks from his business. Hossain, who had previously asked the informant for
a loan, would keep $5,000. Hossain agreed to this arrangement and, according to Muslim
tradition, asked his friend Aref to serve as a witness to the transactions.

On three separate occasions, the informant had advised Hossain and Aref of a
fake terrorist plot in which the group Jaish-e-Mohammed intended to assassinate a
Pakistani diplomat in New York City using the SAM in the informant’s possession. They
were arrested in August 2004. In March 2007, both men were sentenced to 15 years in
prison. In July 2008, an appeals court upheld their sentence.

Shared Connections Among Subjects

= Attended and held leadership roles at the Masjid As-Salam Mosque

= Lived in Albany, New York during the time of plot

= The two men were angered over U.S. military action in Afghanistan and Pakistan, possibly
influencing their decision to participate in the plot

Important Findings

= Aref had associated with known terrorist Mullah Krekar, the founder of terrorist group Ansar al-
Islam, based in Iraqg, before coming to the US in 1999

= Aref’s name and contact information were found in a notebook at an Iraqi training camp in 2003
Federal authorities admitted he was the “ultimate target” of the sting operation, based on their
assessment that he had terrorist ties

Yassin Aref

= Birth Name: Yassin Muhhiddin Aref

= Aliases: Unknown

= POB: Iraq (Kurdistan)

= Residence: Albany, New York, Syria

= DOB: 7/1/1970

= Age (Time of Plot): 34

= Citizenship: Irag (Kurdish)

= Education Level: Bachelor’s degree - Abu Noor University in

Damascus (Islamic studies) Sonrce:
ity hanarar yassinareticom
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= Family Status: Married, three children
= Employment: Janitor at a local hospital, ambulance driver, Imam
= Religion: Islam
=  Where Radicalized: Unknown
= Radicalizing Influence: Unknown
= Affiliations:
o Masjid As-Salam Mosque, Imam
= Interests: Unknown
= Special Skills: Unknown
= Criminal Background: None
= Primary Type of Attack: Small arms: surface to air missile
= Target: Government Facility / Personnel: Assassinate a Pakistani diplomat
= Motive: Radical Islamic ideology; angered by United States military action in
Afghanistan and Pakistan
= Role in Plot: Oversaw the “loan” and acted as a notary or a witness of the illegal
funds to purchase the rocket
= Foreign Travel For Terrorist Plotting/Training/Funding: Unknown
= Use of IT/Internet: Unknown
= Additional Significant Information:
« Fled with his family from their home village in Iraq after it was destroyed
during Saddam Hussain’s Anfal Campaign
o 1999: Aref came to Albany from Syria as a refugee from Kurdistan
o Address and phone number found in a notebook in a bombed out Iraqi
encampment alleged to be an Ansar Al-Islam training center

Mohammed Mosharref Hossain

= Birth Name: Mohammed Mosharref Hossain

= Aliases: Mosharref Hossain

= POB: Bangladesh

= Residence: Albany, New York

= DOB: 2/4/1955

= Age (Time of Plot): 49

= Citizenship: United States citizen (Naturalized in 1992)

= Education Level: High school

= Family Status: Married, with 6 children

= Employment: Proprietor of Little Italy Pizzeria in Albany, New
York

= Religion: Islam

=  Where Radicalized: Unknown

Radicalizing Influence: Unknown

Affiliations: Masjid As-Salam Mosque, founder

Interests: Unknown

Special Skills: Unknown

Criminal Background: 1988: arrested for 3" degree assault, but dismissed in court

Primary Type of Attack: Small arms: surface to air missile
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Target: Government Facility / Personnel: Assassinate a Pakistani diplomat

Motive: Radical Islamic ideology; angered by United States military action in
Afghanistan and Pakistan

Role in Plot: Gave the FBI informant a loan through his business in order to purchase
a surface to air missile for JEM

Foreign Travel For Terrorist Plotting/Training/Funding: Unknown

Use of IT/Internet: Unknown

Additional Significant Information: None Specified
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June 2005: Lodi, CA Cell

In June 2005, father and son Umer Hayat and Hamid Hayat provided material
support to terrorists. Hamid was convicted of attending a terrorist training camp in
Pakistan; father was convicted of customs violation. Hamid had a choice of location to
“sleep” while he awaited orders from Pakistan to move forward with his operation. He
chose to come back to the United States and await his orders.

Shared Connections

= Father and Son cell
= Allegedly part of a larger sleeper cell network in the U.S.

Important Information
= Hamid Hayat attended an al-Qa’ida training camp in Pakistan

= The Lackawanna Cell helped to tip investigators to other sleeper cells like this one in Lodi,
California

Umer Hayat

= Birth Name: Umer Hayat

= Aliases: Omar Hayat, Umar Hayat

= POB: Pakistan

= Residence: California

= DOB: 1/5/1958

= Age (Time of Plot): 47

= Citizenship: United States citizen (Naturalized in 1976)
= Education Level: 8" grade

= Family Status: Married, 2 daughters and 2 sons

= Employment: Ice cream truck driver f;‘mmi: s
HP " . pihp sarikrmediaorghenl
= Religion: Islam ipediafen 9 Tmer Havatjpg

=  Where Radicalized: Unknown

= Radicalizing Influence: Father in law and son

= Affiliations: Al-Qa’ida

= Interests: Unknown

= Special Skills: None specified

= Criminal Background: 2001: arrested on three occasions for kidnapping, all
accounts dismissed; misdemeanor battery charge and conviction

= Primary Type of Attack: None specified

= Target: None specified; allegedly civilian targets in hospitals and large food stores

= Motive: Radical Islamic ideology; support for religious governments in Pakistan and
Afghanistan

= Role in Plot: Financial Support

= Foreign Travel For Terrorist Plotting/Training/Funding: Unknown

= Use of IT/Internet: Used telephone to contact son
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= Additional Significant Information:

« Purchased plane ticket for son to travel to Pakistan and offered a $100 a week
allowance

« Praised al-Qa’ida and expressed support for religious governments in Pakistan
and Afghanistan.

« Arrested and charged with two counts of making false statements to the FBI
regarding the investigation of his son

o Umer pleaded guilty to lying to a customs agent about why he was bringing
$28,000 in cash to Pakistan several years earlier

Hamid Hayat

Birth Name: Hamid Hayat
Aliases: None
POB: Stockton, California
Residence: Lodi, California
DOB: 9/10/1982
Age (Time of Plot): 22
Citizenship: United States citizen (Naturalized in 1993)
Education Level: 8" grade
Family Status: Son of Umer Hayat
Employment: Laborer :
Religion: Islam pomlogmatoyn
Where Radicalized: Religious school in Pakistan (run by maternal grandfather)
Radicalizing Influence: Maternal Grandfather
Affiliations: Al-Qa’ida
Interests: Unknown
Special Skills: Received training by al-Qa’ida
Criminal Background: None
Primary Type of Attack: None specified
Target: None specified; allegedly civilian targets in hospitals and large food stores
Motive: Radical Islamic ideology; support for religious governments in Pakistan and
Afghanistan
= Role in Plot: Main operative; “sleeper” waiting to be activated
= Foreign Travel For Terrorist Plotting/Training:
o 2003: Pakistan: al-Qa’ida training camp for two years, returned in 2005
= Use of IT/Internet: Cell phone to communicate with his father
= Additional Significant Information:
» Lackawanna, New York cell helped to tip investigators to other sleeper cells
like this one in Lodi, California.
« June 2005: arrested and charged with providing material support to terrorists
and lying to the FBI
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August 2005: JIS Plot

In August 2005, Kevin James, Levar Haley Washington, Gregory Vernon Patterson
and Hammad Riaz Samana, all homegrown terrorists from Los Angeles, plotted to bomb
area National Guard recruitment offices, Los Angeles Airport (LAX), two local synagogues
and the Israeli consulate. Law enforcement uncovered the plot after one of the individuals
dropped his cell phone while robbing a gas station.

Shared Connections

= All subjects are Muslim converts

= 3 of 4 subjects attended Inglewood Mosque

= Kevin James and Levar Washington met in Folsom Prison, and were members of rival gangs 76
Street Crips and Sixties Crips

= Washington, Patterson and Samana are skilled in the Arabic language, small arms weaponry and
martial arts

= All were between the ages of 21 and 32 at time of plot

Important Findings

= James was imprisoned in 1996; where he allegedly became radicalized; he orchestrated the plot and
recruited JIS followers from prison

= James founded Jam’iyyat Ul-Islam Is-Saheeh (JIS), “Authentic Assembly of Islam,” a radical Sunni
Islamic prison organization.

= Only one recruit did not have any previous contact with police

Kevin Lamar James

= Birth Name: Kevin Lamar James
= Aliases: Shakyh Shahaab Murshid, Unk Shi Hab, Criminal James
= POB: California, United States

= Residence: California

= DOB: 7/30/1976

= Age (Time of Plot): 29

= Citizenship: United States citizen
= Education Level: Unknown

= Family Status: Unknown

=  Employment: Unknown

= Religion: Islam (convert)

Sonree:

= Where Radicalized: Prison Wit poforarer. adl orzinain Temworism
= Radicalizing Influence: Unknown flos_sugeles ssuienced hum,

= Affiliations: Founding member of JIS

= Interests: Unknown

= Special Skills: Unknown

= Criminal Background: 1996: 2" degree robbery (felony); street crimes, weapons
possession and assault

= Primary Type of Attack: Explosive / Bombing

= Target: Religious Center / Transportation / Military / United States Government:
National Guard offices, LAX, two synagogues and Israeli consulate
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Motive: Radical Islamic ideology; angered over U.S. and Israel’s treatment of
Muslims
Role in Plot: Leader
Foreign Travel For Terrorist Plotting/Training/Funding: Unknown
Use of IT/Internet: Unknown
Additional Significant Information:
« Imprisoned since 1996, where he orchestrated the entire mission.
« The attack on recruiting center was symbolically planned for 9/11/05
« James authored a 104-page manifesto called “JIS Protocol” throughout
California prisons, by using smuggled letters and a street gang. His document
would serve as the “curriculum” that his JIS followers would use to complete
training.
« James had several dozen inmates as followers while in prison.

Birth Name: Levar Haley Washington
Aliases: Abdur Rahman, Tiny Rodzay
POB: California, United States
Residence: California

DOB: 11/19/1979

Age (Time of Plot): 25

Citizenship: United States citizen
Education Level: Unknown

Family Status: Unknown

Source:

Employment: Unknown hittp: famarar glob aljihad nethri

ewr_news asprid=255

Religion: Islam (convert)
Where Radicalized: Prison
Radicalizing Influence: Kevin Lamar James
Affiliations: JIS, no foreign connections
Interests: Unknown
Special Skills:

. Arabic

. Trained in small arms and martial arts
Criminal Background: 1993 : arrested for grand theft auto; 1999: arrested for
robbery, released; 1999: arrested and convicted for robbery (felony) and participating
in street gang crime
Primary Type of Attack: Explosives / Bombing
Target: Religious Center / Transportation / Military / United States Government:
National Guard offices, LAX, two synagogues and Israeli consulate
Motive: Radical Islamic ideology; angered over U.S. and Israel’s treatment of
Muslims
Role in Plot: Second in command, recruiter
Foreign Travel For Terrorist Plotting/Training/Funding: Unknown
Use of IT/Internet: Unknown
Additional Significant Information: None
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Birth Name: Gregory Vernon Patterson
Aliases: Bilal

POB: California, United States -
Resident State: California g

DOB: 2/12/1984 ‘ - \
Age (Time of Plot): 21 \-/

Citizenship: United States citizen

Edycati_on Level:_Some undergraduate - California State mﬁmgemmgﬁﬂmwwm
University-Northridge es ooty forime 20008 Arashingt

Family Status: Unknown onmedium jpg

Employment: Worked at LAX duty-free shop during months
prior to his arrest
Religion: Islam (convert)
Where Radicalized: Unknown
Radicalizing Influence: Levar Haley Washington and JIS
Affiliations:
[ ] JIS
o Inglewood Mosque
Interests: Unknown
Special Skills:
o Arabic
o Trained in small arms and martial arts
Criminal Background: 2005: charged on 8 counts of robbery, all dismissed
Primary Type of Attack: Explosives / Bombing
Target: Religious Center / Transportation / Military / United States Government:
National Guard, LAX, two synagogues and Israeli consulate
Motive: Radical Islamic ideology; angered over U.S. and Israel’s treatment of
Muslims
Role in Plot: Associate / Recruit
Foreign Travel For Terrorist Plotting/Training/Funding: Unknown
Use of IT/Internet: Used the Internet to gather information on EI Al (Israeli Airline)
Additional Significant Information:
» Purchased a .223-caliber rifle
« Attempting to fund their campaign by robbing gas stations

Hammad Riaz Samana

Birth Name: Hammad Riaz Samana
Aliases: Al-Bakistani

POB: Pakistan

Resident State: California

DOB: 11/22/83

Age (Time of Plot): 21
Citizenship: Pakistan; U.S. Legal Permanent Resident
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Education Level: Some undergraduate - Santa Monica College
Family Status: Unknown
Employment: Unknown
Religion: Islam
Where Radicalized: Unknown
Radicalizing Influence: Levar Haley Washington and JIS
Affiliations:
[ ] \]IS
o Inglewood Mosque
Interests: Unknown
Special Skills:
o Arabic
o Trained in small arms and martial arts
Criminal Background: Robbery
Primary Type of Attack: Explosives / Bombing
Target: Religious Center / Transportation / Military / United States Government:
National Guard, LAX, two synagogues and Israeli consulate
Motive: Radical Islamic ideology; angered over U.S. and Israel’s treatment of
Muslims
Role in Plot: Associate / Recruit
Foreign Travel For Terrorist Plotting/Training/Funding: Unknown
Use of IT/Internet: Used his personal computer and the Internet to research targets
Additional Significant Information: Attempting to fund their campaign by robbing
gas stations
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December 2005: Pipeline Plot

In November 2007, Michael Curtis Reynolds was sentenced to 30 years in prison
for attempting to aid an al-Qa’ida plot to bomb fuel pipelines and refineries in the U.S.
Starting in October 2005, Reynolds identified targets and plotted attacks against locations
in New Jersey, Wyoming and Alaska. He was motivated by his disapproval of the Iraq
war, his anger over the revocation of his U.S. passport and by his own personal greed.

Important Findings

= Reynolds is a natural-born United States citizen, from New York

= Possibly mentally ill, so might not have been a serious threat

= Previously convicted of possession of a grenade, and for attempting to blow up his family's New
York home in 1978

= Plot was initially found out by a former Montana judge who had been monitoring extremist chat

Michael Curtis Reynolds

= Birth Name: Michael Curtis Reynolds
= Aliases: Fritz Mueller

= POB: New York, United States

= Residence: Wilkes-Barre, Pennsylvania
= DOB: 7/1/1958

= Age (Time of Plot): 47

= Citizenship: United States Citizen

= Education Level: High school

Sonrce:

= Family Status: Divorced, 3 children bty fenwikipedia oeg
=  Employment: Unemployed, recently fired from a semiconductor
firm in Idaho

= Religion: Christian
=  Where Radicalized: Unknown
= Radicalizing influence: Unknown
= Affiliations: Former member of the U.S. military
= Interests: Unknown
= Special Skills: Unknown
= Criminal Background: Previously convicted of possession of a grenade, and for
attempting to blow up his family's New York home in 1978
= Primary Type of Attack: Bombing / Explosion
= Target: Financial / Economic Interests: Fuel pipe-line destruction
= Motive: Disagreement with Iraq war; angered by the revocation of his passport while
in Thailand
= Role in Plot: Single actor
= Foreign Travel For Terrorist Plotting/Training/Funding: Unknown
= Use of IT/Internet: Yahoo Chat: OBLcrew
= Additional Significant Information:
e Described as a "John Wayne” wannabe
« FBI official concluded that Reynolds possibly suffered from mental illness
and may not have been as serious of a threat as originally believed.
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« Reynolds offered to seek outpatient mental health counseling as a condition of
his release pending trial, according to a bail request filed by his lawyer.
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February 2006: Toledo Cell

In February 2006, Mohammad Zaki Amawi, Marwan Othman El-Hindi and Zand
Wassim Mazloum from Toledo, Ohio were arrested and charged with conspiring to kill or
injure people in the Middle East and with providing material support to terrorists. They
were ultimately convicted and sentenced to prison terms ranging from 8-20 years.

Shared Connections Among Subjects

All three subjects were living in the Toledo, Ohio area during the time of the plot
= All were foreign-born nationals, but were legally in the United States

y Important findings
= Use of Internet, specifically terrorist websites, was imperative to the cell’s pre-operational

activities and planning.
= E-mail was the primary form of communication among cell members and extremists overseas

Mohammad Zaki Amawi

= Birth Name: Mohammad Zaki Amawi

= Aliases: Unknown

= POB: Jordan

= Residence: Toledo, Ohio

= DOB: 1/18/1980

= Age (Time of Plot): 26

= Citizenship: Dual Jordanian and United States citizenship

= Education Level: Some undergraduate - University of Toledo
= Family Status: Unknown

= Employment: Former travel agency worker

Sonrre:
= Religion: Islam http:i2 bp bbgspot.com
=  \Where Radicalized: Jordan 2004

= Radicalizing Influence: After return from a trip to Jordan in 2004
= Affiliations: Unknown

= Special Skills: Unknown
= Criminal Background: Unknown
= Primary Type of Attack: Explosives / Bombing
= Target: Military / United States Government: United States Armed Forces in Iraq
= Motive: Radical Islamic ideology; perceived oppression of Muslims
= Role in Plot: Ringleader and head recruiter
= Foreign Travel For Terrorist Plotting:
e 2004: Jordan: planned to attack U.S. troops and supply terrorists with
materials
= Use of IT/Internet:
o Downloaded information about weapons training from a “secure jihadist web
site,” (al-Qa’ida) and watched instructional videotapes.
« Extensive e-mail communications with extremists around the world.
« Also tried to take laptops to Jordan for their “mujahideen brothers.”
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« Made a video that gave detailed instructions for making a suicide vest titled,
“Martyrdom Operation Vest Preparation.”
= Additional Significant Information: Practiced shooting at target ranges

Marwan Othman El-Hindi

Birth Name: Marwan Othman El-Hindi

Aliases: Unknown

POB: Palestine

Residence: Toledo, Ohio

DOB: 2/23/1963

Age (Time of Plot): 43

Citizenship: United States citizen (Naturalized in 1991)
Education Level: Unknown

Family Status: Married three times, seven children
Employment: (Unsuccessful) entrepreneur; Imam at the Toledo

Sonrce:

Correctional Institution hittp 2 bp blogspot.com

Religion: Islam

Where Radicalized: Unknown
Radicalizing Influence: Unknown
Affiliations: Dr. Rafil Dhafir, of Syracuse, NY, who is currently serving a 22 year
sentence in federal prison for material support to terrorism and related fraud and tax
charges
Special Skills: Unknown
Criminal Background: Unknown
Primary Type of Attack: Explosives / Bombing
Target: Military / United States Government: United States Armed Forces in Iraq
Motive: Radical Islamic ideology
Role in Plot: Recruited other members to engage in jihad
Foreign Travel For Terrorist Plotting:
e 2004: Jordan: planned to attack U.S. troops and supply terrorist with materials
= Use of IT/Internet:
o Downloaded information about weapons training from a “secure jihadist web
site,” (al-Qa’ida) and watched instructional videotapes.
o Made a video that gave detailed instructions for making a suicide vest titled
“Martyrdom Operation Vest Preparation.”
= Additional Significant Information:
« Has three brothers and other family in the U.S.
« Practiced shooting at target ranges.
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Zand Wassim Mazloum

Birth Name: Zand Wassim Mazloum

Aliases: Unknown

POB: Lebanon

Residence: Toledo, Ohio

DOB: 1981

Age (Time of Plot): 25

Citizenship: U.S. Legal Permanent Resident

Education Level: Some undergraduate — University of Toledo
(computer and engineering)

Family Status: Unknown

Employment: Operated a car business with his brother in Ohio

Sonrce:

Religion: Islam hitp:#i2 bp blogspot.com

Where Radicalized: Unknown
Radicalizing Influence: Unknown
Affiliations: Unknown
Special Skills: Unknown
Criminal Background: Unknown
Primary Type of Attack: Explosives / Bombing
Target: Military / United States Government: United States Armed forces in Iraq
Motive: Radical Islamic ideology; allegedly witnessed his village be bombed by U.S.
planes flown by Israelis
= Role in Plot: Recruited by Amawi
= Foreign Travel For Terrorist Plotting:
o 2004: Jordan: planned to attack U.S. troops and supply terrorist with materials
= Use of IT/Internet:
« Downloaded information about weapons training from a “secure jihadist web
site,” (al-Qa’ida) and watched instructional videotapes.
« Made a video that gave detailed instructions for making a suicide vest titled
“Martyrdom Operation Vest Preparation.”
= Additional Significant Information:
« Practiced shooting at target ranges
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April 2006: Atlanta Cell

On April 11, 2005, Syed Haris Ahmed and Ehsanul Islam Sadequee conducted
surveillance on the Capitol Building and World Bank in Washington D.C., the Masonic
Temple in Alexandria, Virginia, and a group of large fuel storage tanks in Northern
Virginia. They met with Islamic extremists and stayed with an individual with whom
they were conspiring to travel to terrorist camps. They met with three subjects who,
unbeknownst to them, were subjects of an FBI terrorism investigation and discussed
strategic locations in the United States suitable for possible terrorist strikes.

The two men were indicted in April 2006, and a few months later, a superseding
indictment was unsealed charging the two with *“conspiracy and a substantive charge
related to material support of terrorists involved in violent jihad activity in the United
States and foreign nations; and a conspiracy and substantive charge related to material
support of a designated foreign terrorist organization, the Pakistan-based group Lashkar-
e-Tayyiba, or ‘Army of the Righteous.’”

On June 9, 2009, Ahmed was sentenced to 13 years in prison, to be followed by
30 years of supervised release. Sadequee was sentenced to 17 years in prison, to be
followed by 30 years of supervised release.

Shared Connections Among Subjects

= Subjects were between the ages 19 and 20
= Subjects trained at paintball facilities

Important Findings

= Ahmed was a mechanical engineering student at Georgia Tech University

= Ahmed possesses both a Pakistani and U.S. passport

= While in Canada, suspects discussed locations for a terrorist attack, including military bases and
oil storage facilities. Ahmed and Sadequee specifically discussed attacking Dobbins Air Reserve
Base in Marietta, GA.

Syed Haris Ahmed

= Birth Name: Syed Haris Ahmed

= Aliases: Unknown

= POB: Pakistan

= Residence: Atlanta, Georgia

= DOB: 12/9/1984

= Age (Time of Plot): 21

= Citizenship: United States citizen (Naturalized in 2003)

= Education Level: Some undergraduate — Georgia Tech University
(mechanical engineering)

Souree:

= Family Status: Unknown httm iferaror chie.ca

= Employment: Full-time student
= Religion: Islam
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Where Radicalized: Unknown

Radicalizing Influence: Unknown

Affiliations: Lashkar-e-Tayyiba

Interests: Paintball

Special Skills: Paramilitary training (paintball)
Criminal Background: Unknown

Primary Type of Attack: None specified

Target: Financial / Economic Interests: Capitol Bank and World Bank
Motive: Radical Islamic ideology

Role in Plot: Provided material support; operative
Foreign Travel For Terrorist Plotting/Training:

« March 6-13, 2005: Toronto, Canada- communicated with other terrorist
suspects to plan an attack. Traveled by bus from Atlanta, GA.

« July 2005: Pakistan- to seek religious education and paramilitary training to
prepare for violent jihad in Kashmir and elsewhere. He was unable to receive
either.

Use of IT/Internet:

« Conducted video surveillance to the Capitol and World Banks and sent the
video clips to co-conspirator in U.K., who stored them on his computer.

« Internet was the primary means of communication between subjects and
suspected terrorists overseas.

« Used the internet to research shaped explosive charges and methods to defeat
surveillance by government authorities.

Additional Significant Information:

o Emigrated legally in 1997. Father: Syed Riaz Ahmed is a faculty member at
North Georgia College and Georgia State University.

« Hoped to join Lashkar-e-Taiba, designated by the U.S. as a foreign terrorist
organization.

« According to the Los Angeles Times, United States authorities were also
watching the two Americans, and at some point discovered communications
between the men in Canada and Atlanta and other suspected terrorists
overseas. Ahmed and Sadequee had been communicating by e-mail with the
Canadian group.

» March 2005: the two traveled on a Greyhound bus, paying $280 (U.S.) for two
round-trip tickets to Toronto, where, according to U.S. court documents, they
were to meet with "like-minded Islamists."

« March 2006: after being approached by FBI agents, Ahmed warned Sadequee
(still in Bangladesh) not to return to the U.S.

« March 2006: Ahmed then told agents they had met with extremists and plotted
how to disrupt military and commercial communications and traffic by
disabling the Global Positioning System.
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Ehsanul Islam Sadequee

Birth Name: Ehsanul Islam Sadequee
Aliases: Shifa

POB: Virginia, United States
Residence: Roswell, Georgia

DOB: 7/30/1986

Age (Time of Plot): 19
Citizenship: United States Citizen, Bangladeshi descent

Source:

hitp:fhananar chsnews com

Education Level: High school (attended in Canada)
Family Status: (Allegedly) Married, in Bangladesh
Employment: Unknown

Religion: Islam

Where Radicalized: Unknown

Radicalizing Influence: Unknown

Affiliations: Lashkar-e-Tayyiba

Interests: Paintball

Special Skills: Paramilitary training (paintball)
Criminal Background: Unknown

Primary Type of Attack: None specified

Target: Financial / Economic Interests: Capitol Bank and World Bank
Motive: Radical Islamic ideology

Role in Plot: Provided material support; operative
Foreign Travel For Terrorist Plotting/Training:

o March 6-13, 2005: Toronto, Canada- communicated with other terrorist
suspects to plan an attack. Traveled by bus from Atlanta, GA.

o April 18, 2005: Brought CDs to Bangladesh with target information.

Use of IT/Internet:

o Conducted video surveillance to the Capitol and World Banks.

« Internet was the primary means of communication between subjects and
suspected terrorists overseas.

« While traveling to Bangladesh, Sadequee brought two CDs, with encrypted
files, a visitor map of the Washington, D.C. area, and the sites of four
potential terrorist targets.

Additional Significant Information:

o Lived with his mother, brother and sister in Roswell, Georgia.

« Provided Ahmed with contact information of Abu Umar, an extremist who
allegedly could assist Ahmed in obtaining terrorist training.

o April 20, 2006: arrested in Bangladesh by the FBI.
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April 2006: PATH Tunnels Plot

On April 27, 2006, after a yearlong investigation, Lebanese authorities arrested
Assem Hammoud for plotting to bomb the Port Authority-Trans Hudson (PATH) train
tunnels that connect New York and New Jersey. Hammoud conspired with seven
unnamed operatives to attack the trains as they passed under the Hudson River, using
explosive-filled backpacks. The plotters hoped to flood the financial district in lower

Manbhattan, inflicting damage on the U.S. economy.

Hammoud has been released on a $667 bail by Lebanese authorities and awaits
trial. He cannot be extradited to the U.S. because there is no such treaty that exists with

Lebanon.

Important findings

three different continents

“on a religious order from bin Laden”
= The group communicated mostly through the Internet

inclinations

= This was a “self-initiating” cell that had access to al-Qa’ida connections. Members were from

= After his arrest, Hammoud confessed pledging allegiance to Usama bin Laden, saying he acted

= Hammoud’s handlers allegedly told him to live up his “playboy” lifestyle to disguise his religious

Assem Hammoud

= Birth Name: Assem Hammoud

= Aliases: Amir Andalousi (“The Spanish Prince”); Amer al-
Andalusi, Sam Hammoud, Asim Muhammad Sami Hammud

= POB: Beirut, Lebanon

= Residence: Beirut, Lebanon

= DOB: 7/6/1975

= Age (Time of Plot): 31

= Citizenship: Lebanon

= Education Level: Bachelor’s degree - Concordia
University, Montreal Quebec (Commerce)

= Family Status: Unknown

Sonroe:
http:fhanarar che.ca

= Employment: Professor — computer science and economics (Lebanese)

= Religion: Islam

=  Where Radicalized: Unknown

= Radicalizing Influence: Unknown

= Affiliations: Al-Qa’ida (alleged member)

= Interests: Unknown

= Special Skills:
e Speaks Arabic, English, French and German
o Allegedly trained in small arms

= Criminal Background: None

= Primary Type of Attack: Bombing / Explosion
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Target: Transportation: Port Authority of New York/New Jersey’s Port Authority-
Trans Hudson (PATH) train tunnels, located under the Hudson River
Motive: Radical Islamic ideology; alliance with al-Qa’ida’s belief system
Role in Plot: Main operative
Foreign Travel For Terrorist Training:
» Lebanon; intended to travel to Pakistan for training camp for al-Qa’ida
Use of IT/Internet: Communicated via the Internet about possible target locations
and to send his co-conspirators detailed maps of the PATH tunnel
Additional Significant Information:

« Hammoud visited the United States (California) at least once around 2000.
He had a legitimate visa for a brief stay, and was believed to have been
visiting either family or friends.

« Relatives in Canada, including one brother and girlfriend. His mother and a
second brother live in an affluent Beirut neighborhood. Also have family ties
in the Detroit, Michigan area and California.

« Planned to travel to an al Qa’ida training camp in Pakistan.

« Professor of economics and management at Lebanese International
University.

« He explained that al-Qa’ida bosses told him to live the life of “playboy” to
cover up the plot.

« According to open sources, the plotters chatted on the Internet about bombing
subways in Manhattan as well as targeting the Golden Gate Bridge and the
Brooklyn Bridge, and starting wildfires in California. Maps and information
on the bridges and forests were reportedly seized at Hammoud’s Beirut home.

o The suspects had discussed getting into the U.S. through the Canadian border.
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May 2006: Sears Tower Plot

On May 12, 2006, Narseal Batiste, Patrick Abraham, Stanley Grant Phanor,
Nuadimar Herrera, Burson Augustin, Lyglenson Lemorin and Rothschild Augustine were
plotting to join forces with al-Qa’ida to destroy Chicago's Sears Tower (not Willis
Tower) and other federal buildings. With the assistance of a FBI informant posing as an
al-Qa’ida member, “the Liberty City Seven” were arrested on June 22, 2006. Narseal
Batiste, the cell’s leader, was convicted of all four terrorism-related conspiracy counts,
including plotting to provide material support to terrorists and conspiring to wage war
against the United States.

Shared Connections Among Subjects

= 5 out of 7 subjects were United States citizens, one was a permanent legal resident, and one was an
illegal immigrant

= Between 24 and 35 years of age at time of arrest

= All subjects called themselves the “Seas of David” which is a mixture of Islam and Christianity

= All members swore oath of ‘bayat’ or loyalty to al-Qa'ida

Important Findings

= Conducted surveillance of support including taking photographs of the FBI Building in North
Miami Beach, Florida, the James Lawrence King Federal Building, federal courthouse buildings,
Federal Detention Center, and the Miami Police Department

= The plot was “more aspirational then operational”

Narseal Batiste

= Birth Name: Narseal Batiste

= Aliases: Brother Naz, Prince Manna

= POB: Illinois, United States

= Residence: Unknown

= DOB: 2/14/1974

= Age (Time of Plot): 32

= Citizenship: United States citizen

= Education Level: High school ; attended Catholic school in
Chicago and a public school in Marksville, LA

= Family Status: Married with 4 children

Sonurce:

= Employment: Former truck driver http /areer msatoday net

= Religion: Islam (convert) Developed an interest in Islam after
studying the Bible for years

=  Where Radicalized: Unknown

= Radicalizing Influence: Unknown

= Affiliations: Moorish Science Temple of America

= Interests: Unknown

= Special Skills: Unknown

= Criminal Background: 2006: Arrested for aggravated battery, dropped/plea
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= Primary Type of Attack: Bombing / Explosion, Secondary Type of Attack: Small
Arms

= Target: Financial / Economic Interests: United States Landmark destruction (Sears
Tower)

= Motive: Radical Islamic ideology; wanted to wage jihad against the United States
government in order to replace it with an Islamic government

= Role in Plot: Leader of cell

= Foreign Travel For Terrorist Plotting/Training/Funding: Unknown

= Use of IT/Internet: Provided an “al-Qa’ida representative” with pictures and video
footage of FBI and other federal buildings

= Additional Significant Information:

« His father, sister and two of his brothers are Christian ministers.

« Batiste drove a FedEx truck while living in Chicago, there he requested a list
of materials and equipment needed to wage jihad, including boots, uniforms,
machine guns, radios, and vehicles.

» Batiste took reconnaissance footage and met with someone he believed
represented al-Qa’ida to discuss attending an al-Qa’ida training camp.

« May 2009: Convicted of: conspiracy to provide material support to a foreign
terrorist organization, namely al Qa’ida, conspiracy to provide material
support and resources to terrorists, conspiracy to maliciously damage and
destroy by means of an explosive and conspiring to levy war against the
government of the U.S.

« Sentenced to 13.5 years in prison and 35 years of supervised release.

Patrick Abraham

Birth Name: Patrick Abraham

Aliases: Brother Pat

POB: Haiti

Residence: Unknown

DOB: 7/28/1979

Age (Time of Plot): 26

Citizenship: Haiti; Illegal U.S. Immigrant
Education Level: Unknown

Family Status: Unknown SEies
Employment: Unknown htip:fuirarzap il ong
Religion: Islam

Where Radicalized: Unknown
Radicalizing Influence: Unknown
Affiliations: Unknown

Interests: Martial arts enthusiast
Special Skills: Unknown
Criminal Background: 2006: arrested for aggravated battery, dropped/plea
Primary Type of Attack: Bombing / Explosion, Secondary Type of Attack: Small
Arms
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Target: Financial / Economic Interests: United States landmark destruction (Sears
Tower)
Motive: Radical Islamic ideology; wanted to wage jihad against the United States
government in order to replace it with an Islamic government
Role in Plot: Unknown
Foreign Travel For Terrorist Plotting/Training/Funding: Unknown
Use of IT/Internet: Unknown
Additional Significant Information:
o Was an overstay on his Visa
« May 2009: Convicted of: conspiracy to provide material support to a foreign
terrorist organization, namely al Qa’ida, conspiracy to provide material
support and resources to terrorists, conspiracy to maliciously damage and
destroy by means of an explosive and conspiring to levy war against the
government of the U.S.
« Sentenced to over 9 years in prison with 15 years supervised release.

Birth Name: Stanley Grant Phanor
Aliases: Brother Sunni, Sunny Phanor, Stan
POB: Florida, United States

Residence: Unknown

DOB: 6/2/1975

Age (Time of Plot): 31

Citizenship: United States citizen
Education Level: Unknown

Family Status: Unknown T
Employment: Unknown bty /fererar. apfnorg
Religion: Islam

Where Radicalized: Unknown

Radicalizing Influence: Unknown

Affiliations: Unknown

Interests: Martial arts enthusiast

Special Skills: Unknown

Criminal Background: 1996: arrested for smuggling (marijuana) contraband into
prison; convicted of possession of marijuana; 1999 & 2002: arrested and
convicted/pled guilty to carrying a concealed weapon (2006 &2008) arrested but no
record of conviction; 2002 & 2003: arrested for driving with license suspended with
knowledge

Primary Type of Attack: Bombing / Explosion, Secondary Type of Attack: Small
Arms

Target: Financial / Economic Interests: United States Landmark destruction (Sears
Tower)

Motive: Radical Islamic ideology; wanted to wage jihad against the United States
government in order to replace it with an Islamic government

Role in Plot: Unknown
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Burson Augustin
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Foreign Travel For Terrorist Plotting/Training/Funding: Unknown
Use of IT/Internet: Unknown
Additional Significant Information:

« May 2009: Convicted of: conspiracy to provide material support to a foreign
terrorist organization, namely al Qa’ida, conspiracy to provide material
support and resources to terrorists.

« Sentenced to 8 years in prison and 15 years of supervised release.

Birth Name: Naudimar Herrera
Aliases: Brother Naudi, Naudy Prince
POB: Florida, United States
Residence: Unknown
DOB: 12/13/1983
Age (Time of Plot): 22
Citizenship: United States citizen
Education Level: Unknown
Family Status: Unknown
Employment: Unknown f;’;ffmj;mapﬁmg
Religion: Islam
Where Radicalized: Unknown
Radicalizing Influence: Unknown
Affiliations: Unknown
Interests: Martial arts enthusiast
Special Skills: Unknown
Criminal Background: 2003: arrested and pled guilty to Marijuana Possession
Primary Type of Attack: Bombing / Explosion, Secondary Type of Attack: Small
Arms
Target: Financial / Economic Interests: United States Landmark destruction (Sears
Tower)
Motive: Radical Islamic ideology; wanted to wage jihad against the United States
government in order to replace it with an Islamic government
Role in Plot: Unknown
Foreign Travel For Terrorist Plotting/Training/Funding: Unknown
Use of IT/Internet: Unknown
Additional Significant Information:

« May 2009: Acquitted of all charges

Birth Name: Burson Augustin

Aliases: Brother B, Prince Augustin, , Bursonjack Augustin
POB: Florida, United States

Residence: Unknown

Souree:

hitpfhararar apfhors
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= DOB: 12/18/1984

= Age (Time of Plot): 21

= Citizenship: United States citizen

= Education Level: Unknown

= Family Status: Unknown

=  Employment: Unknown

= Religion: Islam

=  Where Radicalized: Unknown

= Radicalizing Influence: Unknown

= Affiliations: Unknown

= Interests: Martial arts enthusiast

= Special Skills: Unknown

= Criminal Background: None

= Primary Type of Attack: Bombing / Explosion, Secondary Type of Attack: Small
Arms

= Target: Financial / Economic Interests: United States Landmark destruction (Sears
Tower)

= Motive: Radical Islamic ideology; wanted to wage jihad against the United States
government in order to replace it with an Islamic government

= Role in Plot: Unknown

= Foreign Travel For Terrorist Plotting/Training/Funding: Unknown

= Use of IT/Internet: Provided the “al-Qa’ida representative” with pictures and video
footage of FBI and other federal buildings.

= Additional Significant Information:

« May 2009: Convicted of: conspiracy to provide material support to a foreign
terrorist organization, namely al Qa’ida, conspiracy to provide material
support and resources to terrorists.

» Sentenced to 6 years in prison and 10 years supervised release.

Lyglenson Lemorin - Acquitted of all charges, but faces deportation

= Birth Name: Lyglenson Lemorin

Aliases: Brother Levi, Brother Levi - El

POB: Haiti

Residence: Unknown

DOB: 1/12/1975

Age (Time of Plot): 31

Citizenship: Haiti; U.S. Legal Permanent Resident
Education Level: Unknown

Family Status: Has children in Atlanta Georgia
Employment: Musician and retail worker
Religion: Islam Sonree:

Where Radicalized: Unknown THp bnvaptoas
Radicalizing Influence: Unknown
Affiliations: Unknown

Interests: Martial arts enthusiast
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= Special Skills: Unknown

= Criminal Background: Arrested on battery charges, but dropped

= Primary Type of Attack: Bombing / Explosion, Secondary Type of Attack: Small
Arms

= Target: Financial / Economic Interests: United States Landmark destruction (Sears
Tower)

= Motive: Radical Islamic ideology; wanted to wage jihad against the United States
government in order to replace it with an Islamic government

= Role in Plot: Unknown

= Foreign Travel For Terrorist Plotting/Training/Funding: Unknown

= Use of IT/Internet: Unknown

= Additional Significant Information:

o December 2007: Acquitted of all charges, but faces deportation

Rotschild Augustine

= Birth Name: Rotschild Augustine

= Aliases: Brother Rot, Augustine Rothschild

= POB: Florida, United States (Unable to verify)
= Residence: Unknown

= DOB: 10/10/1983

= Age (Time of Plot): 22

= Citizenship: United States citizen (Unable to verify)
= Education Level: Unknown

= Family Status: Married

=  Employment: Unknown

= Religion: Islam

= Where Radicalized: Unknown

Somree:

= Radicalizing Influence: Unknown Wttp-ihamrar apfiLore

= Affiliations: Unknown

= Interests: Martial arts enthusiast

= Special Skills: Unknown

= Criminal Background: 2001: Arrested for assault and battery charges, as well as
disorderly conduct (county ordinance, all charges dropped; 2002: Arrested for
trespassing and possession of marijuana (municipal ordinance)

= Primary Type of Attack: Bombing / Explosion, Secondary Type of Attack: Small
Arms

= Target: Financial / Economic Interests: United States Landmark destruction (Sears
Tower)

= Motive: Radical Islamic ideology; wanted to wage jihad against the United States
government in order to replace it with an Islamic government

= Role in Plot: Unknown

= Foreign Travel For Terrorist Plotting/Training/Funding: Unknown

= Use of IT/Internet: Unknown

= Additional Significant Information:
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May 2009: Convicted of: conspiracy to provide material support to a foreign
terrorist organization, namely al Qa’ida, conspiracy to provide material

support and resources to terrorists.
Sentenced to 7 years in prison and 10 years supervised release.
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August 2006: Liquid Explosives Airliner Plot

In August 2006, authorities uncovered a terrorist plot to blow up seven airliners
heading to the United States while over the Atlantic Ocean. Of the approximately 24
suspects who were arrested in and around London, only eight men were charged in
connection to the plot: Abdulla Ahmed Ali, Assad Ali Sarwar, Tanvir Hussain, Oliver
Savant, Waheed Arafat Khan, Waheed Zaman, Brian Young, and Mohammed Yasar
Gulzar. A hung jury has some suspects looking at a retrial while four of the suspects
pleaded guilty to lesser charges.

Shared Connections

= Most were radicalized in Pakistan
= Some of the plotters were friends prior to organizing the plot or becoming radicalized
= Worked for organizations that were used to cover trips to Pakistan for training

Important findings

Planned at the highest levels of al-Qa’ida (Abu Oboidah Al-Masr)

Two suspected organizers still at large and living freely, one lives in East London
Only 4 of the suspected 8 have been convicted

Most were applying for new “clean” passports before the attack

Abdulla Ahmed Ali

= Birth Name: Abdulla Ahmed Ali

= Aliases: Ahmed Abdullah Ali, Ahmed Ali Kahn

= POB: Newham, United Kingdom

= Resident State: United Kingdom

= DOB: 10/10/1980

= Age (Time of Plot): 26

= Citizenship: United Kingdom (raised in Pakistan)

= Education Level: Bachelor’s degree, City University in

London (computer systems)

= Family Status: Married, son (diseased)

= Employment: Unemployed

= Religion: Islam f;mj;;:bpbb 5

= Where Radicalized: Developed extremist views while in s s

school in London

= Radicalizing Influence: Unknown

= Affiliations:
o Allegedly in contact with al-Qa’ida operative, Rashid Rauf
« Islamic Medical Association: a charity that allegedly sends aid to Afghanistan
« Tablighi Jamaat (TJ): this group is noted for its missionary work, attempting

to redirect lapsed Muslims on the path to Allah. TJ has been used as a ‘cover’
for travel to Pakistan
= Interests: Unknown
= Special Skills: Trained in bomb-making
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= Criminal Background: None

= Primary Type of Attack: Bombing / Explosion

= Target: Transportation: Airport / Airliner: Transcontinental Airliners (Atlantic)
= Motive: Radical Islamic ideology; anger over treatment of Muslims

= Rolein Plot: Plot Leader

= Foreign Travel For Terrorist Plotting/Training:

« Pakistan/Afghanistan: training in bomb-making and allegedly planning with
al-Qa’ida leaders

= Use of IT/Internet:

» Possessed a USB drive (found in his pocket) of airport security arrangements
and details of flights, including the seven highlighted services

« Made a suicide video to be disseminated after the attack

o Communicated with operatives in Pakistan through e-mail

= Additional Significant Information:

« Ali had a pocket notebook which was a "blueprint” for making the bombs and
carrying out the plot. All the flight details that were saved on the USB drive
were for outbound flights only and not return trips. Also, he hoped that by
putting pornographic magazines and condoms in their hand luggage, airport
security officers would not think they were Muslim extremists.

« He was seen shopping for clamps, drills, syringes, glue, and latex gloves.
Inside his purchased flat, officers found batteries, filaments, plastic bottles and
large amounts of Tang, a high-sugar drink powder.

« Ali witnessed bomb-making experiments using liquid explosives in soft drink
bottles. He was observed using public phone booths, mobile phones and
anonymous e-mail accounts to keep in touch with terrorist organizers in
Pakistan.

« On the day of Ali’s arrest, he was found with an elaborate blueprint for the
plot, inscribed in a battered pocket diary. He claimed to have lost his passport
and was in the process of obtaining a new one, possibly with his 8 month old
son’s name. Ali was going to carry two different colored water bottles on the
plane — one to drink from to show it was safe and one that would contain the
explosive materials.

Assad Sarwar

= Birth Name: Assad Ali Sarwar

= Aliases: (multiple spellings of birth name)

= POB: High Wycombe, United Kingdom

= Resident State: United Kingdom

= DOB: 5/24/1980

= Age (Time of Plot): 26

= Citizenship: United Kingdom

= Education Level: Some undergraduate — Brunel University
(Earth Science); attended Sir William Ramsay School

= Family Status: Married, lived with brother and sister-in-law -

= Employment: Worked at a supermarket and as a postman hﬁ;ffyi'_bpbbgspmmm
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with an IT firm in Birmingham. Royal Mail, BT and Asda, sold pirate CDs and

DVDs, delivery driver.
Religion: Islam
Where Radicalized: Pakistan

Radicalizing Influence: Charity work in Afghanistan refugee camps

Affiliations:

« Al-Qa’ida

» Tablighi Jamaat

o Islamic Medical Association
Interests: Unknown

Special Skills: Trained in explosives (expert in chemical formulas)

Criminal Background: None
Primary Type of Attack: Bombing / Explosion

Target: Transportation: Airport / Airliner : Transcontinental Airliners (Atlantic)
Motive: Radical Islamic ideology; anger over treatment of Muslims

Role in Plot: Operative
Foreign Travel For Terrorist Plotting/Training:

o Pakistan/Afghanistan: training in bomb-making (HMTD) and allegedly

planning with al-Qa’ida leaders
Use of IT/Internet:

o Possessed a USB drive that had information pertaining to gas stations, oil
refineries, the National Grid electrical system, nuclear power stations, and

pipelines in the UK

» Used anonymous e-mails and codes for hiding phone numbers

o Made a suicide video to be disseminated after the attack
« Communicated with operatives in Pakistan through e-mail

Additional Significant Information: Met Abdulla Ahmed Ali at refugee camps in

Afghanistan

Tanvir Hussain

Birth Name: Tanvir Hussain

Aliases: Unknown

POB: Blackburn, United Kingdom

Resident State: United Kingdom

DOB: 2/21/1981

Age (Time of Plot): 25

Citizenship: United Kingdom

= Education Level: Norlington Boys School in
Leytonstone, Waltham Forest College, East London,
Leyton College (IT), Middlesex University

Family Status: Unknown

Employment: Worked for a mobile phone company,

temporary staff at a local hospital

Religion: Islam

Where Radicalized: Pakistan
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Ibrahim Savant - Not convicted of any terrorism charges

LAW ENFORCEMENT SENSITIVE

Radicalizing Influence: Charity work in Afghanistan refugee camps
Affiliations:
« Al-Qa’ida
« Islamic Medical Association
o Tablighi Jamaat
Interests: Unknown
Special Skills: Unknown
Criminal Background: None
Primary Type of Attack: Bombing / Explosion
Target: Transportation: Airport / Airline: Transcontinental Airliners (Atlantic)
Motive: Radical Islamic ideology; anger over treatment of Muslims
Role in Plot: Right hand man to Abdulla Ahmed Ali
Foreign Travel For Terrorist Plotting:
» Pakistan: allegedly planned with al-Qa’ida leaders
Use of IT/Internet:
« Made a suicide video to be disseminated after the attack
o Communicated with operatives in Pakistan through e-mail
Additional Significant Information: Met Abdulla Ahmed Ali and Arafat Khan at
Waltham Forest College when they were teens

Birth Name: Oliver Savant
Aliases: Ibrahim

POB: Walthamstow, East London
Resident State: United Kingdom
DOB: 1/19/1980

Age (Time of Plot): 26
Citizenship: United Kingdom
Education Level: Unknown
Family Status: Married
Employment: Unknown

Religion: Islam (may have converted) Source:
Where Radicalized: Pakistan: during first year of college hitp ikl bepotam
Radicalizing Influence: Unknown
Affiliations:
o al-Qa’ida

« Islamic Medical Association
Interests: Football, played the trumpet
Special Skills: Unknown
Criminal Background: None
Primary Type of Attack: Bombing / Explosion
Target: Transportation: Airport / Airliner: Transcontinental Airliners (Atlantic)
Motive: Radical Islamic ideology; anger over treatment of Muslims
Role in Plot: Unknown
Foreign Travel For Terrorist Plotting:
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« Pakistan: allegedly planned with al-Qa’ida leaders
Use of IT/Internet: Made a suicide video to be disseminated after the attack
Additional Significant Information:
« Savant's family includes his father, Ibrahim, an Indian architect; his mother,
Marilyn, an English accountant; and a brother named Adam.
o Met Abdulla Ahmed Ali in Pakistan while working for Islamic Medical
Association.
» Left asuicide note for his wife

Birth Name: Waheed Arafat Khan
Aliases: Arafat Waheed Khan
POB: Guranwala, Pakistan
Resident State: United Kingdom
DOB: 1/18/1981
Age (Time of Plot): 25
Citizenship: United Kingdom
Education Level: Unknown
Family Status: Unknown
Employment: Unknown
Religion: Islam
Where Radicalized: Unknown
Radicalizing Influence: Unknown
Affiliations: al-Qa’ida
Interests: Unknown
Special Skills: Unknown
Criminal Background: None
Primary Type of Attack: Bombing / Explosion
Target: Transportation: Airport / Airline: Transcontinental Airliners (Atlantic)
Motive: Radical Islamic ideology; anger over treatment of Muslims
Role in Plot: Unknown
Foreign Travel For Terrorist Plotting:
« Pakistan: allegedly planned with al-Qa’ida leaders
Use of IT/Internet: Made a suicide video to be disseminated after the attack
Additional Significant Information:
» Pleaded guilty to public nuisance and desire to distribute jihad videos over the
internet.
» Lawyer claimed he was un-radicalized and that he desired to be an informant
for MI5
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Umar Islam
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Birth Name: Waheed Zaman
Aliases: Unknown
POB: United Kingdom
Resident State: United Kingdom
DOB: 5/20/1984
Age (Time of Plot): 22
Citizenship: United Kingdom
Education Level: Some undergraduate - London
Metropolitan University (Bio-medical)
Family Status: Unknown
Employment: Unknown Source:
Religion: Islam v Rbsrdon
Where Radicalized: Unknown
Radicalizing Influence: Unknown
Affiliations:
« AlQa’ida
o Islamic Society of the London Metropolitan University (head of organization)
Interests: Football (fan of Liverpool Football Club)
Special Skills: Unknown
Criminal Background: None
Primary Type of Attack: Bombing / Explosion
Target: Transportation: Airport / Airliner: Transcontinental Airliners (Atlantic)
Motive: Radical Islamic ideology; anger over treatment of Muslims
Role in Plot: Unknown
Foreign Travel For Terrorist Plotting:
» Pakistan: allegedly planned with al-Qa’ida leaders
Use of IT/Internet: Made a suicide video to be disseminated after the attack
Additional Significant Information:
o Grew up in Walthamstow, across from the modern brick Masjid-e-Umer
Mosque.

Birth Name: Brian Young

Aliases: Umar Oliver Islam

POB: United Kingdom

Resident State: United Kingdom

DOB: 7/23/1978 (Umar Islam DOB: 4/23/1978)
Age (Time of Plot): 28

Citizenship: United Kingdom

Souree:

Education Level: Unknown ity i dailpmail couk

Family Status: Married, with two children
Employment: Unknown
Religion: Islam (convert)

LAW ENFORCEMENT SENSITIVE
Page 69 of 133 @ Tshle of Conterts





LAW ENFORCEMENT SENSITIVE

=  Where Radicalized: Unknown
= Radicalizing Influence: Unknown
= Affiliations: al-Qa’ida
= Interests: Unknown
= Special Skills: Unknown
= Criminal Background: None
= Primary Type of Attack: Bombing / Explosion
= Target: Transportation: Airport/ Airliner: Transcontinental Airliners (Atlantic)
= Motive: Radical Islamic ideology; anger over treatment of Muslims
= Role in Plot: Unknown
= Foreign Travel For Terrorist Plotting:
» Pakistan: allegedly planned with al-Qa’ida leaders
= Use of IT/Internet:
« Made a suicide video to be disseminated after the attack
« Created a video of himself sitting in front of a black flag inscribed with an
Arabic verse, jabbing his finger at the camera saying, “As you kill, you will be
killed. And if you want to kill our women and children, then the same thing
will happen to you.”
= Additional Significant Information:
« Sentenced to life in prison for conspiracy to murder

Mohammed Gulzar - Not convicted of any terrorism charges

= Birth Name: Mohammed Yasar Gulzar
= Aliases: Altaf Ravat

= POB: Unknown

= Resident State: United Kingdom

= DOB: 8/5/1981

= Age (Time of Plot): 25

= Citizenship: United Kingdom

= Education Level: Unknown

= Family Status: Married

=  Employment: Unknown

= Religion: Islam i |
= Where Radicalized: Pakistan hittp 12 bp blogspot.com
= Radicalizing Influence: Unknown
= Affiliations:
« Al-Qa’ida

« Tablighi Jamaat (claimed to be missionary)
= Interests: Unknown
Special Skills: Unknown
Criminal Background: Unknown
Primary Type of Attack: Bombing / Explosion
Target: Transportation: Airport / Airliner: Transcontinental Airliners (Atlantic)
Motive: Radical Islamic ideology; anger over treatment of Muslims
Role in Plot: Operative
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= Foreign Travel For Terrorist Plotting:

» Pakistan: allegedly planned with al-Qa’ida leaders

= Use of IT/Internet:

« Used international calling cards to contact members of the plot and al-Qa’ida
leaders in Pakistan

» Possessed a cell phone, which had two different numbers for plot member,
Assad Sarwar

= Additional Significant Information:

o Gulzar had been living in an unfurnished flat in Barking, East London.

« Initially identified himself under a false name and said that he had come to
Britain as a missionary.

« A search of the flat in Barking revealed a large collection of batteries, which
appeared to have been sold in Pakistan, along with a camcorder, a palmtop
satellite navigation system, and a large amount of jihadi material. Calls were
also made to companies specializing in hydrogen peroxide.
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December 2006: The Illinois Shopping Mall Plot

On January 4, 2007, Derrick Shareef was indicted for planning to bomb the
CherryVale Shopping Center in Rockford, Illinois during the 2006 holiday shopping
season. Shareef met with an undercover agent on November 9, 2006 and inquired about
the price of AR-15s, AK-47s, Glock 33s, body armor, and hand grenades with explosives.

On November 28, 2007, Shareef pleaded guilty to attempting to use a weapon of
mass destruction, and on September 30, 2008: he was sentenced to 35 years in prison.

Important Findings

Converted to Islam at age 16

Trained sniper

Lived with convicted terrorist, Hassan Abujihaad (a.k.a. Paul Hall)
No prior criminal background

Derrick Shareef

Birth Name: Derrick Shareef

Aliases: Talib Abu Salam Ibn Shareef

POB: California, United States

Residence: Genoa, Illinois (2004), Rockford, Illinois
(2007)

DOB: 9/30/1984

Age: 22

Citizenship: United States citizen

Source:

Education Level: GED and some college http ifa. shemews com

Family Status: Single; lived with parents in Illinois

Employment: Frequently changed jobs — mostly retail

Religion: Islam (convert, age 16)

Where Radicalized: While living with convicted terrorist, Hassan Abujihaad

Radicalizing Influence: Hassan Abujihaad and jihadist propaganda

Affiliations:
o Knew and lived with convicted terrorist, Hassan Abujihaad (a.k.a. Paul Hall)
e Islamic Community Center of Phoenix (where he met Abujihaad)

Interests: Video Games, firearms

Special Skills: Trained sniper

Criminal Background: None

Primary Type of Attack: Bombing / Explosion : detonate grenades in garbage cans

at mall; Secondary Type of Attack: Small Arms attack

= Target: Financial / Economic Interests: Mall - Illinois Shopping Mall

= Motive: Radical Islamic ideology; the war in Lebanon had ‘put him over the edge’ as
well as the Israeli / Hezbollah war

= Role in Plot: Single actor

= Foreign Travel For Terrorist Plotting/Training/Funding: Unknown

= Use of IT/Internet:

LAW ENFORCEMENT SENSITIVE
Page 72 of 133

g Table of Conterts





LAW ENFORCEMENT SENSITIVE

o December 2, 2006: recorded a martyrdom video just prior to attempted attack
« Frequently visited Islamic jihadist websites for education and inspiration
= Additional Significant Information:

« 2003 and 2006: considered military targets (using rocket propelled grenade)

« November 2006: considered targeting government facilities, including DeKalb
Federal Court House and/or some city halls.

o Conducted surveillance of the mall weeks prior to the attempted attack with
William “Jamaal” Chrisman, a cooperating witness.

o December 1, 2006: conducted a “dry run’ of the attack to scope out exit routes.

« Considered recruiting a Caucasian for their plot, in order to more easily
acquire weapons, and carry out attack.

« Planned to wear baggy, hooded-style sweatshirts in order to conceal the hand
grenades and pull the pins easily without being seen.

« Chrisman stated that “Shareef had an idea that they should drop grenades in a
garbage can. Source added that items such as nails would cause a lot of
causalities. Shareef said that he could put nails in Krispy Kreme bag at some
point before the attack, and then sit down next to the trash can. Shareef would
then eat a donut and put the bag into the garbage. At a later point, a grenade
would be put into the same trash can and would explode with the nails”.
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May 2007: Fort Dix Plot

In May 2007, Dritan Duka, Shain Duka, Eljvir Duka, Mohamad Ibrahim Shnewer,
Serdar Tatar, and Agron Abdullahu were accused of plotting to attack the Fort Dix army
base in New Jersey. The conspirators had no known ties to any international terrorist
groups. Tatar had delivered pizzas to the base and reportedly knew it “like the palm of
his hand.” To facilitate planning an attack, he had also provided a map of Fort Dix. The
group had obtained and practiced firing handguns and semi-automatic rifles.

On March 31, 2008, Abdullahu was sentenced to 20 months in federal prison for
conspiring to provide firearms and ammunition to illegal aliens. On April 28, 2009, the
three Duka brothers were sentenced to life in prison, Dritan and Shain with an additional
30 years. On April 29, 2009, Shnewer was sentenced to life in prison, and an additional
30 years; the same day Tartar was sentenced to 33 years in prison.

Shared Connections Among Subjects

= The Duka brothers, Abdullahu and Tatar are ethnic Albanians born in the former Yugoslavia

= Four of the subjects lived in the same town, Cherry Hill, New Jersey and were family members;
Tartar was a former resident of Cherry Hill living in Philadelphia

= Between 22 and 28 years of age at the time of plot

= Subjects had no more than a middle school or high school degree

= Subjects were not particularly religious and didn’t attend prayer regularly but were inspired by a
radical Islamic ideology

Important findings

= Possessed radical materials and tried to recruit other members, had al-Qa’ida materials in their
homes (training videos and propaganda) and tried to distribute materials while in prison

= Serdar Tatar was familiar with the target, and was able to provide a map of the base to help
facilitate their attack

= The plot was uncovered due to a Circuit City employee reporting to police that the subjects were
trying to transfer a jihad recruiting/training video into a DVD at the store

Dritan Duka

= Birth Name: Dritan Duka

= Aliases: Distan Duka, Anthony Duka, Tony Duka, Tane Duka,
Tani Duka

= POB: The former Yugoslavia

= Residence: Cherry Hill, New Jersey

= DOB: 11/2/1978

= Age (Time of Plot): 28

= Citizenship: Macedonia; Illegal U.S. Immigrant

= Education Level: High school dropout, attended Cherry Hill West
High School

= Family Status: Married with 5 children (wife also converted to Islam)

= Employment: Business co-owner: Colonial Roofing and National Roofing, and once
owned a pizza parlor with his brother Shain
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= Religion: Islam

= Where Radicalized: Unknown

= Radicalizing Influence: Serdar Tatar, most radicalized of the group. The Duka’s
uncle was radicalized while in jail and then deported, which played a role in their
radicalization

= Affiliations: Attended a local mosque and Islamic center, but not regularly

= Interests: Video games and paintball

= Special Skills: Trained with small arms in the Poconos and Cherry Hill

= Criminal Background: 1996: Arrested for Assault 2" and 3" degree charges,
criminal possession of a weapon, criminal mischief/property damage, charges
dismissed; 2000: Arrested for drug possession (marijuana/hash); Also numerous
traffic citations for speeding, driving without licenses, driving while on the suspended
list, failure to appear in court, and other charges.

= Primary Type of Attack: Small arms attack

= Target: Military / United States Government: Fort Dix, New Jersey

= Motive: Radical Islamic ideology; felt religion was under attack and had to retaliate
against American soldiers because civilians were not legitimate targets

= Role in Plot: Operational cell member

= Foreign Travel For Terrorist Plotting/Training/Funding: None

= Use of IT/Internet: Created a jihad recruiting/training video

= Additional significant information:

o October 1984: The Duka family entered the United States illegally through
Mexico. Members of the group allegedly conducted surveillance at Fort Dix
and at Fort Monmouth, New Jersey, Dover Air Force Base in Delaware and
the United States Coast Guard in Pennsylvania.

« Circuit City store clerk alerted police to a video that showed the men firing
assault weapons, calling for jihad and yelling “God is great” in Arabic,
according to officials. The video had been taken into the store in order to be
transferred to DVD. The video came from firearms training in the Poconos,
according to the indictment. While incarcerated, tried to recruit others by
distributing al-Qa’ida videos to inmates.

Shain Duka

= Birth Name: Shain Duka

= Aliases: Shaheen

= POB: The Former Yugoslavia

= Residence: Cherry Hill, New Jersey

= DOB: 1/21/1981

= Age (Time of Plot): 26

= Citizenship: Macedonia; Illegal U.S. Immigrant

Sonrce:

= Education Level: High school dropout, attended Cherry Hill Vit oo time oo

West High School
= Family Status: Unknown
=  Employment: Business co-owner: Colonial Roofing and National Roofing, and once
owned a pizza parlor with his brother, Dritan
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= Religion: Islam

= Where Radicalized: Unknown

= Radicalizing Influence: Serdar Tatar and Duka’s uncle

= Affiliations: Attended a local mosque and Islamic center but not regularly

= Interests: Video games and paintball

= Special Skills: Trained with small arms in the Poconos and Cherry Hill

= Criminal Background: Numerous cases of police contact involving disorderly
person’s offenses, including marijuana possession, improper behavior, prowling,
disturbing the peace, and obstructing the administration of law. Also numerous
traffic citations for speeding, driving without a license, driving while on the
suspended list, failure to appear in court, and other charges.

= Primary Type of Attack: Small arms attack

= Target: Military / United States Government: Fort Dix, New Jersey

= Motive: Radical Islamic ideology; felt religion was under attack and had to retaliate
against American soldiers because civilians were not legitimate targets

= Role in Plot: Operational cell member

= Foreign Travel For Terrorist Plotting/Training/Funding: None

= Use of IT/Internet: Created a jihad recruiting/training video

= Additional significant information: None

Eljvir Duka

= Birth Name: Eljvir Duka

= Aliases: Elvis Duka, Sulayman

= POB: The Former Yugoslavia

= Residence: Cherry Hill, New Jersey

= DOB: 8/28/1983

= Age (Time of Plot): 23

= Citizenship: Macedonia; Illegal U.S. Immigrant

= Education Level: High school dropout, attended Cherry Hill West
High School

= Family Status: Cell member, Agron Abdullaha’s brother-in-law fﬁﬁ%_tm_m

= Employment: Operates businesses known as Qadr. Inc.,
Colonial Roofing and National Roofing

= Religion: Islam

= Where Radicalized: Influenced by his peers, especially Tatar.

= Radicalizing Influence: Serdar Tatar, and Duka’s uncle

= Affiliations: Attended a local mosque and Islamic center but not regularly

= Interests: Video games and paintball

= Special Skills: Trained with small arms in the Poconos and Cherry Hill

= Criminal Background: 1999: Criminal Trespassing; numerous police contact for
traffic violations

= Primary Type of Attack: Small arms attack

= Target: Military / United States Government: Fort Dix, New Jersey

= Motive: Radical Islamic ideology; felt religion was under attack and had to retaliate
against American soldiers because civilians were not legitimate targets
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= Role in Plot: Operational cell member
= Foreign Travel For Terrorist Plotting/Training/Funding: None
= Use of IT/Internet: Created a jihad recruiting/training video
= Additional significant information:
« He told a government informant they would need to receive a "fatwa," or
permission from an Islamic scholar, before unleashing their attack.
« When he was imprisoned, he passed a note to a fellow inmate that said “we
weren’t able to finish.”

Mohamad Ibrahim Shnewer

= Birth Name: Mohamad Ibrahim Shnewer
= POB: Jordan
= Residence: Cherry Hill, New Jersey
= DOB: 4/28/1985
= Age (Time of Plot): 22
= Citizenship: United States citizen (Naturalized 10/22/2004))
= Education level: High school, dropped out of Camden
Community College
= Family Status: Cell member, Dritan Duka's brother-in-law bittp :ihonarvr. st imes com
= Employment: Taxi driver and worked at father’s pizza shop
= Religion: Islam
=  Where Radicalized: Unknown
= Radicalizing Influence: Serdar Tatar
= Affiliations: Attended a local mosque and Islamic center but not regularly
= Interests: Pickup basketball and pool
= Special Skills: Trained with small arms in the Poconos. Stated that he had previously
used Ak-47’s in his home country
= Criminal Background: None
= Primary Type of Attack: Small arms attack
= Target- Military / United States Government: Fort Dix, New Jersey
= Motive: Radical Islamic ideology; felt religion was under attack and had to retaliate
against American soldiers because civilians were not legitimate targets
= Role in Plot: Main facilitator in plot
= Foreign Travel For Terrorist Plotting/Training/Funding: None
= Use of IT/Internet:
» Possessed al-Qa’ida materials and had training videos and propaganda on his
laptop
« Used a cell phone with video capabilities in order to surveil the army base
without detection
« Participated in a jihad recruiting/training video
= Additional significant information:
o Accused of ordering an AK-47 machine gun and hiding other weapons in the
air conditioning unit of his home.
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o Allegedly was recorded saying: "My intent is to hit a heavy concentration of
soldiers," and "Why did | choose Fort Dix? Because | know Serdar (Tatar)
knows it like the palm of his hand."

Birth Name: Serdar Tatar

Aliases: Unknown

POB: Turkey

Residence: Philadelphia, Pennsylvania

DOB: 1984

Age (Time of Plot): 23

Citizenship: Turkey; Legal U.S. Immigrant

Education Level: High school, attended Cherry Hill West High
School

Family Status: Married with children

Employment: Managed a 7-11 and worked at his father’s pizzeria
Religion: Islam

Where Radicalized: Hometown

Radicalizing Influence: Unknown

Affiliations: Attended his family’s mosque

Interests: Unknown

Special Skills: Trained with small arms in the Poconos
Criminal Background: None

Primary Type of Attack: Small arms attack

Target: Military / United States Government: Fort Dix, New Jersey
Motive: Radical Islamic ideology; felt religion was under attack and had to retaliate
against American soldiers because civilians were not legitimate targets

Role in Plot: Knew the layout of the base from delivering pizzas

Foreign Travel For Terrorist Plotting/Training/Funding: None

Use of IT/Internet: Used personal computer for training videos

Additional significant information:

« Charged with taking a map of the Fort Dix base and distributing it to others.

» Tatar's family owns a pizzeria near Fort Dix and he used to deliver pizzas to
the base.

» He also said he was prepared to participate regardless of the consequences
because "I'm doing it in the name of Allah." Was seen as devout and
extremely intense, the most radicalized of the group. Applied at least twice to
become a police officer in Oakland, California and Philadelphia, Pennsylvania;
but also inquired about becoming a police officer in Nassau County, New York
City, and at Temple University.
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Agron Abdullahu

= Birth Name: Agron Abdullahu

= Aliases: Unknown

= POB: The Former Yugoslavia

= Residence: Buena Vista, New Jersey

= DOB: 9/23/1982

= Age (Time of Plot): 24

= Citizenship: Kosovo; Legal U.S. Immigrant
= Education Level: High school dropout

= Family Status: Eljvir Duka’s brother-in-law
= Employment: Worked at a supermarket

Sonurce:

= Religion: Islam Iettp dhararer dagplifi com

=  Where Radicalized: Unknown

= Radicalizing Influence: Possibly influenced by Kosovo Liberation paramilitary
groups

= Affiliations: Fought in Kosovo, allegedly as a sniper

= Interests: Refurbishing cars and boats, and gun enthusiast

= Special SKills: Provided training in weapons and military tradecraft

= Criminal Background: None

= Primary Type of Attack: Small arms attack

= Target: Military / United States Government: Fort Dix, New Jersey

= Motive: Unknown

= Role in Plot: Provided training and arms procurement, not involved directly in attack
planning; supplied arms to the other 5 for training purposes

= Foreign Travel For Terrorist Plotting/Training/Funding: None

= Use of IT/Internet: Unknown

= Additional significant information:

« Heisidentified in the government's complaint as having been a sniper in
Kosovo, and Dritan Duka told a government informant Abdullahu had a
license for a rifle the group used to train.

« Suffered from panic attacks and was prescribed anti-anxiety medication from
a psychiatrist. Was an immigrant and was housed in Fort Dix with his family
before settling in New Jersey.

« After conviction and while in prison, etched Kosovo Liberation Army slogans
in his cell; inspiration and possible links from paramilitary organization.
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June 2007: JFK Plot

In June 2007, four men, Russell Defreitas, Abdul Kadir, Kareem Ibrahim and Abdel
Nur, were arrested for conspiring to blow up jet fuel supply tanks, and the pipeline that fed
the tanks, located underneath the John F. Kennedy International Airport (JFK) in New
York. Despite the subjects’ elaborate plan, the lack of significant resources and
misperceptions regarding infrastructure vulnerability made this plot inconceivable from the
start.

Abdel Nur pleaded guilty to providing material support for the terrorist plan on June
29, 2010, thereby avoiding trial. This charge, which was not included in the original
indictment, carries a maximum sentence of 15 years in prison. He will be sentenced on
November 18, 2010. Russell Defreitas and Abdul Kadir were convicted on five counts of
conspiring to commit acts of terrorism on August 2, 2010. They face possible sentences of
life in prison. Kareem Ibrahim will be tried separately, at a later date, due to a medical
condition.

Shared Connections Among Subjects

Subjects were from Guyana (one reportedly from Trinidad)

All were Muslim converts

Between 55 and 64 years of age at time of plot

Abdel Nur and Abdul Kadir had contacts in Trinidad and Tobago with the Jamaat al-Muslimeen
(JaM) terrorist organization

Important Findings

= Subjects wanted to gain financial support from JaM in Trinidad and Tobago to help develop their plot

= The informant in this case is a longtime cocaine dealer who cooperated with investigators after being
convicted of possession of about $2 million worth of cocaine in 2003

= Defreitas, the main facilitator of the plot, was living in Brooklyn and worked at JFK Airport as a
baggage handler, which allowed him the opportunity to survey the area for potential weaknesses

Russell Defreitas

= Birth Name: Russell Defreitas
= Aliases: Mohammed, Rel Name Muhammad, Sam Northe
= POB: Guyana
= Residence: Brooklyn, New York, but had a home in Guyana
= DOB: 7/7/1943
= Age (Time of Plot): 63
= Citizenship: United States citizen (Naturalized June 19, 1996)
= Education Level: Unknown; had trouble reading
= Family Status: Estranged from his wife and at least one daughter
= Employment: Cargo handler at JFK - laid off in 2001; since then, | sousce:
he lived off of welfare checks and maintained odd jobs hitplfiatabnoek it

= Religion: Islam (convert, Sunni Islam)
=  Where Radicalized: Unknown
= Radicalizing Influence: Self — personal beliefs
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Abdul Kadir

= Birth Name: Abdul Kadir

= Aliases: Aubrey Michael Seaforth
= POB: Guyana

LAW ENFORCEMENT SENSITIVE

Affiliations:

« Jamaat al-Muslimeen (JaM)

o (Alleged) high ranking al-Qa’ida figure, Adnan Shukrijumah
Interests: Played Saxophone
Special Skills: Had “insider” knowledge of the locations of the jet fuel storage tanks,
the pipeline that fed the tanks and security coverage, from his former employment at
the airport
Criminal Background: 1978: Arrested for rape, sodomy, assault, and unlawful
imprisonment, pled to lesser charges
Primary Type of Attack: Bombing / Explosion
Target: Transportation: Airport/Airliner: pipeline and fuel storage tanks at JFK
Airport
Motive: Radical Islamic ideology; witnessed the transportation of weapons to Israel
and blamed the United States for their anticipated use against Muslims
Role in Plot: Main facilitator; conducted surveillance and recruited members
Foreign Travel For Terrorist Plotting/Funding:

« Trinidad and Tobago: allegedly to gain financial support from JaM to help

develop their plot
Use of IT/Internet: Obtained satellite photos of the airport and videotaped the last
two trips to the airport on January 10-11, 2007
Additional Significant Information:

« The plot was circulated to multiple radical groups in South America and the
Caribbean before meeting with JaM.

« The group also discussed seeking support from high-ranking al-Qa’ida figure,
Adnan Shukrijumah, who was implicated in the September 2009 Zazi Plot to
bomb the NYC subway system.

« Extensive surveillance of the targets, including the use of satellite
photographs, and attempts had been made to reach out to another Islamist
terrorist group.

« Told informant that he thought about attacking JFK airport while he was
employed there but lacked the connections and means to do it at the time.

» Targeted JFK on Christmas Eve 2007 for its symbolic importance and to
“destroy the economy of America.”

Residence: Trinidad and Tobago
DOB:12/8/1951

Age (Time of Plot): 55
Citizenship: Guyana fﬂfﬁwmmwm
Education Level: Bachelor’s degree; University of the West Indies B '

LAW ENFORCEMENT SENSITIVE
Page 81 of 133 @ Tahle of Cordents





LAW ENFORCEMENT SENSITIVE

(civil engineering); Higher technical diploma, University of Guyana ( civil
engineering) and previously attended St. Stanislaus College He also studied Islamic
theology in Iran

Family Status: Married with 9 children

Employment: Civil engineer; worked at a water treatment facility; Mayor of Linden
(1994- resigned 1996), former member of Guyanese National Assembly, Shi’a cleric,
imam at a Shi'a Islamic Center in Guyana

Religion: Islam (convert)

Where Radicalized: Unknown

Radicalizing Influence: Said he was influenced by the writings of Walter Rodney,
Kwame Nkrumah, Eldridge Cleaver, and Malcolm X

Affiliations:

o Jamaat al-Muslimeen (JaM)

« Former member of Parliament, representing the People’s National Congress
Reform

Interests: Unknown

Special Skills: Knowledgeable of gas pipelines from his time as a civil engineering
student

Criminal Background: None

Primary Type of Attack: Bombing / Explosion

Target: Transportation: Airport/Airliner: pipeline and fuel storage tanks at JFK
Airport

Motive: Radical Islamic ideology

Role in Plot: Helped secure financing for the plot from officials in JaM and to recruit
Nur for the plot

Foreign Travel For Terrorist Plotting/Funding:

« Trinidad and Tobago: allegedly to gain financial support from JaM to help
develop their plot

« lIran: connection to the plot because he planned to visit

Use of IT/Internet:

« Suggested using Google Earth to inspect the target

» Suggested that Defreitas copy the JFK surveillance footage to a thumb drive
or DVD. His thumb drive was recovered by police, at time of arrest, and had
pictures of JFK jet fuel tanks, in addition to various family members posing
with automatic weapons.

Additional Significant Information:

« Two of Kadir’s children, Sheikh Salim Bin Abdul Kadir and Sauda Bint
Abdul Kadir, are Muslim scholars and graduates of the religious center in
Kum, Iran. Three children arrested on gun charges and pictures found with
Kadir and another son posing with automatic weapons.

o February 2007: Defreitas recruited Kadir to join the plot because Kadir, a
former member of the Guyanese parliament, was an engineer and had
connections with militant groups in Iran and Venezuela. During cross-
examination at trial, Kadir admitted that he regularly passed information to
Iranian authorities and believed himself bound to follow fatwas from Iranian
religious leaders.
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« Kadir allegedly offered to put the cell in touch with a JaM leader to help
secure funds for “terrorist operations.”

Birth Name: Kareem Ibrahim
Aliases: Winston Kingston, Amir Kareem, Amir Karim, Ibrahim
Karim
POB: Guyana
DOB: 6/24/1945
Age (Time of Plot): 61
Citizenship: Guyana
Education Level: Unknown
Family Status: Father of five children, lived with his
granddaughter and her husband Source:
Employment: Sold books in a Trinidad market; worked as a bitp:fanaror stabamekeneras oo
musician in a steal drum band that toured the U.S. in the 1970’s;
served as an imam for two Shi’a congregations in Trinidad and worked in accounting
jobs until he retired in 2005
Religion: Islam (convert, first to Sunni Islam, but later became a follower of Shi’ite
Islam in the 1970s)
Where Radicalized: Unknown
Radicalizing Influence: Unknown
Affiliations:
o Trinidad mosques
« Trinidadian Political Party, Congress of the People
Interests: Unknown
Special Skills: Unknown
Criminal Background: None
Primary Type of Attack: Bombing / Explosion
Target: Transportation: Airport/Airliner: pipeline and fuel storage tanks at JFK
Airport
Motive: Specifics unknown
Role in Plot: Was planning on sending an emissary overseas for extremist support,
harbored the plotters while in Trinidad.
Foreign Travel For Terrorist Plotting/Funding:
« Trinidad and Tobago: allegedly to gain financial support from JaM to help
develop their plot
Use of IT/Internet: At time of arrest police recovered computers, cell phones and
recordings of Islamic lectures.
Additional Significant Information:
« Attorney of subject said Ibrahim showed signs of paranoia, delusion and
multiple personalities before he was hospitalized.
o Operated an Islamic bookstore.
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Abdel Nur

= Birth Name: Abdel Nur
= Aliases: Compton Eversley
= POB: Guyana
= Residence: Trinidad and Tobago
= DOB: 3/24/1950
= Age (Time of Plot): 57
= Citizenship: Guyana
= Education Level: Unknown
= Family Status: Unknown
= Employment: Deliveryman for a watch repair shop Somrce:
= Religion: Islam (convert , to Sunni Muslim in prison) bitp orerir stabumeknens.oom
= Where Radicalized: Prison
= Radicalizing Influence: Unknown
= Affiliations: Jamaat al-Muslimeen
= Interests: Unknown
= Special Skills: Unknown
= Criminal Background: Deported from Canada in 1982 after serving time for drug
trafficking. Nur was also deported from the United States based on similar charges in
the late 1980s.
= Primary Type of Attack: Bombing / Explosion
= Target: Transportation: Airport/Airliner: pipeline and fuel storage tanks at JFK
Airport
= Motive: Unknown
= Rolein Plot: Allegedly knew members of JaM and responsible for introducing the
plotters
= Foreign Travel For Terrorist Plotting/Funding:
« Trinidad and Tobago: allegedly to gain financial support from JaM to help
develop their plot
= Use of IT/Internet: Unknown
= Additional Significant Information:
« Battled drug addiction
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August 2007: Goose Creek, S. Carolina Traffic Stop

On August 4, 2007, Youssef Samir Megahed and Ahmed Abdellatif Sherif
Mohamed were pulled over for speeding. A consent search of their vehicle uncovered the
following items in the trunk: 4 PVVC pipes containing a mixture of potassium nitrate and
cat litter; a sugar substance (Karo syrup); a package containing 20 feet of safety fuse
cord; 5 gallon gasoline container, % full. There was also a package containing .22 caliber
bullets. They were subsequently arrested for possession of explosives materials.

On June 18, 2008, Mohamed pleaded guilty to providing material support to
terrorists in Tampa, Florida Federal Court. The plea agreement dropped all other charges
and in December 2008, he was sentenced to 15 years in prison. On April 3, 20009,
Megahed was acquitted on all charges; however, was back in prison days later on
immigration charges. In August 2009, his deportation case was dismissed.

Shared Connections Among Subjects

= The two individuals met while attending the University of South Florida

= Both subjects were pursuing an engineering degree

= Between 21and 26 years of age time of arrest (common and significant age, according to original
reporting)

= Subjects had family or interests in Egypt

Important Findings

Subjects were pulled over for going 65 in a 45 mph zone

Looking specifically for a Murphy Oil Gas Station

Passenger was observed disconnecting wires from a laptop computer at time of the traffic stop
Subjects purchased a GPS device at a Wal-Mart in Florida, just hours prior to the traffic stop
Gave inconsistent answers to officer’s question regarding their trip

Neither of the subjects had proper licensing to transport explosives or explosive material

Ahmed Abdellatif Sherif Mohamed

= Birth Name: Ahmed Abdellatif Sherif Mohamed

= Aliases: Unknown

= POB: Kuwait (raised in Nasr City, suburb of Cairo, Egypt)

= Residence: Tampa, Florida

= DOB: 8/5/1981

= Age: 26

= Citizenship: Egypt

= Education Level: Bachelor’s degree and working towards a
Ph.D. at the University of South Florida (civil engineering)

= Family Status: Single

= Employment: Teaching assistant at the University of South

Sonarce:

Florida bt thararar ne fafonmd atiom ooz

= Religion: Islam
=  Where Radicalized: Unknown
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Radicalizing Influence: Unknown; however, expressed support for current and
former jihadist leaders

Affiliations: Unknown

Interests: Firearms and explosives

Special Skills: Skilled in building improvised explosive devices (IEDs)

Criminal Background: 2003: arrested on criminal charges and spent four months in
detention in Egypt

Primary Type of Attack: Bombing / Explosives

Target: None specified, however, was headed to Sunset Beach in North Carolina
Motive: Radical Islamic ideology; considers American and allied troops ‘“infidel
invaders of Muslim countries” and that Muslims should defend against the infidels
Role in Plot: Unknown, however, was driving the vehicle at time of traffic stop
Foreign Travel For Terrorist Plotting/Training/Funding: Unknown

Use of IT/Internet:

« Visited terrorist web sites for IED demonstration videos.

» Created and distributed an instructional video on how to convert a radio
controlled car into a remote detonation/ignition device; admittedly to aid those
in the Middle East fighting against the ‘invaders’ (U.S. Military).

Additional Significant Information:
« Holds an Egyptian passport and family lives in Egypt.
« Was in the United States on a student visa.

Birth Name: Youssef Samir Megahed

Aliases: Unknown

POB: Egypt

Residence: Tampa, Florida since age 11

DOB: 2/8/1986

Age (Time of Plot): 21

Citizenship: Egypt

Education Level: One class short of obtaining his Bachelor’s
degree in mechanical engineering at the University of South Florida
Family Status: Single _ N s
Employment: Worked at a car dealership and as a technician at a

mental health clinic

Religion: Islam

Where Radicalized: No known reporting to support an extreme Islamic ideology
Radicalizing Influence: Reporting suggest Megahed was strongly influenced by
Mohamed, although again, nothing proves he supported extremist ideology
Affiliations: USF Muslim Student Association

Interests: Firearms and explosives

Special Skills: Building improvised explosive devices

Criminal Background: None

Primary Type of Attack: Bombing / Explosives: Possessed explosives and explosive
material.
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= Target: Not Specific: headed to Sunset Beach in North Carolina.

= Motive: Unknown

= Role in Plot: Unknown; however, was the passenger of vehicle at time of stop and in
possession of the suspicious laptop

= Foreign Travel For Terrorist Plotting/Training/Funding: Unknown

= Use of IT/Internet:

o Megahed had his laptop open and viewing a video of Qassam rockets being
fired in the Middle East just prior to the time of the traffic stop.

o Folder titled ‘Bomb Shock’ was found on his computer, in it the instructional
video on how to convert a radio controlled car into a remote
detonation/ignition device; admittedly to aid those in the Middle East fighting
against the “invaders’ (U.S. Military).

« Video was uploaded to YouTube and viewed hundreds of times. (Search
words to find video included: detonator from a distance, remote control,
igniter, fireworks, radio wireless, converting toy explosives, rockets,
controlled car, and martyrdoms suicides.

= Additional Significant Information:

« Legal permanent United States resident; however, naturalization request was

refused in 2006 because of extensive travel overseas.
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January 2009: Long Island Railroad Plot

In November 2008, U.S. citizen Bryant Neal Vinas was captured by Pakistani
troops in Peshwar, Pakistan, and subsequently turned over to the Federal Bureau of
Investigation (FBI). Vinas was indicted in the United States District Court, Eastern
District of New York, on charges of conspiring to murder United States nationals,
providing material support to a foreign terrorist organization, and receiving military-type
training from a foreign terrorist organization, namely al-Qa’ida. While in custody, Vinas
admitted to investigators that he had provided information to al-Qa’ida leaders regarding
New York transit systems, specifically the Long Island Railroad, with the intention of
carrying out a future bombing attack.

In January 2010, Vinas pleaded guilty to charges, including conspiracy to commit
murder on U.S. troops and providing material support to a terrorist organization, al-
Qa’ida. He is cooperating with U.S. officials and is currently in the custody of the U.S.
Marshals Service.

Important Findings

= Natural born U.S. Citizen that grew up in Medford, Long Island

= No prior criminal record

= Converted to Islam in November 2004, joining the Islamic Association of Long Island (a mosque).
Most members of this institution are from Pakistan

= Personal computer showed activity on Jihadist websites prior to his travel to Pakistan

Bryant Neal Vinas

= Birth Name: Bryant Neal Vinas

= Aliases: Bashir al-Ameriki (Bashir the
American), Ben Yameen al-Kanadeeis, Ibrahim

= POB: Patchogue, New York

= Residence: Patchogue, New York

= DOB: 12/4/1982

= Age: (Time of Plot): 26

= Citizenship: United States citizen

= Education Level: Graduated from Longwood
High School, joined the military in 2002 but was
discharged three weeks later

= Family Status: Parents divorced in 2000, and -
lived with his father e i S

= Employment: Truck driver, car washer

= Religion: Islam (convert, to the Salafi sect (November 2004) - born and raised
Catholic)

= Where Radicalized: Pakistan, upon returning from Afghanistan, asked to become a
member of a unit that carried out suicide bomb attacks. He agreed but al-Qa’ida
leaders reconsidered, saying he needed further religious indoctrination

= Radicalizing Influence: Self-radicalized through the internet
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Affiliations:

« Al-Qa’ida

« Islamic Association of Long Island (mosque); linked to Moez Garsallaoui
(Tunisian Islamist militant)

Interests: Football, baseball and video games

Special Skills: Trained in explosives (TNT and C4) by al-Qa’ida

Criminal Background: None

Primary Type of Attack: Bombing / Explosives

Target: Transportation: Subway: Long Island Rail Road (LIRR)

Motive: Radical Islamic ideology

Role in Plot: Conspiracy and providing al-Qa’ida leaders with information about the
infrastructures, specifically the LIRR

Foreign Travel For Terrorist Plotting/Training/Funding:

» Pakistan: al-Qa’ida training camps

« Waziristan underwent proper al-Qa’ida education

« Afghanistan’s Kunar Province: attacked an Afghan military base and fired
rockets at a U.S. military base

Use of IT/Internet: Internet to radicalize himself and learn about jihad
Additional Significant Information:

« He admitted to receiving al-Qa’ida training and conspiring to kill American
soldiers, and to providing terror leaders with detailed information about the
operation of the LIRR system. He stated “I knew because | had ridden the
railroad on many occasions. The purpose of providing this information was to
help plan a bomb attack of the LIRR system.”

« Vinas’ testimony is expected to prove central in the trial of six people in
Belgium accused of plotting terror attacks in that nation and recruiting al-
Qa’ida members over the internet.

« Explained the life and training of al-Qa’ida recruits living in the mountains of
western Pakistan, and their quick acceptance into the ranks of a terrorist
training class just weeks after arriving in Pakistan, his education in explosives
like TNT and C4, and the written evaluations that recruits received after their
course work in matters of kidnapping and assassination.

» There were three basic courses, each with 10 to 20 students. The first course
offered an introduction to the AK-47, the machine gun and the pistol. Then he
took a class that became his concentration: explosives. This 15-day course
taught students to manufacture suicide belts, how to tuck the belts around their
waists and how to test the battery and voltmeters. The third class offered an
introduction to rocket-propelled grenades. Other classes offered instruction in
forgery, poison and advanced bombs. Students underwent a written
evaluation of their performance, and these reports were kept in the student’s
personal file.

« Vinas hiked with a unit and twice tried to fire rockets at American bases. The
first attack failed because of radio problems, and in the second case, the
missiles fell short of the base.

o Some learning of the camps through criminal groups in Europe and others
through the Internet, mosques and friends. Everyone fills out an information
form listing their relatives, hands their passports to al-Qa’ida and adopts an
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alias. Once combatants swear allegiance, their lives are run by the terror
chieftains.

« Vinas had taken a course in assassination and silencers.

« Vinas remained on the border with Afghanistan until October 2008. He
decided to return to Peshawar, a city near the border, to find himself a wife.
Once there, he was arrested by Pakistani agents.
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May 2009: Bronx Synagogue & Air Base Plot

On May 20, 2009, James Cromitie, David Williams, Onta Jakee Williams, and
Laguerre Payen were arrested for their involvement in a fabricated terrorist conspiracy
targeting two Jewish facilities in the Riverdale section of the Bronx, NY and military
aircraft at Stewart Air National Guard Base (ANGB) in Orange County, NY.

An FBI confidential informant, posing as a member of a terrorist organization
guided the conspirators throughout the pre-operational phase. They were monitored 24/7
by law enforcement throughout the investigation. All weapons acquired by the subjects
were inert, rendered safe by and under the constant control of law enforcement. The four
men were arrested while in the act of placing the explosive devices outside the Jewish
facilities.

On October 10, 2010 the men were found guilty and face life in prison;
sentencing is scheduled for March 2011.

Shared Connections Among Subjects

All met in prison

Lived in Newburgh, New York during the time of the plot
Three of the four men were natural-born U.S. citizens

All four men were Muslim converts

Important findings

=  The defendants selected the specific facilities because they appeared to be the easiest to attack.
While conducting surveillance, Cromitie remarked that bombing the Jewish Community Center
would be a “piece of cake.”

=  The group wanted to “commit Jihad” because they were angered over the killing of Muslims by
U.S. military actions in Afghanistan and Pakistan. Cromitie also expressed hatred for Jews

James Cromitie

= Birth Name: James Cromitie

= Aliases: Abdul Rahman, David Anderson
= POB: New York, United States

= Residence: Newburgh, New York

= DOB: 1/24/1965

= Age: (Time of Plot): 44

= Citizenship: United States citizen

= Education Level: Unknown

Sonuree:

L] Famlly Status: UnknOWI’] hitp fpibilbaramer files wordpress oo

=  Employment: Wal-Mart (until 3 months prior to arrest)
= Religion: Islam (convert, in prison. Was raised Episcopalian)
=  Where Radicalized: Unknown
= Radicalizing Influence: Unknown
= Affiliations:

« Masjid al-lkhlas, Mosque in Newburgh

LAW ENFORCEMENT SENSITIVE
Page 91 of 133 § Table of Corterts





LAW ENFORCEMENT SENSITIVE

o Jaish-e-Mohammed (JeM)
« Muslim Alliance of North America
= [Interests: Unknown
= Special Skills: Unknown
= Criminal Background: Arrested twenty seven times during the years 1987, 1988,
1989, 1991 & 1998: for possession and sale of narcotics; also in these years, faced
criminal trespassing and loitering charges. Recently spent 12 years in prison on drug
selling charges.
= Primary Type of Attack:
« Bombing / Explosives: conspired to use weapons of mass destruction and
IED containing over 30 pounds of Composition 4 (‘C-4") military grade
plastic explosive material
« Surface Air Missiles: Surface-to-air guided missile system
= Target: Religious Center and Military / United States Government: Riverdale
Temple, Riverdale Jewish Center, and Stewart Air National Guard Base
= Motive: Radical Islamic ideology; angered by U.S. military action in Afghanistan
and Pakistan. Also expressed a hatred of Jews.
= Rolein Plot: Cell leader
= Foreign Travel For Terrorist Plotting/Training/Funding: Unknown
= Use of IT/Internet:
o Expressed a need for cell phones in order to communicate during the attack
« Detonation devices for explosives were programmed with cell phones
= Additional Significant Information:
« Cromitie proclaimed that his parents lived in Afghanistan prior to his birth,
which was fueling his anger toward the war and violence.
« Cromitie expressed to the confidential informant, an interest in joining the
Pakistani terrorist organization, Jaish-e-Mohammed (JeM).

David Williams

= Birth Name: David Williams

= Aliases: Daoud, DL

= POB: New York, United States

= Residence: New York

= DOB: 2/9/1981

= Age: (Time of Plot): 28

= Citizenship: United States citizen

= Education Level: Some college: ASA College in

. Somree:
BrOOkIyn (CompUter SCIGnCE) Htp dpihilbaramer files wordpress com
= Family Status: Father of two children, son and a
daughter

=  Employment: Worked 6 months in the kitchen of a Brooklyn steak house (until 2
months prior to arrest)

= Religion: Islam (convert)

=  Where Radicalized: Unknown

= Radicalizing Influence: Unknown
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= Affiliations: Masjid al-Ikhlas, Mosque in Newburgh
= Interests: Unknown
= Special Skills: Unknown
= Criminal Background: 2003: arrested for criminal possession of cocaine, aggravated
unlicensed operation of a motor vehicle; DWI; 2005: arrested for violating parole and
spent less than a year in prison for drug/weapons charges; 2007: arrested for grand
larceny and possession of stolen property; 2008 & 2009: criminal possession of
marijuana and disorderly (violent) conduct (2009)
= Primary Type of Attack:
« Bombing / Explosives: conspired to use weapons of mass destruction and
IED containing over 30 pounds of Composition 4 (‘C-4") military grade
plastic explosive material
o Surface Air Missiles: Surface-to-air guided missile system
= Target: Religious Center and Military / United States Government: Riverdale
Temple, Riverdale Jewish Center, and Stewart Air National Guard Base
= Motive: Radical Islamic ideology; angered by U.S. military action in Afghanistan
and Pakistan
= Role in Plot: Operational cell member; weapons acquisition -contacted gun dealer in
Brooklyn, New York, who sold them a 9 millimeter hand gun for $700
= Foreign Travel For Terrorist Plotting/Training/Funding: Unknown
= Use of IT/Internet:
» Expressed a need for cell phones in order to communicate during the attack
« Detonation devices for explosives were programmed with cell phones
= Additional Significant Information:
o Recently had grown a beard and was known to read the Koran on slow nights
at his place of employment
o Described as violent
» Father was also a Muslim convert
« No relation to co-conspirator, Onta Williams

Onta Williams

= Birth Name: Onta Williams

= Aliases: Hamza

= POB: United States

= Residence: Newburgh, New York

= DOB: 6/29/1976

= Age: (Time of Plot): 32

= Citizenship: United States citizen

= Education Level: Unknown

= Family Status: Divorced, father of two f;‘;fj;ﬂjﬂhmrﬂﬁm P

= Employment: Worked at a warehouse, loading trucks

= Religion: Islam (convert, in prison. Was raised Baptist)

= Where Radicalized: In prison, while serving time for drug charges

= Radicalizing Influence: Prison mates played off his ‘weakness’ over the recent death
of his Mother and a custody battle with his ex-wife
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= Affiliations: Masjid al-Ikhlas, Mosque in Newburgh
= Interests: Unknown
= Special Skills: Unknown
= Criminal Background: Multiple charges: drugs possession (cocaine) and weapons
possession
= Primary Type of Attack:
« Bombing / Explosives: conspired to use weapons of mass destruction and
IED containing over 30 pounds of Composition 4 (‘C-4") military grade
plastic explosive material
« Surface Air Missiles: Surface-to-air guided missile system
= Target: Religious Center and Military / United States Government: Riverdale
Temple, Riverdale Jewish Center, and Stewart Air National Guard Base
= Motive: Radical Islamic ideology; angered by U.S. military action in Afghanistan
and Pakistan
= Role in Plot: Operational cell member
= Foreign Travel For Terrorist Plotting/Training/Funding: Unknown
= Use of IT/Internet:
» Expressed a need for cell phones in order to communicate during the attack
« Detonation devices for explosives were programmed with cell phones
= Additional Significant Information:
« Addicted to cocaine since his teenage years

Laguerre Payen

= Birth Name: Laguerre Payen

= Aliases: Amin, Almondo

= POB: Haiti

= Residence: Newburgh, New York

= DOB: 9/24/1984

= Age: (Time of Plot): 24

= Citizenship: Haiti n—

= Education Level: Unknown itp p bilkwamer fles wordpress. com

= Family Status: Father of a three year old son

=  Employment: Unknown

= Religion: Islam (convert, identified himself as Catholic for 15 months while in
prison)

=  Where Radicalized: Unknown

= Radicalizing Influence: Unknown

= Affiliations: Masjid al-lkhlas, Mosque in Newburgh

= |Interests: Unknown

= Special Skills: Unknown

= Criminal Background: 2000: burglary and criminal possession of stolen property;
2002: criminal mischief and harassment, separate occasion: robbery and assault, with
intent to use weapon (striking two teens with a BB gun while driving)

= Primary Type of Attack:
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« Bombing / Explosives: conspired to use weapons of mass destruction and
IED containing over 30 pounds of Composition 4 (‘C-4") military grade
plastic explosive material

« Surface Air Missiles: Surface-to-air guided missile system

Target: Religious Center and Military/ United States Government: Riverdale
Temple, Riverdale Jewish Center, and Stewart Air National Guard Base
Motive: Radical Islamic ideology; angered by U.S. military action in Afghanistan
and Pakistan
Role in Plot: Operational cell member
Foreign Travel For Terrorist Plotting/Training/Funding: Unknown
Use of IT/Internet:
» Expressed a need for cell phones in order to communicate during the attack
« Detonation device for explosives were programmed with cell phones
Additional Significant Information:

« Described to have serious psychological problems and on medication for
schizophrenia

» Said to be illiterate

« Lived in a boarding house in Newburgh since his release from prison
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June 2009: Little Rock, Arkansas Recruiting Station Shooting

On June, 1, 2009, Carlos Bledsoe opened fire in front of the United States

Army/Navy recruiting center in the Ashley Square Shopping Center, killing one
American Soldier and injuring another.

In January 2010, Bledsoe (AKA Abdulhakim Mujahid Muhammad) wrote a letter

to the judge presiding over his case changing his plea to guilty of all charges. In this
letter, Bledsoe also acknowledged being a soldier of al-Qa’ida in the Arabian Peninsula
(AQAP) and that the shooting was a “jihad attack.”

Important Findings

Muhammad is a natural-born U.S. citizen

Converted to Muslim at age 19 in college

Became radicalized in prison in Yemen

Possessed both Somali and American passports

Arrested in Yemen for overstaying his VISA and deported back to the U.S. in December 2008
Later admitted to being a soldier of al-Qa’ida in the Arabian Peninsula (AQAP) and the attack
was ‘jihad”

Abdulhakim Mujahid Muhammad

Birth name: Carlos Bledsoe
Aliases: Abdulhakim Mujahid Muhammad, Hakim
POB: Memphis, Tennessee
Residence: Little Rock, Arkansas
DOB: 7/9/1985
Age: (Time of Plot): 23
Citizenship: United States citizen
Education Level: Graduated from Craigmont High School;
some college -Tennessee State University (Business Source: _
administration) M R e
Family Status: Single
Employment: Tour buses and airport shuttle driver for his father’s company, Twin
City Tours
Religion: Islam (convert at age 19 in college)
Where Radicalized: Damaj Institute in Yemen or in Yemeni Prison
Radicalizing Influence: Allegedly prison mates in Yemen (although Muhammad
denies this claim)
Affiliations:

o Muslim Society of Memphis

e Columbus Ohio Mosque (associated with the plotters of the 2002 Columbus

shopping Mall Plot: Nuradin Abdi, lyman Faris, and Christopher Paul)

Interests: Unknown
Special Skills: Unknown
Criminal Background: Previous weapons and drug charges, visa violation
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Primary Type of Attack: Small arms attack: possessed a Mossberg rifle with a
scope, an SKS assault rifle, and a Lorein model L380 semiautomatic handgun
Target: Military / United States Government: greater cause against America in
general
Motive: Radical Islamic ideology; specifically, the treatment of Muslims by United
States Military, and for the sake of Allah. Also, United States immigration policy
keeping him from living in America with his wife.
Role in Plot: Single actor
Foreign Travel For Terrorist Plotting/Training/Funding: Unknown
Use of IT/Internet:
o Watched videos that encouraged violent behavior toward American soldiers
« Used Google maps for suggested targets, such as religious institutions and
military recruiting centers in multiple states.
Additional Significant Information:
o Possessed both Somali and American passports
« May 23, 2009: changed his name to Abdulhakim Bledsoe, for ‘religious
reasons.
o Grew up as a ‘normal’ kid and individuals were shocked by his actions.
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July 2009: Quantico Marine Base Plot

On July 27, 2009, Daniel Patrick Boyd was arrested by Federal agents along with
Hysen Sherifi, Dylan Boyd, Zakariya Boyd, Ziyad “Jimmy” Yaghi, Mohammad Omar
Aly Hassan, Anes Subasic and Jude Kenan Mohammad in North Carolina. They were

charged with plotting to wage “violent jihad” outside the United States.

A superseding indictment in September 2009 charged Daniel Boyd and Hysen
Sherifi with plotting to target the Marine Base in Quantico, Virginia. If convicted, they

all face life in prison for conspiracy to take part in a terrorist plot.

Shared Connections Among Subjects
= All subjects lived in North Carolina

well as conspiracy to murder persons abroad

Important Findings

jihad overseas prove impossible, jihad would take place here in the U.S.
= Two of the suspects were Daniel Patrick Boyd’s sons.
= All the subjects were in their 20’s except Daniel Boyd

= The original seven men were charged with conspiracy to provide material support to terrorists, as

= Both conducted reconnaissance on Quantico Marine Base and obtained maps of the area

= All participated in practicing military tactics and use of weapons within North Carolina
= All believed that violent jihad was obligatory, and further believed that should their efforts to fight

Daniel Patrick Boyd

= Birth Name: Daniel Patrick Boyd

= Aliases: Saifullah (Sword of God)

= POB: Carmel, California

= Residence: Willow Spring, North Carolina

= DOB: 9/15/1969

= Age: (Time of Plot): 39

= Citizenship: United States citizen

= Education Level: High school, attended T.C Williams High
School

= Family Status: Married with 5 children

= Employment: Metal framer and worked in construction

= Religion: Islam (convert, at age 17)

= Where Radicalized: North Carolina

= Radicalizing Influence: Self, however, influenced by step-father,
William Saddler, who was Muslim

= Affiliations: Mujahideen, found carrying a Hezb-e-Islami
membership card while overseas

= Interests: Practiced military tactics and use of weapons

Source;
hitpdnmng sulelha comulthers!
origmal T/ danie]-patrick-
benrd-2005-8-25-2040-8 jp2

= Special Skills: Trained in military tradecraft (Connecticut and North Carolina)
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Criminal Background: June 1991: accused of robbing a branch of United Bank in
Hayatabad. Sentenced by Islamic court and pardoned at behest of U.S. State
Department

Primary Type of Attack: Small arms attack

Target: Military / United States Government: Marine Corps Base in Quantico,
Virginia

Motive: Radical Islamic ideology, believed that it was the duty of all Muslims to
perform jihad

Role in Plot: Leader of plot, material support

Foreign Travel For Terrorist Plotting/Training/Funding:

« Pakistan and Afghanistan: trained with mujahideen and fought against Soviet
backed forces in Afghanistan

o Gaza, Israel: attempted to enter Palestine to introduce son to individuals who
believed in violent jihad

o Tel Aviv, Israel: bought son in an attempt to engage in violent jihad, denied
and detained for two days

« Kosovo: engaged in violent jihad

Use of IT/Internet: Sent e-mails to Sherifi that had attachments with jihad literature
Additional Significant Information:

« Boyd became frustrated with moderate mosques in North Carolina and began
holding services at his home and recruiting others to join his campaign to fight
overseas.

o He discussed stealing money from drug dealers to fund jihad and robbing
banks or Wells Fargo trucks to hurt the economy.

« Authoritites seized 26 weapons and 27,000 rounds of ammunitions from
Boyd’s home. He also had gas masks, a lookout and a bunker.

o July 2009: accused of leading a jihadist terrorist cell in North Carolina

Birth Name: Hysen Sherifi
Aliases: None

POB: Gnjilane, Kosovo -
Residence: North Carolina

DOB: 8/2/1984

Age: (Time of Plot): 24

Citizenship: Kosovo; U.S. Legal Permanent Resident
Education Level: High school, attended Sanderson High
School; also, attended Wake Tech until 2007

Family Status: Married A \
Employment: Unknown —_
Religion: Islam http mediabuffakmers com

Where Radicalized: North Carolina
Radicalizing Influence: Daniel Patrick Boyd
Affiliations: Unknown

Interests: Military tactics and weapons
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Special Skills: Trained in military tradecraft and weapons (specifically, AK-47)
Criminal Background: Misdemeanor assault charge
Primary Type of Attack: Small arms attack
Target: Military / United States Government: Marine Corps Base in Quantico,
Virginia
Motive: Radical Islamic ideology
Role in Plot: Provided material and financial support
Foreign Travel For Terrorist Plotting/Training/Funding:
« Pristina, Kosovo: engage in violent jihad, and solicit funds and personnel to
support the mujahideen
Use of IT/Internet: Used e-mail to communicate about jihad literature with Daniel
Boyd
Additional Significant Information: None
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September 2009: Denver/NYC Plot

In September 2009, Najibullah Zazi was arrested in Colorado after authorities
received intelligence suggesting he was part of an imminent terrorist plot. He was
subsequently indicted in New York on charges of providing material support to al-
Qa’ida, conspiracy to use weapons of mass destruction in the U.S, and conspiracy to
commit murder in a foreign country. After further investigation two co-conspirators, Adis
Medunjanin and Zarein Ahmedzay, were arrested in New York and indicted on those
same charges in January 2010.

The three men, who had ties to al-Qa’ida, plotted to conduct three simultaneous
suicide bombings against the New York City subway system during rush hour, using
backpacks to conceal the explosive devices. They intended to execute the attacks on
September 14" 15" or 16", 2009.

Najibullah Zazi’s father, Mohammed, and a Queens-based Imam, Ahmad Wais
Afzali, were also arrested in September 2009 for knowingly making false statements to
federal agents in an ongoing terror investigation. However, they were not part of the
operational planning.

On February 22, 2010 Najibullah Zazi and Zarein Ahmedzay pleaded guilty to all
charges and are awaiting sentencing, which is set for June 24, 2011. Adis Medunjanin
pleaded not guilty and awaits trial.

Important Findings

= Zazi, Ahmedzay and Medunjanin were recruited by al-Qa’ida for U.S. suicide operations because
they held US passports, had ties to the New York City community, and were knowledgeable about
local targets

= Minimal pre-operational surveillance was conducted on the subway system

= While in the U.S. Zazi maintained contact with al-Qa’ida overseas, asking questions about the
proper construction of explosives

= Zazi, Ahmedzay and Medunjanin provided currency, training, communications equipment and
personnel to al-Qa’ida while overseas

= Zazi practiced operational security to avoid detection; for example, he e-mailed bomb-making
instructions to himself while in Pakistan, rather than carrying hard copies during travel

Najibullah Zazi

= Birth Name: Najibullah Zazi

= Aliases: Unknown

= POB: Paktia, Afghanistan

= Resident State: Colorado

= DOB: 8/10/1985

= Age: (Time of Plot): 24

= Citizenship: Afghanistan; U.S. Legal Permanent Resident

= Education Level: High school dropout from Flushing
High School

zf‘ ;

Souree:
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Family Status: Married with children
Employment: Janitor, cashier, Airport shuttle driver, Street
vendor
Religion: Islam
Where Radicalized: While traveling to Pakistan
Radicalizing Influence: Unknown, but idolized Zakir Naik, founder of the Islamic
Research Foundation and well known speaker on Islam
Affiliations: Al-Qa’ida
Interests: Unknown
Special Skills: Trained in explosives (specifically, triacetone triperoxide or TATP)
by al-Qa’ida
Criminal Background: Unknown
Primary Type of Attack: Bombing / Explosives
Target: Transportation: Subway: Grand Central Terminal. Additional targets:
football and baseball stadiums in New York area, New York’s Fashion Week event
Motive: Radical Islamic ideology
Role in Plot: Unclear if he was main facilitator or just bomb maker
Foreign Travel For Terrorist Training:
« Peshawar region in Pakistan: attended an al-Qa’ida training camp and
received explosives training
Use of IT/Internet:
» Had recipes and bomb research on his home computer
o E-mail communications between conspirators
« Viewed Zakir Naik’s lectures on YouTube
Additional Significant Information:
« Went to beauty supply stores to get raw materials for bombs
o Tried cooking the ingredients on a hotel stove
» Was tipped off by a confidential informant in the case that he was under
investigation
« Opened many credit cards and spent above his means, declared bankruptcy in
2008
« Allegedly conspired with Naiz Khan, a childhood acquaintance, and Ahmad
Wais Afzali
« Al-Qa’ida operative, Mustafa Abu al-Yazid, had middle man contact Zazi
o Zazi’s father and Queens Imam Ahmad Wais Afzali, an NYPD Confidential
Informant, was accused of lying to the authorities regarding the terror

investigation

Birth Name: Adis Medunjanin
Aliases: Unknown

POB: Sarajevo, Bosnia
Residence: Queens, NY

DOB: Unknown

Age: (Time of Plot): 25 Sonres:

wanarglobaljthad net
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Citizenship: Bosnia; U.S. Legal Permanent Resident

Education Level: Attended Flushing High School; bachelor’s degree, Queens

College (economics)

Family Status: Unknown

Employment: Building superintendent

Religion: Unknown

Where Radicalized: Unknown

Radicalizing Influence: Unknown

Affiliations: Unknown

Interests: Unknown

Special Skills: Trained in explosives

Criminal Background: Unknown

Primary Type of Attack: Unknown

Target: Unknown

Motive: Unknown

Role in Plot: Alleged co-conspirator

Foreign Travel For Terrorist Training:

» Peshawar region in Pakistan: attended an al-Qa’ida training camp and

received explosives training

Use of IT/Internet: Unknown

Additional Significant Information:

» Adis was captured after he rammed his car into another vehicle and called 911

saying “We love death more than you love life!”

Birth Name: Zarein Ahmedzay

Aliases: Unknown

POB: Gardiz, Afghanistan

Residence: Queens, NY

DOB: Unknown

Age: (Time of Plot): 24

Citizenship: Afghanistan; U.S. Legal Permanent Resident
Education Level: Flushing High School; some college-
Queens College (teaching)

Family Status: Unknown

Souree:

Employment: Taxi Cab driver in New York City Titpilermrntanascam:
Religion: Unknown

Where Radicalized: Unknown
Radicalizing Influence: Unknown
Affiliations: Unknown

Interests: Unknown

Special Skills: Unknown

Criminal Background: Unknown
Primary Type of Attack: Unknown
Target: Unknown
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Motive: Unknown

Role in Plot: Alleged co-conspirator

Foreign Travel: 2008: Traveled to Pakistan

Known Foreign Travel for Terrorist Plotting/Training/Funding: 2008:Traveled
to Pakistan with Zazi and Medunjanin for explosives training

Use of IT/Internet: Unknown

Additional Significant Information: None
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September 2009: Foundation Place Dallas Plot

In September 2009, a Jordanian teenager that was illegally in the United States
attempted to cause an explosion at the Foundation Place in Dallas, Texas using a vehicle-
borne improvised explosive device. Hosam Smadi was identified through an online
extremist chat in which he expressed the desire to wage a violent jihad against
Americans. He was approached by two FBI agents posing as senior al-Qa’ida members.
The FBI agents tried talking him out of the plot but Smadi insisted. He was arrested after
attempting to detonate the bomb via a cell phone from a few blocks away.

In May 2010, Smadi pleaded guilty to attempted use of a weapon of mass
destruction. On October 19, 2010 Smadi was sentenced to 24 years in prison for his
attempted bombing of the Foundation Place building.

Important Findings

= Was illegally in the U.S. during time of plot (expired B2 Visa)

= Practiced a strict regimen of prayer

= Was identified on an online extremist chat room, where he expressed a desire to wage violent
jihad against Americans

Hosam Maher Husein Smadi

= Birth Name: Hosam Maher Husein Smadi

= Aliases: Sam

= POB: Jordan

= Residence: Texas

= DOB: 6/5/1990

= Age(Time of Plot): 19

= Citizenship: Jordan; Illegally in the U.S. — Expired B2 Visa
= Education Level: High school

= Family Status: Single

= Employment: Cashier at Texas Best Smokehouse
= Religion: Islam

Sonroe:

= Where Radicalized: Unknown hittp-fomror.mszibs et cotm
= Radicalizing Influence: Unknown

= Affiliations: Pledged allegiance to Osama bin Laden
= Interests: Techno music

= Special Skills: Unknown
= Criminal Background: Begging and theft (in Jordan)
= Primary Type of Attack: Bombing / Explosives
= Target: Financial / Economic Interest: Foundation Place, Dallas, Texas
= Motive: Radical Islamic ideology; expressed the desire to wage a violent jihad
against Americans
= Role in Plot: Single actor
= Foreign Travel For Terrorist Plotting/Training/Funding: Unknown
= Use of IT/Internet:
» Used Arabic chat rooms to interact with other extremists
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o Used a cell phone to detonate inert bomb supplied by the FBI
= Additional Significant Information:
« Practiced a strict regimen of prayer as there was no mosque near him.
« Inthe six weeks prior to being arrested he secluded himself from close friends
and stopped paying rent.
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September 2009: Illinois Courthouse Plot

On September 23, 2009, Michael C. Finton was arrested for attempting to
detonate a vehicle bomb at Paul Findley Federal Building and Courthouse in Springfield,
Illinois. While he was attempting to carry out this plot he dealt with FBI agents and
confidential informants who monitored his efforts up to his arrest. He allegedly drove a
vehicle containing inactive explosives up to the federal building and attempted to

detonate them.

Finton waived his right to a detention hearing and was ordered to remain in the
custody of the U.S. Marshalls. If convicted, Finton faces life in prison for attempting to
use weapons of mass destruction, and up to 20 years for attempting to murder a federal

officer or employee.

Important Findings

1999-2005: Sentenced to prison for aggravated robbery and battery
Finton converted to Islam while in prison
Finton’s motive was to force troops out of Muslim land

Radicalizing influence from Taliban soldier John Walker Lindh who is currently in prison

Michael C. Finton

= Birth Name: Michael C. Finton

= Aliases: Talib Islamm, Michaelcurtiss Finton Michaelc
Finton-Stout

= POB: Oxnard, California

= Residence: lllinois

= DOB: 12/8/1979

= Age: (Time of Plot): 29

= Citizenship: United States citizen

= Education Level: Some high school in Warren, Michigan

= Family Status: Single

= Employment: Part-time cook

= Religion: Islam (convert, in prison)

= Where Radicalized: Unknown

= Radicalizing Influence: Idolized John Walker Lindh, an

Sonarce:

hitp:fhananar dispat ch cornfananare pottoomte
mtfsites/dispatchitmazes 2000052 5/ Finton
_boerh 200,5p

imprisoned, U.S. citizen who was caught fighting for the Taliban

= Affiliations: Wrote a letter to John Walker Lindh
= Interests: Blogging
= Special Skills: Trained in bomb making

= Criminal Background: Aggravated robbery and battery convictions
= Primary Type of Attack: Bombing / Explosion: Weapons of Mass Destruction
= Target: Military / United States Government: Paul Findley Federal Building and

Courthouse

= Motive: Radical Islamic ideology; fall of the United States Government, forcing

troops out of Muslim lands
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Role in Plot: Single actor
Foreign Travel For Terrorist Plotting/Training/Funding: Unknown
Use of IT/Internet:

» Used cell phone to send a signal that he believed would detonate the bomb in
the van

« Allegedly made three videos which explained his own political rationale for
attacking the U.S. and about his belief that America is at war with Islam.

» Had a MySpace account where he blogged about his love for Islam and it also
featured several videos that show roadside bombs that have killed American
military in Afghanistan and Irag.

Additional Significant Information:

« Charged with trying to detonate a weapon of mass destruction and one count
of attempting to murder federal officers or employees.

« Finton's bank records showed that in March 2008 he received a wire transfer
of $1,375.14 from "Asala Hussain Abiba" in Saudi Arabia and the next day
sent the money to a travel agency in order to travel to Saudi Arabia.

« Finton communicated with someone, who unbeknownst to him, was a law
enforcement source. During these communications he expressed his desire to
receive military training and to travel to Gaza, Afghanistan, Pakistan, Somalia
or other overseas locations to become a jihadist fighter.
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October 2009: Massachusetts Shopping Mall Plot

On October 20, 2009 Tarek Mehanna, Ahmad Abousamra and Daniel Maldonado
were charged with giving material support to terrorists. They had planned on attacking a
shopping mall with small arms or attacking a military base or traveling to a foreign
country to kill U.S. soldiers and had also talked about assassinating an official in the
Obama Administration. They traveled unsuccessfully across the Middle-East looking for
terrorist training camps. These men had been questioned by JTTF members and were
also being charged with lying to the investigators.

On June 17, 2010, Mehanna and Abousamra received a superseding indictment
for conspiracy to provide material support to a designated foreign terrorist organization,
al-Qa’ida. Mehanna is currently in a Plymouth, MA prison awaiting trial, while
Abousamra is believed to be in Syria. On April 19, 2010, Maldonado pleaded guilty to
receiving military-type training from a foreign terrorist organization and was sentenced to
120 months in prison.

Shared Connections Among Subjects

= Mehanna and Abousamara were friends who lived in close proximity to one another and all three
became friends in 2000

= Abousamra and Mehanna first met while attending a mosque in Sharon, Massachusetts

= Age ranged from 27-28 years old

= All wanted to participate in jihad through watching videos and eventually combat

Important Findings

= Mehanna received a Doctorate at the Massachusetts College of Pharmacy

Tarek Mehanna

= Birth Name: Tarek Mehanna

= Aliases: None

= POB: Pittsburgh, Pennsylvania

= Resident State: Sudbury, Massachusetts
= DOB: 10/13/1982

= Age (Time of Plot): 27

= Citizenship: United States citizen

= Education Level: Doctorate Degree - Massachusetts St
C0||ege of Pharmacy Pﬁp:hw.bustnnmm&lmrsﬂncabb_re
. akmz nenars 2007 10 mudbury man 1m
= Family Status: Unknown p il g

= Employment: On his way to Saudi Arabia to begin working
in a medical facility

= Religion: Islam

= Where Radicalized: While living in Massachusetts

= Radicalizing Influence: Self; by watching jihadi videos with his peers; also, the D.C
Sniper

= Affiliations: Unknown
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Interests: Unknown
Special Skills: Unknown
Criminal Background: None
Primary Type of Attack: Small arms attack
Target: Financial / Economic Interest: Massachusetts Shopping Mall
Motive: Radical Islamic ideology; expressed desire to participate in violent jihad
against American interests
Role in Plot: Lead Conspirator
Foreign Travel For Terrorist Training
« Yemen: in an effort to receive training at a terrorist camp
Use of IT/Internet:

« Jihadist material found on the hard drive of his computer

o E-mail communications

« Ran an internet blog with chat availability and English translations to web
pages advocating jihadist ideology

Additional Significant Information:

« Provided false information and made false statements to the FBI and JTTF
about where he had previously traveled, and about Daniel Maldonado’s
involvement.

« Confidential informant participated in many of the same activities provided
information that was based on personal knowledge including actions and
statements.

Birth Name: Ahmad Abousamra

Aliases: Ahmad Abousamar, Ahmad Samra Abousamar,
Ahmad Abou Samra

POB: Villeurbanne, France

Resident State: Mansfield, Massachusetts

DOB: 9/19/1981

Age (Time of Plot): 28

Citizenship: United States citizen (Derived)

Education Level: Xaverian Brothers High School in
Westwood, MA for three years; graduated from Stroughton
High School in 1999 (honor student); attended Northeastern University (deans list)
Family Status: Married, with three children

Employment: Unknown

Religion: Islam

Where Radicalized: While living in Massachusetts

Radicalizing Influence: Self; by watching jihadi videos with his peers; also, the D.C
Sniper

Affiliations: Unknown

Interests: Unknown

Special Skills: Unknown

Criminal Background: None

3
Sonree:
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Primary Type of Attack: Small arms attack

Target: Financial / Economic Interest: Massachusetts Shopping Mall
Motive: Radical Islamic ideology

Role in Plot: Co-conspirator

Foreign Travel For Terrorist Training:

« Twice to Pakistan: in effort to find and join training camps (turned away from
known terrorist organization(s) Lashkar e Tayyiba (LeT), because he was not
Pakistani, and Taliban, for lack of experience)

« Yemen: in effort to receive training at a terrorist camp

Use of IT/Internet:
o Downloaded information about training from personal computer
« Watched and distributed Jihad videos

Additional Significant Information:

o Ahmad Abousamra is the oldest son of Abdul-Badi Abousamra, former vice
president of the Boston branch of the Muslim American Society, which
operates the largest Islamic center in the Northeast.

« Provided false information and made false statements to the FBI and JTTF
about where he had previously traveled, and about Daniel Maldonado’s
involvement.

o Allegedly fled to Syria in 2006 to evade arrest.

Birth Name: Daniel Joseph Maldonado
Aliases: Daniel Aljughaifi, Abu Mohammed
POB: Methuen, Massachusetts
Resident State: Pelham, New Hampshire, Houston, Texas
DOB: 12/19/1978
Age (Time of Plot): 31
Citizenship: United States citizen
Education Level: High school dropout ,
Family Status: Married, with three children Fosmews com
Employment: Website Design
Religion: Islam (convert)
Where Radicalized: Unknown
Radicalizing Influence: Unknown
Affiliations:
« Al-Qa’ida
« Aiding Islamic Courts Union to install and Islamic State in Somalia.
Interests: Unknown
Special Skills: Trained in explosives and weapons (specifically, AK-47s)
Criminal Background: None
Primary Type of Attack: Small arms Attack
Target: Financial / Economic Interest : Massachusetts Shopping Mall
Motive: Radical Islamic ideology
Role in Plot: Co-conspirator and providing weapons through gang affiliated networks
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= Foreign Travel For Terrorist Training:
« Yemen: in effort to receive training at a terrorist camp

= Use of IT/Internet:
« Downloaded information about training from personal computer
« Watched and distributed Jihad videos

= Additional Significant Information:

« Maldonado used coded language, including "culinary school" and "making
peanut butter and jelly sandwiches,” which meant, he was involved in
fighting. He tried to recruit others for training.

« He was connected to a gang community prior to converting to Islam, and able
to obtain weapons.

« Pleaded guilty to receiving terrorist training from al-Qa’ida while in Somalia
to overthrow Somali government.

» Allegedly aided Islamic Courts Union to install an Islamic State in Somalia.
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November 2009: Fort Hood Shooting

On November 5, 2009, Nadal Malik Hasan opened fire on a crowd in the Soldier
Readiness Center of the Fort Hood military base armed with a Belgian made FN Herstal
5.7 pistol, killing 13 people and wounding 30 others. Hasan was shot and arrested by a
civilian police officer approximately 10 minutes after the shooting began.

As of November 15, 2010, Hasan was awaiting the result of an Article 32 hearing,
which will decide whether or not the case should go forward in military court.
Furthermore, Army officials will have to decide if they will seek the death penalty for
Hasan, if the case goes to trial.

Important Findings

= Independent actor inspired by Islamic extremist websites and known fundamentalist

= Demonstrated unusual behavior such as sympathizing with extremists; anti-war stance

= Attended Dar al-Hijrah Mosque and Islamic Center in Falls Church, VA, known for its
fundamentalist teachings

= E-mails sent overseas to known fundamentalist, Anwar al-Awlaki

Nadal Malik Hasan

= Birth Name: Nadal Malik Hasan

= Aliases: AbduWali

= POB: Arlington, VA

= Residence: Killeen, Texas

= DOB: 09/08/1970

= Age: (Time of Plot): 39

= Citizenship: United States citizen

= Education Level: Bachelor’s Degree -Virginia Tech
University; MD - Uniformed Services University of the
Health Sciences

= Family Status: Never married, no children

= Employment: Major, United States Army http:ffaane ot com

= Religion: Islam

= Where Radicalized: Falls Church, VA

= Radicalizing Influence: Anwar al-Awlaki, al Qa’ida and Islamic terrorist websites

= Affiliations: Dar al-Hijrah, Mosque and Islamic Center

= Interests: Islamic faith, attending religious lectures

= Special Skills: Psychiatry

= Criminal Background: Unknown

= Primary Type of Attack: Small arms attack: active shooter assault

= Target: Military / United States Government: Soldier Readiness Center of Fort Hood

= Motive: Radical Islamic ideology; scheduled deployment to Afghanistan. He was
overheard making statements of not wanting to kill his brothers overseas.

= Role in Plot: Single actor

= Foreign Travel For Terrorist Plotting/Training/Funding: Unknown
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= Use of IT/Internet:
» Frequented extremist websites
o Exchanged e-mails with Anwar al-Awlaki asking for spiritual guidance
concerning violence.
= Additional Significant Information: None
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December 2009: Christmas Day Bombing Attempt

On December 25, 2009, Abdul Farouk Abdulmutallab attempted to set off an
explosive device aboard Northwest Airlines Flight 253 traveling from Amsterdam to
Detroit. The bomb was concealed in his undergarments and designed to allow him to
detonate it at a time of his choosing. He attempted to inject chemicals into a package of
explosives under his clothes. There were traces of Pentaerythritol Tetranitrate (PETN)
and Triacetone Triperoxide (TATP), which are both highly explosive, found in the
materials confiscated by the FBI. He was subdued and restrained by passengers and crew
members after attempting to set off the bomb.

Abdulmutallab was indicted on January 6, 2010 on a six separate charges,
including attempting to use weapons of mass destruction and attempting to murder 289
people. Abdulmutallab has returned to trial twice, briefly, expressing a desire to
represent himself in court, and offer a guilty plea; however, he remains in U.S. federal
prison in Milan, Michigan until his next trial date, January 12, 2011.

Important Findings

= The subject was considered to have extreme religious views since high school. He felt that his
family wasn’t devout enough and cut ties with them in 2008 after graduating with a degree in
mechanical engineering

= Allegedly has ties to al-Qa’ida in the Arabian Peninsula (AQAP), who helped him learn how to
make an explosive device in Yemen. AQAP claimed credit for operation

= His name was in the U.S. National Counter-Terrorism Center database called Terrorist Identities
Datamart Environment for people who might be threat to the United States, but not on the “no-fly
list”

Umar Farouk Abdulmutallab

= Birth Name: Umar Farouk Abdulmutallab

= Aliases: “‘Alfa’ during secondary school, meaning “Islamic
scholar” by local coinage; Abdul Farouk Abdulmutallab;
“Biggie,” Omar Al-Farooq

= POB: Lagos, Nigeria

= Residence: Central London, England (last known residence)

= DOB: 12/22/1986

= Age: (Time of Plot): 23

= Citizenship: Nigerian citizen with valid U.S. visa through the
first half of 2010

= Education Level: 2005: graduated from British International
School in Lome, Togo; May 2008: graduated from University f;‘;f_“;,;wﬁmm
College London and studied mechanical engineering; went to —
Dubai and studied for his MBA, but dropped out

= Family Status: Single

= Employment: Full- time student

= Religion: Islam
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Where Radicalized: Unknown; however, held extreme views since British
International School

Radicalizing Influence: Unknown; however, in 2008, according to a relative, Umar
told his family that he no longer wanted anything to do with them. In 2009, his father
reported to the U.S. Embassy in Nigeria that his son had developed extreme religious
Views.

Affiliations:

« President of Islamic Society while at University College London

o Allegedly had ties to Al-Qa’ida in the Arabian Peninsula (AQAP)

» Attended a seminar held by Al Maghrib Institute

o Anwar Al-Awlaki, radical Islamic fundamentalist

Interests: Unknown

Special Skills: Allegedly trained in explosive device in Yemen

Criminal Background: Unknown

Primary Type of Attack: Bombing / Explosion: PETN, TATP

Target: Transportation; Airport/Airliner: Northwest Airliner, Flight 253 landing in
Detroit

Motive: Radical Islamic ideology

Role in Plot: Single actor / suicide bomber

Foreign Travel For Terrorist Plotting/Training:

« Yemen: allegedly to pick up the explosive device and learn how to use it.
Boarded a flight from Lagos, Nigeria to Amsterdam, Netherlands in order to
travel to Detroit, Michigan and blow up airliner

Use of IT/Internet: Used online forums, Facebook, Islamic chat rooms to discuss his
“inner struggles”
Additional Significant Information:

o Father: Alhaji Umar Mutallab, retired chairman of First Bank and former
Federal Commissioner for Economic Development during the Murtala/
Obasanjo Administration); and has16 siblings (split between father’s two
wives)

o August 2008: attended a seminar in Houston, Texas held by Al Maghrib
Institute, “the largest Islamic sciences study body in North America.”

o September 2009: a United Nations expert on al-Qa’ida warned policy makers
in Washington that the type of explosive device used by a Yemeni militant in
Saudi Arabia could be carried aboard an airliner.

« Mid-October 2009: a NSA wiretap picked up a discussion out of Yemen that a
Nigerian man was being trained for a special mission.

« Late 2009: his father called the American Embassy in Lagos, Nigeria to
explain that his son had come under the influence of religious extremists and
had possibly disappeared to Yemen.

« Also in November: intelligence officials intercepted a communication of al-
Qa’ida followers in Yemen that a man named “Umar Farouk” had
conversations with Anwar Al-Awlaki about volunteering for terrorist
operations. Al-Awlaki is a radical cleric from Yemen that had previously
exchanged e-mails with the terrorist from Fort Hood.

o Al Jazeera released a video from a man describing himself as an al-Qa’ida
operative from Yemen that stated they wanted to attack America and its allies.
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o December 24, 2009: Abdulmutallab bought a plane ticket with cash in Lagos,
Nigeria with no checked bags. He then boarded a Detroit, Michigan bound
flight in Amsterdam, Netherlands with no checked bags or a coat.

« At this time he is accused of “attempted use of a weapon of mass destruction”;
“attempted murder within the special aircraft jurisdiction of the U.S.”; “willful
attempt to destroy and wreck an aircraft within the special aircraft jurisdiction
of the U.S.,” “willfully placing a destructive device in, upon and in proximity
to an aircraft within the special jurisdiction of the U.S., which is likely to
endanger the safety of such aircraft”; and 2 “possession of a
firearm/destructive device in furtherance of a crime of violence.”
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May 2010: Times Square Car Bombing Attempt

On May 1, 2010, at approximately 6:34 p.m., a gray Nissan Pathfinder was
discovered unattended in the Times Square area of New York City, with smoke
emanating from the cabin. Bomb Squad members subsequently searched the vehicle and
found an improvised explosive device consisting of two five-gallon gasoline containers,
three propane tanks, electrical wires, black powder, consumer-grade fireworks, urea-
based fertilizer packed in three plastic bags inside a gun locker, and two alarm clocks.
The device ultimately failed to detonate.

Investigators identified the perpetrator as naturalized U.S. citizen, Faisal Shahzad, and
arrested him on May 3 at the John F. Kennedy International Airport as he attempted to
depart for Dubai, United Arab Emirates. Shahzad pleaded guilty to all counts and was
sentenced to life in prison in October 2010.

Shared Connections Among Subjects

= Three men were picked up on immigration charges in relation to the Shahzad case and provided him
financial support, but it is unknown whether they knew what the intended use of it was. These
include:
e Mohammad Shafiq Rahman, a computer programmer from Portland, Maine
e Pirdad Khan, 43, a cab driver in the Boston, Massachusetts area from Watertown,
Massachusetts
e Aftab Khan, 20’s, a gas station attendant from Brookline, Massachusetts

Important Findings

= Use of underground networks to funnel money to Shahzad, clandestine meeting held at Dunkin’
Donuts on Long Island

= Shahzad was previously on the radar of U.S. Law Enforcement

= Trend of “Westernized Muslims” involvement in terrorism

Faisal Shahzad

= Birth Name: Faisal Shahzad

= Aliases: No known aliases

= POB: Karachi, Pakistan

= Residence: Shelton, Connecticut (House
Foreclosed); Bridgeport Connecticut (Single
Apartment)

= DOB: June 30,1979

= Age: (Time of Plot): 30

= Citizenship: United States citizen (Naturalized, April
17, 2009)

= Education Level: University of Punjab (Studied Islamic Studies, Persian and
Arabic); 1998-1999: Southeastern University; 2000: University of Bridgeport
(Bachelor’s Degree in Computer Applications); 2005: University of Bridgeport
(MBA).

= Family Status: Married with two children
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Employment: Unemployed at time; Resigned from job as a Financial Analyst in mid-
2009 from Affinion Group in Norwalk, Connecticut
Religious Faith: Islam
Where Radicalized: Pakistan
Radicalizing Influence:
« Anwar al Awlaki (Online Lectures) and Tehrik-1 Taliban Pakistan (TTP)
Affiliations:
e TTP
« Muhammad Rehan, counterpart in Pakistan attended mosque with links to
Jaish-e-Muhammad
Interests: Working on computers, playing sports, selling real estate
Special Skills: Trained in bomb making
Criminal Background: None
Primary Type of Attack: Vehicle-Borne Improvised Explosive Device (VBIED)
Target: Financial/Economic: Commercial/Office Building: Times Square, New York
City
Motive: Radical Islamic ideology
Role in Plot: Sole actor
Foreign Travel for Terrorist Plotting/Training/Funding:
« Waziristan, Pakistan: Training in bomb making
Use of IT/Internet:
« Contacted Anwar al Awlaki via the Internet
« Visited Jihadist websites
« Frequented Google message boards about Guantanamo Bay
« Used Craig’s List to buy vehicle used for the VBIED
Additional Significant Information:
« First instance of TTP attack in the United States
« 2009: attained U.S. citizenship through marriage after having U.S. Student
and Permanent Resident Visas
e 1999 & 2008: on U.S. Homeland Security (Formerly U.S. Customs) TECS
(Traveler Enforcement Compliance System) for bringing large sums of money
into the country.
o 2004: Shahzad’s previous house sale garnered Connecticut JTTF attention.
» Used cash to buy vehicle, failed to correctly rid the vehicle of all the VIN’s.
« Seemed to have become increasingly “religious” in years leading up to attack.
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Appendix A

The chart below is a modified version of the ‘Terrorist Attack Cycle’ and includes pre-operational activities conducted by at least one
individual in each case. The individuals may have engaged in further pre-operational activities—such as training camps overseas—however,
this chart only depicts activities that place the terrorists in the public domain and could present an opportunity for detection by alert citizens

and law enforcement.
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Pre-attack
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Swveillance
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/Dry Bun

Execution
(attempis: fail /
success)

Escape &
Exploitation

Drecember 2001: "Shoe Bomber" Bombing Attempt

X

X

X

X

Iay 2002: Jose Padilla, Dirty Bomb Plot

August 2002 Columbus Shopping Mall Plot

September 2002: The Lackawanna Cell

IMay 2003 Brooklyn Bridge Plot

June 2003 Virgima Jihad Cell

August 2004 Financial Centers Plot

August 2004 The Herald Souare Plot

August 2004 Albany Assassination Plot
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June 2005 Lodi, CA Cell

August 2005 JIE Plot

December 2005: Pipeline Plot

Febrpary 2006 Toledo Cell

N

April 2006: Atlanta Cell

April 2006: PATH Tunnels Plot
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Iay 2006: Sears Tower Plot

August 2006 Liguid Explostves Aitliner Plot

December 2006; The inois Shopping Mall Plot

Iay 2007 Fort Dix Plot

June 2007 JFKE Plot

August 2007 Goose Creel, South Carolina Traffic Stop

Jatwatry 2009 Long Island Railroad Plot

Iay 200%; Bronx Synagogue & MNewburg Air Base Plot

June 2009 Little Rock, Arkansas Recruting Station Shooting

July 2009; Quantico Manne Base Plot

September 2009 Denver/ N VT Plot

September 2009 Foundation Place Dallaz Plot

September 2009; linois Courthouse Plot

Movember 2009: Fort Hood Shooting

E A i

October 2009; Magsachusetts Shopping Mall Plot
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Drecember 2009: Christmas Day Bombing Attempt

Iay 2010: Times Square Car Bombing Attempt
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